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Flags(4-bits)

Scope(4-bits)

F F

• FF02::9(RIPng)

• FF02::5& FF02::6 (OSPFv3)
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IGMP Introduction

»
»

»
»

• Multicast Listener Discovery Protocol

• If you learn about one, you’ve learned about the 

other.
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IPv6 Multicast with MLDP

IPv6 Multicast with MLDP

»

»
• MLD version1 based off of IGMPv2 (RFC 2710)

• MLD version2 based off of IGMPv3 (RFC 3810)

»



MLDP Message Types

MLDP Message Types

»
»
»
»



Overview of Multicast Routing Protocols

Overview of Multicast 
Routing Protocols

www.ine.com

http://www.ine.com/


Why do we need Mcast Routing Protocols?
»

»

»
»

• Dense-Mode protocols

• Sparse-Mode protocols (triggered joins)



RPF Checks
»

»
»
»

• Based on type of tree used (Source or Core)

• May be dependent on specific IGP-type



PIM Sparse-Mode Overview
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»



PIM Overview
»

»
»

• PIM Dense-Mode (RFC 3973)

• PIM Sparse-Mode (RFC 4601)

»



PIM Sparse-Mode Overview

PIM Sparse-Mode Overview

»
• Updated several times since

• Currently RFC 4601

»
• Builds a Core-Based Tree First (aka Shared-Tree)

• Once Mcast Source is discovered, switches over to 

SPT.



PIM Versions

»
»
»

• Body of PIM packets identical in v1 and v2

• Functionality identical in v1 and v2

»
• V1 utilized IGMP as transport protocol

• V2 has its own IP Protocol number = 103

• PIM BSR only available in v2



PIM Comparison to IGP Routing Protocols

PIM Comparison to IGP Routing Protocols

»
• Dynamic Neighbor Discovery

✓Hello packets sent to 224.0.0.13

• Information learned via PIM has an expiration 

timer.
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PIM Comparison to IGP Routing Protocols

»
• IGPs only care about destinations…PIM cares about

Sources and Destinations

• Relies on a host (receiver) or source (server) to trigger 

any PIM information exchange.

• Populates the Mroute Table

• Performs RPF checks by default

• Cannot work alone: Requires an IGP
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PIM Rendezvous Points
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Initial PIM Sparse-Mode Configuration

»

»

»



Discovering Neighbors
»

»

• Another PIM Neighbor has been discovered on that

interface.

• A directly-connected Receiver/Source resides on that 

interface.

»



PIM Joins
»

»

»

• (*,G) Joins

• (S,G) Joins



Mroute “State”
»

»

»
»

• Receiving PIM Joins / IGMP Membership Report

• Receiving Multicast Traffic

• Dynamic/Automatic Creation



Creating the Shared Tree
»

Creating the Shared Tree

»

• Knowledge of who the RP is.

• Knowledge of how to reach the RP (unicast routing)

• At least one request from a Multicast Receiver



The Shared Tree

The Shared Tree



PIM (*,G) Joins

»

»
»



PIM (*,G) Joins
»

»
• 60-seconds (default)

»

»
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Let the Source Begin!!

Let the Source Begin!!



PIM Registration

»

»

»



Null-Register

Null-Register

»Method used to periodically “remind” the RP 

that this flow is still going.

»RP may need to receive a stream again

before the “Register-Suppression” timer 

expires.

»Router send periodic Null-Registers every

5-seconds (Probe-Time) to RP.
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Joining the Shortest-Path Tree

Joining the Shortest-Path Tree



PIM (S,G) Joins
»

»

»
»

• What triggers them?

• What state do they create in Mroute Table?



Deletion of (S,G) Mroute State
»

Deletion of (S,G) Mroute State

»
»

• Determined by “Join/Prune-Period”

• 60-seconds (default)

»
• Periodic Joins from downstream neighbors stop

• Mcast Source stops transmitting

• Receipt of PIM Prune and no outgoing interfaces.



PIM (S,G) and (*,G) Prunes

»
»

»
• What triggers them?

• What state do they create in Mroute Table?

• Other details



Designated Routers and Forwarders
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LAN-A

LAN-B

LAN-C

PIM-RP
1

2

3 4

5

67

Source

Receiver-X

Receiver-Y



PIM Designated Router
»

»

»
»

• PIM Joins/Prunes up the Shared and SPT trees.

• PIM Registers to the RP



LAN-C

PIM-RP
1

3 4

5

67

Source

Receiver-X

Receiver-Y

2.3.2.3

3.4.3.3

DR

1.1.1.11

LAN-A 

1.1.1.2

2

DR 2.3.2.22 LAN-B

DR 3.4.3.4



PIM Designated Forwarder

»

»
»



LAN-C

PIM-RP
1

3 4

5

67

Source

Receiver-X

Receiver-Y

2.3.2.3

3.4.3.3

DR

1.1.1.11

LAN-A 

1.1.1.2

2

DR 2.3.2.22 LAN-B

DR 3.4.3.4

AssertAssert

DF

PIM (S,G) Prune 

with RP-Bit set
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Verifying PIM Sparse-Mode

»
»
»
»



Modifying PIM Sparse-Mode Behavior
»

Modifying PIM Sparse-Mode Behavior

»
»
»
»
»

»



“Show ip mroute” flags

“Show ip mroute” flags

»
»

»
• If the flow is currently being registered right now, you’ll also

see the keyword, “Registering” in the (*,G) entry.

• If you only see the F-flag but not the word, “Registering” it 

means this flow has completed the Registration process and 

received a “Register-Stop” message from the PIM-RP.



“Show ip mroute” flags

“Show ip mroute” flags

»
• If seen in the (*,G) output, indicates the respective router is trying (or has 

succeeded) in transmitting a (*,G) Join up the Shortest-Path-Tree towards 

the PIM-RP.

• If seen in the (S,G) output, indicates the respective router is trying (or has

succeeded) in sending a (S,G) Join up the SPT.

• This flag ALONE is not PROOF that any mcast packets have

arrived on either tree yet.

»
• Received at least one mcast data packet on the SPT.



“Show ip mroute” flags (2)

“Show ip mroute” flags (2)

»
• You will see this on an intermediary router (not the PIM-RP) 

that is only on the Shared path but NOT on the SPT.

• Only seen in (S,G) entries that have no interfaces in OIL.
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(Overview)
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Auto-RP Overview

Auto-RP Overview

»

»
»

• RP-Candidates

• Mapping-Agent

• Other (neither of the above)

»
• 224.0.1.39 & 224.0.1.40



RP-Candidates

RP-Candidates

»
»

»

»



Mapping Agents
»
»

»
»

»

• Routers listen to these messages and dynamically

learn of available RPs for each group.



Candidates and Agents

Candidates and Agents

»

»

»
• Alternative: (config)# ip pim autorp listener



Auto-RP (RP-Candidates)

Auto-RP 
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RP-Announcements

RP-Announcements

»
»
»

»



RP-Announcement Body

RP-Announcement Body

»
• RP Address

• Group Range

• Holdtime (3x Hello interval)



RP-Candidate: Configuration

» (config)# ip pim send-rp-announce <intfc> scope

<ttl> [group-list acl]

»

»
»



Auto-RP (Mapping-Agents)
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RP-Discovery

RP-Discovery

»

• Highest IP address wins.

»

• Also encapsulated in UDP

• All PIM routers automatically listen to this group.

• Flooded via Dense-Mode



RP-Discovery Body

RP-Discovery Body

»



Configuration  Verification

Configuration & Verification

»

»



Auto-RP Filters

Auto-RP Filters

»

• Rogue RPs could use this to their advantage.

»

• Only from authorized RPs

• Only for authorized groups.

• Or both.



Auto-RP Filters - Configuration
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Auto-RP
(RP Of Last Resort)
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Why the need for an RP of last resort?

»

• This means any Mcast traffic received for which there is no,

known RP must be flooded via PIM Dense-Mode.

»
• Also called, “Sink RP”

• Forces PIM-Registration of mcast packets that would normally be

flooded.

• Can be a “black hole” if desired



Sink RP - Configuration

Sink RP - Configuration
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PIM-BSR vs Auto-RP (Similarities)

PIM-BSR vs Auto-RP (Similarities)

»
» • Provide dynamic discovery of PIM-RPs

• Candidate-RPs announce their RP Capability

• PIM-BSR transmits messages that allow other routers to learn of potential PIM-RPs (same objective as Auto-RP Mapping
Agent).



PIM-BSR vs Auto-RP (Differences)

»
• RFC 5059

• Auto-RP = Cisco Proprietary

• Auto-RP: Works in PIMv1 or v2

»

»
• Auto-RP demands this as part of configuration



PIM-BSR vs Auto-RP (Differences) 2

»
• Auto-RP requires Sparse-Dense Mode

• Possible risk of flooding Multicast Traffic

»
• Single PIM-BSR elected from multiple Candidate-BSRs

• Auto-RP: Can have multiple Mapping-Agents

»
»



PIM-BSR Election and Message Formats
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BSR Election Process
»

»

• Destination = 224.0.0.13

»
• Router with highest Priority (0-255)

• If tie…highest IP address.



PIM-BSR Configuration
»

»

»
Source IPAddress of messages. Hash-Mask

Length

Priority

Source IPAddress of messages.
Optional reference

to ACL



PIM-BSR Monitoring

»
»



PIM-BSR Message Types

PIM-BSR Message Types

»
• Contains listing of all known RPs, their advertised GDAs, and

Priority

• All other routers independently decide which RP to use from this

list.

»
• Unicast from Candidate-RPs to BSR



PIM Bootstrap Message - Details

»
»
»
»

»



PIM Bootstrap Message
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PIM Candidate-RP Message
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Which RP to use?

»

»
• RP with lowest priority wins

• If priority is the same, a hash function is performed.

»



Breaking a Tie
»

Breaking a Tie

»

• Value 1=hash(Group&Mask,R1)

• Value 2=hash(Group&Mask,R2)

»
»
»



Predicting the RP in Advance

Predicting the RP in Advance



Thank you!!
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