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Buffer Overflow

Normal execution: function is called with nnnu
"TEXT" as an argument

One byte overflow: function is called with nnnn A
"TEXTAAA" as an argument

Execution hijack: function is called with
"TEXTAAABCD" as an argument.
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ABCD becomes new RET address.
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Other popular vulnerabilities

* Integer overflows

« Format string attacks

« NULL pointer dereference

Double free

Use after free

Code reuse
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Vulnserv

“Vulnserver is a multithreaded Windows
based TCP server that listens for client
connections on port 9999 (by default
and allows the user to run a number of
different commands that are vulnerable
to various types of exploitable buffer
overflows!
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X ¥ X X
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X X X x
¥ X ¥ X
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E I
X X X X
X X X X
X ¥ X X

¥ ¥ X X X
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X X X X X
X X X X X
X X X X x
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¥ X ¥ ¥ X
»
x X X X X
X X X X X
X X X X X
x X X X X

x
x
o
»
x
x
x
x
4
x
x
b3
»
x
x
x
x
x
x
b4
»
x
x

Exploit Guard

Home
Virus & threat protecti
unt protection
Firewall & network pro
rowser control
Device security
Device performance & health

Family options

Settings

X X X X ¥ X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X

X X X X
X X X X
X KoK X
R
X R oK %
X KoK X

® K X
X X X X
X X X X
¥ X ¥
HOX X

E
I
oM X

E
R
X X X X

X X X X X
X ¥ X X X
¥ ¥ X ¥ X
¥ X ¥ ¥ X
x X X X X
x X X X X
X X X X X
X X X X X
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X X X X x
X ¥ X X X
X X X X X
¥ X ¥ X X
»
x X X X X
X X X X X
X X X X X
X X X X X
x X X X X
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¥ X X ¥ X
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»
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*
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»
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®
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®
®
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Exploit protection

t
and p
want.

System settings

Control flow guard (CFG)

Use default |
Data Execution Prevention (DEP)
fro n from

Use default (

Force randomization for images (Mandatory

X ox ¥ X X X X ¥ ¥ ¥ X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X X ¥ ¥ ¥ X X

¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M x X X

H oX ¥ ¥ X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ M M M ¥ ¥ ¥ ¥ W ¥ ¥ ¥ ¥ ¥ N X

x

¥ oM oM oM ¥ N X ¥ ¥ X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X X X N N ¥ M K K N N

N OX X X
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X X X X
X X X X
x X X X X
x X X X X
X X X X X
X X X X X
X ¥ X X
A A A
X OX X X
x X X X

*
*
»
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COURE :-

X X X X X

X ¥ X X X

X ¥ X X X



X X X X X X

X X X X X X X X X X X X

X X X X X X X X X

X X X X X X X X X X

X X X X X X X X X X X
XX X X X X X X X X X
XX X X X X X X X X X

—

X X X X X X X X X X X
X X X X X X X X X X X
X X X X X X X X X

X X X X >

X X X X X X X X X X X X
HoX X X X X X X X X X X
X X X X X X X X X X X X

e X X X X X X X X X X X X X

X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X
¥ X X X X X X X X X X X X X X

¥

XX X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X ¥

X X X X X X X X X X

X X X X X X X X

X X X X X X X X
X X X X X X X X
X X X X X X X ¥

QUESTIONS?
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HoX oM X oM X oM X XM X X X M M ¥ M ¥ M ¥ N ¥ M ¥ M X XN X XN ¥ M ¥ M X XN ¥ N ¥ M ¥ M X X XN X M ¥ M ¥ H ¥ HN XN ¥ ¥ M ¥ X X H X M ¥ ¥ M ¥ M X N N ¥ M M X M X N ¥ ¥ ¥ M ¥ M X M ¥ ¥ ¥ M ¥ M X XN XN X ¥ ¥ M ¥ X

HoX oM OX M OX X X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ X ¥ ¥ M ¥ M X ¥ ¥ ¥ X ¥ ¥ M X ¥ X X M ¥ M ¥ K ¥ M X H ¥ ¥ ¥ X X X X H ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ M X X X ¥ ¥ ¥ ¥ ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X M X ¥ ¥ X ¥ ¥ MK ¥ X
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X X X K X X

I

X K M M K K K X X ¥ X K X X X

I A

oM X oM oK oM oM oM oM oM oK oM oM oM oK M oM oM oK M oM oM oK M X oM oM K K K K

*

oM XM oM X oM oM oM oM oM oK oK oM oM K X

*

oM X

Thank you!

. If you have questions email us at

. info@cqureacademy.com

. You can also chat us up on the page
. https://cqureacademy.com/

oM X X X

oM oM X X

X oM M X M

COURE
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