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Windows Debuggers

Debugger Kernel Mode

Visual Studio IDE (WDK 8) /
WinDbg /
KD and NTKD /
CDB

NTSD
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Important Points

* Visual Studio has integrated Windows Debugger (WDK 8.0
onwards)

* WinDbg is GUI based, rest are character based console
programs

KD and NTKD are alike
e CDB and NTSD are alike
 “N” version spawns a new window ,while the other inherits

 Kernel mode debugging typically requires 2 running
machines — Host and Target
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Where are my Debuggers?

Home

-1
4.7 Favourites
B Desktop
4 Downloads
= Recent places
> f@ OneDrive
> ﬂ% Homegroup

> M This PC

> ?ﬂ Metwork

Share

Application Tools

View

MName
[EEE T

[=7 dbh

@ debugger
%) decem.dll
L | dmldoc
== dumpchk
=] dumpexam
[55] gflags
RIS

[ kdbgetrl
[ kdsrv

| Kernel Debugging Tuterial.doc

57 kil

=7 fist

=] logger
ﬁ logviewer
57 ntkd

E. ntsd

=] pdbeopy
[57] pImdebug
& remote
=7 st

%) sgmapi.dil

sresrv.dll
%] SymbolCheck.dll
=] symchk

%) symsrvdll
| symsrvyes
[ symstore
=77 thist

=7 urndh

£ ushview
¥ usbview.exe
[ vmdemux
windbg

Manage

-

/2014 03:28

. v ThisPC » Local Disk (C:) » Program Files (x86) » Windows Kits » 8.1 » Debuggers » x84

Type
APpcduun

Application
Compiled HTML ...
Application extens...
DOCFile
Application
Application
Application
Application
Application
Application
DOCFile
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application extens...
Application extens...
Application extens...
Application
Application extens...
YES File
Application
Application
Application
Application

XML Configuratio..,
Application

Application

Windows 8.1

©SecurityTube.net




Pentester Academy

PentesterAcademy - scimsenct e 00

TOPICS PRICING WHY SUBSCRIBE TESTIMONIALS MEMBER ACCESS

Pentester Academy Introduction <

=

Revolutionizing Infosec Training

Pe n te Stﬁcad e my Highly Technical, Hands-on, Affordable

Start Learning Today!

Latest Videos
New content added weekly
Dumping Passwords from Browser Memory

Memory Dumping and Analysis Post/windows/gather/enum_prefetch Prefetch Settings

©SecurityTube.net



