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G N U  Debugger 

# gdb src/ipdecap 
( gdb) run - i  out/crashes/id : 0 0 0 0 0 0 *  -o /dev/null 
Starting program : /root/lab/day3 / ipdecap-0 . 7 /src/ipdecap -i out/crashes/ id : 0 0 0 0 0 0 *  -o /dev/null 
[Thread debugging using libthread_db enabled) 

Using host libthread_db library " /l ib/x86_64- linux-gnu/l ibthread_db . so . l " . 

Program received signal SIGSEGV, Segmentation fault . 
(gdb) bt 
#0  _memcpy_ssse3 ( )  at . .  /sysdeps/x86_64/mult iarch/memcpy- ssse3 . S : 2 846  
#1 Ox00 0 055555555bf35 in remove_ieee8 02 lq_header ( 

out_payload=Ox555555767310 " \2 64\024\2 11\b-0 N\177\065\233\262\210d\02 1 " ,  
out_pkthdr=Ox5555557672 f 0 ,  

in_payload_len=l O ,  in_payload=Ox5555557605 lc " \264\024\2 11\b- 0 N\177\065\23 3\262\2 01 " )  at 
ipdecap . c : 575 
#2 handle_packets (bpf_filter=<optimized out> ,  pkthdr=Ox7fffffffe02 0 ,  

bytes=Ox5555557605lc " \264\024\211\b - 0  N\177\065\2 3 3 \262\2 0 1 " )  at ipdecap . c : 94 1  
#3 Ox0 0 0 07ffff7725 f ld in ? ?  ( )  from /usr/lib/x86_6 4 - linux-gnu/libpcap . so . 0 . 8  

memcpy (payload_dst , payload_src , in_payload_len - 2 *siz:eof (struct ether_addr) - VLM_TAG_LU:N) ;  
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GNU Debugger 
In the output from GDB on this page, the function call stack crashes somewhere in libc.so.6 (note that this 
output has been modified for space). Looking at the function call #1 at ipdecap.c:575, the function 
remove _ieee802 l q_ header() appears to be the last function called in the lpdecap source before the crash. 

Looking at this line of code in the source reveals that it is a memcpy() call. Here, Ipdecap is copying the packet 
payload from the read packet in the packet capture file (payload_src) to the new output packet capture file 
memory location (payload_ dst). To strip off the 802. 1 Q header information, the memcpy is limited to the total 
length of the input packet (in_payload_len), minus two Ethernet addresses ( 1 6  bytes) and the 
VLAN_TAG_LEN (4 bytes). 

Examining the source of ipdecap.c, we see that the length field reported by the per-packet header information 
(pcap _pkthdr) is used to populate the in _payload _Jen variable where subtraction is applied. However, the length 
of this value is not checked and AFL was able to generate a crash condition when in_payload_len is I O ­
subtracting 20 bytes leads to an integer underflow prior to the memcpy, very similar to the Tcpick flaw we saw 
in the module earlier. 
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Thoughts on l pdecap Fuzzing 

• We are only testing one small input 
• 802. 1Q header, 6in4 tunnel 

• Ipdecap supports several other de-encapsulation mechanisms 
as well 
• These code paths may or may not be successfully identified with AFL 

• Ipdecap supports pcap and pcapng input file formats 
• Ipdecap makes assumptions about the maximum size of input 

packet data 
• A cursory glance indicates other memory leaks as well 

AFL wi l l  apply intel l igent fuzzing techniques, 
but we have to give it useful data to work with. 

Thoughts on lpdecap Fuzzing 
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In this exercise, you successfully identified a flaw in lpdecap through source code assisted fuzzing with AFL. 
However, it is possible that more bugs exist in this source that we have not yet discovered, for several reasons: 

Minimal input: We provided only a single input file to use for testing. Although this input file includes several 
encapsulated protocol methods (IEEE 802. l Q VLAN tagging and 6in4 IP tunneling), lpdecap supports other 
encapsulation mechanisms as well that have not yet been tested. 

Other file formats: Ipdecap supports pcap and pcapng fi le  formats as input; we only tested a pcapng file as the 
input. When performing file fuzzing, test with all supported input file types. 

Poor code practices : AFL does not attempt to interpret the source code of an application to identify faults (like a 
static analysis tool might). Looking at the source of Ipdecap, we see several bad practices, including 
assumptions about the maximum size of input packets with fixed-length malloc() operations and memory leaks 
within the application as wel l :  

II ipdecap . c  l ine 9 1 6  
MALLOC ( out_ pkthdr , 1 ,  struct pcap_pkthdr ) ;  
MALLOC ( out_payload , 6 5 5 3 5 ,  u_char ) ;  
memset ( out_payload , 0 ,  6 5 5 3 5 ) ; 

AFL is an effective fuzzer, but we need to make sure we aid it as much as possible with appropriately varied 
input data and through the application of human analysis to focus on specific test areas of interest. 

Congratulations! This is the end of the exercise. 
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