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Process	Listing	APIs:
WTSEnumerateProcessesEx Part	2
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WTSEnumerateProcessesEx()

https://msdn.microsoft.com/en-us/library/windows/desktop/ee621013(v=vs.85).aspx

• Uses	the	Remote	Desktop	API	to	get	the	list	of	processes
• Works	both	for	local	and	remote	systems
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More	info?	Love	the	EX	J
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What	more	info	can	we	get?

• Convert	SID	to	string

• Use	SID	to	get	account	name	and	domain
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ConvertSidToStringSid

https://msdn.microsoft.com/en-us/library/windows/desktop/aa376399(v=vs.85).aspx
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LookupAccountSid

https://msdn.microsoft.com/en-us/library/windows/desktop/aa379166(v=vs.85).aspx
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Games	II		J
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What’s	wrong?	Let’s	check	Process	Explorer
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Shouldn't	ADMIN	solve	it?
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Thank	You!


