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Process Listing APlIs:

WTSEnumerateProcesseskEx Part 3
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WTSEnumerateProcessesEx()

BOOL WINAPI WTSEnumerateProcessesEX(

_In_ HANDLE hServer,
_Inout DWORD *pLevel,

_In_ DWORD SessionID,
_Out__ LPTSTR *ppProcessInfo,
_Out_ DWORD *pCount

);

https://msdn.microsoft.com/en-us/library/windows/desktop/ee621013(v=vs.85).aspx

* Uses the Remote Desktop API to get the list of processes
* Works both for local and remote systems
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Shouldn't ADMIN solve it?

TOCESSES FOUNaT 7%

i PID Handles Threads Process Name SID Account

1 [} ] 1 Error: ConvertSidToStringSid failed with error 87: The parameter is incorrect.
Error: LookupAccountSid failed with error 87: The parameter is incorrect.
2 4 1125 118 System Error: ConvertSidToStringSid failed with error 87: The parameter is incorrect.
Error: LookupAccountSid failed with error 87: The parameter is incorrect.
3 508 51 3 smss.exe S-1-5-18 NT AUTHORITY\SYSTEM

1 596 383 11 csrss.exe Error: ConvertSidToStringSid failed with error 87: The parameter is incorrect.
Error: LookupAccountSid failed with error 87: The parameter is incorrect.
5 664 426 12 csrss.exe Error: ConvertSidToStringSid failed with error 87: The parameter is incorrect.
Error: LookupAccountSid failed with error 87: The parameter is incorrect.
6 680 89 2 wininit.exe S-1-5-18 NT AUTHORITY\SYSTEM

7 716 195 5 winlogon.exe S-1-5-18 NT AUTHORITY\SYSTEM

8 792 270 4 services.exe S-1-5- NT AUTHORITY\SYSTEM

o 800 972 8 lsass.exe S-1-5- NT AUTHORITY\SYSTEM

10 868 661 21 svchost.exe S-1-5-18 NT AUTHORITY\SYSTEM

11 920 719 11 svchost.exe S-1-5-20 NT AUTHORITY\NETWORK SERVICE

12 668 3894 74 svchost.exe S-1-5-18 NT AUTHORITY\SYSTEM

13 880 561 23 svchost.exe S-1-5-19 NT AUTHORITY\LOCAL SERVICE

14 960 659 16 svchost.exe S-1-5-19 NT AUTHORITY\LOCAL SERVICE

15 1032 1217 31 svchost.exe S-1-5-19 NT AUTHORITY\LOCAL SERVICE

16 1056 894 18 svchost.exe S$-1-5-18 NT AUTHORITY\SYSTEM

17 1184 352 7 WUDFHost . exe Error: ConvertSidToStringSid failed with error 87: The parameter is incorrect.
Error: LookupAccountSid failed with error 87: The parameter is incorrect.
18 1316 494 20 svchost.exe S-1-5-19 NT AUTHORITY\LOCAL SERVICE

19 1352 95 2 vmacthlp.exe S-1-5-18 NT AUTHORITY\SYSTEM

20 1436 588 20 svchost.exe S-1-5-20 NT AUTHORITY\NETWORK SERVICE

21 1532 228 8 svchost.exe S-1-5-19 NT AUTHORITY\LOCAL SERVICE

22 1604 352 13 svchost.exe S-1-5-19 NT AUTHORITY\LOCAL SERVICE

23 1724 363 7 svchost.exe S-1-5-18 NT AUTHORITY\SYSTEM

24 1840 650 14 SearchIndexer.exe S$-1-5-18 NT AUTHORITY\SYSTEM

25 1896 507 14 spoolsv.exe S-1-5-18 NT AUTHORITY\SYSTEM

26 1772 585 13 svchost.exe S-1-5-18 NT AUTHORITY\SYSTEM

27 2124 234 6 svchost.exe S-1-5-18 NT AUTHORITY\SYSTEM

28 2140 265 8 vmtoolsd.exe S-1-5-18 NT AUTHORITY\SYSTEM

29 2148 132 3 VGAuthService.exe S-1-5-18 NT AUTHORITY\SYSTEM

30 2204 652 29 MsMpEng.exe S-1-5-18 NT AUTHORITY\SYSTEM

31 2268 2] 8 Memory Compression S$-1-5-18 NT AUTHORITY\SYSTEM

32 2424 195 8 TPAutoConnSvc.exe S-1-5-18 NT AUTHORITY\SYSTEM

33 2748 279 8 NisSrv.exe S-1-5-19 NT AUTHORITY\LOCAL SERVICE

34 2812 217 12 dllhost.exe S-1-5-18 NT AUTHORITY\SYSTEM

35 2952 187 10 msdtc.exe S-1-5-20 NT AUTHORITY\NETWORK SERVICE

36 3032 221 9 WmiPrvSE.exe Error: ConvertSidToStringSid failed with error 87: The parameter is incorrect.
Error: LookupAccountSid failed with error 87: The parameter is incorrect.
37 3116 403 10 sihost.exe S-1-5-21-3504999536-1538188155-3485737794-1001 DESKTOP-K7@EMVC\vivek

38 3124 307 6 svchost.exe $-1-5-21-3504999536-1538188155-3485737794-1001 DESKTOP-K7@EMVC\vivek

39 3192 439 16 taskhostw exe S-1-5-21-3504999536-1538188155-3485737794-1001 DESKTOP-K7@EMVC\vivek
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Process Tokens

TOKEN

User SID
Groups SIDs
* Privileges

SID: https://msdn.microsoft.com/en-us/library/windows/desktop/aa379571(v=vs.85).aspx

Privileges: https://msdn.microsoft.com/en-us/library/windows/desktop/bb530716(v=vs.85).aspx
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SID and Privileges

 SID:
— Trustee identification
— Unique for every user account across domain

— Format:
https://msdn.microsoft.com/en-us/library/windows/desktop/aa379597(v=vs.85).aspx

* Privileges
— Right to perform system operations
— E.g. Shutdown, Debugging other processes
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Privileges

[®7 WTStechnique-sid-username.exe:2644 Properties - O X
Image Performance Performance Graph Disk and Network GPU Graph
Threads TCP/IP Security Environment Job Strings
- User: DESKTOP-K70EMVC\vivek
\g SID: S-1-5-21-3504999536-1538188155-3485737794-1001
Session: 1 Logon Session:  3ad29
Virtualized: No  Protected: No
Group - Flags ~
BUILTIN\Administrators Owner
BUILTIN\Performance Log Users Mandatory
BUILTIN\Users Mandatory
CONSOLE LOGON Mandatory
DESKTOP-K70EMVC\None Mandatory
Everyone Mandatory ° i 1
Everyo ondator Not all privileges will be enabled
Mandatory Label\High Mandatory Level Integrity
NT AUTHORITY\Authenticated Users Mandatory by d efa u It
NT AUTHORITYAINTERACTIVE Mandatory
NT AUTHORITY\Local account Mandatory
NT AUTHORITY\Local account and member of Administrators arouo Mandatorv v . .
Group SID: n/a * A process can enable/disable available
Privilege Flags ~ . I
SeBackupPrivilege Disabled prIVI eges
SeChangeNotifyPrivilege Default Enabled
SeCreateGlobalPrivilege Default Enabled
SeCreatePagefilePrivilege Disabled
SeCreateSymbolicLinkPrivilege Disabled
SeDebugPrivilege Disabled
SeDelegateSessionUserimpersonatePrivilege Disabled
SelmpersonatePrivilege Default Enabled
SelncreaseRasePrioritvPrivileae Disahled v
Permissions
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Adjusting Privileges

* LookupPrivilegeValue()

https://msdn.microsoft.com/en-us/library/windows/desktop/aa379180(v=vs.85).aspx

* OpenProcessToken()

https://msdn.microsoft.com/en-us/library/windows/desktop/aa379295(v=vs.85).aspx

e AdjustTokenPrivileges()

https://msdn.microsoft.com/en-us/library/windows/desktop/aa375202(v=vs.85).aspx
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