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Process	Listing	APIs:
WTSEnumerateProcessesEx Part	3
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WTSEnumerateProcessesEx()

https://msdn.microsoft.com/en-us/library/windows/desktop/ee621013(v=vs.85).aspx

• Uses	the	Remote	Desktop	API	to	get	the	list	of	processes
• Works	both	for	local	and	remote	systems
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Shouldn't	ADMIN	solve	it?
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Process	Tokens

PROCESS

• User	SID
• Groups	SIDs
• Privileges
• …

TOKEN

SID:			https://msdn.microsoft.com/en-us/library/windows/desktop/aa379571(v=vs.85).aspx

Privileges:		https://msdn.microsoft.com/en-us/library/windows/desktop/bb530716(v=vs.85).aspx
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SID	and	Privileges

• SID:
– Trustee	identification
– Unique	for	every	user	account	across	domain
– Format:	

https://msdn.microsoft.com/en-us/library/windows/desktop/aa379597(v=vs.85).aspx

• Privileges
– Right	to	perform	system	operations
– E.g.	Shutdown,	Debugging	other	processes
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Privileges

• Not	all	privileges	will	be	enabled
by	default

• A	process	can	enable/disable	available
privileges
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Adjusting	Privileges

• LookupPrivilegeValue()
https://msdn.microsoft.com/en-us/library/windows/desktop/aa379180(v=vs.85).aspx

• OpenProcessToken()
https://msdn.microsoft.com/en-us/library/windows/desktop/aa379295(v=vs.85).aspx

• AdjustTokenPrivileges()
https://msdn.microsoft.com/en-us/library/windows/desktop/aa375202(v=vs.85).aspx
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Thank	You!


