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Process Token Dumper: Part 1

The Basics
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What will you learn?

File Options View Process Find Users Help
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Process
[—|m "system
¥ " Memory Compression
[— |7 wininit.exe
[W|smss.exe
[— | services.exe
[ csrss.exe
W7 csrss.exe
[m|NisSrv.exe
[m7MsMpEng.exe
[ WUDFHost.exe
qH WmiPrvSE.exe
|—|® Twinlogon.exe
(] vmtoolsd.exe
\ vmtoolsd.exe
[m|vmacthlp.exe
[m VGAuthService.exe
[ |vepkgsrv.exe

TPAutoConnSvc.exe
TPAutoConnect.exe
[m7 taskhostw.exe

B [ System Idle Process
|— | svehost.exe
[m |svchost.exe
[— | svehost.exe
[m svchost.exe
[m7svchost.exe
|— | svchost.exe
[m7svchost.exe
[m|svchost.exe
[m7svchost.exe
[m|svchost.exe
[m7svchost.exe
[m|svchost.exe
[m7svchost.exe
[m|svchost.exe
[m|svchost.exe
-/ Spoolsv.exe

[m7sihost.exe

[m7 ServiceHub.VSDetouredHost.exe
m- ServiceHub.SettinasHost.exe

SignerWinTcb-Ligh
SignerWinTcb-Ligh
SignerWinTcb-Ligh
SignerWinTcb-Ligh
SignerWinTcb-Ligh
SignerAntimalware-
SignerAntimalware-

Image

] svchost.exe:900 (RPCSS) Properties — O X
Performance Performance Graph Disk and Network GPU Graph Services Threads
TCP/IP Security Environment Strings Integrity
System
User: NT AUTHORITY\NETWORK SERVICE . -
ed to the system is not functioning.] ~ System
SID: 5-1-5-20 tem32\wininit.exe System
Session: 0 Logon Session:  3e4 tem32\smss.exe System
Virtualized: No  Protected: No tem32\services.exe System
Group - Flags tem32\csrss.exe System
BUILTIN\Users Mandatory tem32\csrss.exe System
Everyone Mandatory s\Windows Defender\NisSrv.exe System
k/lc;ﬁdA:to Label\System Mandatory Level mtaeni:ww piWindows DefenderMsMpEng.exe  System
NT AUTHr(y)RlTY\Auythenticated US:{S Mangda\{ory e System
NT AUTHORITY\LogonSessionld_0_61969 Owner tem32\wbem\WmiPrvSE.exe System
NT AUTHORITY\SERVICE Mandatory tem32\winlogon.exe System
NT AUTHORITY\This Organization Mandatory s\VMware\VMware Tools\vmtoolsd.exe System
NT SERVICE\RpcEptMapper Owner s\VMware\VMware Tools\vmtoolsd.exe Medium
NT SERVICE\RpcSs Owner s\VMware\VMware Tools\vmacthlp.exe System
s\VMware\VMware Tools\VMware V... System
5 (x86)\Microsoft Visual Studio\2017\... Medium
s\VMware\VMware Tools\TPAutoCon... System
s\VMware\VMware Tools\TPAutoCon... Medium
stem32\taskhostw.exe Medium
| RIS DR
stem32\svchost.exe System
stem32\svchost.exe System
stem32\svchost.exe System
tem32\svchost.exe System
stem32\svchost.exe System
Group SID:  n/a stem32\svchost.exe System
stem32\svchost.exe System
Privilege L Flags stem32\svchost.exe System
SeChangeNotifyPrivilege Default Enabled
SeCreateGlobalPrivilege Default Enabled - ERSTEIESED S
SelmpersonatePrivilege Default Enabled ptem32\svchost.exe System
stem32\svchost.exe System
stem32\svchost.exe System
tem32\svchost.exe System
stem32\svchost.exe System
tem32\svchost.exe Medium
. stem32\spoolsv.exe System
Permissions
tem32\sihost.exe Medium
Cancl

(x86)\Microsoft Visual Studio\2017\... Medium

DESKTOP-K70EMVC\vivek

C:\Proaram Files (x86)\Microsoft Visual Studio\2017\... Medium



What will you learn?

C:\Users\vivek\Documents\Visual Studio 2017\Projects\DumpProcessToken\Debug>DumpProcessToken.exe 788
[+] SeDebugPrivilege available for enabling![+] Enabled SeDebugPrivilege
Dumping token information for PID: 788

********************Dumping Pr\ivileges********************

# Status Privilege-Name

Enabled SeCreateTokenPrivilege [+]
Disabled SeAssignPrimaryTokenPrivilege [-]
Enabled SeLockMemoryPrivilege [+]
Disabled SeIncreaseQuotaPrivilege [-]
Enabled SeTcbPrivilege [+]
Disabled SeSecurityPrivilege [-]
Disabled SeTakeOwnershipPrivilege [-]
Disabled SeLoadDriverPrivilege [-]
Enabled SeSystemProfilePrivilege [+]
. Disabled SeSystemtimePrivilege [-]
Enabled SeProfileSingleProcessPrivilege [+]
Enabled SeIncreaseBasePriorityPrivilege [+]
Enabled SeCreatePagefilePrivilege [+]
Enabled SeCreatePermanentPrivilege [+]
. Disabled SeBackupPrivilege [-]
. Disabled SeRestorePrivilege [-]
. Disabled SeShutdownPrivilege [-]
Enabled SeDebugPrivilege [+]
Enabled SeAuditPrivilege [+]
. Disabled SeSystemEnvironmentPrivilege [-]
. Enabled SeChangeNotifyPrivilege [+]
. Disabled SeUndockPrivilege [-]
. Disabled SeManageVolumePrivilege [-]
Enabled SeImpersonatePrivilege [+]
Enabled SeCreateGlobalPrivilege [+]
. Disabled SeTrustedCredManAccessPrivilege [-]
. Disabled SeRelabelPrivilege [-]
Enabled SeIncreaseWorkingSetPrivilege [+]
Enabled SeTimeZonePrivilege [+]
Enabled SeCreateSymbolicLinkPrivilege [+]
Enabled SeDelegateSessionUserImpersonatePrivilege [+]
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C:\Users\vivek\Documents\Visual Studio 2017\Projects\DumpProcessToken\Debug>
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What will you learn?

LY Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-K70EMVC\vivek]

File Options View Process Find Users Help

Ak W W o oyl @emeaEs xae
Process v Description Company Name
|—|m ' System

B ' Memory Compressfon
| — | wininit.exe
Fl:|smss.exe
|— | services.exe
Fl=|csrss.exe
| csrss.exe
‘m:|NisSrv.exe
‘B MsMpEng.exe
‘B WUDFHost.exe
iGh WmiPrvSE.exe

SignerWinTcb-Light
SignerWinTcb-Light
SignerWinTcb-Light
SignerWinTcb-Light
SignerWinTcb-Light
SignerAntimalware-Light
SignerAntimalware-Light

|—|& Twinlogon.exe
4 vmtoolsd.exe
L vmtoolsd.exe
‘B vmacthlp.exe
‘B VGAuthService.exe

Windows Start-Up Application Microsoft Corporation
Windows Session Manager Microsoft Corporation
Services and Controller app  Microsoft Corporation
Client Server Runtime Process Microsoft Corporation
Client Server Runtime Process Microsoft Corporation
Microsoft Network Realtime I... Microsoft Corporation
Antimalware Service Execut... Microsoft Corporation
Windows Driver Foundation -... Microsoft Corporation
WMI Provider Host Microsoft Corporation
Windows Log-on Application  Microsoft Corporation
VMware Tools Core Service  VMware, Inc.

VMware Tools Core Service  VMware, Inc.

VMware Activation Helper VMware, Inc.

VMware Guest Authenticatio... VMware, Inc.
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Demo

Demo

SID_AND_ATTRIBUTES

Demo

Token Dumper MindMap

typodof struct _TOKEN USER {
} TOXEM_USER, +PTOKEN_USER;

TokenUser

typedet seret _zoxen_omEn (
R ——

TokenOwner

Demo

Demo

LUID_AND_ATTRIBUTES

Demo

Demo

Demo

TokenPrimaryGroup

TokenGroups

TokenPrivileges

TokenSource

rpedes snum cagmoRm TerE (
RS ———

TokenType

TokenElevation

... many others

GetTokenlInformation()

Process Token Dumper

Dump Token Information
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GetCurrentProcess()

OpenProcessToken()

Privilege Check @ SeDebugPrivilege

Get Process Handle

Get Process Token Handle

GetTokenlInformation()

AdjustTokenPrivileges()

Choose Minimal Access

MAXIMUM_ALLOWED

OpenProcess()
PROCESS_QUERY_LIMITED_INFORMATION
Finding Protected Processes
Protected Processes
OpenProcessToken() MAXIMUM_ALLOWED
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