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Process	Token	Dumper:	Part	2
Code	Walkthrough
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Token	Information

https://msdn.microsoft.com/en-us/library/windows/desktop/aa379626(v=vs.85).aspx
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Token	User

• User	account	associated	with	the	Access	Token



©Pentester	Academy

Token	Groups

• Groups	SIDs	associated	with	the	Token
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Token	Groups	SID	Attributes

https://msdn.microsoft.com/en-us/library/windows/desktop/aa379624(v=vs.85).aspx
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Token	Privileges

• Available	Privilege	Set	in	the	Token
• Individual	privileges	might	be	enabled	/	disabled

64-bits
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Token	Privileges

• LUID	values	maps	to	Privileges
• Check	if	Privilege	is	enabled/disabled

LookupPrivilegeName()

e.g.	SeDebugPrivilege

Enabled	/	Disabled
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Thank	You!


