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Process	Listing	APIs:
Process	Status	API:	EnumProcess
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PSAPI:		EnumProcess()

https://msdn.microsoft.com/en-us/library/windows/desktop/ms682629(v=vs.85).aspx
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Let’s	Roll!
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Do	we	need	PRIVS?

https://msdn.microsoft.com/en-us/library/windows/desktop/ms684880(v=vs.85).aspx
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Let’s	Roll	with	Privs!
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Conclusion?

• Noisy	compared	to	CreateToolhelp32Snapshot

• Requires	calls	to	OpenProcess()
–We	might	need	to	obfuscate	this	in	binary
– API	call	obfuscation	techniques	to	be	discussed	later
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Thank	You!


