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Process Memory: Write Basics with

WriteProcessMemory
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Writing Process Memory

* Requires Debug privileges

* Write Process Memory
— Change runtime data
— Overlay part/whole process (malware)
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WriteProcessMemory

WriteProcessMemory function

Writes data to an area of memory in a specified process. The entire area to be written to must be accessible or the operation fails.

Syntax

C++ I

BOOL WINAPI WriteProcessMemory(

_In_ HANDLE hProcess,

_In_ LPVOID 1lpBaseAddress,

_In_ LPCVOID lpBuffer,

_In_ SIZE_T nSize,

_Out_ SIZE_T *1pNumberOfBytesWritten
)s
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