Common APl Used
IN Malware






Networking:
Raw Sockets: WinAPI Sockets:
- socket() - WSAStartup(), socket()
- Server: - Server:
- bind() - bind()
- listen() - listen()
- accept() - accept()
- Client: - Client:
- connect() - connect()
- read()/recv() - send()
- write() - recv()

- shutdown() - WSACleanup()



Persistence:

Registry Persistence:

- RegCreateKeyEx()
- RegOpenKeyEx()

- RegSetValueEx()

- RegDeleteKeyEXx()
- RegGetValue()

File Persistence:

GetTempPath()
CopyFile()
CreateFile()
WriteFile()
ReadFile()

Service Persistence:

OpenSCManager()
CreateService()
StartServiceCtrlDispatcher()



Encryption:







Stealth;







Miscellaneous:

- GetAsyncKeyState()

- SetWindowsHookEx()

- GetForeGroundWindow()

- LoadLibrary(), GetProcAddress()

- CreateToolhelp32Snapshot()

- GetDC(), BitBIt()

- InternetOpen(), InternetOpenUrl(), InternetReadFile(),
InternetWriteFile()

- FindResource(), LoadResource(), LockResource()






