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Wireless-Tools

root@OpenWrt:~# iwconfig

—ash: iwconfig: not found

root@OpenWrt :~#

root@OpenWrt:~# opkg install wireless—tools

Installing wireless-tools (29-5) to root...

Downloading http://downloads.openwrt.org/attitude_adjustment/12.09/ar71xx/generic/package

pK.
Configuring wireless-tools.
root@OpenWrt :~#
root@OpenWrt:~# iwconfig
lo no wireless extensions.
wlano IEEE 802.11bgn ESSID:"TotallySecure"
Mode:Managed Frequency:2.462 GHz Access Point: 3C:DF:BD:26:95:1B
Bit Rate=57.8 Mb/s Tx-Power=15 dBm
RTS thr:off Fragment thr:off
Encryption key:off
Power Management:off
Link Quality=70/7@0 Signal level=-35 dBm
Rx invalid nwid:@ Rx invalid crypt:® Rx invalid frag:@
Tx excessive retries:1 Invalid misc:4 Missed beacon:@
ethod no wireless extensions.
br-lan no wireless extensions.

root@penwWrt:~# [
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Aircrack-NG

rootéObenWrt:w# opkg find *aircrack*

aircrack-ng

- 1.1-3 - Aircrack-ng is the next generation of aircrack with new features

aircrack-ptw - 1.0.0-1 - A tool using a new method for breaking WEP Keys
root@ipenWrt:~#

root@penWrt:~# opkg install aircrack-ng

Installing aircrack-ng (1.1-3) to root...

Downloading

http://downloads.openwrt.org/attitude_adjustment/12.09/ar71xx/generic/packages/aircrack-ng_1.1-3_ar71xx.ipk

Installing libpthread (@.9.33.2-1) to root...

Downloading
ipk.

http://downloads.openwrt.org/attitude_adjustment/12.09/ar71xx/generic/packages/libpthread_0.9.33.2-1_ar71xx

Installing libopenssl (1.@.1h-1) to root...

Downloading
pk.

http://downloads.openwrt.org/attitude_adjustment/12.09/ar71xx/generic/packages/libopenssl_1.0.1h-1_ar71xx.1

Installing zlib (1.2.7-1) to root...

Downloading

http://downloads.openwrt.org/attitude_adjustment/12.09/ar71xx/generic/packages/z1lib_1.2.7-1_ar71xx.ipk.

Installing libpcap (1.1.1-2) to root...

Downloading
Configuring
Configuring
Configuring
Configuring
Configuring

http://downloads.openwrt.org/attitude_adjustment/12.09/ar71xx/generic/packages/libpcap_1.1.1-2_ar71xx. ipk.
libpthread.

zlib.

libopenss1.

libpcap.

aircrack-ng.

root@penWrt:~# opkg install kmod-tun
Installing kmod-tun (3.3.8-1) to root...

Downloading
Configuring

http://downloads.openwrt.org/attitude_adjustment/12.09/ar71xx/generic/packages/kmod-tun_3.3.8-1_ar71xx.ipk.
kmod—-tun.

root@penWrt:~#
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Test Airacrack

root@penWrt:~# ifconfig wlan® down
root@penWrt:~# airmon-ng

Interface Chipset Driver

wlan® Atheros ath9k — [phy®@]
root@penWrt:~# airmon—-ng start wlan®

ps: invalid option —— A
BusyBox v1.19.4 (2013-03-14 11:28:31 UTC) multi-call binary.

Usage: ps

Show list of processes

w Wide output
Interface Chipset Driver
wlan® Atheros ath9k — [phy®@]

(monitor mode enabled on mon@)
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Test Aircrack (contd..)

‘@00 &} vivekramachandran — root@1i367-48: ~/widy — ssh — 119x33

CH 4 ][ Elapsed: 16 s ][ 2014-08-24 12:12

BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
C0:C5:20:15:F1:21 -1 0 40 0 123 -1 WPA <length: 0>
3C:DF:BD:26:95:1B -40 26 2 ® 11 54e WPA2 CCMP PSK TotallySecure
00:22:7F:69:7A:29 -71 2 0 0 7 54e. WPA2 CCMP MGT <length: 0>
00:22:7F:29:7A:29 -74 2 2 0 7 54e. WPA2 CCMP MGT <length: 0>
00:24:82:25:14:59 -80 1 1 0 4 54e. WPA2 CCMP MGT <length: 0>
F8:D1:11:78:8A:05 -84 5 0 0 1 54e WPA CCMP PSK Kukreja's
D8:FE:E3:7D:4C:EE -85 8 0 @ 11 54e. WPA2 CCMP PSK Khan
D4:6E:5C:74:E5:65 -85 7 0 © 11 54e WPA2 CCMP PSK AIRTEL_E5172_E565
BSSID STATION PWR Rate Lost Packets Probes

(not associated) FO@:F0:02:A4:E9:C7 -87 0 -1 82 3 OvsyankinHome

root@penWrt:~# airodump-ng mon@l
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Test Aircrack (contd..)

root@IpenWrt : ~#

root@OpenWrt:~# iwconfig mon@® channel 11
root@OpenWrt:~#

root@penWrt:~# aireplay-ng ——test mon®
12:13:34 Trying broadcast probe requests...
12:13:34 1Injection is working!

12:13:36 Found 3 APs

12:13:36 Trying directed probe requests...

12:13:36 3C:DF:BD:26:95:1B - channel: 11 - 'TotallySecure'

12:13:37 Ping (min/avg/max): 2.172ms/12.331ms/44.048ms Power: -34.57
12:13:37 30/30: 100%
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Test Aircrack (contd..)

A R ai

root@penWrt:~# airbase-ng ——essid Vivek mon®

12:17:12 Created tap interface at®

12:17:12 Trying to set MTU on at@ to 1500

12:17:12 Trying to set MTU on mon® to 1800

12:17:12 Access Point with BSSID E8:DE:27:69:AA:6C started.

12:17:29 Client C8:BC:C8:EE:12:0B associated (unencrypted) to ESSID: "Vivek"
12:17:29 Client C8:BC:C8:EE:12:0B associated (unencrypted) to ESSID: "Vivek"
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root@penWrt:~#
root@penWrt:~# opkg install mdk3
Installing mdk3 (v6-1) to root...
Downloading http://downloads.openwrt.org/attitude_adjustment/12.09/ar71xx/generic/pac
Configuring mdk3.

root@penWrt:
root@OpenWrt:
root@penWrt:
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