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What is Firmware? 

• Firmware is the combination of persistent 
memory and program code and data stored in it – 
http://en.wikipedia.org/wiki/Firmware  
 

• Simply Put 
– The Operating System 
– The Configuration 
– The Filesystem 

 

• Self Contained Package 

http://en.wikipedia.org/wiki/Firmware
http://en.wikipedia.org/wiki/Firmware
http://en.wikipedia.org/wiki/Firmware
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Multiple Process Architecture 

• MIPS 

 

• ARM 

 

• Intel ATOM 

 

• … 
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Operating Systems 

• Linux based 

 

• VxWorks 

 

• Cisco IOS 

 

• … 



©SecurityTube.net 

What does the Firmware contain? 

• Bootloader 

 

• OS Kernel 

 

• File System 

– Built-in utilities e.g. Busybox 

– Web Server i.e. external interface 

– Configuration data 
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Getting the MR-3020 Firmware 

• Download Firmware  

 

http://www.tplink.com/en/support/download/?
model=TL-MR3020&version=V1  

 

• Version used at this time of writing: 

 

TL-MR3020_V1_140610 

http://www.tplink.com/en/support/download/?model=TL-MR3020&version=V1
http://www.tplink.com/en/support/download/?model=TL-MR3020&version=V1
http://www.tplink.com/en/support/download/?model=TL-MR3020&version=V1
http://www.tplink.com/en/support/download/?model=TL-MR3020&version=V1
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Binwalk 

• Tool to analyze and extract firmware 
 

• Uses signatures for bootloaders, filesystems etc. to 
locate them in file 
 

• Can extract some firmware out of the box 
 

• Good tool to analyze firmware which cannot be 
automatically extracted 
 

• http://binwalk.org/  

http://binwalk.org/
http://binwalk.org/
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Binwalk Entropy Analysis 

http://www.devttys0.com/2013/06/differentiate-encryption-from-compression-using-math/  
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Binwalk Firmware Auto Analysis 
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